
Appendix 

A Case of Misplaced Trust: How a 
Third-Party App Store Abuses Apple’s 
Developer Enterprise Program to 
Serve Adware 

Appendix 

 

 

 

 

 

 

 

 

 

TrendLabs Security Intelligence Blog 
Mobile Team 

 
September 2016 



Trend Micro | A Case of Misplaced Trust: How a Third-Party App Store Abuses Apple’s Developer Enterprise 
Program to Serve Adware 

TREND MICRO LEGAL DISCLAIMER 

The information provided herein is for general information and educational purposes only. It is not intended and should not be construed to constitute legal advice. 
The information contained herein may not be applicable to all situations and may not reflect the most current situation. Nothing contained herein should be relied 
on or acted upon without the benefit of legal advice based on the particular facts and circumstances presented and nothing herein should be construed otherwise. 
Trend Micro reserves the right to modify the contents of this document at any time without prior notice. 

Translations of any material into other languages are intended solely as a convenience. Translation accuracy is not guaranteed nor implied. If any questions arise 
related to the accuracy of a translation, please refer to the original language official version of the document. Any discrepancies or differences created in the 
translation are not binding and have no legal effect for compliance or enforcement purposes. 

Although Trend Micro uses reasonable efforts to include accurate and up-to-date information herein, Trend Micro makes no warranties or representations of any 
kind as to its accuracy, currency, or completeness. You agree that access to and use of and reliance on this document and the content thereof is at your own risk. 
Trend Micro disclaims all warranties of any kind, express or implied. Neither Trend Micro nor any party involved in creating, producing, or delivering this document 
shall be liable for any consequence, loss, or damage, including direct, indirect, special, consequential, loss of business profits, or special damages, whatsoever 
arising out of access to, use of, or inability to use, or in connection with the use of this document, or any errors or omissions in the content thereof. Use of this 
information constitutes acceptance for use in an “as is” condition. 
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App hashes (SHA-1): 

Commercial 
Name 

SHA1 

Minecraft PE CACA0645A951FAF6C0F01D1F8380FFFA9571E0B8 

Terraria 4A675FB339C813F539999C57304E49969B6F899E 

Instagram C5AB0EC4B5296A6E73392F6B6408D8FB6A7A95C6 

LINE 4A508129A3EA05846BD19956D79C6AE8CF8FB955 

AVPlayer Pro 88F038A52C2D8EEBEBB97B213FFF92403A32C8CA 

Facebook 4B29EDE3D33A29FECD4E2706444B44565CB48F5E 

Twitter 08187AAEEC23BE013BF4BD4F79226D84CADC78A7 

Uber 40A0495EF938DE553F951B57E741B927F79EE4EA 

QQ 05E36C314AE97934944B2A2F447BE89CF4B7CE4F 

Wifi Password for 
iOS 7 

AF3BA57F20EFADC91A80609D52C02DD9293311ED 

Pokemon Go 
(Version 1) 

 
C7E381D0FFABCCC7860628B87BA672A6F32CBFB0 
 

 
Pokemon Go 
(Version 2) 
 

 
67AD998E06E0FA98F1F05E58D8C73DF4A31BC10A 
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