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Introduction

Halloween is still a month from now and yet Android users are already being haunted
by the previously reported “Ghost Push” malware, which roots devices and makes
them download unwanted ads and apps. The malware is usually packaged with apps
that users may download from third-party app stores.

Further investigation of Ghost Push revealed more recent variants, which, unlike older
ones, employ the following routines that make them harder to remove and detect.
Customers using Trend Micro mobile solutions are protected from threats related to
Ghost Push as we have been blocking and monitoring related malware since April this
year. Below are the I0Cs for the related threats.

SHAIls

e 881972b8a2c87a0f0e759642a18828cabb5ebcad
e 33afl9ab60adc9500a005f03af5a51f57d46e738
e 95a6d37796a7a0f533474301f7c45fa9c8ccd62f
e 2c23aee7ebad45ef467bbd9db4811c84150fffll

o b341bf8a492ce482c8hb0fee925a8ceee80ad0efa
e e97e07f42e4b0ebb80a72f4el13f518c4792cb6a

e f732a059f054a62ee7d2aab2a8831f6af64108a5
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e 6fd7bf927df8395377026c248df5c1d606d7f63a
e 70e0c315d49b40dded7033c8ba74f831el5fb3f4

e 253al179¢cf95666b5110321db157731eb22337b3f

e aa80alaelb82lfeel9aaf67e219532d5394054db

e ceb6cbd7373a4la73702d4fa7c25a9dcl6a44e5e8
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e b6f52e5f7ed2b012c65125be9862fdb74e601365

e 8eb580a5f3c7c5828045795b6809ab373de79900
o 2ff29cca8a2a7d4025d5eblf541d0e804e26blae

e d269700e6a23b6106fe0lfb6e37adl784e32alda

e 9afe4b2309f9a8f582478c9d8c061b345de38b9b
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e 2d38967885cf1199bdd83249bf8eldcc801775ff

e 351f3d0a2cecf80238c40b56016a25bebf198021

e dB802ca9fe048cda60cl6ad82771e6378b2d9d4c5
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Related Certificate Information
Certificate 1

Signer_CN: google

Signer_C: CN

Signer_O: android

Signer_ST: null

Signer_L: null
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SerialNumber: 3elcfdl7

Owner_ST: null

Owner_O: android

Owner_L: null

Validity_From: Thu Oct 30 02:06:30 UTC 2014
Owner_CN: google

Owner_OU: google

Owner_C: CN

Signer_OU: google

Validity_To: Sat Oct 06 02:06:30 UTC 2114

Certificate 2
Signer_CN: b
Signer_C: null
Signer_O: null
Signer_ST: null
Signer_L: null
SerialNumber: 55388fe5
Owner_ST: null
Owner_O: null
Owner_L: null

Validity_From: Thu Apr 23 06:23:33 UTC 2015

Owner_CN: b
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Owner_OU: b
Owner_C: null
Signer_OU: b

Validity _To: Sat Apr 15 06:23:33 UTC 2045

Certificate 3
Signer_CN: demolO
Signer_C: null
Signer_O: null
Signer_ST: null
Signer_L: null
SerialNumber: 535al18b
Owner_ST: null
Owner_O: null
Owner_L: null
Validity_From: Fri Apr 25 07:40:59 UTC 2014
Owner_CN: demolO
Owner_OU: null
Owner_C: null

Signer_OU: null

Validity_To: Thu Aug 26 07:40:59 UTC 3013
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