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Malicious exploit server of ZNIU:

® hxxp://reg[.Joozclimb[.Jcom:5101

Hashes Detected as AndroidOS_ZNIU (SHA256):

SHA256 Package Name App Label
02716eddfea51979a46f4f5bfc490223524b24e841590641b1b3f com.tj.tjcty04645 B LS:
cf1670100c8

05772cbf9780777e08c704a65282ae28f3231f9e2cbbd49f8bfaf0 | com.tj.tjcty03458 TEBERL:
c3a5e32bde

0d7da9b7d6bce9165fa065030ed0a86b40bb52cd4al355e12dea com.tj.tjcty04011 RN
43d496ba5aad1

1115b3a988604c9757d444169782¢c2b024bd53d50c682f6aaf00 | com.tj.tjcty01142 NS iN
699229e35e44

14bfdb03c638d34cfd7e69c100db36ebbec52e462cd28399ca81 | com.tj.tjcty09635 NS EIILIN
c0ebdd596fa9

151e27c69cf7db372a59eb36960d6f50896eb44cffb3f551f2d808 | com.tj.tjcty03441 NS EIILiN
8d6efd1d8d

19069ecf7e10d241c462ca9a3a437524d6f9ff6aaf7663646a458f | com.tj.tjcty04315 SN
7374495cc3

1c92bd16119245ff76ed03b64be81215d1781a4686fcef7600d90 | com.tj.tjcty03513 LN
c6c2d3a315a

1d2164fdc7be110224d66910d1a84a06c8627864920f418f2890a | com.tj.tjcty01811 LN
ff6a5d0d320

208d86e33175f6ac6c252eecc6857ace95d8824f480032f369e7f | com.tj.tjcty10337 SN
13e4d3797c4

20af7¢82d0c7dc8f8063d88cfa150ae3f8db89743cef07a96f8bcc | com.tj.tjcty13355 SN
dd0e6885a1

219cda26aeb6bd398f3b7ddaecfa8f26aa0c5d792eec460fefébcd | com.tj.tjcty04237 VEESE LN
bb447bfbab

2661f01f3c4a53308e312869bd734d73afb43f85d1cd49cb9cfob com.tj.tjcty09160 NEESEIILNN
a58f13b8997

2a2133a2064a4b3b83480abbff55a0ca73ab0f3ce9208b59b18d0 | com.tj.tjcty09160 NS EIILNN
0193cf627e0

2b8039348d70fd2efffaa7e80cf6f9bc569f79a3247cbe8e4bfb79¢c | com.tj.tjcty11143 NS EIILNN
dOae62b64

2fdb1d7e66332d9398f47d7cb06bfd38a335e5311a201adb60e3 | com.tj.tjctyl2749 NS EIILNN
6c9b5f031279

31dab931ada06824af42033de693568b8caf5e612d79218d8d2a | com.tj.tjctyl1346 NS EIILiN
41bf0d34469a

31f8034080f5e02092fc3e88df32aa1f891e85999bbb16b468200a | com.tj.tjcty00653 VEELE LN
1571309371

36e74d155ad6¢ce0b3d546558c8f24d047088400cb923e2ae3899 | com.tj.tjcty04246 BEALE:

0b3ff6c662ee




SHA256 Package Name App Label
3add84fbbbd9904ce222ab29ad80bd7aa581a3e85994d3e0506 | com.tj.tjcty03910 LGN LN
191655d66b957

3ce1af003291e2fdd62d3651480ebbad1116a29fbe2d3bdd2eda | com.tj.tjcty00655 LGN
ced4alel18602c

40b2df00bc7abbfe7a1372c89c7686a4f609dcf984214293ab775 | com.tj.tjcty02044 NEESE LN
ab19eeb45e0

466a9238545307cffd412a0899be31144eebe3f3a28e34405d5de | com.tj.tjcty09160 Ve E RIS
7b509a89a82

52dd0b046baad07120ad2dd756d2f2078e399023fca2990bfedf7 | com.tj.tjcty03915 Ve E RIS
2b89dd20d85

544d6de789804ae7147fb5d2ae527409456ccfa93f261298d49ee | com.tj.tjctyl4558 Ve E LN
94ee2dedb5et

60e74ee352c3ee063cbe9e3a00230b73db07b4e24bf7be0868e2 | com.tj.tjcty12349 Ve E RIS
357ca7d15dd9

60f3d4d76cf232372ef569063e01237f5081c45c2e4fecde5fde0d | com.tj.tjcty03415 VB E LN
a25f0d7484

621fc5¢c33769153b957df0709c6dc45e6837291¢c797dc4852212 | com.tj.tjctyl0137 SN
7a89eac8e49c

6a7900241bf608aff7266816f34d60e280702227c7519277fe0965 | com.tj.tjcty05539 SN
502852678

6aea1e676fa09909c902389c5eee04511b6fc60febe3ffff0b1ab13 | com.tj.tjcty03411 SN
c8ef1823e

6db51cd4d0d90a11e3b2583d0f1311279be03aebcabfdfd12e0b | com.tj.tjcty01715 SN
9eeb3f7cf89f

723f97ff8f1f14ea4bf80ce83fcab21d03816bb8a7ac49c198e080d | com.tj.tjcty01155 SN
6e286a5b1

74ca2879f54ed133e6a6bdcf7e95ad45897ffafa8e43af6d293b10 | com.tj.tjcty04619 EES LN
9d08299053

7594f7459b1eb5d8c8d279f52990b1d974745f5167487e2251d9 | com.tj.tjcty01850 VEELEIIEEN
977de82c9612

78886e1992e1c077d8aa40f2157e2aaca855ac4d559a66a7a0fd4 | com.tj.tjcty01255 NEES gL N
9628eab0e70

7d81852ead34bb3f87e228f5cb69e7844f51b642d0c45929ceb1 com.tj.tjcty09160 VBN
1ffcbe12e6d6

7dbf0732f3a5111cc27d4e5d2001788aa7499859ed6efb25a1c51 | com.tj.tjcty14858 VEELEIIEEN
087faa244f7

81b565cf3879e6430a62a92287aa9e882cfedf0fb8d5918a3f568f | com.tj.tjcty04945 VEELEIIEEN
47af405e7a

86eb4574fa0fadb16ffaac02558110a77b99ef840e8ed32b38547¢ | com.tj.tjcty04010 VEELEIIEEN
dfdf14ebac

8dael0b8b52aa4be044cf6fde34a717b5d33f68ddabec7eb1d4a88 | com.tj.tjcty09338 eI
e7220715ea98

8e595253eb227d66aa046c4d7c4cOfbadfce193822b5b456defcd | com.tj.tjctyl4458 BEHALE:
3fabbd9e60e

94d191d7eb2dda751772d0bc4421c2febcecee196f345¢39c00fbe | com.tj.tjcty01242 VEES eI

beed2f01942




SHA256 Package Name App Label
99105b253¢ce701f03d9d486859bbc4cd0e22d195709b2a36e1fc | com.tj.tjcty01360 VEAZLIIRLS:
da2b16770228

9a825cec9e532fec72953e754f578f683bfcac502bc88887¢cf990c | com.tj.tjcty07345 VEAZLIIRLS:
4248a7156b

a2a1b423ba7a8d940bd019baca29d0d17554ec388dec5a81a9a | com.tj.tjcty11243 S EIILr N
3a87c2c104d2f

a4a2901846343cfda6c34846d3e0dfa01fa78147343c700103b62 | com.tj.tjcty11043 B LS:
046b286b758

a799fda312167cffb3ef53c4a818eb1d0c9005935779cd9e1¢c839 | com.tj.tjcty0119 B LS:
405cfb63fca

a8b05fc0edf36c397fc67c6f06a77887c03b2cfbac1f08b31a98cf7 | com.tj.tjcty01915 Ve E LN
3aeb2ff3f

a9d77ce84b476eaf52695ce8f343a2afa52705afe23c6f64d4d1ea | com.tj.tjcty11446 B LS:
25a2587019

ac5edd29db4a1588b1a78e9938a740bb598f34a4973f9b0d686¢c | com.tj.tjcty07645 NI iN
ea5eb909842b

aee0ac40f0506a5545585bf07473335cc052ac713a89a14a74698 | com.tj.tjcty13955 VEESEI LN
f081b6a6c89

b13a1de26c147¢c202730057c45124aa9ec06a3fcc99db177fa3b | com.tj.tjcty12849 VEESEI LN
957207209208

b26d8a7194a58badc5d858be984d7542b64a6888c2c7d619be9 | com.tj.tjcty07745 VEESEI LN
ea3ceb80c9e8b

b2c7f10d758971d09bc4d6b456bac61c3b395ef20dedd56612f2 | com.tj.tjcty01117 VEESEI LN
43ac1d1031f1

b4d775b539bcd7243d4f24fa2e8347bb85c5e6e86bae34ba692a | com.tj.tjcty09160 VEESEI LN
ficb27a2fc2a

b60037848ddcd3ad55940e78e6f82ecc0f69be7bfcb5cf729767¢c | com.tj.tjcty09160 VEESEI LN
5c24a5a29f5

b666edb035d4c2b1c70c8e38872d3e7e25e857aa4aba3826611 com.tj.tjcty05245 NS EIILiN
13def1eea9950

b6ae0b707798c01341c5f25b55f72bb144f962eff01cd92b78760 com.tj.tjcty05745 NS EIILNN
e7a6655572a

b840871d9020d13a25fe93e588529e44a573d0a690e4751443ff7 | com.tj.tjcty11949 NS EIILNN
42dbcc4fd0d

baa64a724dcb0119eb53f34afa098852d7faaf25f53ee7346e601a | com.tj.tjcty0249 NEESEIILiN
9b1a56ec2c

bac86e916477e812c43635f468f89b8cd7f73921369c6bdc50f6b | com.tj.tjctyl4660 NS EIILNN
57a04268df6

bb11e3fdc989036f82b2fb5ed498e3c3b890374d3c4aedde19b6 | com.tj.tjcty01853 NS EIILNN
735b25e43bcd

be2a53e3476b8e6f3b8a8eecc343b20b0a0d7114f9d7435e91d4 | com.tj.tjcty01860 VEESE LN
773f31a73c07

bedbce1e683ed1a5b14c681b36b4e01bddf2d79ca8718eealb6 | com.tj.tjcty0319 VBN
c300a03766958

bf441642326797c491df70b1bc66d6be7c0ef63e6c25229826538 | com.tj.tjcty04113 VB I N

cdf60c5bfo1




SHA256 Package Name App Label
c02b5acb8e0ef7aecf7cb882af1fd06647b8931c86fe90259¢c17e5 | com.tj.tjcty04845 VEAZLIIRLS:
0047fb497a

c379ea39edfa94f249ed10834bda784ededbe3e62ca66e9e012c | com.tj.tjcty09837 VEAZLIIRLS:
e945e1d1f1ibc

c4c9c2befe7c283ddc3885eef5380bf35ae59def84e58783c0aad | com.tj.tjcty01360 NEESE LN
43b9e3f321d

c797ebf212d3d926f7cf56d08f04b7eb00b3bf4fd654569e157€36 | com.tj.tjctyl1546 B LS:
56d7d1e0e2

cf4b506bb5cb14a03ffb6aacafc939365f564fb8ec3c7496ee5633 | com.tj.tjcty10437 S gL N
300f0641b9

d0a75e9233d8098f87182d53cd40787bc6f9b671c0f25¢c3bacdd com.tj.tjcty02058 TEBIERLS:
361ced24741c

d2dd11684e7cd53a134215f173d1bf36c0f5fbdd5a41294¢cbc032 | com.tj.tjcty12649 B LS:
ec8180313f1

d4967b3d79442d2735¢c878b5¢c830bd13a3d7453e70470d97299 | com.tj.tjcty12049 NI iN
20161aaea7ec3

d6075e087952eb78170a7f618152258bc8eda7ab1466653b843c | com.tj.tjcty1l2249 VEESEI LN
36533179559

d63ff937097330fe83ef93b3d61a5d5d1645bcefb0276c419e414 | com.tj.tjcty09553 VEESEI LN
27d6cfa2el14

d700403b46031e3dd41c6d73c555a5640c20d6755c4c1ee81f50 | com.tj.tjcty01247 TEZ ARG
8d8150899510

d970b899460830472e3ee01c3cfdc14fc8bfdffadfffd47e5cd95d1 | com.tj.tjcty01360 VEESEI LN
2987d340e

d9de2f8b99643a3d46125¢c7517dea093ed8eaeal3107127c000b6 | com.tj.tjcty01360 VEESEI LN
b7acfd9f65b4

dd76df8c0db9426e94225f1711703835b05¢ce81010152e498b9f | com.tj.tjctyl0537 VEESEI LN
ab0d88773671

de9265a6accc363475abda87582960a63588751bd8adda3b3a6 | com.tj.tjcty00654 NS EIILiN
82124b9b45a8e

e4065c645¢c7227a6b839d894022d2991a42825e0bc1a4230aa5 com.tj.tjcty01213 NS EIILNN
bc15e07a43897

ea9a66ca87ba3341709f253c9d8738223900287c0c48ca2eb178 | com.tj.tjcty04658 NS EIILNN
05bfbf145d06

ec33f8dd36b3cal302d4ef382f7105effadab5adad81416e440d2¢c com.tj.tjcty03450 NEESEIILiN
d6045757494

ec4b52cbacb008260381c9680a055a6¢c836b384412d484fc2204 | com.tj.tjcty12449 NS EIILNN
1c4ff9b07f37

f011c168a49762c1b610eadd2797d3b4d053f6b40e65d41beece | com.tj.tjctyl2955 NS EIILNN
321274529990

f139a68b1ae7c15b569bfe7757ef44b42a5dea2095d43aaa26ale | com.tj.tjcty04215 VEESE LN
bcb548bce96

fc9d87be0236e35ba59ce8a26a55a03cc009aael 175966356f4d | com.tj.tjcty14258 BEHALE:
a0e9a672b825

fed700ebbe9e754d22703fb35fb20fc9fc896d409f6f3f08871dd31 | com.tj.tjcty07945 NS EILr N

01dde10bc
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