Fake Photo Beautification Apps
on Google Play can Read SMS
Verification Code to Trigger
Wireless Application Protocol
(WAP)/Carrier Billing

Appendix



Indicators of Compromise (lIoCs)

Package Name

App Name/Label

Download Count

wop5e.r9jx.wae69u Yellow Camera 100,000
com.beauty.cool.camera Cool Camera 50,000
com.arthur.camera Arthur Camera 50,000
com.tmzz.yavob Enjoy Camera 10,000
com.safeguardin.freecamera Free Camera 10,000
com.fire.camera Fire Camera 10,000
com.click.tools.camera Click Camera 10,000
com.camQ01.selfie471 Candy Camera 10,000
com.app.fb.camera FB Camera2 10,000
com.sunshine.tools.camera Sunshine Camera | 5,000
com.love.sweet.camera Love Camera 5,000
com.forgettable.running Version Camera 5,000
com.didi.gothigh.cammer Version Camera 5,000
com.zxrpnwr.necemm New Camera 1,000
com.remarkable.android.app.camera Remarkable 1,000
Camera
com.luck.camera Luck Camera 1,000
com.golds.forecastie Weather 1,000
com.fb.tools.camera FB Camera 1,000
com.cat.helper.camera Cat Camera 1,000
com.beauty.camera.filter Beauty Camera 1,000
com.apple.android.app.camera apple camera 1,000
com.sweet.camera.face filter.app Sweet Camera 500
com.lamous.camera Lamous Camera 500
com.happy.camera Happy Camera 500
com.warm.forecastie Warm Weather 100
com.sun.fun.camera Sunfun Camera 100
com.file.guru.master File Master 100
com.tm.camera TM Camera 50
com.swan.songcamera Humour Camera 1
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