TrendLabs @ .'!I.B E E EJ)W

Pop-up Ads and Over a Hundred
Sites are Helping Distribute Botnets,
Cryptocurrency Miners and
Ransomware

Appendix

TrendLabs Security Intelligence Blog
Joseph C. Chen

Cyber Safety Solutions Team



March 2018

TREND MICRO LEGAL DISCLAIMER

The information provided herein is for general information and educational purposes only. It is not intended and should not be construed to constitute legal advice.
The information contained herein may not be applicable to all situations and may not reflect the most current situation. Nothing contained herein should be relied
on or acted upon without the benefit of legal advice based on the particular facts and circumstances presented and nothing herein should be construed otherwise.
Trend Micro reserves the right to modify the contents of this document at any time without prior notice.

Translations of any material into other languages are intended solely as a convenience. Translation accuracy is not guaranteed nor implied. If any questions arise
related to the accuracy of a translation, please refer to the original language official version of the document. Any discrepancies or differences created in the
translation are not binding and have no legal effect for compliance or enforcement purposes.

Although Trend Micro uses reasonable efforts to include accurate and up-to-date information herein, Trend Micro makes no warranties or representations of any
kind as to its accuracy, currency, or completeness. You agree that access to and use of and reliance on this document and the content thereof is at your own risk.
Trend Micro disclaims all warranties of any kind, express or implied. Neither Trend Micro nor any party involved in creating, producing, or delivering this document
shall be liable for any consequence, loss, or damage, including direct, indirect, special, consequential, loss of business profits, or special damages, whatsoever
arising out of access to, use of, or inability to use, or in connection with the use of this document, or any errors or omissions in the content thereof. Use of this
information constitutes acceptance for use in an “as is” condition.




Malicious Domains:

activatetool.com
allupdates.net
bestofkeygen.com
ckfile.com
crack4k.com
crackandkeygen.com
crackasm.com
crackedits.com
crackednow.com
crackedpc.com
crackedpc.org
crackedreal.com
crackflare.com
crackfullpc.com
crackfullworld.com
crackithub.com
crackkey.net
crackkeys.org
cracklists.com
crackmakes.com
crackorigin.com
crackprowin.com
cracksapp.com
cracksbeforesoft.com
cracksbook.com
cracksbox.com
cracksea.com
crackslink.com
cracksmine.com
cracksofthub.com
cracksone.com
crackstell.com
crackswall.com
crackswar.com




crackswell.com
crackswin.com
crackswork.com
crackszone.net
cracktorrent.com
crackworld.net
crackxonly.com
crackzee.com
cracx.com
cracx.net
cracxactivator.com
cracxfree.com
cracxtool.com
daily2crack.com
fdcrack.com
flamboyantly.info
freeactivators.com
freesoftsfiles.com
fullactivators.com
fullcrackmac.com
fullsoftwarez.com
haxcrack.com
haxkeys.com
haxri.com
hdcrack.com
howtocracksoft.com
hgcrack.com
insiderex.com
itisfile.com
keygensoftware.com
keygenworld.com
Icrack.com
lumion8crack.com
macactivator.com
maccrack.net
macinwin.com
macupdater.com
magqprosoft.co




onhaxapk.me
onhaxcrack.me
pcactivators.com
pccracked.com
pcfullversion.com
pcprocrack.com
pcsoftnkeygen.com
pcsoftwarespro.com
pcwarez.org
postapk.com
procracks.net
procracksoft.com
procrackz.com
procracx.com
prosoftcrack.com
racracks.com
realcracks.net
realcracksoft.com
rootcracked.com
secrack.com
shoaibpc.com
shapcrack.net
softactivator.com
softenia.com
softnkeygen.com
softsasm.com
softshere.com
softsmob.com
softwaresa2z.com
softwaresdaily.com
softwaresdaily.net
softwareshax.com
softwarespatch.com
softwarezcrack.com
softwarezpro.com
theinspiron.com
thepcwares.com
warezcrack.net




warezkeys.com
warezx.net
winsoftmac.com
workingkeygen.com
www.keysfull.com
zipsoftwares.com
epictorrents.com
etorrent.club

Related SHA256:

SHA256

Detection

a7a09ba7c9dc34fe28836310863f47c9f945ac3f53225¢26310d0eb
967888f7d

TROJ_SMOKELOADER.A

3dafda982f1775498018b660a7ch97cf42c0362362aall124calls3
4f92f097c0

PUA_ICLOADER

d6c32a028f1b49fd7e5aa2ed6abfl1dc6843951be095ec0d2623702
38b08901c2

TROJ_SMOKELOADER.A

0e8beaf0504f3d14cf85d4362797bad98ad3fb7b36bb89b09482ae
lac8aedaff

TROJ_AZORULT.A

2137ac079e435087125529bcd96bee3021837dd87f3f0Ocbf69153d
787bee8d83

RANSOM_GANDCRAB.TI
AOBGC

a717e5991bb3a4516b2a120d219e21944428e2b7deb2ab673384
9839be07e8f4

TSPY_URSNIF.TIBAIAX

d3cfa3a6b06f8468fc95a4cfb105¢c199923240f6a7721707a101288
98ca52351

PUA_INERINO

8a13b3b6b86668c0b73e6e2a41019aad3facbh7ef76ca75588f01e2
5eb68ddca9

COINMINER_MALXMR.TI
BAFR

6b4alef616c2554592d12¢c29c30ae04f46dcdc71e8e5b52c802bad

PUA_INERINO




f161f8cedb

ab23bb13cda920a539dd43b72f4348bel1df358f3a3a1889chc66d1
d58e989fd5

PUA_INERINO

84a3dea39e10cc4066036013219bd0faed4a453ce36012b4e51ef9
a4100b6282

PUA_ICLoader

€331a165ede87506376e0d4ce3135abdb610d82001b5a8ch27ff99
b62a153a78

COINMINER_MALXMR.TI
BAFR

1cd1275d15a2c1f7dcfdae2f5¢c33a24279d1c0e8d352a039edda3d
281670ac95

PUA_ICLoader

fdc5e87411376fe5b7eeclfelbf6b3447b88b022a72ebc9b91d2ced
7bc1b00ff

PUA ICLoader

24BB36D9543CF1DE8S6EF442CC50C10A3A3D3A3DS577226D6E

9BFFBBAFD3542ECD PUA_INERINO
600afae6b9509dda4cdf8486251cf4846effb59e585ccf31aca8e0a9
23a8eacc PUA_INERINO

18ccea7115a2921234e16747555dd94elcfdc79b8081laeafac0061
691cdb4b87

COINMINER_MALXMR.TI
BAFR

d85abae0348bb6c7fd793c88dd7d7b5196bbc08b4ffc479198805¢
e231ed87ee

TROJ_SMOKELOADER.A

bf4b944d01a39¢c5c426315310671f5f309d7348fbc5113110cb3b6a
9bb063644

RANSOM_GANDCRAB.TI
AOBGC

b1b5e89c3c60281730264f968213427eal27d885ce8a008b83943
883afa2bd29

TROJ_SMOKELOADER.A

83aeeeaB83e2a727abb18bla7b13da7b0e4961668bb40ee98aal4
6200c6908d5e

TROJ_AZORULT.A

35a5ad36c0d441c51fb331590233870a7195041b09b52¢c18bb43b
444ed5de944

TROJ_NEUTRINO.B




4b766e422d3bc2121a3ecdd20d7cal8eedf6fa3b55b4628782af7c
ae643db883 PUA_ICLoader

Command and Control Domains:

inerino[.Jru iNerino C&C Domain
chlen[.]bit SmokeLoader C&C Domain
d3sl[.Jme SmokeLoader C&C Domain
godz][.]bit SmokeLoader C&C Domain
raml[.]bit SmokeLoader C&C Domain
tretiuybbd][.]top SmokeLoader C&C Domain
boorgen[.]pw SmokeLoader C&C Domain
advstat5[.]Jwin SmokeLoader C&C Domain
advstat70[.]host SmokeLoader C&C Domain
readybit7[.Jwin SmokeLoader C&C Domain
spaceclub30[.Jwin SmokeLoader C&C Domain
needyoulove[.]Jpw AZORult C&C Domain
gidrobon[.]pw AZORult C&C Domain
watermakerl10[.]bit NeutrinoBot C&C Domain
gdcb].]bit GandCrab Ransomware C&C
Domain
malwarehunterteam].]bit GandCrab Ransomware C&C
Domain




politiaromana].]bit
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Trend Micro Incorporated, a global leader in security software, strives to make the
world safe for exchanging digital information. Our innovative solutions for consumers,
businesses and governments provide layered content security to protect information
on mobile devices, endpoints, gateways, servers and the cloud. All of our solutions
are powered by cloud-based global threat intelligence, the Trend Micro™ Smart
Protection Network™, and are supported by over 1,200 threat experts around the
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