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TREND MICRO LEGAL DISCLAIMER

The information provided herein is for general information and educational purposes only. It is not intended and should not be construed to constitute legal
advice. The information contained herein may not be applicable to all situations and may not reflect the most current situation. Nothing contained herein should
be relied on or acted upon without the benefit of legal advice based on the particular facts and circumstances presented and nothing herein should be construed
otherwise. Trend Micro reserves the right to modify the contents of this document at any time without prior notice.

Translations of any material into other languages are intended solely as a convenience. Translation accuracy is not guaranteed nor implied. If any questions arise
related to the accuracy of a translation, please refer to the original language official version of the document. Any discrepancies or differences created in the
translation are not binding and have no legal effect for compliance or enforcement purposes.

Although Trend Micro uses reasonable efforts to include accurate and upl[-]to[-]date information herein, Trend Micro makes no warranties or representations of
any kind as to its accuracy, currency, or completeness. You agree that access to and use of and reliance on this document and the content thereof is at your
own risk. Trend Micro disclaims all warranties of any kind, express or implied. Neither Trend Micro nor any party involved in creating, producing, or delivering this
document shall be liable for any consequence, loss, or damage, including direct, indirect, special, consequential, loss of business profits, or special damages,
whatsoever arising out of access to, use of, or inability to use, or in connection with the use of this document, or any errors or omissions in the content thereof.
Use of this information constitutes acceptance for use in an “as is” condition.




Indicators of Compromise (IoCs)

Hashes detected as ANDROIDOS_FAKESPY.HRX (SHA-256):

Hash

Package Name

f24306d821019a0824a05b60b53c9ce5077b0
914c26beb607608bc10d88bc43f

com.post20180123.deliv.off

e1288cb54727e673ffbd90ef4fcda2079d9f8a
3d7b22b54b4e4726864462987¢

com.post20180119.deliv.off

3192b5beba912e2cc46eb5468516276bb4f6
dfaef8105e70a5ac8f2039484575

com.post2018.deliv.off

ab12a6b49ee1a3c5f0ebf39bfec7cf3c3145b6
414aec088bc972c3acb33b9ee7

com.y2018.lott.online

54f74a43b81252160f4e9d5afc81b6aal4034e
870ced1d333ce6fc58967bed2d

com.post20180123.deliv.off

5da20bc5a488138534dbf5bfe83f6210c7693
94f91a41059b977b270af899e82

com.post2018.delivery.off

7682e02105fe576b37d38d3732fdd021b8897
8a08b466cc82aab357a1fc69f50

com.post20180126.deliv.off

8a3daf55cal380ea041a6f9248117f75cce8e33
14ce0b6a755751841ead204aaa

com.post20180123.deliv.off

15d9496dd4189ed0f708c3b5ce0e9b2850d3
815b260a0d24028cf82b71d08350

com.postman.delivery.online

a7607e0bd258d8bf3a9f00ae3006887617819
29296b8999beal3cf457711e442

com.postman.delivery.online

e32977610a6ffobaae1ccal8e2998f063c0a9f
c6aa03b6e0961511ef0ea2935d

com.ama.emea.off

848fe0a0449b43290144beb5b5f21dcf60aed
00425db67a56¢c9756d42b4f3985

com.postman.delivery.online

9db13c90c7d0d68a5bc8b642a8d7162f643e
8bea676f8d120be86ae443bb8ad8

com.postman.delivery.off

ce5f784af398ffa48343af75fe4e455e3416d96
edf5aa7edbab3bbfd307ab016

com.postman.lott.online

87b2ced092f7d40bc67f97ab64d33072ee596
fc88bd4998daec16edcef892149

com.postman.delivery.online

8c1b7ec4c97b9703a9a63431a75b2df559479
c39f8d0fda69d0148c64e9881e3

com.capital.nhn.cap

93d6a9ee510fd282e43e251ddf04cfeb9ebf56
9509499d762e0cad84042aa359

com.capital.kbb.cap

0e8942a15cac3165¢779f09e108c06671a78a
047f12d4125b601ffce8e18fe44

com.capital.nhn.cap




Hash

Package Name

67e29543afad8a63ea9ed923b554d981e9029
b39a8a153f7c5eeb139f89ce2ed

com.capital.nhn.cap

498db597de24ff15130d8b7fab11de8188a50
44d7a8fe78cf5f5e0c570e681ab

com.postman.search.online

c5ffcc2da3c9al1e43321c4692ef1fe0f7fcee7 1f
a9750684619606efaecc9444e

com.capital.kbb.cap

2eeb3fféeebeae1de9455caf052a5f8c412ce3
4474b2b0cf827b0f55480ecb33

com.capital.nhn.cap

d1c97135f76357ea53f2a5f567361e6bf69040
a0b429974993017a7281d11435

com.postman.lott.online

26190f5e46cba833c0fe513fcalb8eb6d9ac77
8a1f89c9b1a55e441421b82862

com.postman.search.online

7d68c60835e4db574413045803fca66065669
5059e01a5cbdae9a8435447f211

Yy.X0

7dd33005256d88e96¢727214781fb69fb7434
3bc2ba953f158477965a5f4ff2b

com.post20180403.deliv.off

03e9750d532ca62adb850d7473f755¢c44c092

6cdd72c90b4d12de62e0b55b51¢ SS90
3a41f07537b31171e380ec7b7ec3e5a9d5a03 exc.pello
bc82ce718ebb44c7504d348c57a ’
46e5aal3a41419b2efa1a80149c21e4ed2171c $5.920

942ed09b45ca768dc94e80f2165

202698a4b8ed690f4691cac36e5160b22a34f
673a76427254a68dc528181452f

com.postman.delivery.online

4aa80aa852299e4e59e580da8fbd19b7e11cb

1bde6214873b5c94fdb403d16b2 SS-go
9294078aeb314dbefbe1d793676906867bod | |
6322ba75f6c0d3e03295ed5f850 :
4bob771b66868C2129a0608661d10602051 | ¢\ o\
e175f1879ac7973597¢11b4c792 :
04ffB7c81a5002569ac7c4BecA630aMBB483 | |
eb4f63339cd833595d8b76cef :
995102¢8383b13366ad601743036222bef 18e |

2¢16311bd500d327fb2321ede63

4c5af61c8f39a024c74edabad711d6fcecb910
0d5fe65a40f044d7b9ce97ca9e

com.post20180326.deliv.off

a28210ba197c88e2d80de2efcaad4ab6668089
01ffaa121e947b1771d851b4b85

$8.90

a43430ee3b6990515ec1ecfc14e3a75ad8eb1
08b90eeb49a06f9f77b1e30f032

com.ama.emea.off

02e25d32a39917bd7c32aabe98bf5f9880fdc
8aea4670e85169bf6dc6d6256f4

ss.gao




Hash

Package Name

aa93b9139a48ed7b3bc799cc8b936767cd2a

66226b8f661ae1eb0550d5b58659 xx.g0
26e66ec62b94b3dfa37d7ba85eb58a575666
9dfee5919588e566ef9b89a8411 ce.lllo
63149d40f85bdad3d153a0b66ae4dffaascod
Obcf04fa93a4878f4d26fadafbe ce.ello
c71813fe0182fd0640bd3bac8ab25c38c9d0ct
97d337bda750dc008d52773db0 yy-xo
1a0fcb4fciede7db7c1d640e97353df74bb7b
49af3f431f29a8e5117fe3a13e1 ce-po
6bale52337a6a01c6b6ed0f2c8606fba8e525
duo.pello

d2aafeb70ce8d8ec1c5dd1a0e33

d4127510117d76726695390033519¢cb32395
b4a82525630d30b8510dac77ddb8

com.post20180403.deliv.off

70d3cdabb350d8faea25d6972752eca06ef32
9b16676121ced44b295adc3ba388

com.post20180326.deliv.off

1e312fa3a04d06f559ba018babab26ee95f5a9
b0Obc5de12e0106501fb5d061c8

qqg.pello

e€755a29¢c3b3d96¢937cbc909a76ec360cd17
2d16acc66da06a151216975e8f0b

com.post20180326.deliv.off

e8bd53e52cb89aaeb892138183bf786f787a6
d7660de0ec176eb3dd8652047c6

com.post20180419.deliv.off

ed4308825a0ef3b5¢c5cc380daab1d8f632482
897b70d2f7¢c2599eccbb2ae851b

me.chunyu.spike.wcl_permission_demo

ed7a482681469d46e54f23c70d2ed85b70be7
07e9b8efe70c4c1c22444d83cc3

cxc.ello

847a4c80af76b8134a950a23acdf0a5a7ec6f6
bb1adc0179d2362d71f4710297

com.post2018.delivery.off

b83b536df5886be80159f47d08123e82044c9
1001b07b0c3569bfe1f622985bf

me.chunyu.spike.wcl_permission_demo

00a0d2e255e0c806947dba0c4a8ca947ed7c | gg.pkkllo
34d6afbb6af69386d55ddaf309c2
cal112c63ec11491bead59353299f155fd580e | fu.cu
18a1beae99d89f9edciadieecs5
0b2eb2d885308355ee4fc5946891dace1c48b | cc.llvy
12a96e76575a367d2b7a7e797fd
2b9617759705f27ee4523748d7d50667489b6 | bie.si
5108972905350b3dcaf27c046a6
f18093895495fb5ed1ab7d5613147ee61a9a2 | aa.pkkllo

7dcf85b6d34ee0de7e9adc34ddf




Hashes detected as ANDROIDOS_LOADGFISH.HRX (SHA-256):

Hash

Package Name

b6431e28c65529f0cf0d388ff65da8801b5b54
43de9b1539362d3aac8437678¢c

zifen.com.app

fc4cdc78adf49d9176b145633fbbeOcabid2c
ee17d22f0f5fbb9f8f4d97f0d66

zhuxin.com.app

7d580f5fb49fd97d08f9b4adf2704bee8d87be
ef772a8717b58f1b15f1c2d712

yamaxunss.com.app

c70bc2bca9a497fe9be7621a6a9cfd95671f67
bbd5db99f0225982f87fafb47a

xinsheng.com.app

5777c1f925¢c738ccc2b7be47fce968f2012013
eaf2c65fbbfba74229abf28c5f

tongzhangs.com.app

7cdec76a6c¢c5c36d12e9e9bdc912611b5alasd
d4d839b96d1dfa3e198cda661d2e

soni.com.app

b318326bd5¢77016aca9d65318eac8f1c14eb
e48db8467103546d1d7dd895d43

softbank.com.app

20acc4b2af3b7b549c494c2fc26d879127693
3f9612dc7d9a8e884d851cebd5e

sanling.com.app

2764be8805bacf86e3a60bf5094c35a62960f9
13d172b2586978df7b3081dcee

sanjings.com.app

c9be63cfb3a1915ae06243ee08307fb40c8ffb
df72772cef9344d315966bd9ca

nihong.com.app

8fe32b829a984e2a714ce78602746a07b46d6
4945d5d379b5407f898dcbc47b0

mizihu.com.app

b001fff3993240040398b12884df11b1372cd0
5c74e1ae9c2045ed02724de202

It.com.app

3b99251906d9d10bd2237f5e02cd57c6efbf3
49c15e8f52e3d58f8f86f203b7a

lisuona.com.app

8d7d4cbcd41b610fc9a0f39afab3435b18822
7183ad3df21499854be0bb90836

letianss.com.app

01b4118f090664fffa192063297ed37c407689
9681c2215db3acf55698c4dcbd

bits.com.app

168aaa4b53f45daeae34838d5721a268a855¢
b66cb6c1483d20c7124ebb08a36

au.com.app




Related Phishing URLs:

e aul[-]security[.Jcom

e aul-]securitys[.Jcom

e au[[-]]service[.]Jcom

e docomo[-]security[.Jcom

e exp[-]sagawal.Jcom

e ico[-]bitflyer[.Jcom

e ico[-]bithumb[.Jcom

e ico[-]coin[-]z[.Jcom

e ico[-]quoinex[.Jcom

¢ id[-]my[-]softbank[.Jcom

e id[-]softbank[.Jcom

e myapple[-]securitys[.Jcom

e myid[-]softbank[.Jcom

¢ my[-|nttdocomol[.Jcom

o my[-]soft[-]bank[.Jcom

¢ my[-]softbank.site

e my[-]softbank.top

e my[-]softbank[-]security[.]Jcom
¢ mysoftbank[-]securitys[.Jcom
o my[-]softbank[-]securitys[.Jcom
o my[-]softbank[-]support[.Jcom
e mysoftbank[-]supports[.Jcom
¢ nttdocomo[-]security[.Jcom

e nttdocomol-]securitys[.Jcom

o nttdocomol-]support[.Jcom

e nttdocomol-]supports[.Jcom




e rakuten[-]Jcard.gnway.cc

e rakuten[-]card[-]security[.Jcom
e rakutencard[-]securitys[.Jcom
e rakutencard[-]support[.]Jcom
e sagawa.oicpl.]io

e sagawa.top

e sagawa.vicpl[.io

e sagawa.vip

e sagawa.xicp[.]io

e sagawexp.gnway[.]Jcc

e sagawae[-]xp.gnway[.]Jcc

e sagawal-]co[-]jp[.Jcom

e sagawajp[.Jcom

e sagawajp.gnwayl[.]Jcc

e sagawal-]exp.gnwayl.Jcc

e sagawaexp.gnwayl.Jcc

e nttocn.gnwayl.Jcc

e secuitys[-]Jrakuten[.Jcom

e security[-]sOftbank[.Jcom

e securltys[-Jmysoftbank[.Jcom
e securltys[-][-Jmysoftbank[.Jcom
e softban[-]k[.Jcom

¢ softbankjp[.Jcom

e softbank[-]securitys[.Jcom

¢ softbanksupport[.Jcom

e softbank[-]supports[.Jcom

e softtbank[.Jcom

e support[-]Jdocomol.Jcom




e support[-]mysoftbank[.]Jcom
e supports[-]softbank[.Jcom
e softbankjp[.Jcom

e rakuten[.Jgnway[.]Jcc

Related command-and-control (C&C) domains/IP addresses:

e 10[]123[]12[]143
 103[]26[.]76[.]73

e 111[]250[.]157[.]50
o 118[]160[.]114[.]244
o 118[]160[.]115[.]202
o 118[]160[.]118[.]88
 118[.]168[.]60[.]140

o 118[]169[.]187[.]192
o 118[]169[.]187[]22
o 118[]169[.]187[.]223
o 142[]252[]249[.]46
o 142[]252[]249[.]58
o 142[]252[]251[.]38
o 36[]1225[.]14[.]226

o  36[]225[.]187[.195

e 36[.]225[]189[.]69

o 36[]227[.]130[]2
 61[.]230[]103[.]80

o  67[]1229[]35[.]227




e 118[.]168[.]59[.]199

e 118[]169[.]184[]117

e japanpost[.]Joicp[.Jio

e houtaijp[.Jgnway[.]cc

e jppost[.]picp[.]io

e mydocomol.Jgnway][.]cc
e sagawaadmin].]vicp[.]hk
e sagawajp[.Jgnwayl.Jcc

e sagawar[.Jgnway[.Jcc

e sagawawebl.Jgnwayl[.]Jcc
e sagawal-]web[.]Jgnway[.]Jcc
e tijiao[.]gnwayl[.]cc

e tijiao3[.Jgnwayl.]cc

e tjserver3[.Jgnway[.]Jcc

Related Twitter accounts:

e https://twitter.com/luckseven4
e https://twitter.com/tuwoeiwa1
e  https://twitter.com/siumakuaw

e https://twitter.com/sekadeta

e https://twitter.com/SevenSeven5257
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