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Indicators of Compromise (1oC):

Hashes

SHA 256

DETECTION NAME

1fbad258falb21723770281eel2c7fad25alf7ee6012be842c86
60f9efff7950

VBS_SCARAB.SMJS
02

748e202a2c932dd43bf98f0ad611f79e1c8c1653ba03dae44169
81¢c57a30d343

VBS_SCARAB.SMJS
02

502497f5d165b64a2e287d77a06b34abcdedff227089217a874f
49f58b536€92

VBS_SCARAB.SMJS
02

6599a9e29bb7c607d1al13dc43d8df76¢c17c93449b654d4e00fb
96e02eea2df32

VBS_SCARAB.SMJS
02

4f9h95867b6118af70625b49760b75987e152425ah9420f83160
e9cee8e79ebl

VBS_SCARAB.SMJS
02

2c5d0ae2ed1596394ee8aaa’affe57f7fc62e7338d70f761c9060
91e00ccdfa0

VBS_SCARAB.SMJS
02

e4c5422288d38cd259929177e8d2a2aedf7d6e2c16b19c437be
3a36e43601b69

VBS_SCARAB.SMJS
02

e8f8fec213d7fef4fe23dc28740e97e40ba5a180b6fc046f334e29
71f428ca9b

VBS_SCARAB.SMJS
02

2cd60385887a69f42a945006cbf418834356a5babe764fa2clbe
a4b4336698f0

VBS_SCARAB.SMJS
02

04f944284dbbe0f28902a31d1c28b11bf10b22bbff170e18b7d6a
9aa213f1142

VBS_SCARAB.SMJS
02

f21e070fc12eb506400bef4d5cefc52666ae53323f9dae93300fb
bd3f0d25d40

VBS_SCARAB.SMJS
02




de209c862d415b25¢c1a2b38985829¢1f04513a262b11ef13993
Oebc7c4a82d98

VBS_SCARAB.SMJS
02

c59f7216ba319749d14e097fa2a090262bf1321061e0b7794f98
eebf287ad273

MAL_CERBER-JS03d

e22c5a72111b9037e3f98d7f7e7e3135ddb4fcdaf85e90calfob3
€0492232235

VBS_SCARAB.SMJS
02

2535c52dad357d25e5ad05f89977¢8fff622d99cal145328debfoc
5559ec9f4d1

VBS_SCARAB.SMJS
02

Obae076148e9c8a4c0d5f9c2080fdfe155e760daa74el4el32e5
ealb349h7280

VBS_SCARAB.SMJS
02

b196bde744b8a3d28acd2bc76bca2e415f98d5544c11dc82f7d9
Oca25dd7c13d

VBS_SCARAB.SMJS
02

e0d150a5764e1251d6dc01137419d2ac5092edb2350b6f880a2
d30f59f21648b

VBS_SCARAB.SMJS
02

ead15d62585d13a7f5eae9f5280db7b54f769039037a37563024
0a65507acf54

VBS_SCARAB.SMJS
02

1b3194d6c06478e877eca6dad4bda2f18715d7b9f811568e5ef5
cddf86da9130

MAL_CERBER-JS03d

7241f86c2952fa2elef78c1515b919a0e0c4b934180d6a81f81b
bfc075a3d2b8

VBS_SCARAB.SMJS
02

77f164474edea3adf67422771b851c3blac6526a84d85671f72b
d6e2f513df38

VBS_SCARAB.SMJS
02

23a89dd8429748cec6b2250d2980dc3798bdca07367dddalel
d8c73b0d3b4b47

VBS_SCARAB.SMJS
02

bldbblad6e5608a809e0ee3111aa70cale4f4fb8842466b55¢cc
7c23be3aaa948

VBS_SCARAB.SMJS
02




fabf5beaac5ec303c3e9b7b3d9def7bdd676d58d38f9849a51ab
304786e0de94

VBS_SCARAB.SMJS
02

6feebf477baa3b76805da4906fbc081d74c5e40a0b70e701c7ee
0f174f26e354

VBS_SCARAB.SMJS
02

fb14086aef4e0c707ed8ee79aed13565b738b9d2f799db94acc?
7ad615df4356

VBS_SCARAB.SMJS
02

35009fdc37faeb343e850e21a4d3990f8e3d34fcd7b8fdf7f7246¢
1a9d6b35fc

VBS_SCARAB.SMJS
02

6f5bf47325dfe356f86adb871d638a05b6falb6bb65c8f55a2749
a3ba3c2a491

VBS_SCARAB.SMJS
02

2e3e168c9e0d1fd9f0e7b561e370c4f2edfb49e6fd5d5c487aa8e
ec4035c56el

VBS_SCARAB.SMJS
02

8c9851f4dc636a7ce622b726618a603488655a3115894ba02e0
d684516239380

VBS_SCARAB.SMJS
02

5005de2a04c1105f8ba5c5aalba30fd669fdb5a39b60f4196411
6f7b5d6b2b37

VBS_SCARAB.SMJS
02

bdd39542eecf972cf785f0a3783769596ad16f6eac6le73824ad
7d6719b258f6

VBS_SCARAB.SMJS
02

86a6227cf0c81a7f9221206fe5a0bef4c94df38f4b95fdb976fad0
b23579fcc5

MAL_CERBER-JS03d

82d7cc6af7713293c0990c33035379201452ad58a0180163c4c
3e40e27d9e6f3

VBS_SCARAB.SMJS
02

48b0bbffebc217c584c2fe7eb3c69e82d10fbl6db29accfebd220
bb50380698c

VBS_SCARAB.SMJS
02

14928d3f23804ed5ba0d9f7e02ee06c0d2ef2155a870c77c2b2e
6cf771b00e20

VBS_SCARAB.SMJS
02




b64bda5f26cb2d5566dc91860c19d39d83a9al5bc575¢ch84747
19786394146

VBS_SCARAB.SMJS
02

845e1fa87bcab2359bf5d03f6¢cf0f93717c70e25a55633b04279ff
b8a08f876d

VBS_SCARAB.SMJS
02

40c01bf77af3a377fal8ba34a2d07f7a8de04b6379b61511d76e
17cbal20a771

VBS_SCARAB.SMJS
02

fo93b85be0ccbac3aaf4a8ab910af8bc9c9f148664e5ad2b6d011f
50cfb1b3909

VBS_SCARAB.SMJS
02

fle8f6babeca8a7b8a330dd7cc25a963e98d7eb705ed1ch8daa
3417f0eeff255

VBS_SCARAB.SMJS
02

d7e21f661997f0b051ab47b4a85af3a549f2c877d165c597ba08
99849c6dfb08

VBS_SCARAB.SMJS
02

f3ecOfl4efacaf71273b01976fc9c7f3cOb5be2ed4e79d64b4aecbee
73a38a3e6d

JS_DLOADR.AUSUIR

135dde22e025005226470bb00df15a5882664ba7be2890e4fdf7
73a22d2286ff

VBS_SCARAB.SMJS
02

c28dec4alc668f2b0808b7261594f7acf158896f6b159c299a257
191bec46d7f

VBS_SCARAB.SMJS
02

2a4aab54359e2c472022c4adbfb44d7668fe4f09c25d5b9c8bc24
85c0b29a749a

VBS_SCARAB.SMJS
02

6335c60a0f66b9a0b209c8ac345423ceec98a9508b95246f4e7e
2e62786b65dc

MAL_CERBER-JS03d

8b4b4e93c927bf9d107965b904ecfe22e4c66al2a739f16fba95f
8853502d394

VBS_SCARAB.SMJS
02

94a661acfl72a288ecb0ddd5b97490fal3c7b9edee9a73321d2
4c5d7dbf155ba

MAL_CERBER-JS03d




8e8e0b905054a3320c5aa49657df54975b92da3b4fc083f2c155
b109c45c25a6

VBS_SCARAB.SMJS
02

9c8fc92674b4ea500f3460a8dfe01b086f0fff40c547fbde8760c9
6f5c046a55

VBS_SCARAB.SMJS
02

2aa831dc0f27a2d747435c16990a3294f776799f0c1955¢308c9
b2e397a85538

VBS_SCARAB.SMJS
02

956b63f7e9bf7c5p21f591d12bcl2ec59ab180a7a694f5bd38b6
865300b723f1

VBS_SCARAB.SMJS
02

92e2ef830alcle282a2e3620cl1a25¢821ed515009779acf6b85
0217f557f7915

MAL_CERBER-JS03d

c30e8ca3173401b001de02f545870a3f25d42d892f9596d8641c
c3324afe8840

VBS_SCARAB.SMJS
02

2ae04579eec0f1af475d06388c8b8al3e63cche92474f66115fe
17d3f7b902d3

VBS_SCARAB.SMJS
02

298f84bdecbe3e0e23f80a76254f802f253e054c04cc3albed4fb
a08704087b7

VBS_SCARAB.SMJS
02

15a0bd5dab10341655ac110644e332e8972ala531adee27865
7d528d5a4acc0Oa

VBS_SCARAB.SMJS
02

8ac824h167d9f23f02f048d9eal657d2f070a38add1406a96825
5f24cd2adaf8

VBS_SCARAB.SMJS
02

cdleb34f3a45b257bed15fdafa4b6a9788b158f1dfe9b92555785
9522192973

MAL_CERBER-JS03d

345c3862678d7b979f8f51422aac4382532d3624bbd75bb2205
d4ac32e752cl7

MAL_CERBER-JS03d

1cefal9elbf8cdall168921acf7e2a61750f78cbc15d375fceb26
bde73f66feb

VBS_SCARAB.SMJS
02




f0a137abh92846fd99fb8828d36cd98ad46f7fldca7651d4b0b7fe
d3dea78b6fc

VBS_SCARAB.SMJS
02

778c2dbb1da203e30394b0a923e55e35697f4432efc1f0f0c3c4
1d81a7a90860

VBS_SCARAB.SMJS
02

a8730e6eblcelc0ec91fd2371d53d11feb5lafcb6e25fldcbca7e
fc665f50934

VBS_SCARAB.SMJS
02

f1881b847abea278660466bd8eed5cfb6415909769475fHh84968
5acc2d110f5a

VBS_SCARAB.SMJS
02

8d4b317a21a7685e4066ef040d003782511be50790eb708ad26
006f17chbacee

VBS_SCARAB.SMJS
02

47ffa8fead986abfefb0de951bd3f829480209c45817b21e3a3e6
cd9e27ebcOa

VBS_SCARAB.SMJS
02

3a4cd03789ca51d53718508a57a2¢c59500ddac132c¢89f50fb5d9
5270e95a73e6

MAL_CERBER-JS03d

4cc82919276e65f58fe841f0da69d063fe5e196a13a19458f47b6
40f1689c813

MAL_CERBER-JS03d

d05f4d98e44d14ac64ebc1170142232912cde36eb77c0ccd286
9788036761257

MAL_CERBER-JS03d

f1646224bfbc4d1c657bf47d7c496ac1282817484ca5a613d5al
81b2ac112002

MAL_CERBER-JS03d

76ca7c477b0af7da335cccdd951300c26a9f13cbe7e623d94817
d92e1723f53a

MAL_CERBER-JS03d

023baalf2500bcf1828eae79bd49f5fae0d3e39bdbh19267f01b20
c84984cdaba

MAL_CERBER-JS03d

fcc257db11a49e1fb12658a992c04f75cd0cfad010ae07eel0cda
8647df71791

MAL_CERBER-JS03d




a25f0a95a1a953013288d503bcee88f1250425678ad06161b8f7
d5e85cad18e0

MAL_CERBER-JS03d

90aelb460196df46aabeceb7733348ec06907eab5e12639a97be
e9a8660eeeade

MAL_CERBER-JS03d

0428be098c0d03f630d4eb7cdabb8694596c9eeebeal7f2ce7e
4136h9340d218

MAL_CERBER-JS03d

03e4d28308eb99a8c39ed499e4f23c8ff7580c32a399675d4895
761c3791151d

MAL_CERBER-JS03d

e212fafdf27f579678e5ef217e79d9072562hdfaa2f571b9785218
bc833e0b44

MAL_CERBER-JS03d

a9c4c53e851a58971d62297723de1d8cb73889¢c912f05341797
603568ee838a6

MAL_CERBER-JS03d

d1d66e8a8bfd7ababd738437dead8c2aa7e438f32e8ca953d4e
a40f915cb8a9%e

MAL_CERBER-JS03d

76¢7020ff73beee56291b2b05000ae7e3663d92f3ed4ec44a309a
51515cc4aa’f

MAL_CERBER-JS03d

43cc723616d7b6c893b240db71620443ab9217cc19ae59df729f
a2048a1650af

MAL_CERBER-JS03d

dlee8a04e22fdff87e027f50bfb48e1f9chb20cd4bce330c0e8ebef8
802d5756f9

MAL_CERBER-JS03d

aec8ce3910920d09cd73edff6fe30b2154e3605ff5cd073b9be77
dc53b5691ea

MAL_CERBER-JS03d

f79dd28832c3fdac339a701f73ffb2113c5eladd5dcc59643092d
404c309e4e9

MAL_CERBER-JS03d

af12f11f6c8ad3a2d07275f4a0e9505f623c0b00554f6fa7ff25e28
28ecc756e

MAL_CERBER-JS03d




c4f3fa4a9c84dh632516d0b959095fc7b1fdf644c2f5efc32d44d4
8a9685c031

TROJ_FRS.VSN03D1
8

0f2f0756f59a70d886de0f97aac11f2f63d61502e8946f407b770f
a6ce847f31

MAL_CERBER-JS03d

cdd343e4d903241d24997809c3b72a784cf2de36e13c8c5bbcfc
ad012c9ccf05

MAL_CERBER-JS03d

d2e701ed3cf082b1e3bf2347ebdcf71353f4dafae82a83ab23c22
6a8e3e7da27

MAL_CERBER-JS03d

€9978d21dd870699596e3ec15e2750624ea4d356fe9a94bc277
f16641a41c0d8

MAL_CERBER-JS03d

82¢c4347908551bdcedced44c7608f6ce2lefb254ed0203aa6622
3bc81dad49bad

MAL_CERBER-JS03d

Oc1fe5ec678d9h9917212bd9d4879d6454aec7ff2d20c2057540
e7af8f7c714b

MAL_CERBER-JS03d

2ec2c650a57e601273d5f9dacf69d7fac8c1b454991770b65f3ba
4a854a70c41

MAL_CERBER-JS03d

bda0a0a3c8f5443c17e518910de18339240a86783464133c5bd
631a776a34cdf

MAL_CERBER-JS03d

c29aff59dddadf5f0260f4343f123fde1be089997c16ce3c440a61
506e2dfeeb

MAL_CERBER-JS03d

a5lad34ccb701af345b6d37cb8f6a726e105d725d377chc796b2
f880d979c5be

MAL_CERBER-JS03d

b1d5e926016491d8bded5aaa29d8bb5a96614468e53283a6b4
3f008dadea6d6d

MAL_CERBER-JS03d

04e96c7a6bd4ce5ea57028bedf7¢3abf8d961d65¢c65337f52976
84228134e93d

MAL_CERBER-JS03d




928ffc036b623b0411a3d50571¢c1297397a0e4c72273ad1d89f8
15ac5hbal6677

MAL_CERBER-JS03d

918be9a58770b65cdff21a8bc95d4be296259e545162b2c9f826
bcdb7dd0b975

MAL_CERBER-JS03d

1d89cccec8clc66db35e6d21866102c7cd6d0fb186b539871c7
6fb5e9998440f

MAL_CERBER-JS03d

d708c607a9de7c3f8188eaa94f0fa700eb53a6733ce7c176bc4fd
99hc443f38e

MAL_CERBER-JS03d

7ce3785aec3d5fe4515082aed0f4fb08ef4fc65c8fc5fce5ec038fe
010f7dbd3

MAL_CERBER-JS03d

6822d3b61544a44104elechad0e09bfl75abe5aelf8f391b91a4
5da2ef2c1812

MAL_CERBER-JS03d

e02ee08cad5e7835371315774c526e62afe1lb754dd90d339e3c
355fded3ecb5f

MAL_CERBER-JS03d

aeaeb874bla73e2dd83blbe2ace8ce65cfc62c951d28dd5a46e
3c8b72d99b3f6

MAL_CERBER-JS03d

eda46d89028298b4410fa513726149073c8fddb20c64e4e9f5b6
56e9cb35822b

MAL_CERBER-JS03d

f8b9bd23dab34e9001d2b734cca71c9915d52b6cf4e86f966ce8
ed60172464be

MAL_CERBER-JS03d

4c6ce4083dc4d92e91b332f03605¢767c246d3d2b90f4c839d60
bf9bbee44301

MAL_CERBER-JS03d

c74ab94de5b1fa5367b15defea0952339972205ede8f940chel9
541928bf53ce

MAL_CERBER-JS03d

59d2111f29384fe105fffe5a58e5f367eba383297be70d82ec3dff
aa89068171

MAL_CERBER-JS03d




4476da27b0f03d24efdabas07fee7c5eee28fdOea7a220963bdf0
80f2c0542eb

MAL_CERBER-JS03d

99403a72a6f1913a7906€962a0d843b2298b401bbb1c46e4413
d1b0abf09f81b

MAL_CERBER-JS03d

2f4be5d3c670ac9b1a78d389f869daf93bbda6f01125180624ca
e30c1b58e774

MAL_CERBER-JS03d

f2d2ee358841aeeefa92a0la4dcd5b1f29f19b9354b752260045
aedc9ealde58

MAL_CERBER-JS03d

3c24f8815e6edfe0b23fbe9ca53b98e9f2440c6547a1d520bc92
82ef8355062a

MAL_CERBER-JS03d

360bc096f7b5f7defba0884051e246d11ceeOffd4bb630b40456f
da2ef28bd4e

MAL_CERBER-JS03d

66434e84bf67f488de484d282aa2185277157549668a89fee73b
dacfcc4ced06

MAL_CERBER-JS03d

409b1989f4ba7411e3c357d04522f9daebfb7a3ab3ec3064366¢
b14b5352506e

MAL_CERBER-JS03d

86218766de6d8c7035e52h94f1a2a2f8c26e8c174f6e587797f1
5d0b14c2a253

MAL_CERBER-JS03d

cafc30eeelafc6ea3010bb95fb6c24f35h6e4297f664e33be0653
342524d7021

MAL_CERBER-JS03d

092cd0f01f5aa85b7e1b7858¢c515b93d6486f61da7e8ballf448
8feefoc7fd30

MAL_CERBER-JS03d

36b6406fe05691bd435f21a4749acc3eed2aac2aefd6c0350d68
9fe10a39116e

JS_DLOADR.AUSUIS

76b3437a2548d62a436f95al1fbed7b05c6c403fd2b17c72e0aae
d60db5flfdla

MAL_CERBER-JS03d




bd385e70889d83897ed1099d0cc50211433a53fbb02f5685af20
1910f251b711

MAL_CERBER-JS03d

d477620d5ae3f032c819ef2babe67ae81d23a34elfa9cf8a08eb
d562d2adcacb

MAL_CERBER-JS03d

17b80212028f5ce1058664c3bd6d2dfcd7bf5374db691cabec3d
d626af368cc6

MAL_CERBER-JS03d

18ad1472564629dc2e5159a9a192fdf718ecadfa7c2baff138346
39f0b389256

MAL_CERBER-JS03d

76a97d72dfa5eda99778849e62caafbh90afObab94ba09b3aecba?
e8a8930dcefe

MAL_CERBER-JS03d

2876e2c15453228deece2b44169c95488belchf8ab5al7a07d4
be94483ef2c32

MAL_CERBER-JS03d

2a2639ded7ff98ce2412542e2da76fa336971da5b40d3f90f4739
a5777ff7b0a

MAL_CERBER-JS03d

20ea9f2cadd2e5e8b79af3ead38152394b1cf492ff594edb7ce3d
f38b45dca60

MAL_CERBER-JS03d

c81ed79bf3ccd44c12c23295069a12527146¢788124986614cf0
8dc00b87a83d

MAL_CERBER-JS03d

bff61cal09f8a20eb19e1eb9a922¢c¢8285d079111b5b3f3f993ef1f
7624963d8d

MAL_CERBER-JS03d

66f497c3a524c27d14fdbaae5d60b837e18fe07d4fb9c02b546e
92b7f85bf0ch

MAL_CERBER-JS03d

2059e50a0346a707ec0adb9fcblbccefe444e8ae0221dd33989c
5e819f83d6f5
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