STEPPING AHEAD OF RISK

TREND MICRO 2023 MIDYEAR CYBERSECURITY THREAT REPORT

CLOUD AND
ENTERPRISE

Top 5 Countries

with detected email threats
5

3

Russia

Netherlands 581,341,307

United States

5,801,671,386 624,603,024

France
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1,368,813,415

Top S Industries

affected by risk events

The manufacturing industry had the most risk event detections based on our attack surface risk
management (ASRM) data.
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Top 5 Risk Events

detected on secured routers

Top risk events in our Home Network Security involved initial access through credentials and a
vulnerability caused by an error in processing HTTP packets that results in a heap buffer overflow.
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Top events detected in our Home Network Security (January - June 2023)

Top S Devices
affected by inbound attacks

Desktops and laptops recorded the most inbound attack detections based on our
Home Network Security data.
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Top Tactics, Techniques, and Procedures (TTPs)

used against endpoints and networks
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High-Risk Email Threats

14.3Mm

Malicious and

1.7M phishing URLs 242K

Malware

Business emalil

HIGH-RISK EMAIL THREATS :
compromise

TOTAL

16.3M

Spam Attachments

Spam attachments peaked in June at 3.9 million detections, a whopping 1,242% increase from

the beginning of the year. PDFs are the most used spam attachment file type.
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