
 

 

 

 

 

  



 

Indicators of Compromise (IoCs) 

URL Description 

hxxps://capitaldevalor[.]com/usps-post/manage/df6d2338b2b8fce1ec2f6dda0a630eb0/ Phishing 

hxxps://staging[.]karrikins.cliquedomains.com/usps/ Phishing 
hxxp://post[.]dynathome.net/JP08193434734.php Phishing 
hxxps://aalidhra[.]in/ptca/postescanada/ Phishing 
hxxp://post[.]dynathome.net/redi2021.php Phishing 
hxxps://tw-post-gov[.]info/post/internet/Group/Customer_service/45a69/ Phishing 
hxxps://chile-correos-cl[.]info/web/guest/aff12/ Phishing 
hxxps://www[.]equilibrio.com.au/users/correos/correos/manage/?view=login&appIdKey
=fcd00c0656cc490&country= 

Phishing 

hxxps://eliterv[.]ca/xsamxadoox/SP-Group/manage/?Dzed6fr Phishing 
hxxps://u994995g4z[.]ha004.t.justns.ru/chronopost/page/manage/ Phishing 
hxxps://dekom[.]co.rs/modules/blocktopmenu/-
/il/manage/?view=login&appIdKey=fcd00c0656cc490&country= 

Phishing 

hxxps://tresorlenceria[.]com/modules/supercheckout/views/img/upload/SP-
Group/manage/?GER6egr 

Phishing 

hxxp://www[.]hotelpanoramadelgolfo.it/wp-
includes/Text/ar/swiss/manage/?view=login&appIdKey=fcd00c0656cc490&country= 

Phishing 

hxxp://www[.]psicoterapiadedalus.it/administrator/help/en/swiss/manage/?view=login
&appIdKey=fcd00c0656cc490&country= 

Phishing 

hxxp://twpost[.]paquete-
online1oficina.net/TW1/A32Q0S/post/internet/Group/Taiwan/SSLAuthUI.html 

Phishing 

hxxps://chinapost-
co[.]umbler.net/cvea1/manage/?view=login&appIdKey=fcd00c0656cc490&country= 

Phishing 

hxxps://atlantisfm.gr/Auth/correo/manage/?view=login&appIdKey=fcd00c0656cc490&c
ountry= 

Phishing 

hxxps://pt-tacking-online-slovenska-sk[.]com/edd00/ Phishing 
hxxps://boutique[.]ferme-des-
campagnes.com//js/Port25/nlibliouza/cvea1/manage/?view=login&appIdKey=fcd00c065
6cc490&country= 

Phishing 

hxxps://kenarishop[.]ge/SP-Group/manage/?fr6gRE0 Phishing 
hxxps://bellekr[.]com/wp-
includes/css/dist/nux/colispackage/manage/?view=login&appIdKey=fcd00c0656cc490&c
ountry= 

Phishing 

hxxps://andalous[.]org/wp-content/wordpress/correos/manage/1.html Phishing 
hxxps://aftership-hongkong-
pt[.]com/chinapost/Post/china/internet/Group/88377/SSLAuthUI.html 

Phishing 

hxxps://eco-light[.]no/modules/supercheckout/views/img/upload/SP-
Group/manage/?fze2fR 

Phishing 

hxxp://beta.mazoori[.]com/support/cvea1/manage/?view=login&appIdKey=fcd00c0656c
c490&country= 

Phishing 

hxxp://www[.]acheei.com.br/crm/custom/history/6f34e/ Phishing 
hxxps://officepostusps-
co.umbler.net/Online/cvea1/manage/?view=login&appIdKey=fcd00c0656cc490&country
= 

Phishing 

hxxp://tw1gov.post1tw-
online.net/32A0Z402A/A32Q0S/post/internet/Group/Taiwan/SSLAuthUI.html 

Phishing 

 

  



 

 

 

TREND MICROTM RESEARCH 

Trend Micro, a global leader in cybersecurity, helps to make the world safe for exchanging digital information.  

Trend Micro Research is powered by experts who are passionate about discovering new threats, sharing key insights, and 

supporting efforts to stop cybercriminals. Our global team helps identify millions of threats daily, leads the industry in 

vulnerability disclosures, and publishes innovative research on new threats techniques. We continually work to anticipate new 

threats and deliver thought-provoking research.   

www.trendmicro.com 

 

http://www.trendmicro.com/

