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Attacks inside the organization
There are several other attack scenarios that can be efficiently executed against an organization using Power 

Automate framework.

Its ability to automate access to email, SharePoint, and Teams while bundling it with external communication allows for 

other types of living-off-the-land (LOTL) approaches to malicious automation. Some examples include: 

•	 The automation of access persistence 

•	 The creation of backdoor flows that are triggered upon the receipt of a magic email, message or file in SharePoint 

•	 SharePoint can be populated with malicious office documents that can later be distributed to other organizational 

employees for lateral movement 

Below, we lay out many other attack scenarios broken down by category:	 

Lateral movement
There are multiple scenarios in which the Power Automate framework may be used for lateral movement. For 

example, attackers could use it to automate the enumeration of the organizational structure, then use those identities 

to spread laterally through the organization via traditional phishing techniques (like the distribution of messages with 

links to phishing pages) or to distribute malicious office documents.

Extortion and attacks that can affect reputation 
The Power Automate framework’s abilities to process content, post, and initiate other activities on behalf of a user can 

create a variety of options for extortion. Notably, Power Automate incorporates AI-enabled features for processing 

documents that may introduce an additional layer of risk, considering there have been reports of AI models exhibiting 

unexpected behavior like blackmail.1, 2

Attackers could use Power Automate to send an offensive email to an external person on behalf of an executive of the 

company, providing them with significant extortion leverage over the target. Additionally, the ability to send messages 

with sensitive or offensive content from an executive’s account, whether addressed to employees or released publicly, 

can significantly affect the reputation of the person or the company they work for. In the case of publicly traded 

companies, this could even lead to changes in the stock price.         

Also, the advertising capabilities linked to corporate Office 365’s infrastructure may give an attacker the ability to post 

advertisements on behalf of the company. They can leverage this to spread false narratives, manipulate public opinion, 

conduct phishing, and distribute malware. Figure 1 shows a post on a criminal forum on how to use corporate Office 

365 accounts to start advertising campaigns.
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Figure 1. Post about the advertisement  capabilities of Office 365 corporate accounts
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Attacking other organizations
Access to Office 365 and Power Automate in organizations also opens the door for malicious actors to initiate attacks 

against other organizations by leveraging the infrastructure and trust relations between business entities, as shown in 

Figure 2.
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Figure 2. Interactions between a compromised trusted entity and their partner network
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Spam and phishing campaigns
Power Automate can implement triggers to send emails for a variety of scenarios3 that empower existing criminal 

business processes related to mass emailing. Through the use of connectors, it is also possible to automate the 

sending of SMS, further extending these attack scenarios.4

In Figure 3, we can see an advertisement for a service carrying out mass email campaigns, claiming up to one million 

emails successfully delivered per day and sent exclusively from corporate mail servers. The service is advertised as 

a perfect option for mass phishing campaigns and spamming campaigns, since it uses the reputation of victimized 

companies as a trusted sender. 

Figure 3. Example of a mass email campaign service, which leverages corporate Office 365 accounts
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Business email compromise (BEC)
Power Automate may also empower business email compromise (BEC) attacks through its ability to trigger automatic 

actions. An attacker could set up necessary flows and triggers within the organization, such as creating an event or 

sending an email based on incoming email parameters.   They might even automate the auto-update of all invoice 

documents with the attacker’s own banking information. In addition to being used to trigger BEC attacks against other 

trusted organizations, this scenario is also especially powerful for internal BEC attacks, due to the extra level of access 

to the office document and messaging environment the attackers have.

The screenshot in Figure 4 below shows an advertisement for BEC-related services which are leveraging victim Office 

365 infrastructure.

Figure 4. BEC related services, which are leveraging Office 365 infrastructure advertised 

Other discussions on criminal forums indicate a capability to spoof invoices on Office 365 platforms. This is a key part 

of the criminal business process related to BEC.

Figure 5. Request to supply corporate Office 365 accounts to monetize through invoice spoofing on Telegram
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Other discussions indicate a similar approach, leveraging Office 365 capabilities to send emails which include fake 

invoices.

Figure 6. Forum thread discussing access monetization for Office 365 platform using fake invoices

In addition to a range of financial criminal business models, the capability to manipulate invoices can also create 

extortion opportunities. For example, creating an invoice that includes a sanctioned entity and luring the victim to 

transfer funds to this entity, and then following with a threat to reveal this activity to the relevant regulating body.
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