e ) TREND:

Researchx

Appendix: Additional
attack scenarios

_



Published by
Trend Research

Contents

Attacks inside the organization ........cccceuveeuee... 03
Attacking other organizations.........ccccceeeevennenee. 05
Spam and phishing campaigns .......cccceeeeeeennenne. 06
Business email compromise (BEC) ..........cuue.... o7



Attacks inside the organization

There are several other attack scenarios that can be efficiently executed against an organization using Power

Automate framework.

Its ability to automate access to email, SharePoint, and Teams while bundling it with external communication allows for

other types of living-off-the-land (LOTL) approaches to malicious automation. Some examples include:
- The automation of access persistence
- The creation of backdoor flows that are triggered upon the receipt of a magic email, message or file in SharePoint

- SharePoint can be populated with malicious office documents that can later be distributed to other organizational

employees for lateral movement

Below, we lay out many other attack scenarios broken down by category:

Lateral movement

There are multiple scenarios in which the Power Automate framework may be used for lateral movement. For
example, attackers could use it to automate the enumeration of the organizational structure, then use those identities
to spread laterally through the organization via traditional phishing technigues (like the distribution of messages with

links to phishing pages) or to distribute malicious office documents.

Extortion and attacks that can affect reputation

The Power Automate framework's abilities to process content, post, and initiate other activities on behalf of a user can
create a variety of options for extortion. Notably, Power Automate incorporates Al-enabled features for processing
documents that may introduce an additional layer of risk, considering there have been reports of Al models exhibiting

unexpected behavior like blackmail .2

Attackers could use Power Automate to send an offensive email to an external person on behalf of an executive of the
company, providing them with significant extortion leverage over the target. Additionally, the ability to send messages
with sensitive or offensive content from an executive's account, whether addressed to employees or released publicly,
can significantly affect the reputation of the person or the company they work for. In the case of publicly traded

companies, this could even lead to changes in the stock price.

Also, the advertising capabilities linked to corporate Office 365's infrastructure may give an attacker the ability to post
advertisements on behalf of the company. They can leverage this to spread false narratives, manipulate public opinion,
conduct phishing, and distribute malware. Figure 1 shows a post on a criminal forum on how to use corporate Office

365 accounts to start advertising campaigns.
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Corp Email | KopnoparveHeie noyte | Office 365 | Kopn. novytw ans eepudreaymn | 5.

M A ®

# Bing ADS @

L, HanomuHaem Bam, 410 HalwW Corp Emails
HoeansHo nogxonat ans Bing Ads.

' Bam He HyxHO ByAET NPHHNMATL KOAbI Ha
AONTY.

HoctatouHo npocto sofitk & Office365 ¢
NOMOLLBED HALWKMX NOYTOBLIX ALULMKOB, M Bbl Cpasy
nonapete 8 Ads. 3THM Bbl SKOHOMWTE CBOE BPEMA
Ha CO3NAHME BKKAYHTOB M OXMOAHME KOOOB HA
Bally NOYTY.

Taxxe nocTynHa ssbopka no:

— PaBoyemy aomMewy.

— Mpoeepka komnanuK CLUA no sawemy 3anpocy.
— Appecy | HoMepy TenadoHa.

— High Rep.

— MpasunbHOMY afpecy Ha caiTe.

— MCKNIOMEHKID WKGN W YHHIBEPCHTETOB.

— MpaBunbHOMY WMEHW B CAMOH NONTE ©
YEAIAHWEM MMEHH M daMunkH (683 NMILHKX CNoB).

A TaKKe ApYTHe BalLK 3aNpOCckl, KOTOPbIE
obCy®AalTCA MHAWBUAYANbHO,

ENG & i

%, Reminder that our Corp Emails are perfect for
Bing Ads.

You won't need to receive codes to your email.
o4 Simply log in to Office365 using our mailboxes,
and you'll immediately access Ads. This saves your
time on creating accounts and waiting for codes on
your email.

We also offer:

— Work domain selection.

— USA company verification upon your request.

— Address and phone number,

— High Rep.

— Correct website address.

— Exclusion of schools and universities.

— Correct name format in emails with first and last
name only.

And we're open to discussing other specific
requests you may have.

Contact: @

Figure 1. Post about the advertisement capabilities of Office 365 corporate accounts
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Attacking other organizations

Access to Office 365 and Power Automate in organizations also opens the door for malicious actors to initiate attacks
against other organizations by leveraging the infrastructure and trust relations between business entities, as shown in

Figure 2.
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Figure 2. Interactions between a compromised trusted entity and their partner network
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Spam and phishing campaigns

Power Automate can implement triggers to send emails for a variety of scenarios® that empower existing criminal
business processes related to mass emailing. Through the use of connectors, it is also possible to automate the

sending of SMS, further extending these attack scenarios.”

In Figure 3, we can see an advertisement for a service carrying out mass email campaigns, claiming up to one million
emails successfully delivered per day and sent exclusively from corporate mail servers. The service is advertised as
a perfect option for mass phishing campaigns and spamming campaigns, since it uses the reputation of victimized

companies as a trusted sender.

Corp Email | KopnopatueHbie noutsl | Office 365 | Kopn. noutsl ana sepudukaumm | SMTP
% Hoeas ycnyra no paccbinke nucem! | % New Email Campaign Service!

Tenepb Mbl NPeNOCTaBASIEM YCNYTY MAacCOBOM PAcChINKM NUCEM ¢ KoprnopaTueHbix SMTP-cepsepos. Mbl
rapaHTupyem GoicTpyto oTnpaeky 6onee 1 MmunnuoHa INBOX nucem B oeHb! 3%

VHMKanM3auma TekcTa Ana Kaxaoro nucbma

Bbicokan noxooMMocTb B MHBOKC

Moppepxka HTML nucem

Maccoeas pacchifika TONbKO C KOPNOPaTUBHBIX NOYTOBLIX CEPBEPOB
HacTpoika 1 oNTUMKU3aUKnA NOA BaluW 3a0ayn

FapaHTMpOBaHHOE KayeCTBO PAacCbINKK U Balwa AHOHMMHOCTb

LA 2 2 2 X J

MaeanbHO NOAXO4UT ANs Maccosoro GUIWMHIa K NOBbIWEHWA OXBaTa Bawen ayautopuu. 3a nogpobHocTamMm
NULIKATE B NUYHbIE coobuleHus!

HHE N

I'm now offering a mass email campaign service using corporate SMTP servers. We guarantee fast delivery
of over 1 million INBOX emails per day! 3¢

¥ Unigue text customization for each email

€ High inbox deliverability

@ Support for HTML emails

¥ Mass mailing exclusively from corporate mail servers
# Customization and optimization to meet your needs
€ Guaranteed campaign quality and your anonymity

Perfect for mass phishing and increasing your audience reach. For details, DM me!

Contact: @

Figure 3. Example of a mass email campaign service, which leverages corporate Office 365 accounts
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Business email compromise (BEC)

Power Automate may also empower business email compromise (BEC) attacks through its ability to trigger automatic
actions. An attacker could set up necessary flows and triggers within the organization, such as creating an event or
sending an email based on incoming email parameters. They might even automate the auto-update of all invoice
documents with the attacker's own banking information. In addition to being used to trigger BEC attacks against other
trusted organizations, this scenario is also especially powerful for internal BEC attacks, due to the extra level of access

to the office document and messaging environment the attackers have.

The screenshot in Figure 4 below shows an advertisement for BEC-related services which are leveraging victim Office

365 infrastructure.

. Office365/BEC/CC/BANKS
spamming tools &4 available? Dm me.

QCEO & CFO & Leads.

am Encoding pages and letter.

8 Building Virus #100%.

il Bank log available.

ii! Spamming banks DM.

2 Fud link for any Domain §%%

% SMTP available for spamming ¢/
‘A’ Book me for spamming

Figure 4. BEC related services, which are leveraging Office 365 infrastructure advertised

Other discussions on criminal forums indicate a capability to spoof invoices on Office 365 platforms. This is a key part

of the criminal business process related to BEC.

H v 16.01.2021
The team is looking for partners with GFO access, CEO of mail on Microsoftonline office365 For spoofing invoices. Or spammers who know how to spam phishing on office.
We have all the tools and business accounts. Not interested in shitty publics and small offices. From 50k$
Recruiting private owners of logs/dumps mail:pass for BEC https:
HDD drive
User
Registration: ~ 22.10.2020
Messages 48

A Pttt

Figure 5. Request to supply corporate Office 365 accounts to monetize through invoice spoofing on Telegram
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Other discussions indicate a similar approach, leveraging Office 365 capabilities to send emails which include fake

Involces.
- , 08.01.2021 ABTOp TeMb 3
OtpaboTaem Baww AOCTYNbI K kopn noytam office 365 Microsoft, CFO, CEO CMO B npvopuTeTe, BEC araka, nepexsar invoice, ot 30k$ 3a TpaHaaxkumio. Baw % obcyxaaem.
Looking partners with access to business bank mails office365 Microsoft, for BEC attack, invoice intercept, from 30k$ up 3kk per transfer. Your share %.
HDC-drive HaGupaio NpWBaTHLIX BAAeNLLUEB Noros/AamMnos mail:pass ana BEC https:/)

Pervctpaums:  22.10.2020

Figure 6. Forum thread discussing access monetization for Office 365 platform using fake invoices

In addition to a range of financial criminal business models, the capability to manipulate invoices can also create
extortion opportunities. For example, creating an invoice that includes a sanctioned entity and luring the victim to

transfer funds to this entity, and then following with a threat to reveal this activity to the relevant requlating body.
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