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Indicators of Compromise (IOCs)

URLs, Domains, and Servers
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Figure 1. URLs, domains, and servers
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ba7f5ac58f

3656e26d70d3ebc48dea3637af310ca3d44e6fa5aeal689e7f03f3
5edfb75032

ef43d06071ab4946b3fe7e92e86c015817a0cd44f4f50dfa89b4el
1399b6dc88

AndroidOS_Anubis.GCL

07dbe854a34e61349adcc97dd3e2eb5a9158e02568bae3e2aae3
859aeeb5b8a9

0ac984f340a2903228b17e28c3a0f4507f5fc780bfe6505f196d2b
92feccfab8

Oecb6alaOb353c672307220fe69cadc3beb6e516505e1f16b5bb8f3
b55adaa0cOe

28511c50efe2fc02f7a437864e48f8c2983637507c2f8d8773e32e
d9a420c895

Trojan.HTML.PHISH.TIAOOHWY




33c44f32de3153d7705371c4a0c8d695a4ed4eb22b4caf2f3bda51
9631efb09af

49468e2cbaab71a1035f45efld4a7cd791e2d5c2bbbfc9d29249d
64f40be9aa4d

6126052b0b200e04ce83a3fad70efee6ba82882674ebccd6c326b
Oa6c7fbfab4

61bae857955c5cabf20119a918a0ebd83cbe9a34ebcbee628144d
225ab0867df

61e7f48f41414d3c945b7317023ca27e5d3f011b0a2e163546417
48cc0f9df8e

68f4e8b58367ae1d0f8c392b43f459b1d942faf979953233a104cd
74944b88f4

75768be2e98b8010256f519a19a2a47d8983686389b2eeab300a
ca063b229be5

7898d4596b6125129698866dbfala71d069aee3fd84ecb43343c
3bf377a7abe2

7f53ecad4a3e083ad28c8d02862bc84c00c3c73a9d8b7082b7995f
150713d4c51

7fc47e4fdce42b032b8ad0438cb5c76ed42a36d8c6a3el6d42dd0
b69f49f33bd

83f8934fadccbaaa8119¢cd542382fbb9b97dfd196ef787b746ccaaf
11f1d444e

8dc052382d626a2b1fb9181bdc276858386098e1919276c682a0
a2b397dab80b

9143c2499alcb2fb4e86ba6f9552f752358d8c8b6353762a61930
5431a3eec50

93643badb18f8dccbaleae3d0ad4e8a91d4646cb4d1ld4bble234
bf7edc58969c

a8c42db5ccddbde5b17ce3545189329a33acfdd4a8b9affOc7e429
4709b60af6

a90056d8d0853f54dec3c8738fbceab6185f87aae6102cff2cOeldef
49ccde977

b98984a7bf669518b074eflc8fc4240e4ad6f4a2ccc80a7940a0b5
6150809e37

c22ec0725f45221e477c9966a32b8faadd3e320c278043e572529
03be89664cc

d5cd18bd27b7525d5e240d5dca555844ec721f8f4be224b91c047
b827b7e5529

074ace0e95ce08c52a56514e0795a8137dc57¢c43197eedf7d0638
7670ca9ae51

Trojan.Win32.SHELLCODE.Al.enc

Ob1211edae601c59b178bb8f01df6d3b11b3clcae80b8c70652d3
2b3144f0997

TROJ_GEN.RO02H07EO21

1830803409f2735367b903fc0adff84c9fb3b917f2b4074476ch2e
5ef8adlbi14

TROJ_GEN.RO3FCOPF521

242baabale677ade7fd4f67123ddda4b98eel1dd322100f702dfb3
75c0b1f095a

TROJ_GEN.RO6CCODEM21




286c2933371910ee502c96e9115e23d4648d1915¢c361ae0a5f86
8359366e2c01

bf31145ea7ae06bce7bf53edcfe548fead047055a6¢c9cb6aball3dc
lef64ad504

d10d28c58df0e49df5dc3ddebb3110821ecbe0a3f5cfe248d2a6¢c0
57811c4635

f26d835985ffdafbfca2d25c850c7d1fbal98eb779¢82d6d118975
0ef43b9b0c

HEUR_JSRANSOM.O4

299321eb8462e909ff037bbcc3dd958292012cd8445cd19d17adb
a6d917370eb

Trojan.VBS.POWLOAD.AUFNTB

2af7d8161ff207f9d021a1223¢c294cf8f8784d8e3e5ad3cbblefd8e
8237854e2

TROJ_GEN.RO3FCOPF521

3656e26d70d3ebc48dea3637af310ca3d44e6fabaeal689e7f03f3
5edfb75032

Trojan.HTML.PHISH.QURAAOOIAN

3d63156060c7568b2c3065820f698fdadb6e48910ec82593a61c3
06c13f5692c

c9¢c30c74b45eeb932168bf157c9462104423a2ce84afe65f7097ec
00eb066efe

bd4f538295ee86dce37569d081fe73467cb32d83b0ddd9bae956
2172f38fd2bf

HEUR_LNKEXEC.A

4879ec6fac3f571ac09a8d385d4a61d6789051339e22119f08441
5425eecd47f

Virus.Win32.NAPWHICH.B

48d55a8e6eec21fleddc457886a42a5d0660b3cdae4ca28602986
8024d7a390f

TROJ_GEN.R002CODD0O21

5522a7cc358b4193eac53e620d3baad7f385a04bf3d15d1850076
cce9456d5f4

Trojan.Win32.PSDOWNLOAD.AB

60ea3bae77de9a72d976144ee268cdel7dda353dch981a104b0e
2d741b3c803c

AndroidOS_Metasploit.HRX

6a80e556eca%9eb53501d25717aacal6a6290d5a467a11c871f587
1cldicl4a2b

TROJ_GEN.ROO2HODE421

72189b6935363b207fb56daae4a33363eb338bf307f53faa8b6b8
6cc13c8clch

TROJ_FRS.VSNTEH21

78114796bd2f91c1a23550ef1dd1d89540b355902266782f7d45b
96da74b3242

TROJ_GEN.RO67COPDQ21

84d658ad47d3c7d074189653b8322d579095e7f467314ab6386e
fd52b34cfb95

HEUR_DOCX.DDE

87bb35204c91b5005806b4893ad4dc594c8b73d228150597cde8
9b39f79afob0

TROJ_FRS.ONA103DM21

8d17a5642fc71907537ef864a6ed17e776562ab47b47dffd402fb6
73e6277416

TROJ_GEN.RO6CCOPEN21

95f1d052fff5dd47ecb46153a3afb9ad2affb058e485d60cc65db38
7d2d9baf3

TROJ_GEN.RO02CODEQ21

9980cafbc45cdfc43bedda89a8b24460a0dc7ee234db3elc87a67
c6028bal055

TROJ_GEN.RO02CODDF21

9ecc7el4f04fd05eab4ddee97ebd49e492cda502¢c22303¢c21cb85
627f2deef6e

Backdoor.MSIL.POWERSHELL.USM
ANDK21




€2c04e08b7a65e8c67b770a458fd1e2341668f3c06888086c8499
16bc963b433

d817b262e1a6608dbb37b9d071406c14b4e31d86cb38adbcfe8l
97399b0263aa

a0416d94c08c6a7107b1f3d9b0b1d476d49293ee6fe074af62bb9
7b8b51b15e2

Trojan.W97M.DONOFF.AUJGJ

al6ed66bed46fcf9c0a771caledlbcd42alacl3e66717354e4824f6
1d1695dbb1

f17fd9ff93d1b3db6c3e4463d5ca5c11b99827890c58721d2860df
75d4323705

TROJ_GEN.RO02HOCE721

aaccbecec7b2b780f956fff8071dd6¢c92ab9117767c4277d5aef710
5879568c22

TROJ_FRS.VSNW1FE21

bbceef2cd8724fc87db474357e3e08d064ae4211ec9d7bc836772
0794c867bd6

AndroidOS_Ransom.HBT

clee65b684ab0848d9c5e490b4425a468abc2f6c947942b31487
0d018917e96d

Possible_SMPOWLOADBB4

c2e3661b4ce5a632ffddc00986ec0c56a6cd7b0133eab5c7afe8d9
c6d3b20865

TROJ_CVE20171182.5M

€7¢2b9329a48b5d5acd529e720a0608e4b701fd45ed0511737eb
3fd601b67f2f

Trojan.W97M.DROPPR.WLDG

d0a381bd72a983718b806c00bb42ed91becdbbd43f79c0347bf7
ele56a2d6daf

d61b1801e37fba9e7991c49b5aalecb7d0c4c5499147fa5071458
f8fbf0983c0

TROJ_FRS.ONA103EV21

d6c1fe80f37fccabdc08000ee9ef8a2cca2cb0da53e3a84bcdb942
664704154

BKDR_BLADABI.SMC

d919a68488498178c725dc7c4bc5a60f08da8d59804c60621d020
7efedbdb374

TROJ_GEN.ROO2CODEN21

f17fd9ff93d1b3db6c3e4463d5ca5¢11b99827890c58721d2860df
75d4323705

TROJ_GEN.RO02HOCE421

f632b6e822d69fb54b41f83a357ff65d8bfc67bc3e304e88bf4d9f0
cdaedc224

TROJ_GEN.RO02COWDN21

fd78033¢c874c07359410cc93551f0303f0e48568cc3ff0931a3730
1a96675fel

TROJ_GEN.RO3BCOPEU21

feadab64affc64fc9a1f80045a72c9b66e11b4771a70ca3dc6386b
d4226fdb7a

TROJ_FRS.VSNW1FE21
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