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Indicators of Compromise (IoCs) 

URL Description 

hxxp://19dove.com/.well-known/OfficeV4/OfficeV4/ Phishing 

hxxp://43idaupcon.com/.well-known/OfficeV4/ Phishing 

hxxp://abujaprep.com/.well-known/OfficeV4/ Phishing 

hxxp://accelraising.com/.well-known/OfficeV4/ Phishing 

hxxp://adam.mmtest.dk/.well-known/OfficeV4/ Phishing 

hxxp://afs-sy.com/.well-known/OfficeV4/ Phishing 

hxxp://airmate-oceanrich.com.tw/.well-known/OfficeV4/ Phishing 

hxxp://aje-ecuador.org/.well-known/OfficeV4/ Phishing 

hxxp://aladabia.net/.well-known/OfficeV4/ Phishing 

hxxp://alzeb.com.pk/.well-known/OfficeV4/ Phishing 

hxxp://amberedutech.com/.well-known/OfficeV4/ Phishing 

hxxp://anytext.co.il/kl/OfficeV4/ Phishing 

hxxp://anywherewarming.com/.well-known/OfficeV4/ Phishing 

hxxp://aprilwight.com/.well-known/OfficeV4/ Phishing 

hxxp://arabic-mag.com/.well-known/OfficeV4/ Phishing 

hxxp://artisanbeautytraining.co.uk/.well-known/OfficeV4/ Phishing 

hxxp://asantekotokouniversity.com/.well-known/OfficeV4/ Phishing 

hxxp://asatu.id/.well-known/OfficeV4/ Phishing 

hxxp://asetkayamas.com/.well-known/OfficeV4/ Phishing 

hxxp://asp.com.au/.well-known/OfficeV4/ Phishing 

hxxp://avenirhomes.com/lk/OfficeV4/ Phishing 

hxxp://ballaratwideremovals.com.au/.well-
known/OfficeV4/ Phishing 

hxxp://balm-h.com/.well-known/OfficeV4/ Phishing 

hxxp://barseypro.com.ec/.well-known/OfficeV4/ Phishing 

hxxp://basknick.com/.well-known/OfficeV4/ Phishing 

hxxp://bdksemarang.net/.well-known/OfficeV4/ Phishing 

hxxp://bestchoiceguttering.top/.well-known/OfficeV4/ Phishing 

hxxp://bhojpuriyabyar.com/.well-known/OfficeV4/ Phishing 



 

hxxp://blacklightmedia.ca/me/OfficeV4/ Phishing 

hxxp://blacklightmedia.ca/meh/OfficeV4/ Phishing 

hxxp://brianahern.com/.well-known/OfficeV4/ Phishing 

hxxp://britishmonarchyings.icu/.well-known/OfficeV4/ Phishing 

hxxp://broadlyprint.com/.well-known/OfficeV4/ Phishing 

hxxp://broccato.com.br/.well-known/OfficeV4/ Phishing 

hxxp://cakeflowerngift.com/.well-known/OfficeV4/ Phishing 

hxxp://camaraaltair.sp.gov.br/.well-known/OfficeV4/ Phishing 

hxxp://carbel.pymesonline.co/.well-known/OfficeV4/ Phishing 

hxxp://chengtaifood.top/.well-known/OfficeV4/ Phishing 

hxxp://chromehome.co.uk/.well-known/OfficeV4/ Phishing 

hxxp://chromehome.co.uk/lk/OfficeV4/ Phishing 

hxxp://chromehome.co.uk/us/OfficeV4/ Phishing 

hxxp://coachcuz.com/.well-known/OfficeV4/ Phishing 

hxxp://comegetmebailbonds.com/OfficeV4/ Phishing 

hxxp://compaid.org.uk/lk/OfficeV4/ Phishing 

hxxp://cooldemoz.com/.well-known/OfficeV4/ Phishing 

hxxp://coursecorrection.us/.well-known/OfficeV4/ Phishing 

hxxp://cozmyklaw.com/.well-known/OfficeV4/ Phishing 

hxxp://creativesvision.com/YE/OfficeV4/ Phishing 

hxxp://cyberdatasolution.com/.well-known/OfficeV4/ Phishing 

hxxp://dabur-usa.com/.well-known/OfficeV4/ Phishing 

hxxp://dachshundsforlife.com/.well-known/OfficeV4/ Phishing 

hxxp://dachshundsforlife.com/meh/OfficeV4/ Phishing 

hxxp://dafricawomen.org/.well-known/OfficeV4/ Phishing 

hxxp://denizliyeminlitercuman.com/.well-known/OfficeV4/ Phishing 

hxxp://dentevince.com/.well-known/OfficeV4/ Phishing 

hxxp://diiproyectos.com/.well-known/OfficeV4/ Phishing 

hxxp://dilgederenbuksur.com/.well-known/OfficeV4/ Phishing 

hxxp://dimasprakoso.com/.well-known/OfficeV4/ Phishing 



 

hxxp://divinamenteprosperamarvin.com/.well-
known/OfficeV4/ Phishing 

hxxp://divsols.com/.well-known/OfficeV4/ Phishing 

hxxp://dotslaundry.co.uk/.well-known/OfficeV4/ Phishing 

hxxp://drinkalbany.org/.well-known/OfficeV4/ Phishing 

hxxp://dushyantlive.com/.well-known/OfficeV4/ Phishing 

hxxp://edricblog.com/.well-known/OfficeV4/ Phishing 

hxxp://embedinn.com/.well-known/OfficeV4/ Phishing 

hxxp://embutidosantioqueno.com/bv/OfficeV4/ Phishing 

hxxp://embutidosantioqueno.com/io/OfficeV4/ Phishing 

hxxp://encore-systems.com/.well-known/OfficeV4/ Phishing 

hxxp://esquadraocelular.com.br/.well-
known/OfficeV4/OfficeV4/ Phishing 

hxxp://ethanhiley.com/.well-known/OfficeV4/ Phishing 

hxxp://extremegist.com/.well-known/OfficeV4/ Phishing 

hxxp://extremegist.com/ME/OfficeV4/ Phishing 

hxxp://extremegist.com/ko/OfficeV4/ Phishing 

hxxp://extremegist.com/ok/OfficeV4/ Phishing 

hxxp://extremegist.com/su/OfficeV4/ Phishing 

hxxp://extremegist.com/us/OfficeV4/ Phishing 

hxxp://fadi-ltd.com/.well-known/OfficeV4/ Phishing 

hxxp://feastrelease.com/.well-known/OfficeV4/ Phishing 

hxxp://festivalinternationalcannes.com/.well-
known/OfficeV4/ Phishing 

hxxp://fidnosfoods.com/.well-known/OfficeV4/ Phishing 

hxxp://fillcritical.com/.well-known/OfficeV4/ Phishing 

hxxp://free-software.club/.well-known/OfficeV4/ Phishing 

hxxp://ftphosting.me/.well-known/OfficeV4/ Phishing 

hxxp://fuehrerscheineuropa.com/.well-known/OfficeV4/ Phishing 

hxxp://fundacionuncantoporlavida.org/.well-
known/OfficeV4/ Phishing 

hxxp://furnituregalore.com.au/.well-known/OfficeV4/ Phishing 



 

hxxp://futurewaveformen.com/.well-known/OfficeV4/ Phishing 

hxxp://fvgss.org/admin/OfficeV4/ Phishing 

hxxp://gazetanacional.com.br/.well-known/OfficeV4/ Phishing 

hxxp://geg-me.com/.well-known/OfficeV4/ Phishing 

hxxp://genesisbeauty.rs/.well-known/OfficeV4/ Phishing 

hxxp://geoprintshop.com/lk/OfficeV4/ Phishing 

hxxp://gestionasertiva.com/.well-known/OfficeV4/ Phishing 

hxxp://ghantanews.com/.well-known/OfficeV4/ Phishing 

hxxp://goldentravels.com.au/.well-known/OfficeV4/ Phishing 

hxxp://gosarthi.in/.well-known/OfficeV4/ Phishing 

hxxp://grupocalven.com.ve/.well-known/OfficeV4/ Phishing 

hxxp://gtechsoftware.in/.well-known/OfficeV4/ Phishing 

hxxp://gvihardwares.com/.well-known/OfficeV4/ Phishing 

hxxp://gvihardwares.com/.well-known/me/OfficeV4/ Phishing 

hxxp://gvihardwares.com/.well-known/mm/me/OfficeV4/ Phishing 

hxxp://hamsho-group.com/.well-known/OfficeV4/ Phishing 

hxxp://hat.net.gr/.well-known/OfficeV4/ Phishing 

hxxp://hii-light.com/.well-known/OfficeV4/ Phishing 

hxxp://honeygangooli.com/.well-known/OfficeV4/ Phishing 

hxxp://honorsone.com/.well-known/OfficeV4/ Phishing 

hxxp://horariosabiertosargentina.com/.well-
known/OfficeV4/ Phishing 

hxxp://horariosabiertosargentina.com/cz/OfficeV4/ Phishing 

hxxp://hovergenie.com/th/OfficeV4/ Phishing 

hxxp://hpma.in/.well-known/OfficeV4/ Phishing 

hxxp://hungriaemartins.com.br/.well-known/OfficeV4/ Phishing 

hxxp://hytechinstruments.com/.well-known/OfficeV4/ Phishing 

hxxp://iamacareercoach.com/.well-known/OfficeV4/ Phishing 

hxxp://icoldo.com/th/OfficeV4/ Phishing 

hxxp://ieelcanal.edu.co/.well-known/OfficeV4/ Phishing 

hxxp://iesanjosedetelembi.edu.co/.well-known/OfficeV4/ Phishing 



 

hxxp://imperia.bio/.well-known/OfficeV4/ Phishing 

hxxp://imrantravels.com.pk/.well-known/OfficeV4/ Phishing 

hxxp://inaashalfakeer.com/ty/OfficeV4/ Phishing 

hxxp://industrus.net/.well-known/OfficeV4/ Phishing 

hxxp://inmobiliariaciudadjardin.com/th/OfficeV4/ Phishing 

hxxp://insurancesyria.com/.well-known/OfficeV4/ Phishing 

hxxp://invertermall.com.ng/.well-known/OfficeV4/ Phishing 

hxxp://ironisozluk.com/.well-known/OfficeV4/ Phishing 

hxxp://istoica.com/.well-known/OfficeV4/ Phishing 

hxxp://iwsas.com/.well-known/OfficeV4/ Phishing 

hxxp://jainmegamart.com/.well-known/OfficeV4/ Phishing 

hxxp://jataq.com/.well-known/OfficeV4/ Phishing 

hxxp://jetcharterservice.in/.well-known/OfficeV4/ Phishing 

hxxp://jkinvestigativeservices.com/.well-known/OfficeV4/ Phishing 

hxxp://joyspencer.ca/.well-known/OfficeV4/ Phishing 

hxxp://karendesoto.com/.well-known/OfficeV4/ Phishing 

hxxp://karendesoto.com/cflj/.well-known/OfficeV4/ Phishing 

hxxp://kasner.com/.well-known/OfficeV4/ Phishing 

hxxp://keraspa.gr/.well-known/OfficeV4/ Phishing 

hxxp://ketoankhaiminh.com/.well-known/OfficeV4/ Phishing 

hxxp://khabareducation.com/.well-known/OfficeV4/ Phishing 

hxxp://kitabmall.com/.well-known/OfficeV4/ Phishing 

hxxp://kitcheneous.com/.well-known/OfficeV4/ Phishing 

hxxp://knfm.edu.bd/.well-known/OfficeV4/ Phishing 

hxxp://knippcontracting.com/Rn/OfficeV4/ Phishing 

hxxp://lacuocagalante.com/.well-known/OfficeV4/ Phishing 

hxxp://lanuevadelpueblo.com/.well-known/OfficeV4/ Phishing 

hxxp://larotisserieducoin.com/.well-known/OfficeV4/ Phishing 

hxxp://lesbianreadingroom.com/.well-known/OfficeV4/ Phishing 

hxxp://librosdejorgedanielbarea.com/.well-
known/OfficeV4/ Phishing 



 

hxxp://lihatatas.com/.well-known/OfficeV4/ Phishing 

hxxp://livecodehack.com/fd/OfficeV4/ Phishing 

hxxp://macnortservice.com.br/.well-known/OfficeV4/ Phishing 

hxxp://maniacalswapping.com/.well-known/OfficeV4/ Phishing 

hxxp://marpu.net/.well-known/OfficeV4/.well-
known/OfficeV4/ Phishing 

hxxp://marpu.net/rt/OfficeV4/.well-known/OfficeV4/ Phishing 

hxxp://mauriceac.com/.well-known/OfficeV4/ Phishing 

hxxp://melissashim.com/.well-known/OfficeV4/ Phishing 

hxxp://memoxpress.net/.well-known/OfficeV4/ Phishing 

hxxp://miacorp.com.pk/.well-known/OfficeV4/ Phishing 

hxxp://miitiremedies.com/lk/OfficeV4/ Phishing 

hxxp://millcityingsstudios.icu/.well-known/OfficeV4/ Phishing 

hxxp://mkvagencies.com/.well-known/OfficeV4/ Phishing 

hxxp://mkvagencies.com/hr/OfficeV4/ Phishing 

hxxp://mobadara-sham.com/.well-known/OfficeV4/ Phishing 

hxxp://monabelle.com.br/OfficeV4/ Phishing 

hxxp://monarca.net.br/.well-known/OfficeV4/ Phishing 

hxxp://monterogas.com/.well-known/OfficeV4/ Phishing 

hxxp://monumentsquareforward.org/.well-
known/OfficeV4/ Phishing 

hxxp://moodle.intenalco.edu.co/.well-known/OfficeV4/ Phishing 

hxxp://mucglobal.com/.well-known/OfficeV4/ Phishing 

hxxp://multiserviciosenmalaganuevoestilo.com/.well-
known/OfficeV4/ Phishing 

hxxp://muslimrishtay.org/.well-known/OfficeV4/ Phishing 

hxxp://mytempmail.tk/.well-known/OfficeV4/ Phishing 

hxxp://myzonetech.com/.well-known/OfficeV4/ Phishing 

hxxp://n1maldives.com/.well-known/OfficeV4/ Phishing 

hxxp://narutoexplained.com/.well-known/OfficeV4/ Phishing 

hxxp://nationalstandardtrustsavings.com/.well-
known/OfficeV4/ Phishing 



 

hxxp://nepalsummit.com/.well-known/OfficeV4/ Phishing 

hxxp://newbornwhocc.org/.well-known/OfficeV4/ Phishing 

hxxp://nfsinsaat.com.tr/.well-known/OfficeV4/ Phishing 

hxxp://nidc.co.tz/.well-known/OfficeV4/ Phishing 

hxxp://ninselephant.com/.well-known/OfficeV4/ Phishing 

hxxp://nissanctozelservis.com/mai/OfficeV4/ Phishing 

hxxp://nms-sy.com/.well-known/OfficeV4/ Phishing 

hxxp://northhills-lebanon.com/.well-known/OfficeV4/ Phishing 

hxxp://nsbe-stl.org/.well-known/OfficeV4/.well-
known/OfficeV4/ Phishing 

hxxp://onnotomo.com/cc/OfficeV4/ Phishing 

hxxp://onnotomo.com/me/OfficeV4/ Phishing 

hxxp://onnotomo.com/mz/OfficeV4/ Phishing 

hxxp://onnotomo.com/mze/OfficeV4/ Phishing 

hxxp://onnotomo.com/mzeh/OfficeV4/ Phishing 

hxxp://onnotomo.com/mzz/OfficeV4/ Phishing 

hxxp://onnotomo.com/su/OfficeV4/ Phishing 

hxxp://onnotomo.com/vii/OfficeV4/ Phishing 

hxxp://overstockmiami.com/.well-known/OfficeV4/ Phishing 

hxxp://packages.com.pk/.well-known/OfficeV4/ Phishing 

hxxp://parkerortho.com/.well-known/OfficeV4/ Phishing 

hxxp://passengertravel.com/.well-known/OfficeV4/ Phishing 

hxxp://polat.xyz/.well-known/OfficeV4/ Phishing 

hxxp://poligamografico.com/.well-known/OfficeV4/ Phishing 

hxxp://popejohnpaulcatholiccenter.com/.well-
known/OfficeV4/ Phishing 

hxxp://portaldoestado.com.br/.well-known/OfficeV4/ Phishing 

hxxp://poww.club/.well-known/OfficeV4/ Phishing 

hxxp://prestigedrivingschool.co.ug/bt/OfficeV4/ Phishing 

hxxp://prestigedrivingschool.co.ug/lk/OfficeV4/ Phishing 

hxxp://prestigedrivingschool.co.ug/ok/OfficeV4/ Phishing 



 

hxxp://prevjus.com.br/.well-known/OfficeV4/ Phishing 

hxxp://professorcane.com/.well-known/OfficeV4/ Phishing 

hxxp://promalsa.com/.well-known/OfficeV4/ Phishing 

hxxp://propietario.pe/me/OfficeV4/ Phishing 

hxxp://propietario.pe/vi/OfficeV4/ Phishing 

hxxp://pyccolombia.com/.well-known/OfficeV4/ Phishing 

hxxp://rabissoni.com/lk/OfficeV4/ Phishing 

hxxp://radiolegacy.com/.well-known/OfficeV4/ Phishing 

hxxp://raincrossbrewingcompany.com/.well-
known/OfficeV4/ Phishing 

hxxp://rcsil.com/.well-known/OfficeV4/ Phishing 

hxxp://realitateadealba.net/me/OfficeV4/ Phishing 

hxxp://rehdainstitute.com/.well-known/me/OfficeV4/ Phishing 

hxxp://rimari.net/.well-known/OfficeV4/ Phishing 

hxxp://rippingeggplants.com/.well-known/OfficeV4/ Phishing 

hxxp://robotkar.ir/th/OfficeV4/ Phishing 

hxxp://rustaqflower.com/.well-known/OfficeV4/ Phishing 

hxxp://rutearomaveda.com/.well-known/OfficeV4/ Phishing 

hxxp://sada-elmalaeb.net/.well-known/OfficeV4/ Phishing 

hxxp://sadeenalreyadh.com/.well-known/OfficeV4/ Phishing 

hxxp://saf-ng.org/.well-known/OfficeV4/ Phishing 

hxxp://samh-conglomerat.com/.well-
known/OfficeV4/.well-known/OfficeV4/ Phishing 

hxxp://samshears.com/.well-known/OfficeV4/ Phishing 

hxxp://satnampsyllium.com/.well-known/OfficeV4/ Phishing 

hxxp://sdanywhere.com/.well-known/OfficeV4/ Phishing 

hxxp://sdinpresgudangarangmerauke.sch.id/.well-
known/OfficeV4/ Phishing 

hxxp://sdinpresgudangarangmerauke.sch.id/meh/OfficeV4/ Phishing 

hxxp://senzacija.ba/.well-known/OfficeV4/ Phishing 

hxxp://sggswu.edu.in/.well-known/OfficeV4/ Phishing 



 

hxxp://shizzades.com/.well-known/OfficeV4/ Phishing 

hxxp://shusthota.com/.well-known/OfficeV4/ Phishing 

hxxp://siddiquiofindia.com/.well-known/OfficeV4/ Phishing 

hxxp://skylanceronline.com/.well-known/OfficeV4/ Phishing 

hxxp://smartmails.io/.well-known/OfficeV4/ Phishing 

hxxp://smartways-sy.com/.well-known/OfficeV4/ Phishing 

hxxp://snowgaper.com/.well-known/OfficeV4/ Phishing 

hxxp://soxthatrox.com/.well-known/OfficeV4/ Phishing 

hxxp://srkbededurcr.com/.well-known/OfficeV4/ Phishing 

hxxp://ssnelko.com/.well-known/OfficeV4/ Phishing 

hxxp://starlightashamed.com/.well-known/OfficeV4/ Phishing 

hxxp://staronepestcontrol.co.in/.well-known/OfficeV4/ Phishing 

hxxp://startup86.com/.well-known/OfficeV4/ Phishing 

hxxp://studywellabroad.com/.well-known/OfficeV4/ Phishing 

hxxp://support-ets.org/.well-known/OfficeV4/ Phishing 

hxxp://sushiyany.com/.well-known/OfficeV4/ Phishing 

hxxp://sushiyany.com/ok/OfficeV4/ Phishing 

hxxp://swift-dispatch.com/.well-known/OfficeV4/ Phishing 

hxxp://syrianrecruitment.com/.well-known/OfficeV4/ Phishing 

hxxp://tagget.io/me/OfficeV4/ Phishing 

hxxp://tdcpk.org/.well-known/OfficeV4/ Phishing 

hxxp://tecnicosenmedellin.com/.well-known/OfficeV4/ Phishing 

hxxp://tecnicosenmedellin.com/.well-known/me/OfficeV4/ Phishing 

hxxp://textilespoligono.com/.well-known/OfficeV4/ Phishing 

hxxp://thebuildingestimator.com/.well-known/OfficeV4/ Phishing 

hxxp://thebuildingestimator.com/meh/OfficeV4/ Phishing 

hxxp://thedawnnews.com/.well-known/OfficeV4/ Phishing 

hxxp://thedawnnews.com/me/OfficeV4/ Phishing 

hxxp://themirou.com/.well-known/OfficeV4/ Phishing 

hxxp://thesvi.org/.well-known/OfficeV4/ Phishing 



 

hxxp://thevirusbattle.com/.well-known/OfficeV4/ Phishing 

hxxp://thinkjuncture.com/.well-known/OfficeV4/ Phishing 

hxxp://tnapackingservices.com/.well-known/OfficeV4/ Phishing 

hxxp://toratami.com/.well-known/OfficeV4/ Phishing 

hxxp://tourprickle.com/.well-known/OfficeV4/ Phishing 

hxxp://tradereducation.io/.well-known/OfficeV4/ Phishing 

hxxp://tritiumstrategy.com/.well-known/OfficeV4/ Phishing 

hxxp://trucktitud.com.ar/.well-known/OfficeV4/ Phishing 

hxxp://tutorialjunkie.com/.well-known/OfficeV4/ Phishing 

hxxp://twayah.com/.well-known/OfficeV4/ Phishing 

hxxp://twincitieskidsclub.com/.well-known/OfficeV4/ Phishing 

hxxp://uckestgrowesr.com/.well-known/OfficeV4/ Phishing 

hxxp://umangdairies.com/.well-known/OfficeV4/ Phishing 

hxxp://utopia-bd.com/.well-known/OfficeV4/ Phishing 

hxxp://victorraulm.com/.well-known/OfficeV4/ Phishing 

hxxp://virtual-office.com.au/.well-known/OfficeV4/ Phishing 

hxxp://visiontrust.com/.well-known/OfficeV4/ Phishing 

hxxp://volgaboutique.com/.well-known/OfficeV4/ Phishing 

hxxp://webuyback.com.au/.well-known/OfficeV4/ Phishing 

hxxp://wed-etudes.com/.well-known/OfficeV4/ Phishing 

hxxp://welbilthomes.net/.well-known/OfficeV4/ Phishing 

hxxp://wethingtonhomes.icu/.well-known/OfficeV4/ Phishing 

hxxp://whizz.pk/.well-known/OfficeV4/ Phishing 

hxxp://wideneed.com/.well-known/OfficeV4/ Phishing 

hxxp://www.aktimkonteyner.com/.well-
known/OfficeV4/OfficeV4/ Phishing 

hxxp://www.careficient.com/.well-known/OfficeV4/ Phishing 

hxxp://www.careficient.com/lk/OfficeV4/ Phishing 

hxxp://www.chromehome.co.uk/us/OfficeV4/ Phishing 

hxxp://www.coachcuz.com/.well-known/OfficeV4/ Phishing 

hxxp://www.coca-colamladima.rs/.well-known/OfficeV4/ Phishing 



 

hxxp://www.consultoriagp.com.br/wordpresscp/OfficeV4/ Phishing 

hxxp://www.dabur-usa.com/.well-known/OfficeV4/ Phishing 

hxxp://www.denizliyeminlitercuman.com/.well-
known/OfficeV4/ Phishing 

hxxp://www.ezstreet.hu/.well-known/OfficeV4/ Phishing 

hxxp://www.icoldo.com/th/OfficeV4/ Phishing 

hxxp://www.lanuevadelpueblo.com/.well-known/OfficeV4/ Phishing 

hxxp://www.madebymayhem.com/.well-known/OfficeV4/ Phishing 

hxxp://www.my.klinelogistics.com/.well-known/OfficeV4/ Phishing 

hxxp://www.patricksandersmusic.com/.well-
known/OfficeV4/ Phishing 

hxxp://www.piyrdigal.com/OfficeV4/ Phishing 

hxxp://www.radiolegacy.com/.well-known/OfficeV4/ Phishing 

hxxp://www.rcs.in.net/.well-known/OfficeV4/ Phishing 

hxxp://www.skylanceronline.com/.well-known/OfficeV4/ Phishing 

hxxp://www.smartways-sy.com/.well-known/OfficeV4/ Phishing 

hxxp://www.topoengineer.gr/.well-known/OfficeV4/ Phishing 

hxxp://www.weblifeinfotech.com/.well-known/OfficeV4/ Phishing 

hxxp://y-elo.com/lk/OfficeV4/ Phishing 

hxxp://zarlashbeauty.com.au/.well-known/OfficeV4/ Phishing 

hxxp://zaxwerqwlof.xyz/zax/OfficeV4/ Phishing 

hxxp://zieussolutions.com/.well-known/OfficeV4/ Phishing 

Figure 1. Phishing pages identified as related to the latest Office365 phishing campaign. While some are 

now inaccessible (as far as this campaign is concerned), these URLs have been observed to be actively 

used as hosts for other phishing campaigns due to their respective vulnerabilities.  
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