
TrendLabs 

 

 

 

 



TREND MICRO LEGAL DISCLAIMER 

The information provided herein is for general information and educational purposes only. It is not intended and should not be construed to constitute legal 
advice. The information contained herein may not be applicable to all situations and may not reflect the most current situation. Nothing contained herein should 
be relied on or acted upon without the benefit of legal advice based on the particular facts and circumstances presented and nothing herein should be construed 
otherwise. Trend Micro reserves the right to modify the contents of this document at any time without prior notice. 

Translations of any material into other languages are intended solely as a convenience. Translation accuracy is not guaranteed nor implied. If any questions arise 
related to the accuracy of a translation, please refer to the original language official version of the document. Any discrepancies or differences created in the 
translation are not binding and have no legal effect for compliance or enforcement purposes. 

Although Trend Micro uses reasonable efforts to include accurate and up-to-date information herein, Trend Micro makes no warranties or representations of any 
kind as to its accuracy, currency, or completeness. You agree that access to and use of and reliance on this document and the content thereof is at your own 
risk. Trend Micro disclaims all warranties of any kind, express or implied. Neither Trend Micro nor any party involved in creating, producing, or delivering this 
document shall be liable for any consequence, loss, or damage, including direct, indirect, special, consequential, loss of business profits, or special damages, 
whatsoever arising out of access to, use of, or inability to use, or in connection with the use of this document, or any errors or omissions in the content thereof. 
Use of this information constitutes acceptance for use in an “as is” condition. 

 

 

 

 
 

 



 

 

 

 
 

Crime follows the money, as the saying goes, and once again, cybercriminals have acted 

accordingly. The underground is flooded with so many offerings of cryptocurrency malware 

that it must be hard for the criminals themselves to determine which is best. This kind of 

malware, also known as cryptomalware, has a clear goal, which is to make money out of 

cryptocurrency transactions. This can be achieved through two different methods: stealing 

cryptocurrency and mining cryptocurrency on victims’ devices surreptitiously (without the 

victims noticing), a process also known as cryptojacking. In this research brief, we discuss how 

cryptocurrency-mining malware is being peddled in the underground and how the advertised 

features compare against one another. 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Posting for DarkPope custom malware 

 

One of the latest offerings we’ve spotted in the underground market is a piece of 

malware called DarkPope. It’s a Monero (XMR) cryptocurrency-mining malware built 



 

 

 

 
 

from scratch and customized for each buyer. The price is US$47, and the product 

description is as follows: 

 

  

  

  

  

  

  

  

  

  

  

  

 

Figure 2. DarkPope description 

 

Apart from a wide range of options and features, the malware developer offers 24x7 support. 

Figure 3. Customer feedback on DarkPope 

 



 

 

 

 
 

The same actor also offers cryptocurrency-stealing malware for bitcoin (BTC) wallet addresses: 

Figure 4. Cryptocurrency-stealing malware description 

As stated by the developer, the malware changes the destination address in bitcoin 

transactions in memory. An interesting feature is finding similar addresses for replacement 

from a pool of 10,000 addresses so that once the bitcoin addresses are infected, victims would 

likely not notice the change and conclude the transactions, giving their coins to whoever buys 

this malware in the underground. This one costs US$97, as this screenshot shows: 

 

 

 

 

 

 

 

Figure 5. Posting for DarkPope bitcoin address switcher 



 

 

 

 
 

Given the amount of cryptocurrency-mining malware for sale in the underground, it’s infeasible 

to categorize or study all of it. However, we have selected 10 different recent offerings from 

this year and last year to serve as a basis for comparison: 

xSlappz May 8, 2017 Zcash (ZEC) US$25 

Aqius Oct 27, 2017 Monero (XMR) US$20 

Flacon Nov 24, 2017 Ethereum (ETH), Monero (XMR) US$150 - 500 

Decadence Nov 30, 2017 Monero (XMR) US$40 – 1,000 

DeluxeSoftware Jan 18, 2018 Ethereum (ETH), Monero (XMR) 5% profit fee 

OverSeer Jan 26, 2018 Electroneum  (ETN), Monero (XMR), 
Zcash (ZEC) 

US$15 - 90 

Deejayngo Feb 12, 2018 Ethereum (ETH), Monero (XMR) US$30 

Tommis Feb 23, 2018 Bitcoin (BTC) US$40 

Fluxminer Mar 24, 2018 Ethereum (ETH) US$3.99
 

Dylan Apr 12, 2018 Monero (XMR) US$5 per .exe built
 

Table 1. Comparison of cryptocurrency-mining malware offerings 

 

As you can see, the prices started considerably low last year, then went through some spikes, 

and are now low again. With only US$5, a criminal can already get a working cryptocurrency-

mining malware. We have also noticed that Monero is the cybercriminals’ preferred 

cryptocurrency. 

However, don’t let these 10 different offerings make you think that there aren’t more. We see 

new offerings regularly and hundreds of new detections daily, especially if we count web-

based cryptocurrency-mining malware. For instance, a simple search for pages using one of 

the most common Monero-mining services returned more than 25,000 results: 

  



 

 

 

 
 

Figure 6. Search results for Monero-mining services 

Notice that not all of these domains are compromised. They may be intentionally mining 

Monero, either warning their visitors of the fact or not, but we believe that there is a high 

chance that some of them are malicious. 

In addition, the offerings are not restricted to miners. Stealers are also there, albeit in lower 

numbers. This screenshot shows an offering for a piece of cryptocurrency-stealing malware 

called Pony for 0.0023 BTC (approximately US$20): 

 

 

 

 

 

 

Figure 7. Posting for cryptocurrency-stealing malware 



 

 

 

 
 

Different features make for varying price points. For instance, Decadence Miner starts at 

US$40 but it can cost up to US$1,000, depending on the features chosen by the buyer: 

 
Figure 8. Decadence Miner and its features 

Additional features such as graphics processing unit (GPU) support, web-based control panel, 

remote access tool (RAT) capabilities, and crypting services usually increase the price of the 

cryptomalware. This is also the case with OverSeer, which offers different plans for hiring 

cryptocurrency-mining malware services:  

 

 

 

 

 

 



 

 

 

 
 

Figure 9. OverSeer and its package offerings 

Despite the large number of malware samples and offerings, we are not aware of large 

amounts of money being made with cryptocurrency-mining malware. Among all the reports on 

attacks involving it, apparently the most successful one was when a threat actor compromised 

thousands of websites in the U.S. and the U.K. and subsequently embedded a cryptominer in 

them. The malware stayed active for four hours, but the wallet used to receive the mined 

Monero coins had no more than US$24 by the end of the attack, when the websites were 

cleaned. Of course, the more popular a website is, the quicker the victims will notice and let 

the website administrators know about the irregularities. From there, the cleaning process 

starts and the mining campaign ends. 

https://motherboard.vice.com/en_us/article/qvevxq/biggest-cryptocurrency-mining-hack-coinhive-monero-made-24-dollars


 

 

 

 
 

It’s not the same for cryptocurrency-stealing malware, though. In March, researchers reported 

a cryptostealing campaign that made around 8.8 BTC (approximately US$80,000 at the time of 

reporting) after cybercriminals were able to put trojanized versions of legitimate software in a 

popular software download website. 

 

It was actually hard to finish this publication, considering that new cryptocurrency malware 

conversations kept appearing every day in multiple places. We believe this is a huge trend, one 

that is unlikely to go away anytime soon. We have seen miners moving from bitcoin to 

Ethereum and now embracing Monero and Zcash. Some criminals have also started 

conversations about MoneroV, which hasn’t even been released yet. And then there’s the 

multiplicity of versions across the web, mobile, and the internet of things (IoT) — basically, all 

platforms may be affected. 

Of course, criminals won’t make a huge amount of money out of 10,000 Internet Protocol (IP) 

cameras, but maybe a million routers that can facilitate a large-scale attack could work for 

them. If we combine the risk of cryptomalware (including both the cryptocurrency-mining kind 

and the cryptocurrency-stealing one) with unpatched vulnerabilities, botnets, and other threats, 

we’ll have a serious problem to reckon with.  

https://www.welivesecurity.com/2018/03/14/stealing-bitcoin-download-com/
https://blog.trendmicro.com/trendlabs-security-intelligence/internet-things-ecosystem-broken-fix/


 

 

 

 
 

 

 

 

 

  

Trend Micro Incorporated, a global leader in cybersecurity solutions, helps to make 

the world safe for exchanging digital information.  Our innovative solutions for 

consumers, businesses, and governments provide layered security for data centers, 

cloud environments, networks, and endpoints. All our products work together to 

seamlessly share threat intelligence and provide a connected threat defense with 

centralized visibility and investigation, enabling better, faster protection. 

With almost 6,000 employees in over 50 countries and the world’s most advanced 

global threat intelligence, Trend Micro enables organizations to secure their 

connected world. For more information, visit www.trendmicro.com. 
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