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Indicators of Compromise (IoCs) 

SHA-256 
Trend Micro  

Pattern Detection 

00a3b320a93b66749198ce23a9615511976ca4cbf5903039291ff2ee167
650af 

Trojan.XF.HIDDBOOK.THDB
HBO 

00a3b320a93b66749198ce23a9615511976ca4cbf5903039291ff2ee167
650af 

Trojan.XF.HIDDBOOK.THDB
HBO 

02710142e9010e07642d7c52b0f1abb918442a9aaccbe0f9b6389f55841
c79e9 

Trojan.XF.HIDDBOOK.THDB
HBO 

0830e971f93e31c4dbf1653595da02daaefe08a1d5f17da17144ce77021
20a44 

Trojan.XF.HIDDBOOK.THDB
HBO 

086f86d9febb9033247297e0a1335367dc5773d9df3751d62e4c277404e
073a8 

Trojan.XF.HIDDBOOK.THDB
HBO 

0ab6fb8ac308eb143d363e90bd7ce4a74a4cb9cdff0c199e5a294919f485
9a8e 

Trojan.XF.HIDDBOOK.THDB
HBO 

0c37c1a3d22138696aed8be1c29531d40a6f758aa474f0714ec4372a822
d0592 

Trojan.XF.HIDDBOOK.THDB
HBO 

10682237624562fb8511090f380a4a7f9d2d7f2c3e15a1deb305203396b
eb1cc 

Trojan.XF.HIDDBOOK.THDB
HBO 

11b0a1f4e53054ff984d0b0e1a4a76e6708118152244870661dd266a67a
a076b 

Trojan.XF.HIDDBOOK.THDB
HBO 

14f3b33b01022b5393a7955002789b3b218ec1249784af376dc0b721ef9
42fa3 

Trojan.XF.HIDDBOOK.THDB
HBO 

159179f7f92e4e309c456bfaa3b1baac879c1d5cc28a5dbcc1c4f3eeea1d
a259 

Trojan.XF.HIDDBOOK.THDB
HBO 

17fa5a45fa05642a9ac88147baf01ef1740ae8f59530e50511413275414a
c5b7 

Trojan.XF.HIDDBOOK.THDB
HBO 

1d0c72ab999b5d59b1a8ea17ab231ee0018ae965b6b0895175a6a76be
35636e9 

Trojan.XF.HIDDBOOK.THDB
HBO 

1d5bfde21d0791e427413fe82f1a33d2ea77775c146e24b2d256af772bf3
5c90 

Trojan.XF.HIDDBOOK.THDB
HBO 

1fdfe741ad56b43f2795dcac726e5518c8514fcc5e936b1158e9e76d2465
0d24 

Trojan.XF.HIDDBOOK.THDB
HBO 

20b285004c74f9bb931e126bf7252fc244254c5479ad51522f6d36c47353
90f4 

Trojan.XF.HIDDBOOK.THDB
HBO 

21f4be8c2553a1a27bc27b6f513757fd96c969c34d112e2d3c9f4cb74004
4647 

Trojan.XF.HIDDBOOK.THDB
HBO 

24e18a395900cb41ec9e642044fcd8f76d25185768bef10f3d0dfae3f578
51db 

Trojan.XF.HIDDBOOK.THDB
HBO 

2766c6881427c618e10cc08157857fbf1e3d00911a343da1b9c4e139b4d
55410 

Trojan.XF.HIDDBOOK.THDB
HBO 

2eddc8aadf46124de50572072cc79795c71d2af42643f1fdd1b512964529
f1f3 

Trojan.XF.HIDDBOOK.THDB
HBO 

2fa6edbb2b6b795ccc2ac60632d7999444c3b187c96faef11ea77e0ef12f
17ff 

Trojan.XF.HIDDBOOK.THDB
HBO 

35402d0a6df6b2659d0ce5c2dd0a9b6c34aac4793b610c107ecf3826762
4d038 

Trojan.XF.HIDDBOOK.THDB
HBO 

368f46e8c125fb00d56e2d3a91c4a482d976750fe8e3147e9b50adc5f5e
10d0a 

Trojan.XF.HIDDBOOK.THDB
HBO 

396653660c30b6647c707dcab185402e339b0f7557b053d7bfeec4d01c2
d9eea 

Trojan.XF.HIDDBOOK.THDB
HBO 

39858ea1791476dfe3378a1c3554d496e54d6b227afad5b50388ec2253
69f7c5 

Trojan.XF.HIDDBOOK.THDB
HBO 

3ac1e167a50b3ad505f3a46086c962a75472b56cb649a4aa25b88687ff3 Trojan.XF.HIDDBOOK.THDB



 

4029e HBO 

3d9aa45b24a77402b82dcaa19ef06d6ecdd1abf7dc7f8132a4527eb75c4
95df8 

Trojan.XF.HIDDBOOK.THDB
HBO 

3dffe7741e0a91584390537c751b1f583dc68b74cc0c7c3f004aa9fb61c3
480a 

Trojan.XF.HIDDBOOK.THDB
HBO 

400deb719ffe84f51b3d7529aaea8e5cdeabca4a955c46f55c820402bf3f6
a0c 

Trojan.XF.HIDDBOOK.THDB
HBO 

44923389e2281d7cd753b5a17d636ea2d47161bce122fbbc43be6c2d17
9c6e13 

Trojan.XF.HIDDBOOK.THDB
HBO 

45993afc2d12e3065fcf84d67cb66e90392f7b16975d37a282c6a29985f4
b2ad 

Trojan.XF.HIDDBOOK.THDB
HBO 

5317530e34dfacf513831bb2a97a53b298c95429c445c7899fddd22faaa0
9787 

Trojan.XF.HIDDBOOK.THDB
HBO 

532cf4de38c8604224d2f3ddf6043f5069d5f351ba50862a7042e0e1049a
01ed 

Trojan.XF.HIDDBOOK.THDB
HBO 

53ac36664e13961e5e00f3829d830998f51042c8ab592c235e028d847e
2a1b8b 

Trojan.XF.HIDDBOOK.THDB
HBO 

54ba4945c4c66034576f8d367de5b84429b7ff933aeb59514f595346174
36568 

Trojan.XF.HIDDBOOK.THDB
HBO 

56c652846740fbdd2d0e534cb756fff4715baf813ef49b514624fc7708e64
521 

Trojan.XF.HIDDBOOK.THDB
HBO 

58c4f2e20af1b0fa4faf54af67d630604df80ed9745d27b1f731b5e417bd8
b79 

Trojan.XF.HIDDBOOK.THDB
HBO 

5d8a5393cca9510489f61f1a38e20d75aae9bc2088c0be89428cfc0813b
2f989 

Trojan.XF.HIDDBOOK.THDB
HBO 

5e966359c5dc2661fee15a149933861351fc2d7698952e8190a88b10d6
3b38e2 

Trojan.XF.HIDDBOOK.THDB
HBO 

5f089943695acd38d04302ed97473167f845a2ead11a82c4c7d6f584887
7d1ae 

Trojan.XF.HIDDBOOK.THDB
HBO 

63b8db1a43ff90bd80555ea1406f690ae2f0daca7be8f3347051339b5638
f1e9 

Trojan.XF.HIDDBOOK.THDB
HBO 

65d5959358e9406193058d00180611204e5d9a21e2653fb64e2a2d9146
2801d1 

Trojan.XF.HIDDBOOK.THDB
HBO 

6ef32efe725db67b812fcbe6dc70d5392afc636ce694e56328053a6afd6e
1e6c 

Trojan.XF.HIDDBOOK.THDB
HBO 

71ea09af05d36df4135b31f2ec0bd327dc11f826029f0b6d78dd78c3dfb6
e451 

Trojan.XF.HIDDBOOK.THDB
HBO 

7633010643d898fa95b42263a672ba2432b025508d5b42657571831de0
f3a897 

Trojan.XF.HIDDBOOK.THDB
HBO 

78e645d1fcaa967a3dcead9798060c790623ab1f0fa3ba44543b94cf2d84
b740 

Trojan.XF.HIDDBOOK.THDB
HBO 

79e493bfb71ad64952cfd97bc07eb2f9df5d0508e626bccfd39ea85c345c
2e86 

Trojan.XF.HIDDBOOK.THDB
HBO 

7b1292f345ecf987c69e920129cd879d1c5c2aff7fc8a29dd828a7c2d745
2699 

Trojan.XF.HIDDBOOK.THDB
HBO 

8087a936516802279bc277f4dce7b1e9ada05050e5e00a00b253047272
53d000 

Trojan.XF.HIDDBOOK.THDB
HBO 

81ba12fc30c934449161a37d8fef6b57d2613f41527150e120dc21bee61
7bb20 

Trojan.XF.HIDDBOOK.THDB
HBO 

878f14a51ca78337196b7d760adf2a7c1aa283c3c90d454aff26341f8fcc3
4e5 

Trojan.XF.HIDDBOOK.THDB
HBO 

89e62ec08b0b6065134c67937bae76ccd70163770fd6992574e41b9c82
c3cf1c 

Trojan.XF.HIDDBOOK.THDB
HBO 

8b0c7c54a018cd3d29c2c460133c6297f83b49354b5c412dfb0723639d0
e138f 

Trojan.XF.HIDDBOOK.THDB
HBO 



 

8b43e761bdcc0c84abcd22a9e372356d9bb77300cc3b4af18ae4fba9068
458a0 

Trojan.XF.HIDDBOOK.THDB
HBO 

8d370df16bf84cf827bcbb3eb4113493c62c6fc0b389f929424a826d3b52f
5fd 

Trojan.XF.HIDDBOOK.THDB
HBO 

9057c9494e662c6dd804be1331e8b6b739e94a867356eaaf1e2dbc3740
35aba5 

Trojan.XF.HIDDBOOK.THDB
HBO 

928e833b6736603ac3d2e029059eabb1a3dcafe9657586763d50709c86
bf6050 

Trojan.XF.HIDDBOOK.THDB
HBO 

93cc9b275bb620dbb9597bb829fe5370352cf4df6385076be388ab1767f
e9467 

Trojan.XF.HIDDBOOK.THDB
HBO 

9999db0abd6b25f63cec92e2a41ba565b7f6387b947361a5756ed112b0
e1fae8 

Trojan.XF.HIDDBOOK.THDB
HBO 

9b12de2c7abdda9b19e4685799c0f21a3b6d8f1c460ab0bec591fb4add6
60c29 

Trojan.XF.HIDDBOOK.THDB
HBO 

9b6aebe854a723a1197f8165fea0ef100919960e54829da6b4387520f68
008e5 

Trojan.XF.HIDDBOOK.THDB
HBO 

9c63253cc770be57bd389575a08560c0447fb0f0b4aa9f37bbc8fe44a8e7
b8fe 

Trojan.XF.HIDDBOOK.THDB
HBO 

9de548a4153bd39bad2e89391999885631ff981eb5495462f9726cbb455
ee466 

Trojan.XF.HIDDBOOK.THDB
HBO 

aaa97bdc86b94608a841a57e7f7192683577766b6cd57f7ae7423497ee
37ab3b 

Trojan.XF.HIDDBOOK.THDB
HBO 

ae91e3d3e4f1e37273ba45b1d8ddd83e4e699597b5a05ea6f2efe24cff1f
d728 

Trojan.XF.HIDDBOOK.THDB
HBO 

b1dbf968a5e8355a6f042b475f7c7f27417a2a2f4726ff7fcfa938ae464faf9
d 

Trojan.XF.HIDDBOOK.THDB
HBO 

b98a830c20750e821d246cbc1d9743364a58944f575acbdf78d9a4d58ec
8b352 

Trojan.XF.HIDDBOOK.THDB
HBO 

bb99f5361f8bd0c9b3bbd0c567e5f4224555bca3635e2877a1b64e33f83
2ff5d 

Trojan.XF.HIDDBOOK.THDB
HBO 

bef1f014f977a53bbac6b8758736e408cfb05bbbb9b7bfa65402334436db
c6d1 

Trojan.XF.HIDDBOOK.THDB
HBO 

bf7bf5b75aaf0309dfaf4c8be0afc9c3c9d52fbbf6390aac5573b552f5065d
20 

Trojan.XF.HIDDBOOK.THDB
HBO 

c1b60cb8de722020f6b74b9fe3abfa6e21dffc7bb9ff6094b827363a6cc25
c81 

Trojan.XF.HIDDBOOK.THDB
HBO 

c47bbaf046a89a830a75710d3fd1c7680a4b8cd52ab8827f46ace5d5e00
e9622 

Trojan.XF.HIDDBOOK.THDB
HBO 

c96b4f9ae4798de84b806fd3a9c22e49116a2816b1745b5546b8cf6bf41
d4319 

Trojan.XF.HIDDBOOK.THDB
HBO 

c9d7493f61be6ed13be63c33601d7d747072ddf7308072a53f021a25ebe
ec442 

Trojan.XF.HIDDBOOK.THDB
HBO 

ca3f8cf89fb793a770f915193b9b88940eea0d49948fc6454c9c6356c3e7
9446 

Trojan.XF.HIDDBOOK.THDB
HBO 

cb5edac4ef370d296595e08ae021f4e0664ac68db3aa2fc0c171bca412f7
880a 

Trojan.XF.HIDDBOOK.THDB
HBO 

cbf45507a74b1771910814bd5dbe0407f0cf504fb836ac020b3ae4cee712
50f0 

Trojan.XF.HIDDBOOK.THDB
HBO 

cc3daa47234f72b21cb5eb77c9224e89f8c298a868eaefbd39c863aebec
ce54f 

Trojan.XF.HIDDBOOK.THDB
HBO 

cc4802592fcab54d2661e793f83dad9f75d9b9edf7fe8ab98cc0793fd5088
bc1 

Trojan.XF.HIDDBOOK.THDB
HBO 

d1195b71785bc06493a967565099fc9ec98f2edf8261945d9ca85ccb3ee
e7342 

Trojan.XF.HIDDBOOK.THDB
HBO 

d3c6000ea7800caa0b4b81b213e0fa73f5b0ff81edcdd69dc23ea9dfe9ba Trojan.XF.HIDDBOOK.THDB



 

0f2e HBO 

d47443db1556bb1aa8b9b92cbcd8336e3358e31b253622ca176c8d7e5e
037c65 

Trojan.XF.HIDDBOOK.THDB
HBO 

d4b165dcce70a6a25b937c900ffb0743f091f48b719f6533777f2173facf49
5a 

Trojan.XF.HIDDBOOK.THDB
HBO 

d4d283597f75c7c8930cc24c432bb07856da25e4e34abcdad3e226d4af1
02b16 

Trojan.XF.HIDDBOOK.THDB
HBO 

db26b93656fb06409c02e5d21302d2723accffa22e39c62315cc701eb1af
481f 

Trojan.XF.HIDDBOOK.THDB
HBO 

dcf765cf219eb732110ed22c12ab3aaea976639173dd5aaf0fe3a7e1e11
1f5ae 

Trojan.XF.HIDDBOOK.THDB
HBO 

dd1226eef88e08eb3077c6d1d741ea11da55e4e1decf30b5496f36ab2ad
161b5 

Trojan.XF.HIDDBOOK.THDB
HBO 

e241eb7c881d19e77292597a05743019993256f361abd6b8717a8b3ffc5
156f1 

Trojan.XF.HIDDBOOK.THDB
HBO 

e6f600dd3af9e8dae99eeb4e76b55997588a010e02847953c9e493b726
d9685c 

Trojan.XF.HIDDBOOK.THDB
HBO 

ea7ffbc6369bb7ab1f8fc503224ecc36761c1e2997ed6904e22da17a508c
b977 

Trojan.XF.HIDDBOOK.THDB
HBO 

ea9ff8a1780cad2bd3243f1da1932be677f36ed3fa20a87c891bc1e9fece2
533 

Trojan.XF.HIDDBOOK.THDB
HBO 

f0963ca7efc6e1b1a02fa9ef424da49c0cbf0f990449bf3626325524389b6
28c 

Trojan.XF.HIDDBOOK.THDB
HBO 

f75c82a8efca12be4278b98ce52fa26b783fdaba5e12046562481c7ab306
e0f5 

Trojan.XF.HIDDBOOK.THDB
HBO 

f7fd79f8a79bfe0ef9da725c19b82ea54aebfd1a59483e06d53290560b6c
6e82 

Trojan.XF.HIDDBOOK.THDB
HBO 

fa99a2c3a803fda232a2dbeccf1d19de692e967a781c071ed9d7e5a8452
2c36a 

Trojan.XF.HIDDBOOK.THDB
HBO 

fa9e60c42cf29fd79f3c91ae586c93780c1f4dab71c87e6879b1b5d8460c
cdd5 

Trojan.XF.HIDDBOOK.THDB
HBO 

fc5de3700dd9b0933aad713d244a28b2f32210daa5a31149a755fe1a02b
c857d 

Trojan.XF.HIDDBOOK.THDB
HBO 

fe60065c21fe227fa1f0125063fbc68a95ef93ae70698bf778e85c866f1ce6
41 

Trojan.XF.HIDDBOOK.THDB
HBO 

fe7cad90903a6bc12c0b40c161d1653af023bfa296c40d5a318839d88e3
71086 

Trojan.XF.HIDDBOOK.THDB
HBO 
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Trend Micro, a global leader in cybersecurity, helps to make the world safe for exchanging digital information.  

Trend Micro Research is powered by experts who are passionate about discovering new threats, sharing key insights, and 

supporting efforts to stop cybercriminals. Our global team helps identify millions of threats daily, leads the industry in 

vulnerability disclosures, and publishes innovative research on new threats techniques. We continually work to anticipate new 

threats and deliver thought-provoking research.   
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