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In an ever-evolving threat landscape, cybersecurity is no longer just about safeguarding sensitive data
and other digital assets by merely keeping cybercriminals and other threat actors out of networks,
systems, devices, and underlying technologies. Now it is also about having to proactively stop them in

their tracks before they even gain a foothold in their spheres of operation.

The notable threats in the first half of 2019 drove this point home, what with the prevalence of so-called
fileless threats that “lived off the land” — abusing legitimate and typically whitelisted system tools to do
their malicious bidding — and the presence of malware and phishing campaigns that took advantage
of security lapses and diversified in the ways they counted on the still unpatched flaw that was

human vulnerability.

Ransomware operators distinctly set their sights on organizations, with crippling ramifications: Their
attacks proved they could strike with such severity that some victims were even strong-armed into
acquiescing to the cybercriminals’ exorbitant demands. For many cryptocurrency-mining threats,
servers and cloud-based environments, having far more computing resources than endpoints, became
their new frontier. Messaging platforms — the bedrock underpinning many business transactions
— were inundated with a range of threats, including business email compromise scams, sextortion

schemes, and phishing incidents that did not rely on hacking human behavior alone.

Over the course of the half-year, many threat actors seemed to be hedging their bets, in light of their
broad and multiplatform targeted attack campaigns, an apparent stir in their use of exploit kits, and

their persistent attacks on routers and other internet-of-things devices. And a number of threats used

multistage or multilayered infection chains. To be sure, the tactics, techniques, and procedures used

by these threats might not be groundbreaking, but that they were employed as fail-safe mechanisms

was worthy of attention.

Vulnerabilities remained a cause for concern, in the form of both the software sort that had been a
perpetual bane of cybersecurity and the hardware-level class that had been gaining pointed relevance
of late. In particular, the disclosure of pervasive vulnerabilities, such as those found in popular desktop
services and container platforms, highlighted the extent of the impact that security flaws could have

if left unpatched.

Ensuring that networks, systems, devices, and technologies are properly configured or patched in
a timely manner can be an arduous task for enterprises and their security administrators — to say
nothing of taking steps to reduce the attack surface and actively monitoring and thwarting attempts at
compromise at each stage or layer of an attack. But if accomplished, it is a challenge whose potential
benefits far outweigh the effort required to bring it to fruition, especially given the value of what is at

stake, in terms of not only cybersecurity but also physical safety.

Our midyear report reexamines the security landscape of the first half of 2019 — the threats that made
their mark and their attendant risks and issues — to enable enterprises with insights that can help them

tackle the aforementioned challenge throughout the rest of the year and beyond.




Ransomware remains widespread,
wIth costly conseqguences

High-profile attacks exact high-value losses

Toward the end of the first half of 2019, after having earned more than US$2 billion, the operators of
GandCrab announced their retirement on a hacking forum where they peddled their ransomware as
a service (RaaS)." GandCrab was notable for its business model: Cybercriminals, regardless of their
technical know-how, could pay for a subscription to access custom builds. They could then distribute
their own versions of GandCrab through their preferred means, such as spam and exploit kits. While
ransomware operators had been largely known for using the spray-and-pray approach and selling their
malware to would-be affiliates,? casting a wider net of business partners and potential victims increased

their earning potential.

However, the half-year showed a change in their tack. Cybercriminals perhaps considered that they
could consistently earn as much, or even more, by zeroing in on multinationals, large enterprises, and
even government organizations. Their modus operandi entailed reconnoitering their target, sending its
employees tailored phishing emails, and searching for security gaps that they could exploit to gain access

to and laterally move within its networks and systems.

This was exemplified when — less than two weeks after a ransomware attack hit Riviera Beach in the
same state and compelled the city’s officials to pay US$600,000° — the Ryuk ransomware struck Lake
City, Florida, in June. With the systems used to provide public services having been taken hostage, the

city’s officials were coerced into paying the US$460,000 ransom.*

Given such a large amount, it should come as no surprise that Ryuk was cited as one of the threats
attributed with the higher ransom payouts observed so far this year.® The ransomware was reported
in January to have earned over 705 bitcoins (at least US$3.7 million at the time) since first emerging
in August last year.® Its notoriety was reflected by its prevalence, as it was one of the top ransomware
families detected in the first half of 2019, based on feedback from the Trend Micro™ Smart Protection

Network™ infrastructure.
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These remarkably high payouts were congruous with the 77% uptick, from the second half of 2018 to
the first half of 2019, that we observed in our detections of ransomware-related threats (files, emails, and
URLs) — notwithstanding the 55% decline in new ransomware families. The increase could be reflective
not only of how we proactively blocked ransomware-related activities at the email and URL layers, but
also of an overall improvement in security mechanisms that blocked ransomware past its download stage.
The heightened activities were also indicative of the targeted ransomware attacks reported in the half-

year, which made strong impressions with the considerable degree of damage left in their trail.
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Figure 1. Detections of ransomware-related threats significantly increased:
Half-year comparison of detections of ransomware-related threat components (files, emails, and URLs)
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Figure 2. New ransomware families further declined: Half-year comparison of new ransomware families
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In March, the LockerGoga ransomware struck a Norwegian manufacturing company and halted production

in several of its plants, forcing the other plants to switch to manual operations.” When the dust had

settled three months later,? the financial losses had exceeded US$55 million.® Considerably less — but

still substantial, at over US$5.3 million — had been incurred by the city of Baltimore, Maryland, to recover

from an attack involving the RobbinHood ransomware in May.™ RobbinHood was also the culprit behind

the ransomware attack that hit Greenville, North Carolina, in April, resulting in the prolonged shutdown of

the city’s infected systems.

Ransomware

How it can arrive and

How it can propagate

Other notable behaviors

family
Clop (CryptoMix)

attack vectors used

Compromised active
directory in the network?

Hacked remote desktop
services'

Distributed via executables
with a valid digital signature to
evade detection

Dharma'* aka
Crysis'®

Spam emails

Brute-forced remote desktops
(Crysis)'®

Uses antivirus installation
processes as distraction

NamPoHyu Virus
aka Megalocker
Virus'”

Exposed Samba servers

Brute-forced Samba servers

Its previous iteration encrypts
network-attached storage
(NAS) devices.

controllers

GandCrab Spam emails, exploit Depends on the affiliate’s Uses the RaaS business
kits, malvertisements, customizations model
compromised websites,
exposed databases,'®
vulnerable software'®
MongoLock?® Exposed or poorly secured Scanning for exposed or Deletes databases rather than
MongoDB databases poorly secured MongoDB encrypting them, formats
servers via services like backup drives if available?!
Shodan
Ryuk? Spam emails Compromised routers, Can render infected systems
Trickbot and Emotet (as unbootable®*
loader malware),?® EternalBlue
LockerGoga?® Compromised credentials System administration Modifies passwords of
and possibly penetration infected systems’ user
testing and other hacking accounts, prevents infected
tools,?® valid certificates to systems from being rebooted
evade detection and get into
systems
Nozelesn?’ Spam emails with malicious | Emotet malware (copying Its trojan downloader,
attachments itself into other machines in Nymaim, uses fileless
the network via administrative | techniques to load the
shares) ransomware.
RobbinHood?® Compromised or unsecure Domain controllers or Encrypts each file with a
remote desktops, trojan frameworks (e.g., Empire unique key
loaders PowerShell and PsExec)
BitPaymer?® Compromised accounts Dridex (to steal network Abuses PsExec tool
with administrator privileges, | information), supply chain
emails containing Dridex®° attacks,®' compromised
remote desktop servers®?
MegaCortex® Compromised domain Renamed PsExec tool Disables certain processes

Table 1. The half-year’s notable ransomware attacks used techniques beyond file encryption:

Comparison of the routines of notable ransomware families seen in the first half of 2019
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These incidents showed how ransomware operators furthered their strong-arm schemes by compromising
mission-critical systems and hence the affected organizations’ operations and bottom lines. The
emboldened attacks and higher ransom demands could have also been spurred by their malware’s
having been outfitted with destructive routines beyond file encryption, serving as fail-safes to maximize
impact. With foolproof mechanisms that could lessen the chances for victims to recover their systems or
files, ransomware operators could be further motivated into intimidating and demanding heftier ransom

payments from their victims.

WannaCry still reigns supreme

Feedback from the Trend Micro Smart Protection Network infrastructure indicated various active
ransomware families in the first half of 2019. The organizations we saw that were most affected were in
manufacturing, government, education, and healthcare industries, but we also saw affected organizations

in finance, technology, energy, food and beverage, and oil and gas industries.

Offering further proof of its endurance, the notorious WannaCry, which left significant damage across
a number of countries in the wake of its initial outbreak in May 20173 was still the most detected
ransomware family throughout the period — its numbers even exceeded, by wide margins, those of the
other ransomware families combined. As in last year, the majority of WannaCry detections were from
systems running Microsoft Windows 7. Evidently, bridging security gaps in vulnerable systems remained a
challenge especially for enterprises, given that the vulnerability exploited by WannaCry had been patched

since 2017 and that support for Windows 7 had been set to end in January 2020.3°
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Figure 3. WannaCry still accounted for the majority of ransomware detections:
Monthly comparison between detections of WannaCry and combined detections
of the other ransomware families in the first half of 2019
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Windows 7 94.9%
Others 51%

Figure 4. Over 90% of WannaCry detections were from systems running Windows 7:
Distribution of WannaCry detections in the first half of 2019 by operating system

Despite the continued decrease in new ransomware families, their apparently newfound lucrativeness
meant they would remain a perennial threat, especially to enterprises. In fact, a budding player, Sodinokibi
(aka Sodin or REvil), seemed to have already taken the reins from GandCrab with its use of similar

distribution methods.383"

The many approaches and attack surfaces that cybercriminals can use to get inside organizations’ online
premises means securing just the endpoint is no longer enough. Employing multilayered threat defense
solutions — from the gateways, servers, and networks to endpoints — can help thwart ransomware at

each layer of their online infrastructures.
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Threats increasingly ‘'live off the land’

Fileless events are 18% more than in the whole of 2018;
macro malware persists

The significant surge in fileless events we detected in the first half of 2019 — 18% more than in the whole
of 2018 — reflected what we noted in our security predictions for this year: Cybercriminals and other threat
actors would increasingly “live off the land,”*® abusing or repurposing legitimate system administration or

penetration testing tools to blend in.

Compared to traditional malware that writes to a machine’s disk, threats that live off the land, such as
fileless threats, are not as visible since they can be executed in a system’s memory, reside in the registry,
or abuse normally whitelisted tools like PowerShell, PsExec, Windows Management Instrumentation,®
and AutoHotKey.*® Nevertheless, we are able to detect fileless threat-related activities by tracking non-file

based indicators, such as specific execution events or behaviors.

In some ways, many of the notable threats we uncovered in the half-year used fileless techniques to either
drop or execute the payload — typically in the form of cryptocurrency-mining malware*' and ransomware,*
and in some cases, in the form of banking trojans.*® These threats had something in common: PowerShell
abuse. While a convenient and flexible tool for system administrators, PowerShell could be potent in

cybercriminal hands.
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Figure 5. Fileless events were 18% more than in the whole of 2018: Half-year comparison of fileless events blocked
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Despite a slight decrease in its detections compared to the second half of 2018, macro malware still
persisted. As in last year, the detections for macro-based threats were due to the prevalence of Powload,

mainly in spam emails.

Apart from the variety of payloads it delivers, such as the Ursnif and Bebloh information stealers,
Powload itself has evolved over the years. Among other developments, it has begun using steganography
— the practice of hiding code within an image — and singling out its targets by imitating and using
region-specific brands or vocabulary. Powload’s abuse of PowerShell is also notable, as this is often
combined with macro malware, which serves as another layer in the infection chain that can further hide

malicious activity.*

Beyond Powload, we also saw macro malware used in spam campaigns that delivered information

stealers like Trickbot*® and even in connection with malware used for cyberespionage.*®
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Figure 6. The majority of macro malware was still due to Powload: Half-year comparison of
detections of non-Powload-related macro malware and Powload-related macro malware

Multiple stages and layers used as fail-safes

If the use of fileless techniques and macro malware was not deterrent enough, several notable threats we
saw in the half-year not only employed a combination of these but also used multistage or multilayered

infection chains.
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Staging the delivery of malware helps lessen the chances of its getting blocked altogether. The first
stage of a malware’s infection chain would often be unexacting, e.g., retrieving a second-stage script, so
that it would seem innocuous. Embedding a large piece of malware in a Microsoft Office document, for
instance, would raise suspicion. For threat actors, multistage delivery can be their fail-safe way to bypass
security measures. We saw such a strategy in a cryptocurrency-mining campaign whose infection chain
involved three stages of retrieving and executing PowerShell scripts until it downloaded the payload and

propagated to other machines.*

Multilayered attacks, on the other hand, give malware more chances of getting into systems. Even if
an attack does not use new malware or a groundbreaking technique, cramming in as many exploits as
possible, for example, increases its opportunity to infect a system. The cryptocurrency-mining BlackSquid
malware did just that, employing eight exploits to propagate, drop and run the payload, and give attackers
the capability to execute remote code.*® Even more exploits were used by a variant of Mirai: 13 exploits
in a single attack, employed by the malware to spread to routers and other devices associated with the
internet of things (IoT). And as if that was not enough, it also had capabilities for brute-forcing these

devices using a list of commonly used credentials.*

Multistage and multilayered malware infections are difficult to detect, as they can find refuge within
routinely used files or programs and can thus be easily overlooked, especially if a security mechanism is
limited to only inspecting a specific malicious routine. It does not help that as more of these advanced
and stealthy threats crop up, fewer people are available to tackle them — to the extent that according to
a survey we commissioned and published in March, nearly 50% of organizations are contending with a

cybersecurity skills shortage.*®

Another interesting and related trend we saw was mobile ransomware’s periodic shifts between file
encryption and information theft. Anubis, for example, had ransomware-like capabilities®' but could also
serve as banking malware.* Its latest iterations actually retained both routines, but its operators seemed
to be focusing on one depending on their campaigns or targets — or perhaps they were just going where
the money was.5® After all, old ransomware families like SMSLocker and Svpeng had also operated as

banking malware.>*

Exploit kits remain a credible threat

After a period of subdued activity, the ShadowGate campaign resurfaced in June to deliver cryptocurrency
miners using an upgraded version of the Greenflash Sundown exploit kit that was now capable of living
off the land, that is, using an updated PowerShell loader to filelessly execute the payload. Its last notable
activity was in April 2018, when it used the exploit kit to briefly spread cryptocurrency-mining malware

across servers in East Asia.%®
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Greenflash Sundown’s resurgence in particular is a sign of things to come in the exploit kit landscape.
Users and enterprises, therefore, should not allow themselves to be lulled into complacency by such
factors as threat actors’ lack of access to zero-day exploits and the curtailed reliance on platforms that

exploit kits capitalize on.

Telemetry from the Trend Micro Smart Protection Network showed that exploit kit-related activities rose
in the first half of 2019, continuing the increase seen in 2018. The further rise, though, was still a far cry
from several years ago, when exploit kits were at their peak and the instances of blocked access to sites
that hosted them were on the order of millions.* Be that as it may, the observed increase suggested that
exploit kits were still having some success despite exploiting old vulnerabilities, likely reinforced by the

various payloads and proofs of concept that they could incorporate.
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Figure 7. Despite an erratic presence, exploit kit activities were still significant:
Half-year comparison of instances of blocked access to URLs hosting exploit kits

Social media and networking platforms abused
to hide cybercriminal trails

Social media certainly had been no stranger to abuse. Our 2017 research on fake news showed how it
could be misused to help instigate protests, discredit journalists, and even manipulate national policies
or influence elections.’” But the notable trend we observed in the first half of 2019 was the abuse of
social media channels along with collaboration platforms and networks, including those widely used by

developers and information security professionals, as part of a threat’s kill chain or other schemes.

The Slub backdoor, for example, abused Slack and Github: the former, a popular web-based collaboration
and messaging platform, as an intermediary between the malicious actors and their victims, and the latter,
a web-based collaboration and version-control platform for developers, as a repository for malicious
code.%® There was also a hacking group whose modus operandi was to steal popular profiles on Instagram
through phishing, and then drawing the attention of the true owners by defacing the stolen accounts and

extorting money or nude images from them.*°
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Twitter, another popular social media site, also figured in the strategy of the operators of the XLoader
Android malware, who concealed their command-and-control (C&C) servers by encoding the C&C
addresses in Twitter account names.®® Tech support scams also caught on, as they were seen using
social media channels to bait unfortunate users into handing out personally identifiable information (PlI),

downloading questionable software, or even being charged for fake services.®

Social media provides feature- and content-rich platforms that can serve as additional avenues for
information security professionals to gather actionable threat intelligence.®? But as these incidents have
shown, it can also be abused by malicious actors to obfuscate their activities. Therefore, as enterprises
use social media to promote their brands and expand their reach, they should extend their cybersecurity
strategies to their social media channels, given the security and privacy risks — data breach, impersonation,

and phishing, among others.
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Targeted attacks employ more
tried-and-tested technigues
than new ones

Targeted attacks had been considered to be at the forefront of innovating tactics, techniques, and
procedures (TTPs). But the notable campaigns we saw in the first half of 2019 indicated otherwise. The
more noticeable use of relatively old and established TTPs was perhaps due to their efficiency — after all,
creating malware with new routines took time and resources. Moreover, targeted attacks could accomplish

their cyberespionage-driven goals by living off the land.

The Bouncing Golf campaign, for example, used the known technique of repackaging legitimate apps.
The apps’ distribution was notable, however, as they were hosted on neither official nor third-party app
marketplaces, but rather were hosted on a website that was promoted on social media.®® The TA505
cybercriminal group also did not have to rope in novel techniques to its campaigns. It had an arsenal of
tried-and-tested mechanisms at its disposal: hacking tools, macro malware (including malicious macros
embedded in Microsoft Excel 4.0), trojans, downloaders, and backdoors.54%> By deploying large-scale
spam campaigns and regularly revamping its distribution methods, it remained a persistent threat to

enterprises.

The MuddyWater cyberespionage campaign banked on known techniques too: spear-phishing emails,
watering hole, macro malware, and PowerShell abuse.®® Its attacks might not be using zero-day exploits
or sophisticated malware, but they managed to affect their targets by persistently luring victims into
downloading and opening their backdoor-embedded documents.®” Most recently, the campaign was
seen using a multistage PowerShell-based backdoor called Powerstats v3 and 13 open-source post-
exploitation tools to further carry out routines like dumping credentials or gaining administration rights

after compromising a system.®®

That these campaigns’ apparently old tricks still proved effective against their targets only highlighted the
need for enterprises to reexamine or renew their cybersecurity strategies — from improving awareness
among employees and patching vulnerable systems to assigning only the necessary privileges across the

whole network infrastructure.
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licit actors continue to bank on
cryptocurrency mining

Cryptocurrency-mining malware is still
the most detected threat

Despite a decrease in detections that continued from 2018, data from the Trend Micro Smart Protection
Network infrastructure showed that cryptocurrency-mining malware was still the most detected threat in

the first half of 2019 in terms of file-based threat components.

Signs of strength of and upbeat sentiment toward cryptocurrencies perhaps were driving cybercriminals
into engaging in illicit cryptocurrency mining (aka cryptojacking). For one thing, the value of bitcoin,
arguably the best-known cryptocurrency in the world, increased over the last several months, peaking at

around US$12,000 in late June — triple its value at the start of the year.®®

Monero also tripled in value from the start of the year to late June, albeit reaching its highest point
at just US$117.7° Still, it continued to be quite popular among cybercriminals, even becoming their
preferred cryptocurrency for mining malware.”" That Monero had been cybercriminals’ cryptocurrency
of choice was no surprise, considering that Monero had been known to provide near-total anonymity.”
Monero could also be viably mined without using dedicated hardware or custom rigs, like those used in

bitcoin mining.”™
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Figure 8. Despite the downward trend, cryptocurrency-mining malware was still the most detected threat in terms of
file-based threat components: Half-year comparison of detections of file-based cryptocurrency-mining
malware-related threat components
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Cryptocurrency-mining threats further evolve
with complex routines

Cryptocurrency-mining threats also acquired some degree of maturity. Many of them were seen using
advanced hacking tools, modular malware, and intricate infection chains typically associated with targeted

attacks or information theft campaigns.

In February, we reported on an apparent Korkerds copycat Linux threat that removed cryptocurrency
miners from affected systems and installed its own cryptocurrency-mining malware.” In the same month,
we also shared our findings on a cryptocurrency-mining threat that used the hacking tools Radmin and
Mimikatz to harvest credentials and gain administrator rights — and even took pains to hide its trails
by concealing its activities under randomly named files and mounting its attacks during holidays (when

companies would be unlikely to make the necessary detections).”®

As we reported in April, we also discovered a campaign that employed multiple propagation techniques
to execute the PCastle script, which in turn dropped a Monero miner onto victimized systems.” While
we detected this campaign across a handful of countries, its ensuing spate of attacks, which we first
observed in May, reverted to its initial target: systems based in China. This time, however, it used a

multilayered fileless approach to execute PCastle.””

Several cryptocurrency-mining threats manifestly took advantage of security gaps. A vulnerability in
the widely used Confluence collaboration software was exploited to deliver a cryptocurrency miner that
contained a rootkit designed to hide its activities.” There were also cryptocurrency-mining botnet malware
variants that used open ports as entry points to spread to other Android devices™ and incorporated a Perl-
based backdoor component that was capable of launching distributed denial-of-service (DDoS) attacks.®°
Yet another evolution we observed was the use of malware written in the open-source programming
language Go (aka Golang) that scanned machines running vulnerable software to spread its cryptocurrency

miner payload.?®'

Malicious cryptocurrency mining cashes in
on servers and cloud environments

If in 2017 and 2018 malicious cryptocurrency-mining activities were largely occupied with techniques to
get their malware into systems, the first half of 2019 showed a noticeable incidence of cryptocurrency-
mining malware deployed on servers and, as we predicted, in cloud environments.®? Cryptocurrency-
mining threats to cloud infrastructures continued to gain traction among illicit actors, entailing the abuse

of compromised container platforms and the use of malicious Docker images, among other vectors.®
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As we reported in March, a Docker Control APl was being abused by a service that had a Monero miner
as its payload. The service’s malicious activities involved searching for an exposed or misconfigured
container image, which then enabled the attacker to abuse the API to execute commands, such as creating
new containers with an attacker-specified image. We reported a similar incident in May: We discovered
that a publicly accessible Docker Hub repository was hosting images that included cryptocurrency-
mining software binaries and a script that was probably used to look for more API-exposed Docker hosts

to infect.®

Also in May, a cryptocurrency-mining campaign was reported to have been exploiting a vulnerability in the
web framework used by the Jenkins automation server to execute the Kerberods malware, which in turn
deployed Monero-mining malware on affected systems.® A Jenkins vulnerability was also exploited in a
prior incident, reported in early 2018, involving the JenkinsMiner malware, which was said to have earned

its operators over 10,800 Monero, or at least US$3 million at the time of its discovery.®

The shift was driven by several factors. One was that endpoint security had moved ahead in terms
of detecting and blocking cybercriminals’ cryptocurrency-mining threats running on individual
machines. Another was the shutdown in March of Coinhive,®® an otherwise popular service that let
users mine cryptocurrency by embedding scripts on websites, which meant a significant loss to the

cybercriminals’ toolkit.

Servers and cloud-based platforms are more than just viable alternatives. Public cloud infrastructures,
for instance, are an attractive target. Even a multitude of devices or endpoints cannot deliver the same
dedicated and nearly unlimited resources a cloud infrastructure can provide. For cybercriminals, it is
a gold mine — one that may be unguarded or unsecured at that. And they are only too willing to take

advantage of gaps such as those brought about by misconfiguration to deploy and spread their malware.

Cryptojacking may not be as destructive as ransomware. But its impact on enterprises goes beyond the
stealthy theft of computing power or issues of system performance. For cloud deployments, in particular,
it can translate to higher usage bills, especially if usage quotas are exceeded. And it can mean wear
and tear of hardware and higher electric energy consumption for on-premise servers or data centers.
Moreover, the availability, integrity, and stability of systems used to schedule or run specific tasks can be

undermined when cryptocurrency miners are deployed in them.®

Malicious actors want their cryptocurrency-mining malware on as many systems as possible while staying
under the radar. The longer their activities are hidden, the more money they can make. Given their threats’
increased sophistication of routines and broadening scale of deployment, having greater visibility and
control over systems can help organizations better identify the activities and processes running in their

online infrastructures.
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Exposed and unsecure cloud environments
show their ripple effect

Threats to cloud environments, including those initiated by malicious actors engaged in illicit
cryptocurrency mining, usually take advantage of misconfiguration and weakly secured credentials —
oft-overlooked security risks that are, in fact, a major concern particularly in application components
and APIs.®® Misconfigurations have a ripple effect beyond their immediate impact: An unsecure API, for
example, can invite threat actors who are constantly looking, through network-scanning tools and the like,

for vulnerable or misconfigured APIs that they can abuse.

In a cloud-based environment, misconfiguration means that a cloud instance is set up in such a way that
it becomes susceptible to breaches. In the first half of 2019, for example, cloud-based infrastructures
storing sensitive data were discovered to have been lacking password protection®' or found with neither

authentication nor firewall security.®?

While misconfiguration may sound easy to fix, setting up a cloud instance, let alone an entire cloud
infrastructure, is actually a complex task that requires specialized knowledge. And if the task is not done
properly, any security mechanism running within the cloud environment will not be able to fully deter
attackers from hacking into it. This is particularly true for organizations adopting DevOps, an approach
and set of practices focusing on agile development and release life cycles,®® which are compelled to
quickly create and deliver their applications or products while also complying with auditing, monitoring,
and data privacy regulations such as the General Data Protection and Regulation (GDPR) of the European
Union (EU).%*
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Messaging threats further diversify

Phishing sites spoofing Office 365 markedly increase

Phishing activities decreased in the first half of 2019, based on data from the Trend Micro Smart Protection
Network infrastructure. Taking into account our numbers from the second half of 2018, we noted a 9%
drop in instances of blocked access to non-unique phishing-related URLs — which counted all detected
attempts to visit the sites — and an 18% decline in instances of blocked access to phishing URLs by

unique client IP address — which indicated the number of users who would otherwise have been affected.
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Figure 9. Detected attempts to visit phishing-related sites continued to decline:
Half-year comparison of instances of blocked access to non-unique phishing URLs
(e.g., three instances of blocked access to the same URL counted as three)
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Figure 10. The number of users who would have been affected by phishing-related sites further decreased:
Half-year comparison of instances of blocked access to phishing URLs by unique client IP address

(e.g., one machine that attempted to access a URL three times was counted as one)

The downturn could have certain dynamics at play, such as improved user awareness on phishing scams.
Interestingly, though, comparing our data from the second half of 2018 and the first half of 2019, we
saw a 76% increase in the number of blocked unique phishing URLs that spoofed Microsoft Office 365,
particularly Outlook. An apparent corroboration of this trend could be found in a research that determined
that 29% of organizations had their Office 365 accounts compromised in March, resulting in more than
1.5 million malicious spam emails sent from the hacked accounts in that month alone.®® This trend was
possibly buoyed by cybercriminals who found and favored cloud-based or mobile platforms such as

Office 365 as avenues for scamming users and enterprises.
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Figure 11. The number of blocked unique phishing URLs that spoofed Office 365 (including Outlook)
increased by 76%: Half-year comparison of unique Office 365-related phishing URLs blocked
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For cybercriminals, this pronounced refocus meant diversifying into polymorphic and multiplatform
social engineering threats.®® As we reported in January, some Android apps promised unwitting users to
enable them to spruce up their photos but instead redirected them to phishing sites and stole the photos
they were trying to beautify.®” In March, we discovered a phishing campaign that used the watering hole
technique — performing reconnaissance to compromise a target’s website — to put up fake login forms
designed to pilfer user credentials.®® And in another campaign, which we reported on in April, phishers
abused SingleFile, an extension for Google Chrome and Mozilla Firefox, to obfuscate their fraudulent login

pages, including one that spoofed a popular payment processing website.*

Also in March, the Oregon Department of Human Services announced that the personal health information
of more than 350,000 clients were exposed after a phishing attack that most likely gave hackers access
to employees’ email accounts.’™ And cybercriminals continued to deliver malware by hijacking existing
email threads, as exemplified by an evolution of Emotet reported on in April’® — the trick was previously

seen last year being pulled by a campaign that delivered the Ursnif malware.'

By hijacking existing email threads, malicious actors can make their scams more believable to unwitting
recipients, as opposed to creating new emails that can be more easily flagged as fraudulent. By turning
an organization’s own data or assets against its own employees, they can carry out their attacks without
anyone suspecting that something is amiss. These attacks can be further complicated by techniques

such as employing uncommonly used files'® and abusing legacy'® or even supposedly secure protocols.'%

Business email compromise scams
continue to thrive

Scams that rely on business email compromise (BEC) may be far simpler than the technically advanced
malware involved in phishing or targeted attacks: At the very least, BEC scams need only exhibit familiarity
and mimic well-established business interactions. But they do rely quite heavily on social engineering
techniques, such as pretending to be a high-level executive — typically the CEO — and prodding the
recipients — usually employees who can conduct wire transfers — with a sense of urgency. And if the

FBI’s recent report is any indication, falling prey to them has become costlier than ever.

The figures released by the FBI’s Internet Crime Complaint Center (IC3) showed that BEC schemes had
been very lucrative for the scammers behind them. The agency determined that companies in the U.S.
lost over US$1.2 billion to BEC or email account compromise (EAC) scams in 2018, based on the more

than 20,000 related complaints that it received throughout the year.'%

Based on our data, BEC attempts thrived well into the first half of 2019, increasing by 52% from the
second half of 2018. And as in the previous half-year, businesses in the U.S., Australia, and the U.K.
encountered the most BEC attempts. While they might be reflective of the distribution of our customer
base, these countries had been home to many large enterprises and multinational headquarters, and thus

made sense as locations for scammers to direct their BEC attempts at.
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Unsurprisingly, the CEO remained the most spoofed position in BEC scams, far ahead of other figures of

authority within companies.
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Figure 12. BEC attempts increased: Half-year comparison of BEC attempts
Note: Data refers to the number of BEC attempts seen, which does not indicate whether the attacks were successful.
BEC attempts consist of CEO fraud.

® United States 39.0%
® Australia 27.2%
TOTAL United Kingdom 1.4%
8,506 ® New Zealand 41%
® Canada 3.6%
® Others 14.7%

Figure 13. More BEC attempts were seen in countries considered as business hubs:
Distribution of BEC attempts in the first half of 2019 by country
Note: Data refers to the number of BEC attempts seen, which does not indicate whether the attacks were successful.
BEC attempts consist of CEO fraud.
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Figure 14. The CEO was still the most spoofed position in BEC attempts:
Distribution of spoofed positions in BEC attempts in the first half of 2019
Note: Data refers to a sample set of BEC attempts seen, which does not indicate whether the attacks were successful.
BEC attempts consist of CEO fraud.

BEC scammers started out with relatively simple methods, which usually involved just hacking or spoofing
the email accounts of C-level executives to fraudulently wire money. But they have since broadened their
horizons, as illustrated by a number of incidents in the first half of 2019 — including ones that affected a

public relations agency,'®” the regional office of a multinational,'®® and even a school district.'®

The London Blue group, most notably, have over the years targeted other employees such as finance
controllers and executive assistants,''® while other fraudsters have targeted human resource personnel'
— a trend foretold by our prediction that BEC attempts would be targeting positions several levels down
the organizational hierarchy.'? There has also been a noticeable shift in targets from traditional enterprises
toward nonprofit and religious organizations, as evidenced by a BEC scam in April that cost a church
in Ohio US$1.75 million; the scammers managed to compromise the email accounts of a couple of
employees, which they then used to dupe other members of the organization into transferring funds into

an account claiming to be that of a contractor.'®

Sextortion schemes via spam surge

In April,"* the FBI reported that sextortion constituted the majority of extortion-related complaints it
received in 2018.""° Toward the end of last year, we issued a prediction that in 2019 there would be
an increased incidence in digital extortion schemes, particularly sextortion.’® Sure enough, data from
the Trend Micro Smart Protection Network infrastructure showed a whopping 319% increase, from the

second half of 2018 to the first half of 2019, in detections of sextortion-related spam emails.

A notable example of sextortion in the first half of 2019 was a spam campaign we saw in April that mainly
targeted Italian-speaking users, threatening them with the prospect of sending compromising videos to

their contacts unless they sent their payments in time.™"”
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The use of fear and the sensitive nature of sextortion schemes can intimidate victims into giving in to
sextortionists’ demands. These schemes will not be going away anytime soon, and may even see further

significant activity, if their recent numbers are anything to go by.
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Figure 15. Sextortion schemes via spam more than quadrupled:

Half-year comparison of detections of sextortion-related spam emails
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Pervasive vu\merabmties mMake
patching even more important

More hardware-level vulnerabilities disclosed

The disclosure, at the start of 2018, of Meltdown and Spectre — security flaws related to the speculative
execution of CPU instructions in certain microprocessors''® — added a new dimension to the challenges
of mitigating and patching vulnerabilities. Indeed, even devices fitted with processors from as early as
1995 could be affected,’'® making the potential impact of the vulnerabilities pervasive. Seemingly out
of the blue, hardware-level vulnerabilities gained some relevance in the predominantly software-based

cybersecurity landscape, which saw the disclosure of even more such flaws.

In February of this year, researchers showed a proof of concept that could enable hackers to conceal
their malware from antivirus solutions by using enclaves in Intel’s Software Guard Extensions (SGX), a set
of instructions found in Intel’s Core and Xeon CPUs. Designed to protect and restrict access to data in
them, enclaves could be abused by hackers by putting malicious code in them and embedding them in

applications that could then be unwittingly installed by users.?

In May, researchers disclosed several microarchitectural data sampling vulnerabilities in modern Intel
processors. Their impact was demonstrated through the side-channel attacks ZombielLoad, Fallout, and
Rogue In-Flight Data Load (RIDL), with methods similar to those of Meltdown and Spectre. These side-
channel attacks could enable hackers to execute code or exfiltrate data that were otherwise protected by

the processors’ architectural mechanisms.'?!

Disclosure of high-impact vulnerabilities
IS more pronounced

Ubiquity characterized the vulnerabilities disclosed during the first half of 2019, given how pervasive their
impact could be. Indeed, the majority of the vulnerabilities reported through our Zero Day Initiative (ZDI)

program were rated high in severity.
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One of the most notable was BlueKeep (CVE-2019-0708), a critical vulnerability in remote desktop
services, which made headlines in May due to its “wormability” — its successful exploitation could let
malware propagate in a way similar to how WannaCry used EternalBlue.'?® The risk it posed was so
significant that Microsoft even rolled out patches for the out-of-support operating systems Windows 2003
and Windows XP.'2®

Separately, also in May, a security researcher, going by the handle SandboxEscaper, published exploit
code for a then-zero-day vulnerability (CVE-2019-1069) in Windows 10’s Task Scheduler. Affecting 32-
and 64-bit Windows 10, Windows Server 2016 and 2019, and even Windows 8, the vulnerability could let

attackers escalate their privileges to access normally protected files.?*

Low Medium High Critical

(0.1-3.9) (4.0-6.9) (7.0-8.9) (9.0-10.0)
0 107 101 335 40

Table 2. While there might be relatively few vulnerabilities that were rated critical, many of the reported
vulnerabilities had pervasive impact: Severity breakdown, based on Common Vulnerability Scoring System (CVSS)
v3.0, of vulnerabilities disclosed in the first half of 2019 through our ZDI program

The disclosure of vulnerabilities in container platforms and in tools especially used by DevOps
professionals was also more pronounced. It was not unexpected, given the increased adoption of these
kinds of software. But the risks the vulnerabilities posed also highlighted the importance of incorporating

security into workflows or development life cycles as early as possible.

Among the most notable was CVE-2019-5736, a vulnerability in runC, a runtime component used for
container platforms such as Docker and Kubernetes. The successful exploitation of this vulnerability
could give attackers full control of the host running the container and allow them to deploy a malicious
container in the production environment.'?® Another was CVE-2019-1002101, a vulnerability in Kubernetes’
command-line interface for running commands and managing resources that was actually derived from
an earlier vulnerability (CVE-2018-1002100).'%¢ Its successful exploitation could enable hackers to lure
users into downloading a malicious container image, or, by chaining it with another vulnerability, illicitly

access a container.’?’

A vulnerability (CVE-2019-9580) was also found in StackStorm, a workflow automation tool widely used by
DevOps teams. It could allow attackers to gain unauthorized access to and carry out arbitrary commands

on exposed servers.'?®
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Microsoft has the most vulnerabilities disclosed;
ICS security advisories decline

Based on our data, which included input from more than 3,500 independent researchers who contribute
to our ZDI program, Microsoft issued the most advisories among home and office software vendors
in the first half of 2019; many of these were related to Windows, Office, and Internet Explorer. But
the majority of the vulnerabilities disclosed in the half-year were related to software used in industrial

control systems (ICSs).

Compared to the second half of 2018, however, there was a 36% decrease in ICS software-related
vulnerabilities disclosed in the first half of 2019. The decrease could be due to several factors: overall
improvement in cybersecurity awareness, patching ecosystems, and timely and responsible disclosures
presumably in compliance with regulations and directives such as the Network and Information Service
(NIS) Directive, which had been requiring operators of critical infrastructures in the EU to improve their

security posture.’?®

Interestingly, nearly half of the ICS software-related vulnerabilities, including those in supervisory control
and data acquisition (SCADA) environments, were found in LAquis SCADA software and Advantech
WebAccess. The former software product includes human-machine interfaces (HMls) and the latter is
a web-based HMI solution. In SCADA environments, HMIs are essentially hubs that manage critical
infrastructures and monitor different control systems that directly influence operations. As such, they
have become high-value targets for threat actors looking to disrupt business operations. The trouble is
that they can be challenging to secure since they are used not only to manage operational technology
(OT) infrastructures, but also to connect to devices associated with the industrial internet of things (lloT)
and even to traditional information technology (IT) systems — which can broaden a critical infrastructure’s

attack surface.

27 | 2019 Midyear Security Roundup: Evasive Threats, Pervasive Effects



265

202 119

15
169
19

187 146 150

0
1H 2H 1H
2018 2018 2019

Il Non-zero-day  [l] Zero-day

Figure 16. Disclosures of ICS software-related vulnerabilities decreased: Half-year comparison

of ICS-related vulnerabilities disclosed via our ZDI program

Vulnerabilities — be they unknown, known (n-day), or found in legacy systems or software — are a
reminder that organizations should not be complacent. There is practically nothing stopping malicious
actors from, say, repurposing exploits for old vulnerabilities, as they can still take advantage of windows
of exposure. In April, for instance, attackers were already exploiting a zero-day vulnerability in Oracle
WebLogic (CVE-2019-2725) even before Oracle released a patch for it. And with the likes of BlueKeep
and the critical vulnerability that SandboxEscaper divulged, it could take only a single vulnerable system

to affect many others.

Immediately patching zero-day and even n-day vulnerabilities is a good practice, but it is not as easy as
it sounds. In fact, according to a survey published in April, the majority of companies postpone it to avoid
downtime.™° This is further complicated by legacy and embedded systems, such as those used in ICSs,
for which patches may no longer be issued.'' Apart from employing additional mechanisms that can help
bridge security gaps, such as virtual patching, it is important for enterprises to have a good grasp of the
vulnerabilities that may affect their systems in terms of exploitability’®? and real-world risk and impact,'

so that they may better assess which ones warrant urgent attention.
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[0T and lloT security remains
a significant issue

loT becomes battleground in incipient
botnet and worm wars

It is estimated that the number of 10T devices in use will reach 25 billion by 2021."* It is not surprising,

then, that attackers have been taking advantage of them too.

Indeed, the first half of 2019 was marked by a glut of malware whose capabilities abused such devices.
Threat actors capitalized on improper configuration and other forms of weak security in these devices.
In fact, based on telemetry from the Trend Micro™ Smart Home Network solution, the number of routers
involved in possible inbound attacks (from the internet to the routers and devices connected to them)

remained steady compared to the second half of 2018, at well over half a million.
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Figure 17. Activities on routers, including possible attacks, remained steady:

Half-year comparison of routers identified to have been involved in possible inbound attacks

Note: Possible attacks were detected as high-risk events closely related to threat activity.
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And as we predicted,'* the loT landscape had become a battleground of botnets and worms vying for
control over their infected devices. The players in these loT botnet and worm wars — including Bashlite's®
as well as several Mirai variants,'®"'38 such as Omni,'* Hakai, and Yowai'*® — had this routine in common:
scanning the infected device for any competing malware or payload already in the device, deleting it, and
embedding their own. Another trend we noted among some of these warring loT threats was that they

also further monetized the zombified devices by illicitly turning them into cryptocurrency miners.'

Other loT threats deviated from these clashes and instead made a mark on their own. In May, for example,
the HiddenWasp malware was discovered being used as a second-stage targeted attack on already
compromised systems.’? And a month later, Silex was discovered, having managed to brick thousands

of loT devices and render them unusable unless their firmware was reinstalled.'

loT security has become a major concern given the ubiquity of the IoT across homes,'** workplaces,*°
and entire industries’® — from food production'” and manufacturing’® to telecommunications'® and
healthcare.’® And the security risks to loT devices will persist as long as their users and manufacturers

continue to forgo something as simple as changing or updating device credentials.

Real-world attacks on critical infrastructures highlight
importance of lloT security

The lloT has transformed how industrial facilities and critical infrastructures operate.’' Bringing OT and
IT together has enabled enterprises to streamline, automate, and gain more visibility into their operations
— so much so that the lloT market is poised to reach US$123 billion by 2021.1%

This convergence, however, can introduce security risks. lloT devices often spread across multiple facilities,
share data across different regions, access data from readily shared infrastructures, and be managed by
consoles connected to the corporate network and even traditional IT systems. These intricacies can
introduce security gaps that threat actors are more than willing to exploit. In fact, according to a survey
published in March, 50% of organizations already experienced an attack on their critical infrastructures

in the past two years.'s?

A key example of lloT malware is Triton, which was used against facilities in oil and gas industries in
2017. Also known as Trisis, it can access and modify a facility’s safety instrumented system (SIS), which
acts as a countermeasure that puts systems undergoing operational problems into “safe mode.” If a SIS
is tampered with, an attack can disrupt operations and even cause physical harm.’* In April, the group
behind Triton was discovered to have targeted another critical infrastructure facility.’® And in June, the
same group, called Xenotime, was seen probing the ICSs of power grids in the U.S. and Asia-Pacific

region.%®

Critical infrastructures use the IloT to ensure smooth and safe operations, which is why upholding its
security is of paramount importance — from implementing stringent patching policies, particularly in
legacy systems, to enforcing authentication and authorization mechanisms, and securing the channels

traversed by data between devices used in industrial facilities.’
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Multilayered defense helps address
today's multifaceted threats

The notable threats seen in the first half of 2019 were persistent, stealthy, and intent on taking advantage of

weaknesses in technologies, processes, and people.

Forthreats that live off the land or introduce additional security risks, a multilayered or defense-in-depth approach
can help organizations thwart and mitigate them — from gateways, networks, and servers to endpoints. Fileless
threats that abuse PowerShell and use macro malware, for example, can be tackled through mechanisms
such as behavior monitoring, which blocks malware-associated routines; sandboxing, which quarantines
suspicious scripts; and intrusion detection and prevention systems, which can deter suspicious traffic like
C&C communication or data exfiltration. However, actively monitoring for even the subtlest anomalies or signs
of malware infection in networks and endpoints, while also triaging alerts and patches, can overwhelm system
administrators. To address this complication, enterprises can look into solutions that suitably combine human

expertise and security technologies that can better detect, correlate, respond to, and remediate threats.

Organizations moving toward digital transformation, especially those adopting DevOps, are being driven to
migrate many of their operations into or incorporate their systems with newfangled technologies or some form
of cloud infrastructure. This, though, can introduce security risks. Cloud infrastructures are dynamic by nature,
and hardening their security can be an iteratively demanding task. This is compounded by the relative ease
with which their underlying systems and networks can be accessed or modified when misconfiguration, little
or no authentication, and integration with legacy infrastructures are at play. Enterprises should therefore bake
security into the technologies, workflows, and development life cycles they use, or implement it as early as

possible in order to mitigate security and privacy risks down the line.

Dealing with social engineering should also be an important part of organizations’ cybersecurity strategies.
Security solutions arrayed at the email gateway, such as machine learning-powered technologies that help
detect suspicious content in emails, can significantly deter threats. But fostering a culture of cybersecurity,
which includes increasing members’ awareness of typical red flags in malicious emails and regularly conducting
phishing simulations, helps just as much in combating malware and cybercriminals’ attempts to steal Pll and

money.

Enterprises and individual users alike can also benefit from security technologies that can secure their devices,
especially if they are used in “bring your own device” (BYOD) environments. They should as a matter of
course still follow basic security hygiene practices, such as enabling authentication features, strengthening
passwords, securing routers, and not clicking links or downloading applications of dubious intent or value — if

a message, product, service, or proposition sounds too good (or bad or urgent) to be true, it most probabily is.
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Threat Landscape in Review

In the first half of 2019, the Trend Micro Smart Protection Network infrastructure was able to protect users

from more than 26.8 billion threats — a multitude of email, file, and URL threat components.
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Figure 18. Email, file, and URL threats blocked decreased slightly in the second quarter of the year:
Quarterly comparison of blocked email, file, and URL threats and of

email, file, and URL reputation queries in the first half of 2019
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Cybercriminals and fraudsters continued to take advantage of the ubiquity of the Android mobile platform.
Based on data from the Trend Micro Mobile App Reputation Service, the number of blocked malicious
Android apps, which included malicious apps and potentially unwanted applications (PUAs), decreased
from the first quarter to the second quarter of 2019, but the overall number for the half-year was

still substantial.
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Figure 19. Android-based threats decreased in the second quarter of the year: Quarterly comparison of malicious
Android apps blocked and Android app queries in the first half of 2019, based on data from the
Trend Micro Mobile App Reputation Service

Despite the decrease from the second half of 2018 in the number of new ransomware families, the notable

incidents in the first half of 2019 suggested that ransomware would still be a staple in the threat landscape.

New Ransomware Families

ANATOVA CLOP DOGOJOKER JUWON RABBIT TIONE
BIGBORB CORTEX FCRYPT LOCKERGOGA | RANNOH TREE
BITLOCKED CRAZYCRYPT FREEZING LOOCIPHER RAPID TUNCA
BLACKROUTER | CRAZYZIP GOLDENAXE MAOLOA REDKEEPER VEGA
BLUEAGLE CRYPONY GORGON MONGOLOCK ROBBINHOOD XCRY
BONE CRYPROTO HOLA PAPJ SEEDLOCKER YATRON
BROWEC CRYPTGO JAMPER PHOBOS SEON YFISNIFFER
CHATER CYMRANSOM JCRY PONY SODINOKIBI

Table 3. 47 new ransomware families were seen: New ransomware families in the first half of 2019
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In the first half of 2019, PDF was the most used file type for spam email attachments in our dataset, barely

eclipsing XLS (Microsoft Excel), which was the most prevalent in 2018.

® PDF 26.8%

® XLS 26.5%

.DOCX 17.9%

e DOC 10.6%

TOTAL e HTML 5.5%
13,921,066 e XLSX 4.4%
.EXE 3.4%

® RAR 1.8%

® SCR 0.6%

e PIF 0.4%

® Others 21%

Figure 20. PDF barely overtook XLS as the most common file type in spam email attachments:

Distribution of file types used as attachments in spam emails in the first half of 2019

Amid an increase in activity, exploit kits still used exploits for old vulnerabilities to deliver their payloads,

further reinforcing the need to keep systems regularly patched and updated.

Exploit kit Vulnerabilities exploited Rahsomware IS TEL S
elivered delivered
. CVE-2018-8174 (Internet Explorer) Magniber
Magnitude CVE-2018-4878 (Adobe Flash Player)
CVE-2018-8174 GandCrab Amadey
CVE-2018-4878 Paradise AZORult
Sodinokibi KPOT
Rig GetCrypt Predator the Thief
Buran PurpleFox
Vegal.ocker SmokelLoader
Vidar
CVE-2018-15982 (Adobe Flash Player) Ramnit
GrandSoft CVE-2018-4878
CVE-2018-15982 Seon
TR CVE-2018-8174
Sundown CVE-2018-4878
CVE-2018-15982 GandCrab Amadey
CVE-2018-8174 Paradise AZORult
Fallout CVE-2018-4878 Maze KPOT
SmokeLoader
Vidar
CVE-2018-15982 Shade Amadey
| CVE-2018-8174 Troldash IcedID
Spelevo PsiXBot
Vidar

Table 4. Amid a stir in activity, exploit kits still banked on old vulnerabilities: Notable exploit kits in the
first half of 2019, the vulnerabilities they exploited, and the ransomware and botnet malware they delivered
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The prevalence of botnet malware in the first half of 2019 was further exemplified by the 91% increase in
our detections of botnet connections from the first quarter to the second quarter of the year. Botnet-related
activities involved compromised and hijacked computers and devices, which connected to hacker-owned

C&C servers.
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Figure 21. Botnet-related activities continued to have an upward trend:
Quarterly comparison of C&C servers used by botnets and of botnet connections detected in the first half of 2019

Note: Botnet C&C servers were unique and active C&C servers that endpoints queried or connected to,

while botnet connections were unique endpoints that queried or connected to C&C servers.
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As in last year, the Telnet default password login event was the most triggered event rule, based on
feedback from the Trend Micro Smart Home Network solution — further reflecting the ever-important need
to change, update, and strengthen credentials. Also of note was the pervasiveness of EternalBlue- and
WannaCry-related events — indicating that the Server Message Block (SMB) vulnerability exploited by
EternalBlue and addressed by Microsoft with its MS17-010 security bulletin was still a persistent security

risk, exposing users to threats like WannaCry.

® Telnet default password login 44.3%

® Cryptocurrency mining 19.4%

MS17-010-related (EternalBlue, WannaCry) 12.3%

® Brute-force login (RDP, SSH, WEB, FTP, SMB) 9.3%

TOTAL ® Android Stagefright-related 3.2%
672,484,970 ® CVE-2018-12227-related (Asterisk open source) 1.8%
GoAhead login.cgi information disclosure vulnerability 11%

® ROCE via shell script 1.0%

® Netcore router backdoor access 1.0%

® Suspicious loT worm Telnet activity 1.0%

@® Others 5.6%

Figure 22. Telnet default password logins, cryptocurrency mining activities, and SMB vulnerability-exploiting attacks
were still prevalent: Distribution of top inbound and outbound events in smart home networks in the first half of 2019,
based on feedback from the Trend Micro Smart Home Network solution
Note: Events were when rules were triggered for activities or behaviors from malicious, gray, and potentially unwanted applications,

and were indicators that an attack might happen. Possible attacks were events closely related to threat activity.
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Feedback from the Trend Micro™ Deep Security™ and Trend Micro TippingPoint® Threat Protection

System solutions indicated that known (n-day) vulnerabilities were still significant security issues. Attacks

that exploited SMB vulnerabilities that were also used by the notorious EternalBlue and EternalChampion

exploits were among the most prevalent.

CVE-2009-1536
(Microsoft ASP.NET)

CVE-2017-11815
(Microsoft Windows SMB Server SMBv1)

CVE-2016-3714
(ImageMagick)

CVE-2017-0147
(Microsoft Windows SMB)

CVE-2019-6443
(NTPsec)

CVE-2019-6445
(NTPsec)
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(Oracle WebLogic Server)

GNU Bash remote
code execution vulnerability

CVE-2017-16275
(Samba)

CVE-2017-12611
(Apache Struts)
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Figure 23. Old vulnerabilities for which patches had long been issued continued to pose security risks

to organizations: Distribution of the top filters triggered in the first half of 2019,

based on feedback from the Trend Micro Deep Security solution

Note: Filters were triggered when intrusion attempts exploiting the corresponding vulnerabilities were blocked.

Digium Asterisk SIP
buffer overflow vulnerability

CVE-2018-8414
(Microsoft Windows)

CVE-2014-0224
(OpenSSL)

CVE-2009-2532
(Windows SMBv?2)

Windows Server CLDAP
reflection DDoS vulnerability

CVE-2017-5638
(Apache Struts)

CVE-2015-8562
(Joomla)
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(Apche Struts 2)

CVE-2014-6278
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Figure 24. Intrusions or attacks that exploited old vulnerabilities for which patches had already been issued were

still rampant: Distribution of the top filters triggered in the first half of 2019, based on feedback

from the Trend Micro TippingPoint Threat Protection System solution

Note: Filters were triggered when intrusion attempts exploiting the corresponding vulnerabilities were blocked.
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