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TREND MICRO LEGAL DISCLAIMER 

The information provided herein is for general information and educational purposes only. It is not intended and should not be construed to constitute legal advice. 
The information contained herein may not be applicable to all situations and may not reflect the most current situation. Nothing contained herein should be relied on 
or acted upon without the benefit of legal advice based on the particular facts and circumstances presented and nothing herein should be construed otherwise. Trend 
Micro reserves the right to modify the contents of this document at any time without prior notice. 

Translations of any material into other languages are intended solely as a convenience. Translation accuracy is not guaranteed nor implied. If any questions arise 
related to the accuracy of a translation, please refer to the original language official version of the document. Any discrepancies or differences created in the 
translation are not binding and have no legal effect for compliance or enforcement purposes. 

Although Trend Micro uses reasonable efforts to include accurate and up-to-date information herein, Trend Micro makes no warranties or representations of any 
kind as to its accuracy, currency, or completeness. You agree that access to and use of and reliance on this document and the content thereof is at your own risk. 
Trend Micro disclaims all warranties of any kind, express or implied. Neither Trend Micro nor any party involved in creating, producing, or delivering this document 
shall be liable for any consequence, loss, or damage, including direct, indirect, special, consequential, loss of business profits, or special damages, whatsoever 
arising out of access to, use of, or inability to use, or in connection with the use of this document, or any errors or omissions in the content thereof. Use of this 
information constitutes acceptance for use in an “as is” condition. 

 

 

 

 
 

 



 

 

 

 
 

 

Command-and Control Communication flow of ANEL 

 

 

Figure 1: Communication flow of ANEL 

 

 

 

 



 

 

 

 
 

 

1. HTTP GET Request 
 

 

Figure 2: Example of HTTP GET Request 

 

ANEL inserts the infected machine’s encrypted information into the request URI. The format rule 

that insert information is follows: 

 GET /page/?<Random String>=<1st information>&<Random String>=<2nd 
information>&…………&<Random String>=<Nth information> 
 

The sending information is as follows: 

・ Process ID of ANEL 

・ MD5 that calculate PC name and GUID strings 

・ PC Name 

・ TimeStamp 

・ OS Version 

・ User Name 

・ Timezone Information 

・ Current Directory 

・ ANEL Version 
 



 

 

 

 
 

The encryption method is as follows: 

1. Encrypt Blowfish(all ANEL version use same key=”this is the encrypt key”) 

2. Encrypt XOR and add XOR value to bottom of data 

3. Encrypt Base64 

 

 

Figure 3: Example of decrypted sending information 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 
 

 

2. HTTP GET Response 
 

 

Figure 4: Example of HTTP GET Response 

ANEL inserts command and hacking tools as well as the 2nd stage of ANEL into the body of the 

HTTP GET response. Blowfish is the only encryption method used and the key in this instance 

is the same as HTTP GET request. 

 

 



 

 

 

 
 

 

Figure 5: Command list that was executed by ANEL 5.1.1 rc (“ファイル” means “File”) 

 

com m and

dir c:\users\

exec getpass.exe

ver

net view  /dom ain

dir

tasklist /v

dir O racle

dir c:\users\< U ser N am e A >

upload -file event.dll\accevent.exe -save

C :\P rogram D ata\O racle\Java\accevent.exe

upload -file event.dll\event.dll -save

C :\P rogram D ata\O racle\Java\event.dll

dir c:\users\< U ser N am e A > \D esktop

exec m ail.exe

upload -file event.dll\lena_http.bin -save

C :\P rogram D ata\O racle\Java\ssssss.ddd

dir c:\users\< U ser N am e A > \D ocum ents

dir c:\users\< U ser N am e A > \D ocum ents\O utlook ファイル

dir C :\users\public\

dir c:\users\< U ser N am e A > \D ocum ents\O utlook ファイル

ipconfig

net start

dir c:\users\< U ser N am e A > \desktop

del C :\P rogram D ata\O racle\Java\* /f /q

dir c:\users\< U ser N am e B > \desktop

rd C :\P rogram D ata\O racle\Java /s /q

net share

w m ic LO G IC A LD ISK  get nam e,D escription,filesystem ,size,freespace

ipconfig /all

dir d:\

system info



 

 

 

 
 

3. HTTP POST Request 
 

 

Figure 6: Example of HTTP POST Request 

 

ANEL also inserts the encrypted infected machine’s information into the POST request URI. The 

format rules that the insert information is the same as the GET request, but the information in 

this case, is relatively few. 

The sending information is as follows: 

・ Process ID of ANEL 

・ MD5 that calculate PC name and GUID strings 

・ PC Name 

・ TimeStamp 
 



 

 

 

 
 

When ANEL sends the result of the commands, ANEL inserts the result into the body of the 

POST request. This malware determines the strings for boundary, and inserts boundary strings 

before and after the result of the command. ANEL also sets boundary strings at the Content-

Type header. 

 

The boundary format is as follows: 

“---------------------------7d<Random 12 strings>” 

 

 

Figure 7: Function that generate boundary and Content-Type header 

 

 



 

 

 

 
 

 

Figure 8: Example of decrypted sending information (result of ipconfig command) 

 

 

 

 

 

 



 

 

 

 
 

4. HTTP POST Response 
 

 

Figure 9: Example of HTTP POST Response 

 

ANEL only sends the response for the command result. 
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