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Figure 43. Some details of the disassembled Saga firmware (startup subroutine)

While this code was meant to check the integrity of the flash memory (see Figure 44), it could be replaced 

by malicious code. A determined adversary could also replace part of the firmware to create a “time 

bomb” that initiates unexpected behavior after a certain number of buttons or a predefined keystroke.

Figure 44. The subroutine that checks flash integrity

We also verified from the extracted firmware that our analysis of Saga’s button encoding was correct, and 

we were able to calculate the combination of buttons.

In conclusion, an adversary could implement a persistent attack on a remote controller by taking control of 

the programming software, for example via malware or a malicious insider. An attacker could also modify 

the BSL password and enable the “mass erase” feature to make forensics and incident response harder, 

if not impossible.
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5. Research and Attack Tools: 
Introducing RFQuack
During our research, we experimented with various attack devices: several SDR devices, the famous Yard 

Stick One RF-hacking dongle, and the recent PandwaRF tool. Given the obstacles that we encountered, 

we conclude that a step forward is needed to offer more versatile research tools. This realization prompted 

us to develop RFQuack.

Tool Examples Versatility
Development 

effort
Efficiency Cost range Maturity

Software-
defined 
radios

RTL-SDR, 
BladeRF, Ettus

Very high High Low US$20–2,000 Very high

Hardware 
tools

Yard Stick 
One, 
PandwaRF

Intermediate Low High US$90–150 Product

Hybrid radios RFQuack High Intermediate Intermediate US$20–60 Concept

Table 9. Comparison of various RF research and attack tools

Similar in spirit to RFCat (the software used by the Yard Stick One and compatible dongles), RFQuack 

supports basic operations such as sniffing and transmitting RF packets. Additionally, we implement, on 

the firmware side (for more efficiency), on-the-fly packet modification.

RFQuack is designed to be modular: New RF transceivers with special features can be purchased and 

plugged to the standard serial interface. On the software side, almost all RF transceivers are already 

supported, and based on our experience, developing a new driver takes as little as a couple of days of 

development work.
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5.1 Software-Defined Radios 
Using SDRs is convenient only if the modulation scheme is already implemented in the software library, 

or can be easily and efficiently implemented. For vendors that use plain 2-FSK, such as Saga, we found 

no barriers and were able to implement an attack script to forge arbitrary packets. For vendors that use 

mixed 2-GFSK and 4-GFSK modulation, such as Juuko, we had to come up with our implementation, 

which, to be honest, was all but trivial, as Figure 45 shows. As a result, after we successfully performed 

our attacks via SDR, we also looked for a more efficient and practical research and exploitation method.
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Figure 45. Custom GNU Radio receiver and transmitter that we built to support the 

reverse-engineering process of the Juuko protocol

5.2 RF-Hacking Hardware
The Yard Stick One is a programmable radio dongle based on the CC1111 transceiver, which supports 

many common modulation schemes in hardware. The client-side interface is a Python library (RFCat) that 

allows setting or getting register values on the CC1111 to configure the transceiver and send data.

Figure 46. Yard Stick One dongle (left)65 and PandwaRF device (right)66

Whenever the radio transceiver of the targeted device uses any modulation scheme and packet structure 

supported by the CC1111, using this device is very convenient: All the attacker needs to do is to use 

RFCat to send the desired data as a byte-stream, and the radio transceiver will take care of the rest. 

However, when this is not the case, using precooked hardware tools can become a nightmare. 
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In our case, the radio transceiver of the Juuko radio controller (CC1120) supports up to 32 bits of sync 

words, while the CC1111 supports up to 16 bits of sync words. The documentation of the CC111167 is a 

bit misleading, because it mentions 32 bits of sync words, which could lead the reader to believe that the 

CC1111 supports sync words of up to 32 bits. Instead, it actually supports up to 16 bits of sync words 

(optionally repeated twice, so 16 + 16 bits). Similarly, the support for 4-GFSK is undocumented and there 

is no easy workaround for using a mixed 2-GFSK and 4-GFSK modulation scheme. At this point, one may 

reconsider going the SDR way.

Figure 47. CC1111 packet structure as schematized on page 194 of the datasheet (left), 

with misleading detail about the 16/32 sync word support. On page 195 (right), 

further information clarifies that the 32 bits support is only emulated. 

(Courtesy of Texas Instruments Incorporated)

Figure 48. The 4-FSK support in the CC111 is undocumented and it is unclear whether the preamble 

and sync word are modulated with 2-FSK or not, as in the CC1120. 

(Courtesy of Texas Instruments Incorporated)

In this situation, the only option is to configure RFCat to receive any packet that matches the preamble 

(0xAAAAAA) and filter matching packets on the client side. Sending packets is slightly more complicated 

— if at all feasible — because we would need to prepare a packet by determining which preamble and 

sync word modulated with 4-GFSK (without knowing how the logic values are mapped to frequency 
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deviations) would create a radio packet that, when demodulated with 2-GFSK (the Juuko RX is set to 

2-GFSK for preamble and sync word), would match the intended value expected by the RX. All of this 

while honoring the expected data rate and data length field.

Similar considerations apply to the recent PandwaRF, which is essentially a Yard Stick One with a Bluetooth 

Low Energy transceiver on a battery-powered PCB. Technically, it doesn’t make any difference because 

it’s still based on the CC1111. From an attacker viewpoint, however, the PandwaRF is more interesting 

because it’s small and portable, it can be hidden anywhere, and thanks to the battery, it can run for days 

in idle mode. With such a device, with a price that is below US$150, the local attacker model becomes 

much more realistic.

5.3 RFQuack: Versatile, Next-Generation 
RF-Hacking Hardware
The versatility of SDR is unparalleled, but its efficiency (in both speed and development time) is very 

limited. We would like to have a hardware research tool that is as versatile as SDR, yet efficient. Thanks 

to the modularity of Arduino-compatible hardware, we believe that it is possible nowadays to create a 

modular hardware tool that can be adapted to support the “quirks” of the targeted RF transceiver. For 

example, if the target is a CC1120, we need not struggle to use an attack tool that uses the CC1111. And 

if the next target is a different radio, we could just remove the CC1120 and attach a different one, much 

like we do when we wire a new block into a GNU Radio flow graph. This is the intuition that motivated us 

to develop RFQuack.

Given the availability of inexpensive sub-1GHz radio modules with SPI, it makes sense to think that an 

attacker could just create a custom attack tool to overcome the limitations of SDRs and currently available 

RF-hacking hardware. The Juuko represented a good case, because the CC1111 was too limiting to 

target a CC1120 receiver. We purchased for US$12 a CC112x module from DigiRF68 and an ESP8266-

based development board (Adafruit Feather Huzzah) for less than US$20. We connected the CC112x as a 

slave SPI device for the ESP8266 and wrote firmware to intercept, modify, and send packets — all of this 

in an unattended way or in a remotely controllable manner. The remote interface was, in our case, a Wi-Fi 

transceiver that can be connected to a 4G hotspot. An alternative would be the Fona version of Adafruit’s 

Feather series, which has an embedded cellular modem and would remove the need for a Wi-Fi hotspot. 

The total price was under US$40 (about US$60 for the cellular version).
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Figure 49. The first prototype of the RFQuack RF-hacking hardware device

RFQuack can be controlled remotely via Message Queuing Telemetry Transport (MQTT) messages, which 

can be sent from a client-side interactive console that we built around it. When powered up, the device 

does not do anything in order to save power. When put in receiving mode, it goes into deep-sleep mode 

and wakes up only when a valid radio packet is received. This enhanced wake-on-radio (WOR) feature is 

a characteristic of the CC1120 transceiver, which makes it a good candidate for these battery-powered 

applications. A valid radio packet can be configured, for example, to match a certain preamble and a given 

sync word, or to carry at least an amount of data (e.g., 14 bytes, configurable). While no valid packets 

are received, the radio will just stay in a deep-sleep state. When a valid packet is received, the default 

behavior is to resend it immediately N times (enough to make the target receiver “obey” the command). 

Optionally — and this is the most interesting feature — the user can set RFQuack to modify the packet 

on the fly right before retransmitting it, by specifying a set of byte-level modifications. For example, to 

implement Attacks 2 and 3 on the Juuko receiver, we knew that we had to modify only certain bytes of the 

packet, by XORing specific values at predefined positions to inject custom commands.
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Figure 50. To ease the development of custom exploitation sequences, 

we created a basic interactive terminal-based console to abstract the underlying 

communication between the computer and the RF device.
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6. Conclusion
The evolution of RF protocols, in most cases, started as a basic protocol supporting simple operations, 

where each command was sent over the air in clear text. One early problem with this was that if there 

were multiple systems in the area, one could control multiple pieces of equipment with one controller. To 

prevent this, DIP switches were put into different locations on the transmitter and receiver of the specific 

devices that had to be controlled. (We even evaluated a current industrial solution having this type of 

technology.) From there, manufacturers started implementing pairing solutions where the transmitter and 

receiver exchanged a code acting as a form of association: The receiver would only perform actions 

based on knowing that a command was generated by its “associated” transmitter.

Our research shows that there is a discrepancy between the consumer and industrial worlds. In the 

consumer world, the perceived risks have pushed the vendors to find reasonably secure, albeit imperfect, 

solutions such as rolling codes. In the industrial world, where the assets at risk are much more valuable 

than a fancy house or car, there seems to be less awareness.

Apart from leaked schematics, the only available “technical” documentation is limited to user manuals, 

and we are unaware of any public research about the digital security risks in this space. We hope that our 

findings will inspire the RF- and hardware-hacking communities to continue looking at these protocols, 

and to encourage vendors to focus on open, standard RF protocols.

It’s also worth mentioning that a number of the vendors we considered have made significant strides 

toward taking accountability and acknowledging their shared responsibility in ensuring security. As a 

result, many of the vendors have been able to address the issues concerning them. In fact, in the case of 

at least one vendor, this is the first time that the vendor has ever released a patch for its products. This 

serves to highlight the importance of in-depth research and responsible disclosure, particularly where 

security is concerned.

6.1 Security Recommendations
Industrial radio devices have higher replacement costs and longer life spans than consumer ones, which 

means that vulnerabilities will persist for years, if not decades. However, patching the devices is possible. 

We have reached out and collaborated with the vendors in improving the state of security of their devices. 
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Some of them have already implemented the necessary countermeasures and even made software 

updates available. Some have also informed us that the vulnerabilities that we found will not affect next-

generation devices, which will implement the necessary precautions.

Generally, there is a friction in patching because of the high downtime costs and business continuity 

constraints. Also, there’s no such thing as “forensics” in this field. Incidents are scrutinized in the “physical 

world,” and parts are just replaced to restore normal operations as quickly as possible. In other words, 

digital attacks are not considered a possibility in this field.

Figure 51. Liebherr industrial radio remote controller, which we found at a transportation business, 

using standard Bluetooth

The long-term solution to the problems that we have highlighted is that vendors should abandon proprietary 

RF protocols and focus on open, standard ones. Some vendors are already gradually switching to the 2.4 

GHz bands — mainly to reduce interferences and limit the range — with Bluetooth Low Energy being one 

of the main, standard options. The benefit of the adoption of standard, open protocols such as Bluetooth 

Low Energy is clearly the increased security level and this would remove the burden on the vendors’ part 

to design or integrate custom RF protocols.

The short-term recommendations go to the “users” — not the end users or the workers, but the system 

integrators. They should prefer devices that offer virtual fencing features, which disable the device when 

the remote is out of range. Despite not completely eliminating the vulnerabilities that we have highlighted, 

virtual fencing would make their exploitation window much narrower, because the attacker would need 

to either be on-site or know when the legitimate transmitter is enabled to perform the attacks. There is 

the possibility (to be verified) for an attacker to forge the out-of-band signaling that implements the virtual 

fencing.
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6.2 Security Checklist
Without endorsing any vendors in particular, we hereby provide a practical checklist to the various 

subjects. Any actor throughout the supply chain should follow security best practices on their digital 

assets to reduce the exposure to cyberattacks that could compromise the integrity of the firmware images 

running on the radio transceiver and microcontrollers.

For users:

• Inspect the technical manuals before purchasing a device (most of the manuals are available online), 

and ensure that some form of configurable pairing is available.

• Periodically change the pairing (ID) code, if available.

• If the TX or RX units are programmable, keep the programming computer off the network, or harden 

its security as if it were a critical endpoint.

• Prefer remote control systems that offer dual-technology devices (e.g., with virtual fencing).

• Prefer devices that use open, well-known, standard protocols (e.g., Bluetooth Low Energy, 5G69).

For vendors:

• Implement a rolling-code mechanism and provide firmware upgrades to existing devices.

• Build on open, well-known, standard protocols (e.g., Bluetooth Low Energy).

• Consider  radio transceivers that support encryption in hardware (e.g., CC1110Fx/CC1111Fx70).

• Consider future evolutions when designing next-generation systems. In particular, network-connected 

remote control systems, while in principle opening a wider attack surface, may offer an opportunity to 

implement over-the-air (OTA) firmware upgrade capabilities and distributed key exchange schemes.

• Use tamper-proof mechanisms to hinder reverse engineering. Although Saga and Juuko have tried to 

protect their firmware, we showed that Saga’s firmware was still recoverable. Hardware mechanisms 

(e.g., mass-erase when chassis is opened, differentiate circuit to prevent programming cable from 

being sniffed, not to use RS-232) should be deployed to better protect the firmware.

In conclusion, given that the kind of machinery these remote controllers are managing can be dangerous if 

hijacked or disabled, manufacturers need to start thinking about moving to stronger open-source protocols 

rather than relying on security through obscurity. It could be challenging to balance the almost real-time 

requirements and secure RF transmission, but the hardware technology is there, ready to be used.
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