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Most security products today tend to focus on threats that operate at the higher levels of the
software stack. This is particularly true in user-mode applications, which has, for the most
part, allowed the entire security industry to achieve reasonably good results. Unfortunately,
these security products will have less visibility over the crucial parts of the system’s lower
levels, such as the kernel space, the boot process environment, and the firmware. If an
attacker gains privileged access to the system and installs a malicious component at
this level, a user’s security products would not be able to detect and block the threat —
especially threats that target the kernel’s lower levels such as a rootkit, which is a program
(or a collection of programs) that provide a stealthy environment for malware to execute
within an infected system." 2

This research paper discusses the current state of low-level threats affecting the Windows
platform. It will also show how these threats have evolved over the last seven years and
where they stand in today’s malware landscape. We will also show the major malware
classes that we have observed based on the analyzed threat data contributed by the
industry in this area.

We determined three types of low-level threats that either directly (loads a kernel driver) or
indirectly (compromises the kernel by operating one level below it in the stack) affects the
Windows kernel in today’s threat landscape:

e Windows kernel-level rootkits — Threats that launch when the operating system is

completely initialized
e Bootkits/bootloader — Threats that launch during the operating system’s booting process

e Firmware/BIOS (basic input/output system) implants — Threats that launch in the pre-

boot environment and during the firmware’s initialization process.

Through this research, we will show the current nature of these threats, and discuss findings
based on the analysis of our dataset, which consists of more than 60 of the most noteworthy
lower-level threats observed in the wild since 2015. We will also discuss how advanced
threat actors are adapting to the current defense mechanisms found in modern systems
and how they are evolving their techniques.




The Windows Kernel Architecture

In Windows systems, the kernel (also known as “ring 0”) has the most powerful access and privileged
capabilities.® The kernel is a high-privilege level that deals with different kinds of hardware interfaces and
primitive system components provided by the operating system, such as processes, threads, handles,

modules, registries, and other objects.

With the level of access granted to the Windows kernel, the code that gets executed at the kernel level
is capable of a wide range of monitoring and filtering mechanisms. Important system events or any data
flow can be intercepted using appropriate kernel-level codes. The code execution at this level can prevent

some events from happening if it is filtered by the registered kernel code and callbacks.

Aside from the core subsystems that are designed to be executed in the kernel space, the Windows kernel
also provides extensibility to any third-party component that needs access to this privileged execution
level. With the proper procedures, these third-party components can be plugged into the Windows kernel
as a software plugin, which are also known as kernel drivers. These lower-level drivers are designed to run

in ring 0 to provide both specific hardware-related and non-hardware related features.

The Windows kernel is modeled as a composite system that consists of several layers. Each layer
provides services for the next layer that depends on it and assumes trust for the layers beneath it to
function properly. If a single layer is compromised, all the subsequent layers within the stack will also be
compromised. This is because the subsequent layers’ trust comes from the initially compromised layer

that provides the execution environment and the required services for the other layers.
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Figure 1. The composite model of Windows kernel subsystems

Source: Windows Internals: System architecture, processes, threads, memory management, and more,

Part 1 (Developer Reference) 7th Edition

Issues With the Windows Kernel’s Architecture

The Windows kernel has a single logical address space (ring 0) and any code that executes within this
space also has access to the kernel’s entire physical memory. Hence, if malicious code is executed in the
kernel and the kernel space is compromised, the entire system is also compromised. Traditionally, kernel
code was executed with the highest level of privilege and was isolated from the regular user applications’
processes. It was common to assume that the kernel space was a trusted region: Its previous architectural
design was that it was required to deliver any third-party code for different system operations inside the
kernel and that it was given the highest level of privilege. However, this introduced a wide attack surface
for the kernel trust model and extended it significantly. To enhance this trust model, the entire Windows
kernel architecture required that a new boundary be added to the kernel component itself, which we will

discuss in detail in the virtualization-based security mechanisms section.
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According to our telemetry data and other third-party repository data that we will show in succeeding
sections, there are tens of thousands of unique kernel driver modules that are observed each day. Figure
2 shows that the number of unique kernel driver modules with revoked signatures that were submitted
to a third-party malware repository has grown exponentially from 2015 to 2021. Each of these kernel
driver modules could introduce a plethora of vulnerabilities inside the assumed, trusted, and guarded
kernel space, on top of the other methods attackers use to get into the kernel, which we will also cover in

succeeding sections of this report.

2015 2016 2017 2018 2019 2020 2021

O Revoked with zero detection () Revoked with detection

Figure 2. The number of kernel driver modules with revoked signatures that were submitted to a
third-party malware repository from 2015 to 2021

Based on this data, a trust model that involves a small and well-guarded kernel space region that is
completely isolated from any user-mode application tampering attempt is far from being realistic. Even
with the addition of the kernel boundary, it could still be subverted by malicious code that is loaded inside
the kernel, or malicious code that is made to run one layer beneath the execution environment just before
a user-mode application’s complete initialization takes place. In succeeding sections, this study will show

a compilation of recently observed kernel threats that abused this traditional trust model.

Another Windows kernel problem is the minimal visibility across all operating system components and
the confidentiality surrounding the way in which the entire system was built. For a long time, the Windows
kernel has used the security through obscurity (STO)* design pattern to maintain its security. However, it
has been proven that this process favors attackers more than defenders, as attackers tend to have the

time and resources to abuse undocumented interfaces and commands to launch their malicious code.
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They also have the means to focus on reverse engineering system components to find the security flaws
of the Windows kernel. Meanwhile, defenders usually adhere to formal documented interfaces to place

their defense mechanisms.

A recent example of this pattern is evidenced by the leaked conversations of the operators of the Conti
ransomware family.®* These conversations showed how the Conti group was actively performing reverse
engineering and fuzzing techniques to break into Intel Management Engine’s firmware to gain a deep
foothold into their system’s software stack. This incident proves how, to this day, cybercriminals are

abusing the STO design pattern to their advantage.

Figure 3. Translated chat discussing the research and proof of concept (PoC) development

Source: Eclypsium.com

Research Scope

This research focuses on the current state of the low-level threats that are affecting the Windows kernel
trust model and how these threats have evolved in the past seven years. This report also discusses
the characteristics of these low-level threats, including their life cycle (from just being PoCs to their
subsequent spread among actual threat actors) and their being used as part of sophisticated advanced

persistent threat (APT) groups’ infection chains.

More than anything else, when it comes to these low-level attacks, the threat landscape is greatly affected
by the current native defense mechanisms provided by the operating system. The current innovative
defenses that make use of virtualization extensions in modern CPUs are greatly reshaping how these
threats are created and carried out. With the introduction of every new defense mechanism, malware
actors are forced to adapt to the different abstraction layers and shift focus between the kernel and the
boot process to get closer to the firmware and hardware layers. It is, therefore, important to discuss the
history of these threats, what the security community is currently observing when it comes to security, and
the trajectory in which this type of threat is heading toward in the future as defensive solutions shipped

with modern versions of Windows systems continuously evolve.
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This research covers more than 60 different low-level threats related to the Windows kernel. The samples
we analyzed were clustered into several groups to identify the main patterns across different threat types,
discover the types of malicious actors that were pursuing this kernel-level capabilities, determine the
reasons behind seeking such privileged access levels, get insight on possible development costs, and
shine a light on the potential trade-offs for adding a kernel-level capability to cybercriminals’ malware

arsenal.

We also covered the current observed capabilities in recently found rootkit samples and provide a
statistical analysis of the current detection rate of these modules based on our telemetry. Finally, we detail
what we discovered in underground marketplaces that malicious actors can use or outsource to abuse
the Windows kernel. This research focuses on the threats that are mainly executing in or below the kernel

space, or threats that have at least a single component that runs in the Windows kernel.
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Why Attackers are Pursuing
Kernel-Level Access

Malicious actors gain many advantages once they are able to execute code at the kernel level of targeted
systems, including the ability to impair their victims’ security defenses and remain undetected, especially

since rootkits allow malicious actors’ implants to evade detection for a longer period.

The following section describes why attackers are still seeking such low-level capability for their malware
families, despite new defense mechanisms that are supposed to protect this execution level; If having
this capability ends up being optimal for the malicious actors’ attack scenarios and objectives, it will likely
be a complicated route to take. Finally, we discuss the cost that comes with adding kernel-level malware

families to an attacker’s malware arsenal.

Pros

The most obvious use cases that justify the high development costs for kernel-level rootkits and other

low-level attacks are as follows:

e Gaining very high-privileged access to system resources

e Hiding malicious activity on devices and making detection and response activities more difficult
e Protecting malicious artifacts from normal system filtering processes

e Executing stealth operations that can bypass detection for extended periods

e Gaining inherited trust from third-party antivirus products

e Tampering with core services’ data flow on which multiple user-mode applications depend

e Tampering with third-party security products that hinder malicious activity

e Achieving a very low detection rate. According to intelligence reports, most modern rootkits remain

undetected for a long period

The difficulty of detecting these threats lies in third-party security products’ limited visibility over the

operations performed by most of kernel modules running inside the kernel boundary. These malicious
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kernel drivers are often ignored because they have the same privilege level as that of security product
drivers. Malicious kernel drivers have a significant inherited trust compared to user-mode applications,
which is why kernel rootkits are able to evade security controls and tools. Moreover, there are less
mitigation techniques and security solutions that target malware types that are deployed as standalone
kernel components. Figure 4 shows an example of how endpoint security solutions give implicit trust to

kernel drivers within registered PreProcessThread callbacks.
e Exclude (PID < 8 and Operationinformation.KernelHandle == 1).

e Include (! Operationinformation.KernelHandle == 1 and ExGetPreviousMode() ).

int _ stdcall OnPreOpenProcess(int al, _OB_PRE_OPERATION_INFORMATIO al)
1
char v3[4]; //
HAND 4; J/
PEPROCESS Process; //
BOOL Is_System_Process; //

Is_Syst = (unsigned int)PsGetCurrentProcessld() < 8;
if (I te & aZ-»KernelHandle & 1 )

return 9; // Return OB_PREOP_SUCCESS if operation is coming from the Kernel
Process = (PEPROCESS)a2-»0Object;

Figure 4. Antivirus solutions tend to treat kernel drivers with significant trust compared to user-mode
applications

Cons

Using kernel rootkits in attacks also come with the following cons:

e Kernel rootkits are more difficult to develop and implement compared to other user-mode application

malware types, which does not make them the ideal threat for most attacks.

° The development of kernel rootkits involves highly qualified kernel-mode developers who
understand the targeted operating system’s internal components and have a sufficient level of

competence when it comes to reverse engineering system components.

° Since kernel rootkits are more sensitive to errors, they might reveal the whole operation if it
crashed the system and triggered BSOD because of code bugs in the kernel module. Any errors
in the source code of a kernel-mode rootkit will cause irreparable changes that will inevitably

affect the system’s stability.

e [f the victim’s security mechanisms are already ineffective or can be taken down via a simpler
technique, introducing a kernel-mode component will complicate the attack more than support it. If a
point of entry to the targeted entity is found, and malicious actors observe that that the perimeter has
a weak protection and that there are significant security system flaws, it is irrational to use a kernel-

level rootkit in the attack.
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° Kernel-level rootkits take a lot of time to develop and test. It is a malware type that better suits
APT actors’ motives as opposed to other cybercrime actors who are used to abusing newly
discovered exploits and attempting to make use of threats to infiltrate a victim’s network with

reliable and ready-to-use tools.

The Trade-Offs

Attackers first assess the requirements before opting for sophisticated techniques such as building a
kernel rootkit or even deploying an implant in a low-level layer before kernel initialization. These design
choices are governed by several parameters, which include determining the number of detection vectors
that a particular method will be exposed to, understanding how usable it is, and finding out how expensive
it would be to have a detection for it. Malicious actors are always seeking for undocumented, inexpensive,

hard-to-detect, and stable methods for their attacks.

Malicious actors are switching back and forth between different abstraction layers and system boundaries
depending on the current adoption rate of new defense mechanisms such as virtualization-based security
(VBS) and Hypervisor-Protected Code Integrity (HVCI).® The current platform’s security mechanisms
will define the most suitable execution level in which malicious actors will operate without affecting the
stability and usability of their attacks’ capabilities. An example of a trade-off is the kernel-mode code
signing (KMCS) bypass that might reduce the system’s stability or might not be usable on all versions of

Windows systems.

Figure 5 shows how the initial infection point is changing in today’s threats. It also shows how some
threats have shifted from operating in one layer to another based on the advantages and disadvantages
of each layer and the defenses deployed for each one. Once a new protection is introduced, the attackers
will choose the path of least resistance and opt for the next layer in the software stack. For example, in
the historical data we have analyzed, the malicious actors behind the Moriya rootkit” was observed to
have shifted from operating in a user-mode execution level (lISpy) to being a kernel-mode component.
The same malicious actor used a kernel-mode component to have a more powerful capability given the
required stealth objectives and the available resources to bypass KMCS. The TDL3 rootkit also evolved
from the kernel-level and emerged as a bootkit (TDL4) operating in the next layer. Finally, the ZeroAccess
rootkit® became a widespread commodity malware that shifted from kernel-mode to user-mode when
KMCS was introduced.
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infection point with kernel-level hardening over time
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The State of Windows Kernel
Threats

In previous years, Microsoft has focused on adding several security mechanisms to improve the overall
security posture of the kernel root of trust. This is because they were aware that if the kernel root of trust
was compromised, it would immensely affect the stability and the confidentiality of the entire system. In
this section, we will review the events that affected the Windows kernel trust model, the corresponding
threats launched against it, the reasoning behind each security mechanism, and how attackers created
their kernel-level malware arsenal and adapted to security defenses introduced in newer Windows

versions.

Pre-KMCS Era (Before Windows Vista 64-bit)

During this period, most malicious actors — regardless of motive or technical capability — were able to
easily compile and load kernel-mode modules as part of their attack chains. This was because the cost
of getting kernel-level execution power was significantly low. The kernel space boundary was open to
anyone who could compile a Windows kernel driver. This allowed attackers to maintain a deep foothold
in the kernel and do all kinds of tricks: subvert and manipulate system services, hook all kind of critical
kernel objects, interfere with third-party antivirus engines, and corrupt system dispatch tables. It was
obvious that third-party solutions were losing this arms race as it was difficult, and sometimes even

impossible, to protect code that ran at the same level as their protection engines.

The kernel security posture at this period was chaotic because of all the untested and low-quality kernel
code written by some Windows kernel developers. There was no way to trace the code to the origin
entity that wrote the faulty code that caused a crash dump. Kernel rootkits also used to be implanted in
all intrusions. The security industry reacted with the creation of several anti-rootkit software that featured
complex heuristic scanning capabilities, the ability to analyze vague kernel data structures, and the ability
to attempt restoring it upon a damage is detected. The consequence was a huge instability in the whole
system, where the blue screen of death (BSOD) was very common. At this point, the root cause of kernel

instability was the unverified kernel-level code shipped in the form of kernel drivers.
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KMCS Era and Beyond (From Windows Vista
64-bit Onwards)

Microsoft saw the need to control the quality of its kernel-code modules, validate the origin of their
code with their respective authors, and add more restrictions to code that is executed with elevated
access in 2006. After Windows developers assessed the damage caused by rootkits and other low-
level malware types and the extent of their distribution, the company announced that KMCS would be
shipped with Windows Vista 64-bit version systems. Alongside KMCS, enhanced kernel patch-protection
mechanisms such as Microsoft KPP or PatchGuard that maintained the integrity of several core kernel
objects and dispatched tables to hinder tampering by malicious code were also included in the Windows

Vista systems released during this period.

This move by Microsoft made designing an attack that included a kernel module, particularly for kernel
drivers that mainly depended on commodity malware, costlier for mid-level attackers. Also, the Microsoft
PatchGuard security feature affected the sheer volume of techniques used by rootkit authors including
Direct Kernel Object Manipulation (DKOM) and inline hooking for core system service tables. This rendered
a whole class of attacks unusable and effectively limited rootkit authors’ operations, even if they already

succeeded in delivering their code into the Windows kernel.

These enhancements obligated hardware and software vendors to digitally sign their kernel drivers to
control the quality of the code that runs in the address space of the kernel space. This meant that malware

authors needed to have valid signatures to get their drivers loaded.

The rootkit threat landscape changed dramatically during this era as evidenced by the following points:
e There was a higher development cost for kernel rootkits to be loaded

e There was not as many malicious actors who had the technical capabilities to include kernel rootkits

in their malware arsenal

e There were new techniques that malicious actors needed to do to bypass the security defenses

Microsoft added to newer Windows versions

Figure 6 illustrates the state of kernel threats before the introduction of KMCS and after the first iteration

of security enhancements were introduced to improve the kernel trust model.
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How Mature Malicious Actors Adapted to
KMCS

After Microsoft introduced several security mechanisms into its newer versions, it was believed that kernel
rootkits would be completely wiped out from the malware landscape — that this type of threat would fully
migrate to the user space and the whole vector would eventually disappear. The research community also
shifted their focus on understanding the possible bypass techniques for the security mechanisms that
have been put into place. Even though KMCS reduced the sheer volume of kernel rootkits and helped in
tracing malicious code back to its authors, it was not the silver bullet solution that would keep malicious

actors from actively adding kernel-level access in their attacks.

Once the KMCS enforcement module was fully loaded into Windows systems, attackers found themselves
unable to load unsigned code into the kernel. This forced them to look for other ways to bypass KMCS
integrity checks. The following list summarizes the main clusters of observable techniques found in low-
level threats discovered in the wild from April 2015 to October 2022. Each analyzed threat includes at

least one kernel-level module that bypasses kernel-space access restrictions in their kill chains:
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1. Threats that bypass KMCS
e Threats that disable KMCS using legitimate built-in tools
e Threats that abuse vulnerable drivers (bring your own vulnerable driver, or BYOVD, attacks)
e Threats that abuse dual-usage drivers
e Threats that target legacy systems
2. Threats that comply with KMCS using legitimate create-your-own-driver techniques
e Threats that use stolen valid code-signing certificates
e Threats that use acquired or purchased code-signing certificates
3. Threats that shifted to a lower abstraction layer
e Bootkits
e Firmware-level attacks

e BIOS implants

Pre-KMCS

Advanced malicious actors

Post-KMCS

1

1-
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integrity checks custom modules
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@ J@ij % :;-é :3'_';

1!
R
A o_0O

Shifting to new
abstraction layer

—
=0 (%

Using vulnerable Using Using Buying Stealing Using Launching
signed drivers dual-usage built-in tools code-signing code-signing MBR/VBR/IPL firmware-level
drivers certificates certificates bootkits attacks
Targeting legacy systems Buying dark web offerings

1010
010
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Figure 8. An illustration showing the increased number of clustered kernel-level threats post-KMCS

adoption
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Each of the kernel-level threats we analyzed belonged to one of the three main clusters. The first cluster
depended directly on bypassing the signing restriction by different means: using legitimate administration
tools to disable KMCS, compromising vulnerable code that was signed by legitimate vendors, and using
dual-usage kernel drivers that had an exposed and generic interface for user-space applications that do

not require proper authentication to conduct primitive kernel-level operations.

The threats in the first cluster use legitimate built-in tools that were mainly intended for debugging and
testing to explicitly disable KMCS. These tools provide an interface for temporarily disabling driver
verification and enabling test signing to verify the digital signature of the drivers. Inadvertently, these tools

have stayed under the radar of monitoring systems.

The second technique in the first cluster, widely known as BYOVD, involves piggybacking the intended
kernel code through a vulnerable driver that can be legitimately loaded into the kernel, whether it’s a
Windows system kernel driver or a third-party kernel driver. A recent example of this technique was when
ransomware actors abused a vulnerable anti-cheat driver for the role-playing game Genshin Impact to

disable antivirus processes and services.®

It should be noted that the definition of a vulnerable driver can include dual-purpose kernel drivers with
generic input and output control (IOCTL) interfaces that support a wide range of kernel capabilities for
user-space components. These drivers can have legitimate uses but can also be abused by attackers to
bypass KMCS. Also, these drivers are useful for attackers as they can use them to completely disable
the KMCS via the Code Integrity modules (Cl.dll). These modules can be turned on and off with a single
specific variable in the kernel memory space that controls the state of KMCS. By manipulating this
variable using vulnerable drivers with memory read/write primitives, the whole integrity checks logic can
be stopped. Later, Microsoft further enhanced its security in such a way that no single variable controls

the Code Integrity status.

The second cluster threats take on a different approach. The threats in this cluster comply with Microsoft’s
signing requirements, which give them the flexibility to compile and sign the customized kernel drivers
that are built for very specific tasks. This required the malicious actor to either obtain a valid code-signing
certificate by impersonating a legitimate entity and following Microsoft’s cross-signing certificate process
(this was back when Microsoft still allowed cross-signing for kernel-mode code) or to steal someone
else’s certificate. An example of an attack that used the techniques in this second cluster is when a
malicious actor abused the Windows Hardware Compatibility Program (WHCP) portal and submitted
malicious drivers to be signed by Microsoft.'® This attack, which happened in June 2021, targeted gaming
environments. Compared to other techniques, the methods used in this attack came with a relatively high
cost and are believed to be mainly used by state-sponsored APT actors. In December 2022, Microsoft
revoked several Microsoft Windows Hardware Developer Program accounts after kernel drivers certified

through the program were used in malicious campaigns, including ransomware attacks."
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The third cluster threats use a more complex yet effective strategy. This strategy involves completely
moving into a lower-level layer in the software stack and operating at a new abstraction layer, as shown
in figure 8. By doing so, it would be possible to load the malicious kernel code even before the full kernel
and the core component that enforces the code-signing policy are initialized. Bootkit infection techniques
saw a resurgence and different malicious actors were seen using it in malware families they used in actual
attacks. The techniques in this cluster later evolved from just infecting MBR/VBR/IPL entries in legacy
BIOS-based boot processes to abusing firmware vulnerabilities, which are located one layer closer to
the hardware. The evolution in this cluster was mainly because of the introduction of more boot process

security features that we will discuss in the following section.

New lterations of Kernel Defense Mechanisms

As malicious actors evolved their tactics and adapted to KMCS restrictions, Microsoft developers had
to review their strategies once again and raise the bar against all the threats that used existing bypasses
that allowed malicious actors to find their way back into the kernel. They shipped a new set of defensive

capabilities with new Windows versions to further fortify the kernel boundary’s overall security.

This started with the Early Launch Antimalware (ELAM) detection mechanism, which allowed third-party
antivirus software to register a kernel-mode driver that is guaranteed to execute very early in the boot
process before any other third-party driver is loaded.'? ELAM, which was first introduced in Windows
Server 2012 back in August 2012, gives the third-party antivirus software an advantage against known
malicious kernel drivers, particularly those that belong in the first and second threat clusters. After the
kernel components are completely initialized, it guarantees that antivirus kernel drivers would be loaded
before any other malicious code that might already be registered in the system, but not against any other
threats that would be dropped before the operating system kernel is loaded (i.e., threats belonging in the
third cluster). ELAM was not designed to protect the lower abstraction layers in the boot process and can
only monitor legitimately loaded drivers. It cannot monitor most bootkits and UEFI-level rootkits that load
kernel-mode drivers using undocumented operating system features. This means that such threats can

bypass this security feature and inject their code into the kernel address space.

Even before ELAM was shipped together with newer Windows systems, we witnessed a rise in the
adoption of a security standard known as the secure boot. Secure boot was designed to ensure the
integrity of the components involved in the boot process just before the kernel is initialized.' This security
standard helped in the eradication of threats belonging in the third cluster, which targeted the Windows
boot process. It also created obstacles for bootkit authors who reacted to this security feature and moved
their attacks one layer deeper into the stack to target the actual firmware. It is believed that once the
secure boot security standard garners a larger adoption rate in corporate systems, the threats belonging
in the third cluster would have to pivot and change their techniques. Instead of targeting the boot process,

the system’s firmware vulnerabilities will be the next infection point to be targeted in the software stack.
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With Windows 10, we saw the emergence of virtualization-based security with the Virtual Secure Mode
(VSM), a feature that uses the virtualization extensions of modern CPUs to provide added security for
data in memory.™ It supports more robust defense mechanisms that take the integrity-check logic in
Windows systems to a whole new level. This feature led to the eradication of some of the threat clusters
that depended on finding a route to disable the integrity checks once the kernel is compromised (i.e., the
first cluster threats disable integrity checks through vulnerable drivers or dual-usage drivers). At the core
of these integrity checks is the ability to run in a separate virtual environment isolated from the kernel
image so that even if it is compromised, the hypervisor would still be able to enforce another boundary to

the isolated Code Integrity and other security mechanisms.
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Figure 9. Windows 10 user-mode and kernel-mode levels

Source: Windows Internals, Part 2, 7th Edition

HVCI is a critical component that protects and hardens this virtual environment by running kernel-mode
Code Integrity within it and restricting kernel memory allocations that could be used to compromise the
system. Both HVCI trustlet and VBS improved the Windows kernel trust model and provided a stronger

protection against modern malware targeting the Windows kernel using different exploitation attempts.

Once this design becomes more popular and gains a higher adoption rate, third-party security solutions
might also start customizing their own hypervisors when Microsoft makes the appropriate interfaces
available and when enough modern PC hardware becomes more readily available. This might be the
future of all operating systems’ core defenses. However, with all these advanced security mechanisms,

we still see threats targeting the most fortified regions of the Windows kernel.®
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Why Is the Threat Still Alive?

Threat actors will always try to follow the path of least resistance to gain a high access level that could

accelerate and support their main objectives.

Even though the entire software stack seems to be properly guarded by defensive features — including
the early boot process, a fully loaded and initialized kernel guarded by a hypervisor layer, and all the
built-in security mechanisms that come with newer Windows versions and hardware-level support —
the following are the reasons why Windows kernel-level threats are still alive and will not completely

disappear anytime soon:
e Legacy systems are still found in most corporate networks.

e The high hardware requirements for the modern innovative virtualization-based and secure boot

mechanisms.

e The low adoption rate for the new kernel defense mechanisms due to its performance impact and

backward compatibility issues.

e The new defenses are not bulletproof. It only takes one bypass in the protection mechanism in any

layer to compromise the subsequent layers.'®

We are still observing new kernel-level threats deployed for a plethora of objectives on targeted networks.
Even with security mechanisms deployed in Windows systems, attackers will adapt by changing infection

points in the software stack.
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A Chronological View of Windows
Kernel Threats

A Look at Analyzed Threat Data

In this section, we will provide a chronological view of the analyzed threats that either completely rely
on a kernel driver component or have at least one module in their chain that executes in the kernel
space. The analyzed data included only the threats that are observed in the wild; PoCs were not included.
The following diagram shows the number of noteworthy threats and other major events that have been
reported by the cybersecurity community over the last seven years. The numbers show a significant trend

in the last five years.

2015 2016 2017 2018 2019 2020 2021 2022

Figure 10. The number of public intelligence reports that included kernel-level threats from April 2015 to
October 2022

Figure 11 shows that the third cluster has the fewest threats. Figure 12 shows how each cluster has
evolved over the past seven years, revealing a notable increase in the number of third-cluster threats in

the last three years.
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Figure 11. The distribution of kernel-level threats among the three clusters fro
April 2015 to October 2022

Based on Figure 11, it is apparent that the threats belonging in the first cluster is still the most popular
cluster across different threat actors. At present, the threats belonging to the first cluster still represent
most of the threats affecting the Windows kernel. The number of threats in this cluster is expected to
rise until the adoption rate for the new hypervisor-based defense solutions introduced in Windows 10
increases, which will significantly decrease the number of threats in it. After Microsoft replaces the cross-
signing process for kernel drivers with stricter procedures to verify, test, and sign kernel drivers within
their portal, the volume of the vulnerable kernel drivers that are being abused by the threats in the first

cluster will decrease.

The threats belonging in the second cluster are less common compared to those belonging in the first
cluster due to the higher cost of developing such attacks. Despite this, the number of second cluster
threats in Figure 12 has increased since 2018, but it is expected to decrease and eventually cease because
of the kernel code signing policy in Windows 10 and 11. We will delve into these signing policies and how

these will affect kernel-level threats in succeeding sections.
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Figure 12. Kernel-level threats categorized by cluster from April 2015 to October 2022
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Finally, the threats in the third cluster are the least common ones due to its complex design and they are
only being used by very advanced and mature actors. We foresee that these threats will slowly increase in
the coming years as attackers shift their initial infection points earlier in the process to evade the modern
security mechanisms we have previously discussed. As mentioned earlier, this increase will be slow due

to the level of complexity involved in developing these threats.

From the data we have analyzed for this research, we were also able to categorize the threat types that

used kernel-level access, which can be seen in Figure 13.

APT espionage malware Gaming-related malware Info stealers
43% 5% 3%
Ransomware Private-sector offensive Commodity malware
I 16% w I actor (PSOA) malware 00, "ty w
’ 4% °
Cryptocurrency miners Botnet Others
9% 3% 5%
APT wiper Ad fraud malware
% 3%

Figure 13. The types of threats that used kernel-level malware from April 2015 to October 2022

Figure 13 shows that APT espionage malware used low-level components the most in their attacks. After
all, APT espionage groups are drawn to using stealthy components such as kernel rootkits and lower-level
implants in their operations and have the ability and resources to develop and deploy kernel rootkits in
their attacks. These threats are difficult to detect and eradicate since most of the rootkits’ instances will

be associated with high-profile targeted attacks launched by advanced actors.

Ransomware actors and their affiliates also showed a high level of interest in gaining privileged-level
access for the ransomware families they used in their attacks. They used ransomware families that
incorporated low-level components to avoid being detected by security products once they drop their final
payloads. Cryptomining threats were also observed to have a kernel foothold, and their main objective is
to protect their illicit cryptomining processes, hide their different components, and fake the performance

degradation caused by their cryptominers on affected systems.

By mapping these kernel-level threats’ respective kill chains, we found that most kernel-related payloads
are usually found in the defense evasion phase, as shown in Figure 14. We believe that this is typical for

the kind of privileged access achieved when malicious actors obtain kernel-level access.
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Figure 14. Identifying where kernel-level threats are found in the threats’ respective kill chain phases

In the collection phase of the kill chain, malicious actors attempt to gather critical data, and doing so from
the kernel space will give them unfettered and undetected access to protected resources. Meanwhile, in
the resource development phase, advanced malicious actors attempt to have a wide range of capabilities
that allow them to gain kernel-level access, such as obtaining code-signing certificates for loading custom

drivers. This is usually planned before the actual intrusion.

Figure 14 shows how we mapped the most used MITRE Adversarial Tactics, Techniques, and Common

Knowledge (ATT&CK) techniques in the kernel-level threats analyzed in this report.

T1562.001 T1068 T1547
11.58% 5.26% 316%
T1055 T1562.004 T1562.001
11.58% 316% 316%
TO830 T1564 Others
6.31% 316% 4316%
T1564 T1222
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Figure 15. Mapping the kernel threats’” MITRE ATT&CK techniques distribution

Based on our data, 11% of kernel-level threats attempt to gain kernel-level access to impair defenses
(Impair Defenses: Disable or Modify Tools, T1562.001). Adversaries try to modify and/or disable security
tools to avoid possible detection of their malware payload, tools, and activities. This use case makes
sense because of the increased protection on user-land processes by endpoint protection platform (EPP)
and endpoint detection and response (EDR) technologies, either on users’ desktop or servers. Because of
these added layers of protection, attackers will opt for the path of least resistance and get some of their

code running in the kernel level to interfere with security solutions.

24 | An In-Depth Look at Windows Kernel Threats



VirusTotal Statistics

We also assessed our Windows kernel driver samples based on a) their signed drivers being revoked or
otherwise and b) their having one or more positive detection based on malware search engines including
the VirusTotal malware repository. The following is how we segregated each set of the threat samples we

have gathered from January 2015 to May 2022:

Sample set Description

Set 1 Signed drivers that have not been revoked with zero positive detection

Set 2 Signed drivers that have not been revoked with one or more positive detection from
different engines

Set 3 Signed drivers that have been revoked with zero positive detection

Set 4 Signed drivers that have been revoked with one or more positive detection from

different engines

We saw that the majority of the kernel-level threats that we have analyzed had signed drivers that have
not been revoked with one or more positive detection from different engines followed closely by threats

that had signed drivers that have not been revoked with zero positive detection.
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=
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Figure 16. Windows kernel driver samples based on a) their signed drivers being revoked or otherwise
and b) their having one or more positive detections

Our data shows an increase in the number of threats belonging in three of the four sample sets, namely
sets 2, 3, and 4 from 2020 to May 2022.
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Figure 17. An increase in the number of kernel driver submissions belonging to sample sets 2, 3, and 4
from 2020 to May 2022
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Noteworthy Events

In this section, we list down the publicly disclosed and noteworthy events that affected the Windows
kernel from April 2015 to October 2022. Figure 17 shows the timeline of major events for each threat
cluster, while the succeeding tables provide further details on each threat, such as how it was used to
achieve malicious actors’ attack objectives and how it affected the Windows kernel trust model. Tables
1,2 and 3 list samples from each threat cluster. It should be noted that PoCs and attacks without publicly

disclosed samples to confirm their relevance in this study were not included.
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Figure 18. Noteworthy events that affected the Windows kernel from April 2015 to October 2022

Threat Name Threat Profile

Earth Longzhi Threat type: APT espionage
(2022)1"
Technique: Vulnerable driver

Threat details: A campaign that targets multiple regions using a custom Cobalt Strike
loader. The APT group targets high-profile victims in the defense, aviation, insurance, and
urban development industries in Taiwan, China, Thailand, Malaysia, Indonesia, Pakistan,
and Ukraine.

Kernel driver operation: The vulnerable driver (RTCore64.sys) allows authenticated users
to read/write any arbitrary address including the kernel space. It is used to terminate
antivirus products.

Genshin Impact Threat type: Ransomware
anti-cheat driver
abuse (2022)8 Technique: Vulnerable driver

Threat details: A threat actor that deploys ransomware within the victim’s device by
abusing a vulnerable driver that provides anti-cheat functions.

Kernel driver operation: The driver is currently being abused by a ransomware actor to
kill antivirus processes and services for the mass deployment of ransomware.

Candiru (2022)'* Threat type: PSOA

20, 21

Technique: Signed Driver

Threat details: Candiru is a private company that sells cyberweapons to government
agencies via hacking-as-a-service packages. One of the weapons they sell is a spyware
that targets users located in Lebanon, Turkey, Yemen, and Palestine via watering hole
attacks using zero-day exploits for Google Chrome

Kernel driver operation: It uses a signed driver called physmem.sys. The driver’s
description is “Physical Memory Access Driver,” and it offers a “by-design” kernel read/
write capability. it is abused to proxy certain API calls via the kernel to hinder detection,
including the capability to have some of the calls appear from other processes.
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Threat Name Threat Profile

Weaponizing an Threat type: Ransomware
antivirus driver
(2022)22 Technique: Dual-use driver

Threat details: A ransomware campaign that abuses a function in an Avast Anti Rootkit
kernel driver to terminate popular AV and EDR processes.

Kernel driver operation: It kills processes and files belonging to endpoint security
products.

Avastdriver (2022)2® | Threat type: Ransomware
Technique: Vulnerable driver

Threat details: These vulnerabilities give malicious actors escalated privileges for
disabling security products, overwriting system components, and performing other
malicious operations undetected.

Kernel driver operation: Malicious actors trigger CVE-2022-26522 and CVE-2022-26523
in a socket connection handler in the aswArPot.sys kernel driver.

NetDooka (2022)¢ | Threat type: Commodity malware
Technique: Built-in tools

Threat details: A sophisticated malware that includes a loader, a dropper, a protection
driver, and a full-featured RAT that implements its own network communication protocol.
Its attack is distributed via a pay-per-install (PPI) service.

Kernel driver operation: The driver’s main functionality is to protect and hide user-mode
components.

AvoslLocker(2022)?° | Threat type: Ransomware
Technique: Dual-use driver

Threat details: A ransomware campaign that uses an exported functionality from
a legitimate Avast Anti-Rootkit Driver (asWarPot.sys) to terminate security-related
processes.

Kernel driver operation: A legitime driver is used to terminate security-related processes
to enable the ransomware payload to run uninterrupted and undetected.

RobbinHood Threat type: Ransomware

(2022)%
Technique: Vulnerable driver

Threat details: A ransomware campaign that uses a vulnerable driver to disable signing
policy to load an unsigned driver.

Kernel driver operation: The unsigned driver kills processes and files belonging to
endpoint security products and bypasses tamper protection features to enable the
ransomware payload to run uninterrupted and undetected.
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Threat Name Threat Profile

DoppelPaymer Threat type: Ransomware

(2021)%"
Technique: Vulnerable driver

Threat details: A ransomware campaign that uses the Process Hacker tool to terminate
security-related services and processes, email servers, and database software.

Kernel driver operation: It uses a sideloading DLL vulnerability inside the user-mode
process of the Process hacker tool to communicate with the Process Hacker driver and
terminate processes.

MosesStaff (2021)2 | Threat type: APT wiper
Technique: Abusing third-party driver

Threat details: A campaign that targeted Israeli organizations by stealing sensitive
information, encrypting victims’ networks, and leaking stolen data without any demand for
ransom.

Kernel driver operation: It uses the DiskCryptor open library to encrypt victims’
machines then install custom bootloader to lock the victims’ machines.

GhostEmperor Threat type: APT espionage

(2021)72. %0
Technique: Dual-use driver

Threat details: A sophisticated multi-stage malware framework aimed at providing remote
control over victim servers.

Kernel driver operation: The kernel driver hides user-mode artifacts such as file, registry,
TCP connections and running services.

Motocos (2021)% Threat type: Ransomware
Technique: Vulnerable driver

Threat details: The Motocos ransomware uses Telegram to communicate with its victims.
This ransomware also subjects its victims to an increasing amount of ransom with each
day victims’ machines are infected with it.

Kernel Driver operation: The Motocos ransomware shares a similar driver structure with
that of the RobinHood ransomware.

Moriya (2021)32 Threat type: APT espionage
Technique: Vulnerable driver

Threat details: A campaign that targeted several prominent organizations in Asia and
Africa and deployed passive backdoors on public-facing servers.

Kernel driver operation: The driver does network packet inspection, allowing attackers
to drop the packets of interest before they are processed by the network stack, thus
ensuring they are not detected by security solutions. There are also other drivers that
might be related to Moriya developers that kills AV processes.
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Threat Name Threat Profile

Iron Tiger (2021)32 Threat type: APT espionage
Technique: Vulnerable driver

Threat details: A campaign that targets gambling and betting companies in Southeast
Asia to install a backdoor. It takes advantage of a sideloaded injection technique present
in dlpumgr32.exe, and utilizes a known vulnerability to disable DSE and load an unsigned
driver.

Kernel driver operation: The kernel driver filters incoming traffic with a predefined token
and injects code inside the “/sass.exe” process.

ZINC (2021)34 Threat type: APT espionage
Technique: Vulnerable driver

Threat details: A campaign that targeted threat researchers by sending malicious Visual
Studio projects that included prebuilt binaries, one of which is a malicious DLL called
Browse.vc.db.

Kernel driver operation: Attempts to exploit CVE-2017-16238 inside Viraglt64.sys.
However, the code appears to be buggy and fails to successfully exploit the vulnerability.

InvisiMole (2020)% Threat type: APT espionage
Technique: Vulnerable driver

Threat details: A backdoor that provides extensive espionage capabilities, such as
recording victims’ webcams and microphones, tracking geolocations, and collecting
recently accessed documents.

Kernel driver operation: A vulnerable driver that is used to inject code inside legitime
user-mode processes.

AcidBox (2020)% Threat type: APT espionage
Technique: Vulnerable driver

Threat details: Abuses Windows Security Support Providers (SSPs) for persistence and
injecting DLLs inside the Isass process and exploiting VirtualBox to load unsigned drivers.

Kernel driver operation: Waits for commands from one or more components. These
commands include the loading of additional registry payloads from the kernel space via
the driver or the installation of new SSP DLLs.

ZeroCleare (2020)*” | Threat type: APT wiper
Technique: Vulnerable driver

Threat details: It is a destructive attack that aims to overwrite the Master Boot Record
(MBR) and disk partitions on Windows-based machines. It exploits a vulnerability driver to
disable DSE and load the EIRawDisk driver to access raw hard disk data.

Kernel driver operation: It is an unsigned driver that gives access to the hard disk.
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Threat Name Threat Profile

Divergent (2019)%%% | Threat type: Ad fraud
Technique: Abusing third-party drivers

Threat Details: A new malware loader that uses NodedS as well as a legitimate open-
source utility called WinDivert. An attacker can use this malware to target corporate
networks. It appears to be primarily designed to conduct click-fraud.

Kernel driver operation: The malware uses the WinDivert library to block AV traffic

and intercept and rewrite the first SYN (synchronize) packet of the three-way TCP
(Transmission Control Protocol) handshake for all outgoing connections the infected host
attempts to make, the changes made to the SYN packets depend on which executable
was used, either divergent.exe or mdivergent.exe.

Driver vulnerability | Threat type: Others

(2019)%
Technique: Vulnerable driver

Threat details: An abuse of a vulnerability in a Huawei driver that allows attackers to
inject code inside other user-mode processes using Windows asynchronous procedure
call (APC) from the kernel space, which will result in local privilege escalation.

Kernel driver operation: A vulnerability in a Huawei driver that allows an unauthorized
process to inject code inside other processes.

SlingShot (2018)*! Threat type: APT espionage
Technique:

Threat details: A loader called Slingshot replaces a system DLL called “scesrv.dll” with
its own (it will be loaded by Services.exe with SYSTEM privilege). For persistence and
privilege escalation, the malicious DLL will exploit a vulnerable driver to disable the Driver
Signature Enforcement (DSE) and load its own unsigned driver.

Kernel driver operation: The kernel-mode component does the following: Injects payload
to user-mode processes, hides/sniffs network traffic, hooks function for anti-debugging
techniques, receives code to execute in the kernel level, notifies user-mode components
of event-related processes.

Capcom'’s Street Threat type: Gaming-related

Fighter V (2016)*
Technique: Vulnerable supply chain

Threat details: An update that installs a rootkit that grants kernel-level privileges to
installed applications on affected computers.

Kernel driver operation: The rootkit disables the Supervisor Mode Execution Protection
(SMEP) feature in the operating system to execute malicious code. After which, it
reenables SMEP.
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Threat Name Threat Profile

DERUSBI (2015)* Threat type: APT espionage
Technique: Vulnerable driver

Threat details: This is a Derusbi server variant which has a largely unremarkable remote
access trojan (RAT). It supports basic RAT functionalities, such as file management
(uploading and downloading), network tunneling, and remote command shell.

Kernel driver operation: The driver hooks into the Windows firewall by either using
undocumented Windows Firewall hooking techniques found in Windows XP and older
versions, or by using the documented Windows Filtering Platform found in Windows

Vista and later versions. If a specific handshake occurs between the client and the server
variant, the remainder of the communication session for the established session will be
redirected. This allows an attacker to hide their communication within a cluster of network
sessions originating from a single IP.

Festi (2015)* Threat type: Botnet
Technique: Legacy systems

Threat details: A bot that implements a very powerful DoS (Denial of Service) engine and
sends spam messages. It is distributed mainly through a pay-per-install (PPI) scheme.

Kernel driver operation: The main module of the attack is responsible for Updating
the configuration data from the command-and-control server (C&C) and downloading
additional dedicated kernel plugins to be executed (these will perform all the DDOS and
spam attacks).

Turla (2015)* Threat type: APT espionage
Technique: Vulnerable driver

Threat details: An advanced malware with a sophisticated rootkit. It is based on a
distributed C&C architecture that can be used for a wide range of purposes, such as
cyberespionage or credential theft.

Kernel driver operation: The kernel component’s main functionality is to hide/protect its
user-mode components by modifying ntoskrnl.exe and ndis.sys in memory and creating a
new IDT entry.

Table 1. List of threats belonging in the first cluster

Threat Name Context

BURNTCIGAR Threat type: Ransomware
(2022)%
Technique: Signed driver

Threat details: A malicious actor that utilizes a Microsoft-signed malicious driver to try to
evade multiple security products.

Kernel driver operation: It terminates processes or services used by a variety of
endpoint security product vendors.
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Threat Name Context

NVIDIA breach Threat type: Ransomware
(2022)47.48
Technique: Leaked certificates

Threat details: Cybercrime group Lapsus$ breached NVIDIA to steal data and digital-
signing certificates.

Kernel driver operation: Credentials, source code, and two code-signing digital
certificates that have expired were leaked to the public

Fire-Chili (2022)*° Threat type: APT espionage
Technique: Signed code

Threat details: A campaign that mainly targets financial, academic, cosmetics, and travel
industries. It deploys a backdoor that is based on leaked GhOst RAT code and uses stolen
digital certificates on infected machines.

Kernel driver operation: The driver is digitally signed with stolen certificates from game
development companies. It uses Direct Kernel Object Modification (DKOM) and hides and
protects malicious artifacts from user-mode components.

HermaticWiper Threat type: APT wiper
Executable (2022)%
51,52 Technique: Getting CS certificate

Threat details: A wiper attack that targets Ukrainian organizations.

Kernel driver operation: The driver acts as a proxy that allows user-mode components
to write to certain sectors of the raw disk.

Daxin (2022)% Threat type: APT espionage
Technique: Signed code

Threat details: A backdoor that is used in a long-running espionage campaign against
select governments and other targeted critical infrastructures. It allows the attacker to
perform various communications and data-gathering operations on infected computers.

Kernel driver operation: The driver hijacks legitimate TCP/IP connections, reads and
writes arbitrary files, and starts arbitrary processes.

PurpleFox(2022)%% | Threat type: Cryptomining
Technique: Signed code

Threat details: An attack that takes advantage of an infected machine’s resources via
cryptocurrency miners.

Kernel driver operation: The driver stops security products’ mini-filter drivers, copies
and deletes files, installs services, and kills processes.
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Threat Name Context

FiveSys (2021)%6- 57 Threat type: Info stealer
Technique: WHCP signed code

Threat details: An attack that targets online games with the main goal of credential theft
and in-game-purchase hijacking.

Kernel driver operation: The driver is used to proxy traffic to internet addresses that
interest the attackers, protect user-mode components, and stop other malwares drivers
from loading in an infected environment.

DirtyMOE (2021)%8:%¢ | Threat type: Cryptomining
Technique: Signed code

Threat details: This campaign’s main goals are performing cryptojacking and launching
DDosS attacks on infected machines.

Kernel driver operation: The driver hides user-mode malicious activities and services. It
also executes commands received from the user-mode, such as writing to file system and
registry, killing processes, injecting arbitrary DLLs into targeted processes.

WHCP abuse Threat type: Gaming-related
(2021)80
Technique: Legitimately signed driver

Threat details: A campaign that targets gaming environments in China.

Kernel driver operation: Malicious drivers are used to spoof cybercriminals’ geo-
locations so that they can cheat the system and play from anywhere.

IceRat (2020)81 &2 Threat type: Cryptocurrency mining
Technique: Signed Driver

Threat details: This is a backdoor that enables illicit cryptocurrency-mining activities on
victim machines.

Kernel Driver Operation: Uses the WinRing0x64 driver that allows access to the kernel
space to read/write memory and access the CPU model-specific register (MSR).

TrickBot (2020)% Threat type: Botnet
Technique: Signed driver

Threat details: A firmware-level threat that is triggered by exploiting well-known
vulnerabilities. By implanting malicious code in the firmware, attackers can ensure that
their code is the first to run in an infected machine.

Kernel driver operation: It uses the REWEverything driver to directly access hardware
interfaces and search for well-known vulnerabilities in the firmware level, patch the
firmware, and maintain persistence on the machine.
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Threat Name Context

LuckyMouse Threat type: APT espionage
(2020)54
Technique: Signed code

Threat details: A backdoor that waits passively for the C&C server to connect to, two
possible communication channels, ports 3389 and 443.

Kernel driver operation: The driver decrypts and injects payload into memory. It also
filters traffic going through RDP (Remote Desktop Protocol) port 3389 and inserts the
Trojan’s C2 communications into it.

FK_Undead Threat type: APT espionage
(2020)5- €6
Technique: Signed code

Threat details: A multistage spyware threat that includes at least three different rootkit
modules.

Kernel driver operation: The drivers monitor all network traffic (inject script in
webpages), add proxy to browsers, stop other malware drivers from loading, protect
its registry, and monitor all access to HOSTS files then provide a malicious version of it
whenever svchost.exe tries to access it.

Winnti (2020)¢” Threat type: APT espionage
Technique: Signed code

Threat details: A backdoor that relies on a DNS tunneling communication channel
through a custom implementation of the iodine source code and uses a stolen digital
certificate to digitally sign their drivers.

Kernel driver operation: The driver is capable of injecting raw packets into the network
and receiving special formatted packets.

Autochk (2019)%8 Threat type: APT espionage
Technique: Signed driver

Threat details: A China-based threat actor that targets foreign embassies to collect data
on government, defense, and technology sectors.

Kernel driver operation: The driver redirects malware files to point to normal files (to
evade security solutions). It also hides network connections to the C&C server.

Double Dragon Threat type: APT espionage
(2019)8:70
Technique: Signed code

Threat details: A threat actor that targets industries such as gaming, healthcare, high-
tech, higher education, telecommunications, and travel services. it uses an exploit to gain
access to victims’ machines, then installs a backdoor on the compromised system.

Kernel driver operation: The driver conceals the network traffic and communicates with
the C&C servers.
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Threat Name Context

Scranos (2019)™ Threat type: Info stealer
Technique: Signed code

Threat details: A spyware campaign that aims to steal login credentials from browsers
and user’s payment accounts, exfiltrate browsing history, inject JavaScript adware in
Internet Explorer, etc.

The operation is based around a rootkit driver that was digitally signed with a possibly
stolen certificate.

Kernel driver operation: The driver injects the malicious payload inside a user-mode
process, it also installs other components on the infected machine to bypasses DSE and
PatchGuard.

Zacinlo (2018)™ Threat type: Ad fraud
Technique: Signed code

Threat details: A sophisticated piece of adware that generates revenue for its operators
and compromises the privacy of its victims.

Kernel driver operation: The kernel driver protects its user-mode component, also it
has the ability to terminates other processes that affect its operation and installs a man-
in-the-browser functionality to intercepts and decrypts SSL communications and inject
malicious scripts.

Table 2. List of threats belonging in the second cluster

Threat Name Context

CosmicStrand Threat type: Others

(2022)73
Technique: UEFI

Threat details: This is a UEFI firmware rootkit that is attributed to a Chinese-speaking
malicious actor, the long execution chain will result in the download and deployment of a
malicious component inside Windows.

Boot driver operation: This rootkit is located in Gigabyte or ASUS motherboard firmware
images. It hooks the windows boot manager to load its driver, which will communicate
with C&C server.

MoonBounce Threat type: APT espionage
(2022)74, 75
Technique: UEFI

Threat details: A threat activity that was discovered within government organizations in
the Middle East using a UEFI bootkit of its own to load its driver. The driver then injects
payload inside user-mode process to download other stages of the malware.

Boot driver operation: The UEFI firmware is used for persistent malware, and to deploy
malicious code that will be run after the operating system is loaded.
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Threat Name Context

System Threat type: Others

Management

Mode (SMM) Technique: UEFI

vulnerabilities in HP ) ) ] .

firmware (2022)7 Threat details: These high severity UEFI firmware vulnerabilities effect HP laptops and
desktops.

Boot driver operation: These UEFI firmware vulnerabilities can be exploited to locally
escalate to SMM privileges.

Lenovo UEFI Threat type: Others
firmware
vulnerabilities Technique: UEFI

(2022)77. 78
Threat details: These Lenovo UEFI firmware buffer overflow vulnerabilities can be

exploited to perform privilege escalation in infected systems.

Boot driver operation: These vulnerabilities achieve arbitrary code execution to disable
security-related features and hijack the operating system execution flow.

iLOBleed (2021)® Threat type: APT wiper
Technique: UEFI

Threat details: An attack that tampers with firmware modules and completely wipes data
from infected systems.

Boot driver operation: The malicious firmware disables DSE then loads an unsigned
driver, which injects the payload into user-mode processes.

ESPecter (2021)%° Threat type: APT espionage
Technique: UEFI

Threat details: This campaign bypasses the DSE to load a malicious unsigned driver and
perform espionage activities.

Boot driver operation: The malicious firmware patches the Windows Boot Manager to
disable the DSE and load an unsigned driver.

FinSpy (2021)8! Threat type: APT espionage
Technique: UEFI

Threat details: A spyware that is used for surveillance purposes and is distributed
through a single-stage installer.

Boot driver operation: The malicious UEFI loads the original UEFI and patches it in
memory. The patched UEFI hooks “PsCreateSystemThread,” decrypts the next stage,
and executes it.
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Threat Name Context

MosaicRegressor Threat type: APT espionage

(2020)2
Technique: UEFI

Threat details: This campaign targets diplomats and NGO members from Africa, Asia,
and Europe. It is aimed at espionage and data gathering.

Boot driver operation: The UEFI firmware is used for persistence and for deploying
malicious code that will be run after the operating system is loaded.

Lojax (2018)83 Threat type: APT espionage
Technique: UEFI

Threat Details: A campaign that uses a backdoor to target government organizations in
the Balkans as well as in Central and Eastern Europe.

Boot Driver Operation: The malicious UEFI/BIOS makes a copy of the legitimate file
autochk.exe then replaces it with malicious user-mode components.

MyKings (2018)%+85 | Threat type: Cryptomining
Technique: MBR/VBR/IPL
Threat details: It is a botnet that typically delivers cryptominers and RATs.

Boot driver operation: The bootkit used to avoid detection and establish persistence
that is difficult to remove or mitigate. This is done by hooking interrupt 15h and creating
a thread in the kernel for its shellcode. This shellcode creates device names used in
hundreds of antivirus products to prevent them from loading.

Platinum (2017)%® Threat type: APT espionage
Technique: Unified Extensible Firmware Interface (UEFI)

Threat details: This campaign targets victims from South and Southeast Asia that uses a
multistage malware infrastructure in its attacks. to steal sensitive intellectual property.

Boot driver operation: It uses a file-transfer tool that uses the Intel® Active Management
Technology (AMT) Serial-over-LAN (SOL) channel for communication.

rkloader (2015)%" Threat type: APT espionage
Technique: UEFI

Threat details: The malicious actors use an UEFI BIOS rootkit to enable their Remote
Control System (RCS) agent to stay within infected systems despite hard drive formats or
the reinstallation of the Windows operating system.

Boot driver operation: The UEFI BIOS rootkit is used for persistence.

Table 3. List of threats belonging in the third cluster
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Are the First Cluster Threats Still
Relevant?

Historically, the threats belonging in the first cluster were the most dominant in terms of numbers. The
BYOVD is commonly used because it allows malicious actors to find new vulnerabilities in third-party
Windows kernel drivers of all types across the whole software stack. This cluster can be used to piggyback
a custom malicious code into the Windows kernel or to disable security features and hinder KMCS from

loading other modules into the kernel.

Microsoft stated that they see around a million unique driver hashes through their telemetry every
month. These drivers can contain any number of vulnerabilities, and this excludes the malicious kernel-
mode code that malicious actors can implant in any of them. With minimal reversing efforts, finding
zero-day vulnerabilities can be trivial in OEM (Original Equipment Manufacturer) and third-party drivers.
Vulnerabilities have been found in kernel drivers’ modules from the biggest software vendors, including
Microsoft, Intel, and NVIDIA.

The advantage of this cluster from a malicious actor’s perspective is that it only requires a few primitives
to escalate privileges. On the victim’s side, preventing and detecting first cluster threats can be difficult
because there is a need for backward compatibility for the vulnerable drivers. Blocking such drivers
might even affect the system startup in case a vulnerable boot driver affecting the system boot process is
abused. However, these threats come at a cost as they are known to have some compatibility and stability

issues across different operating system versions depending on the found primitives.

According to Microsoft’s documentation, administrator-to-kernel — or the abuse of kernel drivers that
require administrator privileges to get access to the kernel — is not a security boundary.® This means that
from Microsoft’s perspective, the kernel boundary is defined as a non-administrative process isolated from
the kernel space. A vulnerable kernel driver can be abused to allow a hon-administrative user process to

violate this boundary.

In other cases, the vulnerable driver might also be exposing a generic interface while restricting its device
interface to system or administrator user accounts. This means that the vulnerable driver only allows

administrators to communicate with its interface. Microsoft and a significant number of software vendors
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would not consider this as a vulnerability per se, but malicious actors could still weaponize this capability
to load their malicious kernel modules that can tamper with protected security agents to impair defenses.
This pushes security solutions to rely on anti-tampering techniques to ensure that their critical kernel code

is not manipulated by malicious code via this route.

An example of how ransomware operators abuse exposed generic interfaces is the DoppelPaymer’s
using of the Process Hacker kernel driver to kill AV services. DoppelPaymer is a part of a larger trend of

various actors using this kind of kernel drivers to disable AV/EDR functionalities.?

Microsoft reacted to the surge of threats in this cluster and started to mitigate it by maintaining a blocklist
for vulnerable drivers.®® This blocklist is enforced by a core component in newer Windows versions that
used HCVI trustlet, a VBS-based technology. This shortens the lifespan of a vulnerable driver dramatically

and makes it extremely difficult to bypass the HCVI-enforced blocklist.

Microsoft Vulnerable Driver Blocklist

ft blocks drivers with security vulnerabilities from running on your

Figure 19. Microsoft enforces a vulnerable kernel drivers blocklist via HVCI VBS technology

Trend Micro solutions actively monitor all vulnerable kernel drivers that are observed to be used by
malicious actors and those that have been disclosed by the cybersecurity community. Figure 17. Shows
some examples of the common vulnerable drivers that are shared in some game hacking forums. These
vulnerable drivers can pose a security risk because threat actors will weaponize them in their attacks to

gain a kernel foothold.

1t
I

Some vulnerable drivers

Here are a few vulnerable drivers. No testing and PoC has been done on them. I kept some cool ones to myself (those are not listed here). Some might be 0days, didn't check.
Have fun

Drivers in this package:
Code

Description SHA256

1. Name
2. -
3. ADVE4DRV.sys

gent Direct I/0 for 64-bit Windows

gent Direct I/0 for 64-bit Windows 4045AE775598 1DBF13972451972E

erAgent Direct I/0 for 64-bit Windows 6948486954137987ABBE626C24CF594386960242CD7 51
t Direct I/0 for 64-bit Windows 8CB62C5D41148DE416@14F88BD1FDO33F

Direct I/0 for 64-bit Windows

Ltd D
Ltd

ASUST
ASUSTe
ASUST.
ASUSTe
ASROC
ASROC
ASROC

AsrAutoChkUpdDrv Driver
ASRock 10 Driver
AsReck IO Driver
Rk ything Read & Wi
A 10 Driver
Ri-Everything Read &

e Driver

Driver BAAFASFA7ACF69D46CS542985994FF5321F08424

RW-Everything Read & Write Driver 47FOBF7D36D824A8 A98916401A37 COFDS BA91FE311288
80F EDD137EA E] 41E601ADA73D5165DCDEEE27ERCEF
ATI Diagnostics Harduware Abstraction Sys 5C04C274A768COATDII3ESIBE 119
ek Computer I Default BI0S Flas 0640153302B88BEE27EB4F 1ECAGE550.
ASUSTeK Computer I Default 5105 Flas er 3326E2D32BBABD6SF EB60245O9AF(56CTE3924.
At Computer Inc. Default BI0S Flash Driver 36B9E31240ABA341873C70!

Figure 20. Vulnerable kernel drivers’ information published on a game hacking forum
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Vulnerable Driver Megathread

Collection of signed system drivers that let you read/write privileged memory or expose some other serious vulnerability. If the driver has input buffer validation for IOCTL codes please state so before submitting te the list.

ASUS

EIO64.5ys MmMaploSpace/MmUnmaploSpace
10Map64.sys MmMaploSpace/MmUnmaploSpace

ATSZI064.5ys ZwMapViewOfSection/ZwunmapViewOfSection/MmGetPhysicalAddress
Device Name: ""\\.\ATSZ10"

Map Physical I0CTL: 0x8807200C

Unmap Physical IOCTL: 0x88072010

Example: https://

atillk64.sys MmMaploSpace/MmUnmaploSpace/Mm Nor MmMapL
Device Name: "\\.\atillk64"
Map/Unmap IOCTLs; 0x9C402534, 0x9C402538, 0x9C402544, 0x9C402548
MDL I0CTLs: 0x9C40254C, 0x9C402558, 0x9C402560, 0x9C402564
Avast
aswVmm.STISSDT Hooking
Device Name: "\\.\aswvVmm"

Hook IOCTL: OxAOD0ES04
Example: https://

Biostar

BS_Flash64.sys MmuUnmaploSpace/MmMapLockedPages/E: ithTag/EXFr ithTag

Device Name: "\\.\BS_Flash64"
Map/Unmap IOCTL: 0x222000
Allocate IOCTL: 0x22203C

BS_I2c64.5ys MmMaploSpace/MmUnmaploSpace
.SYS MmUr /MmGetPhysicaladdress
BSMIXPG4.sys MmMaploSpace/MmUnmaploSpace/MmGetPhysicaladdress

Capcom
Capcom.sys MmGetSystemRoutineAddress

Device Name: "\\.\Htsysm72FB"
Execute IOCTL: 0xAA013044

Figure 21. A list of vulnerable kernel drivers per vendor

As previously mentioned, we expect that this cluster will decrease over time due to the increase in the
adoption of virtualization-based security features that can help mitigate multiple exploitation techniques
using vulnerable kernel drivers.® In addition, the enforcement of stricter rules that are compatible with
VBS technology in the kernel driver development process will help eliminate certain bug classes. Third-
party security vendors might also deploy their own custom hypervisors similar to Microsoft’s native
hypervisor used by VBS. This will allow their security solutions to provide better protection against first

cluster threats.
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The Second Cluster APT Case
Study

As discussed in the “How Mature Malicious Actors Adapted to KMCS” section, second cluster attacks
comply with the code-signing requirements that Microsoft requires. This gives malicious actors the
flexibility to compile kernel modules designed for very specific tasks and sign them with customized
drivers based on the current Microsoft kernel modules’ signing rules. Under this cluster, attackers can do

one of the following approaches:

1. Use acode-signing certificate that was leaked, stolen from a compromised environment, or purchased

from the underground market.

2. Obtain a new valid code-signing certificate by impersonating a legitimate entity and following
Microsoft’s process for getting the cross-signing certificate (back when Microsoft still allowed cross-
signing for kernel-mode code), abusing Microsoft’s portal for issuing signed kernel modules, and
purchasing valid code-signing certificates and/or EV (Extended Validation) certificates that are tied to

real identities from the underground market.

8

Advanced APT actors

l Use

Cluster 2 threats

Code-signing certificate Get your own certificate

!
= = B =
e Za  Ep  [Ea

Leaked Compromised Underground Get your own Abuse
certificate build environment market cross-signing Microsoft

[ (supply chain) l certificate portals

Usage overlap across different actors

Figure 22. A diagram showing the two approaches malicious actors can take when launching threats
belonging in the second cluster
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APTs Use Code-signing Certificates

Based on our analysis of historical data and intelligence feeds, Earth Baku or APT41 is one of the actors
that regularly used code-signing certificates to sign malware used in their campaigns. Most of the digital
certificates they used were valid, unrevoked digital certificates stolen from game development studios.
According to an advertisement in an underground marketplace post, the success rate of installing a
payload increases by 50% when signing files with valid digital certificates. We identified Earth Baku’s

objectives in opting to sign their malware arsenal in the user space or kernel space:
e | oad kernel modules in an environment with KMCS
e Ensure compatibility with targeted systems and to potentially avoid detection

e Significantly decrease the likelihood that a malicious payload would be detected and attract less

suspicion even when malicious payloads are detected

e (Circumvent automated scanning security solutions and bypass Windows group policies that restrict

unsigned code

Stolen Code-Signing Certificates

The first approach under the second cluster combines the benefits of buying a new certificate with having
an increased level of anonymity. Instead of malicious actors buying their own code-signing certificate,
they can just use someone else’s code signing certificate. Also, previous research efforts have also shown
that the Windows kernel driver loader will still load kernel drivers regardless if it is sighed with expired or
revoked certificates — several of which are already publicly posted especially in gaming forums. Moreover,
we observed that several exposed Amazon Simple Storage Service (Amazon S3) buckets that could be
scanned for private keys in specific file extensions, such as .pfx and .p12, using online scanner services

including GrayhatWarfare.®? This could eventually be used for malicious abuses.

It is highly possible that advanced threat actors adopt these two approaches to gain code-signing

capabilities:
e Directly targeting software vendors

° Targeting build systems to have a malicious code signed without stealing the actual certificate

(supply chain compromise)
e Stealing code-signing certificates from their build systems

° Using underground marketplaces services and public leaks

During a supply chain attack, malicious actors can compromise a software vendor’s build environment to

inject signed malicious code before it is compiled. Our investigation only found user-mode applications
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that have been signed using this approach. We have also observed that advanced cybercrime group
APT41 signs malicious updates with legitimate certificates. In this case, all updates were required to be
signed by the breached entity. This means that APT41 had to use the code-signing certificate to subvert
the update mechanism. Our analysis revealed that APT41 injected malicious code into the package prior
to compilation, circumventing the need to steal the code-signing certificate, after which APT41 compiled

the package on their own.

Although this same approach is theoretically possible to use for signing kernel-mode code if the underlying

build environment is compromised, we were unable to find any kernel modules in our analysis.

In APT41 operations that targeted the video game industry in 2018, the group used the same approach and
accessed production environments to inject malicious code into legitimate video game files to distribute
malware. The files were signed with valid code-signing certificates and were widely distributed to end
users. This most likely indicates that APT41 had access to the victims’ production environments, which
facilitated a supply chain compromise and the signing of malicious files using legitimate digital certificates
from the same compromised organization. The group’s distinct use of supply chain compromises and
its consistent use of compromised code-signing certificates show just how creative and well-resourced

these threat actors are.

APT41 is known for using stolen digital certificates from video game studios to sign their malware
components including malicious kernel drivers. The group was previously reported to have abused at

least 19 stolen code-signing certificates.

The problem in mitigating the threat of stolen legitimate code-signing certificates is that it is difficult to
just completely block all the executables that were signed with leaked or stolen code-signing certificates.
It is highly likely that these certificates were published years ago and have been used to sign multiple

legitimate modules during its entire lifetime.

A wide block strategy for stolen certificates is not a very practical resolution, which is why most malicious
drivers that have been signed with leaked certificates have low coverage by most antivirus solutions. Also,
certificate authorities are the ones responsible for revoking compromised digital certificates. Because of
this, response times can vary, and digital certificates can still be continuously abused long after they are
first identified to have been misused. Even if these code-signing certificates become expired or revoked,

they are still usable in kernel module signing activities.

Overlaps in Using Stolen Certificates

By abusing the trust between software vendors and certificate authorities, malicious actors can steal

private keys by compromising an organization’s infrastructure to access and steal code-signing certificates.

For example, APT41 used a code-signing certificate from one game publisher against other gaming
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industry entities. Another digital certificate from the same breached organization was used by several

other APT operators, including other China-based cyberespionage groups. This shows that there is an

overlap in the use of stolen certificates and how different threat actors share them with one other.

We observed another pattern related to stolen code-signing certificates used by different cybercrime

groups distributing cryptocurrency miners. Different malicious actors, such as those behind the FiveSys

rootkit and the Purple Fox malware, use stolen signature information to identify and block one another.*®

Zegost
InfoStealer

FiveSys Rootkit
l Blocks
N N N
HangZhou Shanghai Easy Shanghai Ocean
Certificate Certificate Link Certificate
-» T T PN
Signed b
s v Signed by
—
Driver.sys
CallDriver.exe _@_
Hidden RK
Main Backdoor Purple Fox
Rootkit (MSI)
Svchost.txt Signed by

PE Modules

Figure 23. FifveSys operators block stolen code-signing certificates used by Purple Fox operators

Source: Trend

Micro Research, News, and Perspectives®

The malware authors have |left debug messages revealing the list of signatures it monitors:

00000478

00000480

00000482

00000484

00000486

00000488

00000490

00000492

186.51918030

186.51918030

186.51918030

186.51919556

186.51919556

186.51921082

186.51921082

186.51921082

[MY-1]MD5-0:909F 343EAABFB4045A4BTD0O543TACO2B
[MY-1]MD5-1:A269121725987B766740D43964E83CF3
[MY-1]MD5-2:698FDB4FOAABAAGSFEBD3ETADA1 TF4D4
[MY-1]MD5-3:CETD7EEOT6AT4D3C53226508F6BBFF09
[MY-1]Sign-0:Zhang Zhenggi

[MY-1]Sign-1:Haining shengdun Network Information Technelogy Co., Ltd
[MY-1]Sign-2:SHENZHEN LIRINUOS

[MY-1]Sign-3:Shanghai easy kradar Information Consulting Co.Ltd

Figure 24. The FiveSys Rootkit’s block list includes the Shanghai easy kradar code-signing certificate
used by Purple Fox operators.

Source: Trend

Micro Research, News, and Perspectives®®
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Acquiring New Code-signing Certificates or
Valid Signatures

The second approach under this cluster involves malicious actors proactively acquiring code-signing
certificates on their own as part of the resource development phase (T1587.002). State-sponsored
threat actors who can afford this complex process are typically the ones who use this approach in their

campaigns.

An example of this second approach happened in 2021, when malicious actors submitted malicious third-
party-built drivers for certification through the WHCP portal.®® In December 2022, Mandiant published
a report stating how malicious actors abused the Windows Hardware Compatibility Program to sign

malicious drivers to kill EDR agents on endpoints.®’

This approach comes with a relatively high cost compared to other techniques. Buying one’s own code-
signing certificate might be a good option when it comes to targeted attacks and red teaming activities.
However, purchasing a code-signing certificate is not fool-proof, as these certificates can be fully revoked

by the certificate authority (CA) and will also require buyers to disclose their identities.

Figure 23 shows the evolution of Microsoft’s requirements for successfully signing and loading a kernel
module. An operating system milestone can be seen in the release of Windows 10, which was when it
stopped the use of cross-signing certificates and negatively affected malicious actors who used such
certificates in their low-level attacks. Since the acquired certificate is cross-signed by a certificate
authority that Microsoft trusts, this ensures that no malicious actor could tamper with the kernel code and

that Microsoft trusts that you are who you claim you are.

Signature requirement to load kernel modules
Windows Vista 32-bit

Windows Vista 64-bit

With cross-signing Windows 7
Windows 8
Windows 81
- T - +  Without cross-signing
Microsoft Extended i
Validation (EV) Windows 10

portal
submission

cross-signing Windows 11

certificate

Figure 25. Microsoft kernel code signing requirements
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Operating system Signature requirement

Windows XP None

Windows Vista 32-bit None

Windows Vista 64-bit Microsoft Code Verification Root (MCVRO certificate and SHA-1

Windows 7 MCVR and (SHA 1 or KB3033929) & SHA-2
Windows 8, 8.1 MCVR and SHA-256
Windows 10, 11 MCVR, SHA-256, and Portal

Table 4. Windows kernel code-signing conditions

Requirement Description

MCVR In the tables above, MCVR means the kernel module signature’s

chain of trust must go back to the Microsoft Code Verification Root
certificate, or some other certificate that the kernel trusts. Any signature
that goes through the WHQL process should already satisfy this
requirement. This means that the kernel does not have access to the
Trusted Root Certification Authorities list. A cross-signing certificate
is typically needed to satisfy this requirement.

Portal Microsoft announced on April 1, 2015, that all new Windows 10

kernel mode drivers must be submitted to and digitally signed by

the Windows Hardware Developer Center Dashboard portal. For
backwards compatibility, Windows 10 will still allow kernel mode
drivers with signatures from older certificates under certain conditions,
but this requires an older certificate, so it is not very practical. The
portal only accepts driver submissions that are already signed with
an EV certificate, which is typically more expensive than a normal
certificate.

SHA-1 A signature must be present and it must not use SHA-256. This applies
to the signature of the kernel driver itself and the signatures that secure
the chain of trust to a certificate.

SHA-256 SHA-1 will eventually not be a trusted hash in Windows. The operating
system will use SHA-256 (or higher) for everything, including the file
digest, main certificate, timestamp digest, and timestamp certificate.

Table 5. Description of each kernel code-signing requirement
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By requiring kernel driver modules to be submitted to their portal, Microsoft proves that they want to
ensure the quality of the code that will be loaded in the kernel. Microsoft will only add their signature if all
of their requirements are met. For this purpose, an additional EV code-signing certificate will be needed
to send a submission to their portal. The EV code-signing certificate is expensive and will complicate the
process for malicious actors who are thinking of abusing this process, as it comes with a USB hardware

token that is difficult to copy.

Underground Marketplaces (Certificate-as-a-
Service)

EV certificates are a popular commodity across underground markets, especially since these EV certificates
can be used by malicious actors to load malicious kernel modules into recent Windows releases and
bypass most security solutions. These can assist threat actors in conducting bigger attacks that include

a legitimately signed kernel module.

This section shows an example of a malicious actor that specializes in selling EV certificates in underground
marketplaces. The actor offers EV code-signing certificates issued by the DigiCert and Sectigo digital
security companies, and allegedly could provide a certificate issued from a custom publisher name for a
higher price. This actor maintains a positive reputation on the underground forum with multiple positive
reviews at the time of writing. The malicious actor most likely used either fake companies or stolen

information from real companies to obtain certificates from certificate authorities.

HermeticWiper is a recent example of a threat that confirms the use of legitimate company data to obtain
a code-signing certificate.®® *° This malware had been signed using Hermetica Digital’s digital certificate,
which is a small business specializing in videogame design. The company reported that they had nothing
to do with the attack, stating that they never sought a digital certificate and had no idea one had been

issued to them.

The EV certificates that malicious actors offered copied them on USB tokens, which they offered to ship
to customers. Code-signing certificates issued with custom company names cost US$15,000, based
on the claims of some malicious actors. Malicious actors also claimed that these certificates’ life spans

depended on how they were used: some certificates could last from a week to a year.
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We are selling EV code-signing certificates available in stock or have them issued to order.
EV Code Signing Certificate for sale.
47Here's a Telegram channel where we will publish information on available certificates. Join it
Created a channel where infermation on the sale of cerfificates will be published. Follow.
https:/
Item and cost

EV Code Signing certificate: USD 4,000 and up (it takes 2 to 4 weeks to get one issued)

EV Code Signing Cerdificate - from $ 4000 (production time 2-4 weeks)

Having the certificate put on cur USB Token and delivered within Russia costs USD 350
* Get a USD 50 discount for a review.
* EV certificates require a physical USB token.
* 50 § discounl per review
* EV certificates require a physical USB token
Tokens that are suitable for EV certificates:
USB tokens for EV cerlificate:
SafeNet eToken 5100
SafeNet eToken 5105
SafeNet aToken 5110
SafeNet eToken 5200
SafeNet eToken 5205
SafeNet eToken PRO 72K
SafeNet eToken Pro Anywhere
iKey 4000
A certificate can be issued in a specific company name. The conditions are negotiated on a case-by-case basis

Registration of code signing certificates for a specific company name is possible, conditions are discussed individually.

Contact details
Telegram: @
(Add a message with the username to your 'Favorites' and follow the link. Thus, you will be able to avold fake accounts.)

Jabber: provided on request

Contact us; we'll be glad to cooperate with you!
We will be glad fo cooperation!

What is a certificate for?

EV Code Signing certificates are specialized digital certificates that can be used to sign software, various scripts, applications, macros, etc in order to avoid copyright issues.
- [The certificates are used] for executable x86/x64 files (exe, .cab, .dll, .msi)

- for drivers, including the enes for Windows 10

- for VBA macros and JavaScript scripts

Figure 26. An underground marketplace post selling EV certificates

Aside from purchasing EV certificates from underground marketplaces, malicious actors also abuse
unsecured hardware tokens to get EV certificates, impersonate the identity of the company, and use them

in their attacks.

By analyzing related services offered in underground forums and channels, we found that the most

common service was selling code-signing certificates and EV certificates.

Selling code signing certfifcates
and EV certificates

41%

Selling malwares with IPL/
firmware/MBR related capabilites

29%

Selling vulnerabilities in asigned
windows kernel driver

27%

Abuse of Windows Hardware
Compatibility Program.

3%

Figure 27. An analysis of related services offered in underground forums and channels

50 | An In-Depth Look at Windows Kernel Threats




Conclusion and Future Predictions

From the analysis of the major threats that affected the Windows kernel trust model over the past seven
years, we noticed that the threats that involve low-level components are evolving rather than completely
disappearing. The transformation of these threats is mainly induced by the innovative modern security
mechanisms that were built into the modern Windows kernel. Despite these advancements in technology,
based on our analysis, it still only takes one bypass to compromise the whole software stack. Hence, it
is important to understand that these built-in technologies are not bulletproof when it comes to detecting

and thwarting new threats that are continuously progressing alongside the operating system.

Advanced and mature threat actors are still actively seeking high-privilege access to the Windows
operating system. And these attackers use techniques that attempt to combat the increased protection
on userland processes via endpoint protection platform (EPP) and endpoint detection and response (EDR)
technologies on users’ desktop or servers. Because of these added layers of protection, attackers tend
to opt for the path of least resistance and get their malicious code running from the kernel or on a lower

level. This is why we believe that such threats will not disappear from threat actors’ toolkits anytime soon.

After clustering all of the published kernel threats into three main groups, our analysis showed that several
clusters are more likely to become obsolete in the future. Meanwhile, as attackers focus on shifting
the initial infection point in the software stack just below the defensive mechanisms to bypass security

features, other clusters are expected to increase in time.

Malicious actors will continue to use rootkits to hide malicious code from security tools, impair security
defenses, and fly under the radar for long periods. Rootkits will continue to be used primarily by highly
qualified groups that have the skills to reverse low-level system components and the required resources
to develop such tools. These groups have sufficient financial resources to buy rootkits on the dark web or
buy code-signing certificates to build a rootkit. This means that the main danger of attacks involving these
kinds of rootkits lie in their ability to hide complex targeted attacks that will be used early in the kill chain.

This will impair defenses before the actual payloads are launched in victim environments.
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