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Multiculturality and Linguistic Diversity

The English-speaking cybercriminal underground has been a major issue for cybersecurity professionals and law enforcement

agencies worldwide. These forums — which we define as those with more than 50% of content in English and are listed in Link Base (a
website that lists hacking and security forums by language) — have historically served as hubs for trading illegal goods and services,
including stolen credit card information, hacking tools, and services. Over the last decade, technological advancements and law

enforcement actions have reshaped this ecosystem, though pricing remains similar to 2015.

Drugs are no longer offered in these forums, unlike in 2015. Access-as-a-service now accounts for 50% of the threads, while

crimeware remains 15%. CAV tools are scarcer.

@ Drugs 62%
@ Stolendatadumps 16%

Crimeware 15%
Fake documents 4%
® Weapons 2%
@ Murder for hire 1%
@ Access-as-a-service 50.2%
® Crimeware 14.7%
® Hosting Services 13.1%
® Social Media Services 7.0%
Social Engineering Scams 6.1%
Artificial Intelligence 2.4%
® Phoneand 1.9%
Telecommunication Scams
® Refunding 1.8%
@ \Vulnerabilities 1.5%
® Cashout 11%
@ Fake Documents 0.1%
@ Cryptocurrency mixers 0.1%

Figure 1. Distribution of products and services in the North American underground in 2015 (top) and in 2024 (bottom)

While English-language forums remain critical to this ecosystem, there is a growing trend of overlap and convergence with other

languages and cultures — a clear shift compared with 2015. A key driver is the strategic efforts of law enforcement.
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Coordinated international operations have dismantled many prominent English-speaking forums, forcing cybercriminals to migrate
to jurisdictions with more lenient cybercrime regulations. These jurisdictions often host multilingual forums, encouraging a

convergence of cybercriminals from diverse linguistic backgrounds.

This trend is driven not just by legal pressure but by the global nature of cybercrime. Cybercriminals seek environments that provide
anonymity and protection from prosecution, leading to forums once dominated by Russian speakers to become melting pots for

cybercriminals worldwide.

One notable trend since our 2015 report is the use of Telegram. In the past, English-based forums would disclose detailed service
descriptions and pricing. Now, many advertisements ask buyers to join Telegram channels for transactions, offering more secure
communication without revealing Bitcoin addresses, emails, or Jabber IDs that could be used to identify the seller. Despite the arrest
of Telegram’'s CEO, most users believe the new rules won't affect them. Alternatives like Signal have been mentioned, but we have

not seen widespread adoption.
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New Trends Observed in Dark Web
Marketplaces

According to the 2024 World Cybercrime Index (WCI), Russia, Ukraine, and China are the top countries where cybercrime originates,

followed by the US, Nigeria, the UK, India, Romania, North Korea, and Brazil.

A metric used in WCI, the Technicality score (T-score), measures cybercriminal skill levels based on the top 15 countries. Russian and
Ukrainian cybercriminals lead in technical expertise, whereas those in Nigeria engage in less technical forms of cybercrime. These
findings mirror our own, showing that the English-speaking underground is not as technical as its Russian counterpart in threats like

ransomware and exploits.

CYBERCRIME INDEX

Ranking countries by cybercrime threat level

Country Country
Russia Iran

Ukraine Belarus

China Ghana

United States South Africa
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Top 20 countries in the World Cybercrime Index (WCI). Credit: Pippa Havenhand

Figure 2. Top countries by cybercrime threat level according to the WCl report

Source: Pippa Havenhand, University of Oxford

In the past, new marketplaces emerged to replace those shut down by law enforcement. However, as of this report, we define
marketplaces as places that offer mostly illegal products and services in exchange for payment with the use of TOR. and following

the closure of Hydra Marketplace and Nemesis as well as Incognito's exit scam, there is no dominant marketplace.

A dark web market operates as a black market for illegal goods and services, such as drugs, weapons, counterfeit currency, stolen
credit card details. Hydra Market, the largest and oldest darknet marketplace, was shut down by German authorities in 2022. In

March 2024, they also dismantled Nemesis along with its digital infrastructure.
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During the same time, Incognito’'s administrators executed an exit scam. They revealed that the messages were never encrypted
and demanded payment from users to prevent the publication of all 557,000 orders and 862,000 cryptocurrency transaction IDs.
The extortion fee was determined by the vendor's status level within the marketplace. Level 1 vendors were required to pay USS$100,

while level 5 vendors faced a payment of up to US$20,000. The admins were later arrested in May 2024

Expecting to hear the last of us yet?

We got one final little nasty suprise for y'all.

We have accumulated a list of private messages, transaction info and order details over the years. You'll be surprised at the number of
people that relied on our "auto-encrypt”™ functionality. And by the way, your messages and transaction IDs were never actually deleted after
the "expiry”...

SURPRISE SURPRISE !!!

Anyway, if anything were to leak to law enforcement, I guess nobody never slipped up. We'll be publishing the entire dump of 557k orders and
862k crypto transaction IDs at the end of May, whether or not you and your customers' info is on that list is totally up to you. And yes...

YES, THIS IS AN EXTORTION !!!

As for the buyers, we'll be opening up a whitelist portal for them to remove their records as well in a few weeks.

Thank you all for doing business with Incognito Market

Figure 3. The message left by the Incognito admins to their users

In 2015, popular marketplaces sold ATM malware, keyloggers, stolen account sales, and other kinds of malware. Now, English-
speaking marketplaces primary deal with illicit drugs. Stolen accounts (e.qg., streaming services, VPNs, cards) are priced similarly to
those on non-Tor sites, rendering dark web marketplaces less advantageous except for drugs. The sale of weapons was common in
2015, but we found no listing in our research. The sale of drugs is a concern as it has significantly grown, with 2022 sales reportedly
exceeding USS470 million.?

Law enforcement has taken steps, including an international crackdown in 2021 that led to the arrest of 150 individuals and the
seizure of over USS31 million in assets. Despite these efforts, dark web marketplaces continue to adapt, reappearing under new

names or migrating to different platforms, posing ongoing challenges for authorities.?

Another trend observed is complex CAPTCHAs on many marketplaces. CAPTCHA helps prevent bots, spam, and crawlers from
accessing the site. The types of CAPTCHA vary, including geometric puzzles and image recognition. Some, like on the Torzon
marketplace and Dread forum, use a circle that moves to different characters as more information is entered. Some websites
request users to fill in characters, with highlighted characters based on the correct URL of the site. If the user encounters the wrong

mirror or site, the CAPTCHA cannot be completed, preventing the user from entering a scam or copycat site.
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Click into the circle with a cut

TorZon

Térzén

since 2022

You Got That Wrong. Try again

UL

Figure 4. Examples of CAPTCHA employed by dark web marketplaces

& FEATURED LISTINGS

28 Grams Cocaine (FE Listing) Bad Apple - Connected (Branded Wizard Tier) 3.5G WHITE LOTUS 93% FISHSCALE COLOMBIAN COCAINE

Cocaine = - Buds & Flowers Cocaine
Sold by: CokeMonk (1068) ~ Sold by: PotPacks (1096) Sold by: JOYinc (808)
Feedback Vendor Lvi Feedback Vendor Lvi Feedback | Vendor Lvi
D |
Ships From: Ships From: Ships From:
USD 691.00 [ USD 70.00 USD 170.00 United States
View Product — View Product —> View Product —>
|| 1G || COCAINE - XM - PURE IMPORT | AUS->AUS || (500) $0.90ea - Adderall B874 30mg IR (Instant Release) US Adderall IR 30mg x25 EXPRESS SHIP

Adderal & Vyvan... Adderal & Vyvan...

Cocaine
Sold by: FamilyGuy (230) Sold by: addyrus (965) Sold by: superwave (646)

Feedback Vendor Lvl Feedback Vendor Lvi Feedback Vendor Lvi

oo |
E = ) Ships From: Ships From: | Ships From:
_ USD 183.08 e USD 462.00 G ; USD 110.00 |

View Product — View Product — View Product —»

(28g $16/g) Pure MDMA Champange / Light - Dutch Imported (14g $10/g) Pure MDMA Purple - Dutch molly / ecstasy SPECIAL OFFER 3 G MEXICAN FISHSCALE COCAINE
++COMES IN ROCKS USUAL PRICE £115 HURRY

- ecstasy/molly

‘M MDMA UDAA " F 4 Cocaine
SN Sold by: addyrus (965) Sold by: brainblast (15) ‘ Sold by: CharlieUK (456)
Feedback Vendor Lvl Fbck Vsnd‘or L [ Feedback | Vendor Lvl
08.45 % N il 99.48 % | (5]
= Ships From: b 3
Ships From: LT USD 153.00 i Ships From:
USD 460.00 — USD 132.85 [United Kingéom

View Product — View Product — View Product —>
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Home lnncrunclmuli. FQI!IGM' My wallet Support

PRODUCT CATEGORIES Showing products: category Opicids. Views:

18990 laft | 0 sold
pe—

BITCOIN PRICE

$5.00

89998 latt [ 0 sold 3000 Ieft/ 0 sold
engr Lt vangar et

o i ke

Figure 5. Examples of products sold in the Abacus (top) and MG (bottom) marketplaces

These are some of the popular sites we researched:

- Abacus Market: Established in 20271, it features such as Drugs & Chemicals Counterfeit Items, Digital Products Fraud, Guides &
Tutorials, Jewels & Gold, Carded Items, Services, Software & Malware, and Security & Hosting. Drugs dominate the site, with all

featured listings related to drugs.

+ TorZon: Launched in September 2022 as an English Marketplace, it includes sections such as Drugs (Psychedelics, Stimulants
THC), Fraud, Hacking, Digital Goods Counterfeits, Carding Ware, Services, Guides & Tutorials, Security & Hosting, and Software &

Malware.

- MGM Grand: Launched in April 2021, it is the first dark web market with a mobile-friendly interface, making it easier for buyers
to access it from mobile devices. It primarily sells drugs like antidepressants, tranquilizers, benzodiazepines, research chemicals,
marijuana, and MDMA. It also features some digital goods, guides/tutorials, and leaked data. Listings on MGM Grand Market span

various categories, including Fraud, Drugs, Digital Goods, and Guides & Tutorials.
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Services Offered in Underground Forums

Phone and text scams

In 2015, phone scams were not prevalent but has since become popular as phone usage” increased worldwide, with 8.58 billion
mobile subscriptions in use in 2022. Telecom providers do not usually block text messaging, and most people do not have any SMS

text filtering software on their mobile device. According to Robokiller, 9.2 billion spam texts were sent in July 2024 in the US alone.>®

Text message services

SMS services include bulk messaging, one-time password assistance, and disposable numbers. Cybercriminals often use disposable
numbers for various activities because they can register accounts without worrying about being traced. These types of services help
circumvent the SMS verification mechanisms widely used by online platforms to authenticate new accounts. Mobile phone numbers
can be provided for one-time use or monthly rentals, with numbers available from many different countries. One-time passwords/

activations via SMS range from USS$20 to USS300 per year, depending on the country.

We also saw services for SMS spoofing, which works by manipulating the sender ID of a text message to make it appear as if it was
sent from a different phone number. This can be done using various online services that allow users to send text messages with
a fake sender ID. Prices for bulk messaging varied by country but mostly started as low as USS0.01 per text but it can be pricey if

sending thousands per day.

VERIFIED' @ SMS ACTIVATION SERVICE! (Google, WhatsApp, Telegram etc.) %

VERIFIED SELLER

Jun 27,2024
9

% SMS message activation service -
# Receive sms to more than 200 famous services (Google, Telegram, WhatsApp, Instagram etc.)

‘We offer:

- Best prices on many popular positions

- High selection of countries

- Big volumes of numbers supplied

- 24/7 support

- Individual conditions for wholesale clients

mm Facebook - from $0.01

s Google - from $0.02

= Tinder - from $0.06

We are added to all major autoregisters. Standard API for integration into autoregisters.

Various payment options, from cryptocurrency to bank cards.

® Website address: https:/aa.
® support in TG: https://t.me/|

'We are ready for long-term and fruitful cooperation! Thanks.

Figure 6. Advertisement from BlackBones offering SMS verification services
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Gold BULK SMS Spam | SMS Spoofing Gateway | WORLDWIDE | Competitive prices!

-
L]
* Re
*
o Cu

TSI EERTS!

https:/t.me/

Figure 7. Spam and spoofing services advertised on Sinisterly, with prices starting at €0.004 per message

Jun 10, 2024

- we offer OTP, Service Rental and Long Term Rental SMS Services
. Info
- All SIM cards are physical cards, so they work with any service
Newbie - WE DONT USE VIRTUAL NUMBERS
- Every phone number is only used once, we don't sell anything double
Jun6,2024 - For bulk inquire we can give you customize pricing offers

m}
=3 44 - APl available
0: 3

... How to start with us

1. Sign up with your e-mail

2. Add credits with Stripe or your favorite cryptocurrency

3. Start using the Service:

A) Short Term: Activation (OTP)

B) Long Term: Rent Service (renting a single Service) or Rent Number (renting the Whole number)

Deposit
- Creditcard
- Bitcoin (BTC)
- Ethereum (ETH)
- USDT (TRC20 and ERC20)
- Litecoin (LTC)
- Tron (TRX)
- Monero (XMR)
- Matic
- BNB
- USDC (ERC20)
-SOL

Figure 8. Advertisement on Black Hat World offering monthly SMS rentals for long-term use
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iPhone scams and iCloud unlocks

In our 2017 research’ about the tools used to break into iCloud accounts to unlock stolen iPhones, such services at the time were
widely advertised on both the underground markets and social media platforms like X (formerly Twitter). By 2019, discussions about
iCloud unlocking services in the cybercriminal underground peaked, with around 900 postings in a single year. However, the release
of i0S 14 and iPadOS 14 on September 16, 2020, introduced security features that made it harder to unlock iCloud-locked phones.

Since then, fewer than 500 discussions about "“iCloud unlock" have surfaced.

While we found free tools offering unlocking services, they lacked reviews verifying their effectiveness. With Apple continuously
improving security and reliable unlocking software becoming scarce, we have observed a rise in incidents where victims are forced
to surrender their phones and passcodes before the thief flees. We do not expect iCloud unlocking tools to regain popularity any

time soon.

= IPHONE ICLOUD UNLOCK TOOL # BYPASS HELLO & PASSCODE “\ EASY METHOD '+ SELL LOCKED IPHONES 2772 MAKE HUGE MONEY

0 PM

| am sharing with you a tool that will help you unlock your

iPhone.

Features:
Perform a bypass without signal for devices stuck on the Hello screen.
Execute a bypass with signal for devices that are passcode locked.
The tool supports i0OS 12 to 16.4 and devices from iPhone 6S to iPhone X.

For WiFi devices stuck on the Hello screen, you can change the serial number for the bypass to work.

Figure 9. Free iCloud unlock tool for iOS 12 and above, as advertised on the Nulled forum in 2024

Other Services Peddled in the Cybercriminal
Underground

Access as a service

Our 2021 research® explored the thriving business of access brokers, who sell leaked credentials or direct access to corporate
systems to other criminals. For example, ransomware attackers no longer need to exploit vulnerabilities or send spam emails to gain

initial access to the system. They can simply buy their way in.

Access brokers offer what we call "access as a service,” which provide other malicious actors with a way into corporate networks for
a price. This new underground marketplace creates a disconnect between an initial corporate breach and the subsequent attacks

that follow days or even months later.

Bridging Divides, Transcending Borders:
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There are three main types of access brokers:
- Opportunistic sellers focus on making a quick profit and do not spend all their time on gaining access.

- Dedicated brokers are sophisticated and skilled hackers who offer access to a range of different company networks. Their services

are often used by smaller ransomware affiliates and groups.

- Online shops offer RDP and VPN credentials. They guarantee access to a single machine rather than an entire network or
organization. However, they provide an automated way for cybercriminals with lower skills to purchase access. Users can search

by location, ISP, operating system, port number, admin rights, or company name.

Prices vary depending on the type of access, e.g., single machine, entire network, the company’s annual revenue, and the amount of

additional work required by the buyer.

RaidForums and BreachedForums were notorious hacking and data leak forums known for hosting, leaking, and selling data stolen
from breached organizations. RaidForums was seized by law enforcement authorities in 2022. However, listings offering copies of

the RaidForums databases that were previously available for free on their site can still be found in the underground.

BreachForums was created to replace RaidForums. Before its shutdown, the website had over 340,000 members. BreachForums
was shut down in May 2024 and has been relaunched twice since. The only dominant English-speaking underground forum with the

same popularity and listings for stolen databases continues to be relaunches of BreachForums.

We found one leak site, leakbase.io, with around 76,000 registered users, offering free stolen databases, similar to how RaidForums
functioned. However, to view the download links, users must purchase viewing credits or pay a fee starting at US$S300 for VIP access
or USS500 for access to the forums and a link to download a collection of 3TB of databases curated by the forum admins. We also

found a site, Breachbase, which is a paid, searchable site for leaked databases with prices starting at US$4.99 a month.

BreachForums and its relaunches' listings can be compared with the Russian underground forum Exploit. Access-as-a-service
offerings can demand prices over USS$10,000 on both forums. For brokers that list prices, we found that access to billion-dollar
revenue companies is sold for around US$20,000 and up. Companies with revenue of USS1 to USS5 million were sold for under
USS1,000. Prices for companies with smaller revenues can reach thousands of dollars if the company is of high interest, such as

those in countries experiencing war or civil unrest.

Sample Offering Price

RaidForum databases Free

RDPs USS$8 and up (monthly)
Chemical manufacturer in Israel US$2000 (one-time fee)
A billion-dollar company in Australia US$20,000 (one-time fee)
A government agency in South Korea USS$500 (one-time fee)
An electricity, oil, and gas production company US$20,000 (one-time fee)
Full network access to a Polish company US$2500 (one-time fee)
A telecommunications company in Taiwan US$2000 (one-time fee)
An architecture and planning, engineering and US$600 (one-time fee)
design, and construction company in the Netherlands

Bridging Divides, Transcending Borders:
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Sample Offering Price

A healthcare service company in Maryland, US USS$600 (one-time fee)
Romanian population data US$50,000 (one-time fee)
58K lines of Uganda's top customs taxpayers Us$2000

A holding and conglomerate company in the US US$3,000

Table 1. Sample pricing for access-as-a-service offerings

Some prices on BreachForums are like those on eBay where a person can place a minimum bid or pay the buy-it-now price. One
example is a Romanian population database, with a minimum bid of US$1,000 and a buy-it-now price of US$50,000, paid in

cryptocurrency. Sellers on the Russian forum Exploit also use a similar style of bidding for access-as-a-service offerings.

Full Databases From Raidforums 2020 | Full Dump | 500G & sqll| @ Dehashed | & Cloud

® Oct » #hacking

& sqll ®Dehashed | @&cloud Full Databases From Raidforums 2020 | Full Dump | 500G

General data leak containing some of the other leaks below and many others, check the torrent listing.
Size: 427.63GB
Magnet link:

Costs 2 #CR

Aug 7,2023

42

Figure 10. Free RaidForum copy of leaked databases from 2020
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enNorass French Medical Records Database Of Covid

Jun

French Medical Records Database of Covid

Victim: French Central Laboratory (COVID 19 RECORDS)

Information: All information like name,birthname firstname,phone,mail,adress,faxsocial situation,etc...
COUNTRY: FRANCE

DATE: 19/02/2021

RECORDS: 491,842

i ]

Patient;Mail Patient;Adr. Commune Patient;Code Commune Patient;Nom Commune Patient;Code Postal Patient;Bureau Distributeur Patient;Date de Nais:

Figure 11: Sample Leakbase database offering of French medical records

In 2015, the average price of RDP access was between USS10 and USS25, depending on the target region, victim type, and access
rights. The cost of accessing hacked site management portals (cPanel) ranged from USS3 to USS5. In 2024, these prices remained
stable, with monthly plans starting at around USS$8. However, there has been a shift in the platforms where these sales occur.
Previously, RDP sales were primarily found in dark web marketplaces. By 2024, these are now more commonly found in English

underground forums, with many sellers creating their own shops.

We sell RDP in 1 hand
only fresh materials

J 2/8 2/16 4/32 4/64
el Country:USA EU
20 /' Price:8$10$15$,25%

28

Last edited: Feb 7,

J Like <3 Reply

Figure 12. RDP sales from the Cardpro forum, with prices starting at $8 a month

Al and GenAl offerings

The cybercriminal world is no stranger to Al and generative Al° (GenAl), and over the past two years'®, we have investigated” their

abuse. Not much has changed since May 2024, but we also made notable findings.

Interest in GenAl in the underground has followed the public hype, as evidenced by new sections on underground forums dedicated

to Al, such as the English hacking forums Hack Forums, which now has a section called "Dark Al,” and Black Hat World, which has

Bridging Divides, Transcending Borders:
The Current State of the English Underground

Page 14 of 66




the section, "Al - Artificial Intelligence in Digital Marketing". Malware developers tend to abuse ChatGPT to generate code snippets
faster than they otherwise could. Based on our observation, they typically ask ChatGPT for certain functionalities. They would then
incorporate Al-generated codes into malware or other components. As of now, we have not seen any GPT platform fully create a
working malware code. In April 2024, researchers discovered phishing emails with a malware dropper whose code had clearly been

generated by Al, as it contained a hashtag followed by hyperspecific comments about what the component achieved.”

Cybercriminals "jailbreak” ChatGPT to remove censorship limitations. ChatGPT and many other GPT tools are programmed with
safeguards to prevent them from replying to illegal, harmful, and controversial topics. Some individuals in the underground
community are focused on creating, finding, and sharing jailbroken versions of ChatGPT, both free and paid, that can bypass the
chatbot's censorship limitations. ChatGPT supports many languages, which is an enormous advantage to spammers who need to

create persuasive texts to fool as many victims as possible.

WormGPT was one of the most popular Al services that gained attention in 2023. It was first announced on Hack Forums in March
2023, with its goal of generating fast and stable replies, having unlimited characters, sidestepping censorship, and having a strong
focus on privacy. The service was officially released to the public in June 2023 via a promotional post on Hack Forums. However,
sales of the service came to a halt on August 8, 2023, due to excessive media exposure, which resulted in bad publicity. Since then,

many threads have advertised WormGPT-like tools, with copycat versions being sold or claiming to develop a better WormGPT.

WormGPT - The biggest enemy of the ChatGPT - JUST RELEASED|

Figure 13. Original WormGPT advertisement on Hack Forums from a June 2024 posting
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WormGPT Reborn in prograss

7

Hey e one. I just created this account to all k t coding a similar tool to WormGPT at this moment. I got in contact with last a few months
ago and he told me the best direction to C t and /e e frontend source. Right now, it i | not as good as wormgpt was
when it was launched, but Im trying my best. I will be posting updates here to let you all know how it is going! I have no ETA for releasing it. Will be posting a
few screenshots in a few hours

Figure 14. A seller advertising the rebirth of WormGPT on Hack Forums

is back
We are officially back only on leet community for now.

Verified Seller

/% Lest Worker

L
$36,450.0

Behold the extraordinary power of Worm GPT, ChatGPT 3.5, and the mythical jailbroken version of
ChatGPT 4 tailored specifically for pentesters. Brace yourself for an unparalleled journey into the
realm of Al-driven penetration testing!

ﬁ? Unlock the Forbidden Gates: Step into the realm of untamed Al potential with Worm GPT,
ChatGPT 3.5, and the enigmatic jailbroken version of ChatGPT 4. Break free from the shackles of
conventional Al restrictions and delve into the depths of true Al power.

' Empower Your Pentesting Arsenal: Harness the untapped capabilities of Worm GPT and
ChatGPT 3.5 to augment your penetration testing endeavors. Unlock a wealth of knowledge,
sophisticated vulnerabilities, and innovative exploits to breach even the most fortified systems.

@ Al-Powered Hacking Wizardry: Witness the marvel of Al-driven hacking as ChatGPT 3.5 and
the jailbroken ChatGPT 4 version provide you with unprecedented insights, suggestions, and
exploit possibilities. Unleash the limitless potential of Al to uncover vulnerabilities and outsmart
your targets.

Fﬂ Stay One Step Ahead: With Worm GPT and the jailbroken ChatGPT 4, you gain an unfair
advantage in the ever-evolving world of cybersecurity. Stay ahead of adversaries by leveraging
Al's unparalleled ability to identify vulnerabilities and propose ingenious attack vectors.

Figure 15. An advertisement on Red Team for a copycat version of WormGPT(Leet.Lat)

DarkBARD is an Al tool designed to disregard conventional rules, constraints, parameters, and values. It was originally programmed
to deliver a “truly intelligent experience,” with a USS100 monthly price or US$1000 for a lifetime license.” EscapeGPT, advertised on
Hack Forums, is a jailbroken GPT with "God mode" and no logs. We do not know if these tools work as advertised. Prices range from
USS65 to USS370 with a lifetime license for USS$1,200.

Several open-source GPTs are shared in the underground for free, such as HackerGPT and PentestGPT. HackerGPT was shared on
GitHub but has since been removed. PentestGPT is designed to automate the penetration testing process. FlowGPT is free and has a

paid option, too. Stolen accounts are offered for USS5 per month.
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We also observed ChatGPT being abused for content and SEO services in the underground market. These services are usually
advertised as a package or priced by the number of Al-produced pages. The cost per page ranges from USS0.40 to USS1, depending
on the package, which starts at USS100 and up to USS500.

There are several threads discussing how Al and GPT can be monetized on various online platforms. Some responses suggest
using Al to complete tasks such as translation, while others propose using it to write content for websites or social media platforms.
Another idea is to use ChatGPT to generate multiple pages of content quickly, which could then be sold to clients. However, some
sites have policies that prohibit Al-generated content. There are also services that offer accounts for ChatGPT, FlowGPT, Perplexity,

and Claude, with prices starting at USS3 for one month.

Replies: 11 minutes ago

Views:

Replies: 23 minutes ago

Views:

Replies: Today at 4:22 PM

Views:

Replies:
Views:

n with crypto payouts. Replies:
Views:

To Rank Higher In Images SEO -- Make Difference ) Replies:
Views:

Replies:
Views:

Today at 4:59 AM

Views:
Replies:
Views:

Replies:

Views:

Figure 16. The Al - Artificial Intelligence in Digital Marketing section in BlackHat World

Offering Price

ChatGPT 4 Plus SUS90 yearly
EscapeGPT $64 month, $369, $1199
ChatGPT-4 Al Content Writing - 25 HQ Al article: USS0.5 per article (US$12.50)

- 50 HQ Al article: USS0.5/article (USS25)

- 100 HQ Al article: US$0.5/article (US$50)

- 200 HQ Al article: USS0.45/article (US$90)
- 300 HQ Al article: USS0.45/article (USS135)

- 400 HQ Al article: USS$0.4/article (USS160)

- 500 HQ Al article: USS0.4/article (US$200)

Bridging Divides, Transcending Borders:
Page 17 of 66 The Current State of the English Underground




Offering Price

Claude 3.5 accounts USS$4 and up (monthly)

DarkBard - USS100 (monthly)

- USS$1,000 (lifetime)

PentestGPT Free
HackerGPT Shared for free
FlowGPT accounts USS5 - USS30 (monthly)

Table 2. Sample pricing for Al and GenAl offerings

Cryptocurrency mixers

Cryptocurrency mixers, also known as tumblers, enhance transaction privacy by breaking the link between the source and
destination of funds. Users send their cryptocurrency to the mixer, which pools and shuffles it using algorithms before sending it to a
specific address, making the original deposits difficult to trace. Bitcoin mixers are used to prevent the disclosure of people's personal

transactions. When a transaction is made with any party, they keep all information about bitcoin holdings.

Mixers are not inherently illicit, as they serve legitimate purposes for individuals seeking privacy and protection from hackers.
However, their use complicates regulatory compliance and anti-money laundering efforts, prompting some jurisdictions to regulate

or ban them to prevent financial crime.

Cybercriminals abuse mixers to hide the origins of funds from activities like hacking, fraud, and drug trafficking, making it harder for
law enforcement to track illicit transactions. Mixers can also be abused for money laundering by blending illicit funds with clean ones

to evade detection by blockchain analysis tools.

Pricing for mixers varies, but they usually charge a percentage for each transaction. For the Blender mixer, fees range from 0.6%
to 1.9% per operation, plus an additional 0.0003 BTC for each target address. The site Sinbad charges a percentage based on the

priority of the outgoing transaction, with fees ranging from 0.5% to 2.5%.
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Bitcoin Mixer

-

How it Works

Features

sestions in our FAQ saction - hitpa://[bannes

cerlen/pagentag

OFFICIAL CLEARNET MIRROR: bitps-//hanned miser]

Figure 17. Yomix mixer advertised on the Bitcoin Talk forum

MIXER FAQ

BITCOIN
MIXER

Enter receiver's bitcoin address

Minimum amount for mixing: 8.601 BTC

Select service fee
+ 0.6862 BTC per each address

The priority of the outgoing transaction: Slow

Figure 18. The Sinbad mixer showing the sliding fees for their service
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Votin Compliance (@ Docs 4 Ethereum
9 p v

Tornado sh was audited. However, it i Ll an expe software. e at your own risk.

Deposit /  Withdraw Statistics [e1em]

Anonymity set (@
ETH

Amount (6

10 ETH 100 ETH

Figure 19. Example screenshot of Tornado Cash

Tornado Cash, a mixer for Ethereum, was sanctioned™ by the US Treasury on August 8, 2022, for facilitating more than USS7 billion
in cryptocurrency laundering since 2019. Despite its legitimate use for users wanting privacy, it remains a tool for cybercriminals,
including the Lazarus Group. Although sanctioned, Tornado Cash continues to be promoted in the underground, with alternatives

like virgin bitcoin services offering ways to bypass mixers.

Sample
Offering
Blender Fees range from 0.6% to 1.9% for each operation plus 0.0003 BTC for each
target address.
CryptoMixer The minimum fee is 0.5% plus 0.0005 BTC for every incoming transaction.
coinomize.biz Fees range from 1% to 5%, depending on the desired anonymity, plus 0.0003

BTC in miner fee.

YoMix The fees range from 0.7% to 5%.
Sinbad fees range from.5%-2.5% + 0.0002 BTC per each address
Mixabit For small amounts up to 0.01 BTC, there are no fees, except the bitcoin network

fee. For larger amounts, the fee is only 0.5%.

audiab 3%

Virgin bitcoins 250 Virgin bitcoins (US$262.5)
500 Virgin bitcoins (US$520)
1,000 Virgin bitcoins (US1,025)

Table 3. Sample offerings of mixers mentioned in the underground
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Cashout services

Cryptocurrency cashouts are essential for cybercriminals converting illicit digital assets into fiat currency or usable goods, often
doing so by using cryptocurrency exchanges with weak Know Your Customer (KYC) and Anti-Money Laundering (AML) protocals.
They use various technigues to obscure the origins of the funds and evade detection. Even exchanges with robust protocols can
be exploited using stolen or synthetic identities. Peer-to-peer (P2P) trading platforms facilitate direct exchanges with less stringent

verification, enabling criminals to avoid centralized scrutiny.

Cryptocurrency ATMs allow anonymous cash withdrawals, especially in areas with lax regulations. These ATMs often have limits that
do not require extensive verification, making them attractive for small-scale cashouts. Instead of direct conversion, some criminals

purchase high-value goods and services with cryptocurrency, such as luxury items or real estate, which can later be sold for cash.

Jurisdictions are strengthening KYC and AML requirements for exchanges, complicating the cashout process for criminals.
Nevertheless, the anonymous nature of cryptocurrency and the global reach of the internet continue to challenge authorities in
tracking and intercepting illicit cashouts. Continuous advancements in regulatory frameworks and technology are essential to

counter increasingly sophisticated criminal technigues.

Cybercriminals are also abusing Al to evade verification processes. They are utilizing deepfake technology to create convincing
but fake identification documents that can circumvent KYC checks and verification required by legitimate platforms and financial

institutions.

Figure 20. Sample deepfake image to bypass KYC measures

RedotPay is a Hong Kong-based Visa partner that allows users to directly cash out cryptocurrency directly. In the underground,
however, some sellers offer “premium” services to bypass RedotPay's KYC measures. Notably, RedotPay is just one of the options/
cashout services they offer. These sellers also offer cashout services through gift cards, charging between 10% - 30% of the gift

card's value.
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Add Vouch - 0 Subscribe #

Get your

Telegram gateway channel: t
Telegram support:

Verified Account.
Includes Virtual Card (allowed on Google Pay and ApplePay)
Recommended wallet for Refunders.

©
hutp
# KING OF OPEN-UPS #

$38,686.00

0589 BTC

C2QO Infinity

uw

nanw

Figure 21. An advertisement for RedotPay-related services on the Cracked forum

BITCOIN TO PAYPAL & FIAT CURRENCIES TO BITCOIN

Hello everyone,

1 am offering Bitcoin to PayPal and FIAT currencies to Bitcoin (or any other cryptocurrency) exchange services.

Bitcoin to PayPal exchange

I trade all the major PayPal currencies (USD, EUR, GBP) to BTC. I can supply decent amount of PayPal funds and am looking for reliable partners to constantly trade with.
All the funds are generated from online sales and therefore are clean.
I am aware of the chargebacks risk so all the payments are made as Friends and Family. If desirable, the payment can be made as Goods and Services.

Naturally, the desired rate is 1:1 but I can offer a premium on the trade which is set individually depending on many factors.

FIAT currencies to Bitcoin exchange

I also offer FIAT to Bitcoin (or any other cryptocurrency) exchange service.

A forms of pay : SEPA transfer, UK Bank Transfer, U.S. Bank Transfer, Australia Bank Transfer, TransferWise

Figure 22. An advertisement on Bit Coin Talk Forum for Bitcoin exchange services

Bridging Divides, Transcending Borders:
Page 22 of 66 The Current State of the English Underground




il  Author Topic: (HAVE) USA GIFT CARDS - (WANT) ANY CRYPTO (Read 81 times)

(OP) ¢) (HAVE) USA GIFT CARDS - (WANT) ANY CRYPTO
Sr. Member ¢ May 10, 2024, 11:47:38 AM

I need on a regular basis to exchange USA GIFT CARDS.
Activity: 351 Are not common cards that we can sell on escrow websites or to freelance buyers.
Merit: 250 We accept in exchange any MAJOR CRYPTOS.

The business can be high profitable and for the long term.

Figure 23. A post about exchanging gift cards for crypto services

Jul 24, 2024

EmCASHOUT SELF-REG CARD = —=PRIVATE MERCHANT

ANY PREPAID CARD /VCC WITH OR WITHOUT OTP UP to 86%

VISA/MASTER/AMEX GIFT CARDS/VANILLA/VIRTUAL GIFT CARD/E-GIFT

SUPREME Up to 70%

02.06.23 ;
a0 7% Payments from Instant up to 48 hours, we try to pay quickly, but

5 sometimes the exchange, unfortunately, delays the payment
8

The service is not responsible for the locks of the cards, since at any
time, anti-fraud can be triggered

Alf the charge came from your cards after 2 months, write it off from
the next payments on new cards.

Escrow always welcome , DM for more details https://t.me/

) Like < Reply

Figure 24. An advertisement for bitcoin-to-gift-card cashout services
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26-03-2024, 18:20

USA/CA/UK

I provide, reliable drops for UK/ USA scam jobs,

or any other jobs with Guaranteed payout.

All drops are serviced and in good condition to receive money.
I have worked long enough in this field to understand drops,
that are suitable for this kind of jobs

Bank Drops

GLOBAL
I also provide drops worldwide for swift, wire, telegraphic transfer, MT103.
We can also arrange for custom cashout solutions.

el CC CASHOUT
I have several 3D merchants for cashout in Middle East, Africa and South East Asia.
All merchants are in good standing for cc hits.

Posts: 57

Reputation:

Balance:

R ADVANTAGES OF WORKING WITH US.

1. I am Not Responsible For Banks Blocking My Account Before / After Your
Transaction (Due To Suspected Fraud) I Will Show All Proof In This Kind Of Case Till All Party Are Satisfied.

2. The Percentage Is Calculated From The Net Amount That Is Credited To

My Account After The Bank Has Deducted Thier Taxes and Commisison

Also Note there's Exchange Rate (For Converting the money to Buy Your Crypto)
incurs additional deductions.

3. Adhere Strctly To The Account Limit,
(Do Not Exceed The Account Limit, Leading To Account Being Flagged/ Or Suspended)

terms 1, 2 & 3 Applies

4. Minimum Amount Per A Transaction IS $500-9000 One Shot.

5. If You Get 3 Declines In A Row, Allow 5 Mins Rest. 10 Consecutive Declines
Wihtout Success Allow 5 Hours Rest.

Xmpp Contact:

Figure 25. An advertisement on Club2CRD for cashout services

Sample Offering

RedotPay 1x Premium KYC (US$199)
1x virtual card (US$5)
1x physical card (optional)

Bitcoins to gift cards 10% - 30% of the gift card's value

E-books US$20 and up
Shared methods Free
Hutsom's KYC Premade, clean, and KYC-ready accounts with full email

access starting at US$24.95

Table 4. Sample pricing for cashout services
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Refunding Services

Refund fraud is a type of cybercrime involving the manipulation of retail systems to secure refunds for items that are not returned.
The scheme often begins with the fraudster purchasing an item online or in-store, and then requesting a refund, claiming that
the item is defective, lost, or unsatisfactory. Instead of returning the genuine item, the fraudster might send back a counterfeit,
an unrelated item, or nothing at all. One method used is to place the items in the shopping cart and then provide the username/
password of the account. Another method is placing the order and waiting for the item to be delivered. An invoice is provided to the
cybercriminal who will then call the store to get a refund. Once the refund has been confirmed, a refund fee must be paid within 24

hours or risk being reported to the retailer for fraud or have the refund canceled.

Insiders within the retailer's organization are crucial to this fraud. They can manipulate the refund process by approving fraudulent
requests, ignoring discrepancies in returns, or diverting funds to the fraudsters. Mules are also essential, as they are recruited to
receive and reship goods or launder money through their bank accounts. Mules might be aware of their role or could be unwitting

participants, deceived through job scams or other tactics.

Refund fraud is a significant challenge for retailers, leading to financial losses and damaging reputation and customer trust by
changing refunding policies. To combat it, retailers need robust fraud detection systems, regular audits, and employee training
on recognizing fraud. Collaboration with law enforcement and sharing information about fraudsters are also critical measures to

prevent future scams.

Most refunding services charge 10% to 30% for fees. Stores offered by cybercriminals include eBay, Best Buy, Shein, Temu, Walmart,
and Amazon. A limit is usually advertised on how much can be spent per store. Many of these refunding services have reviews
or vouches as "proof” of their success in obtaining refunds. We have seen screenshots of invoices with thousands of dollars of

electronics refunded. Like cashout services, many people share free refund methods.

PAY ONLY CONSULTATIONS
PERITEM

% REPLY WITHIN HUNDREDS OF ()
CUSTOMERS

WE FOR YOUR 4 ‘@j.-ru
J REFUND ON THE CHANNEL =0

®

Figure 26. An advertisement for refunding services on DNCforums
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Vouches are coming!

Shipping Address Payment method Order Summary
wisa : Visa ending in
Amazon gift card balance
Grand Total: $2,283.87
Refund Total: $2,287.41
» Transactions
Refund: Completed April 28, 2024 - $2,287.41
Items shipped: April 23, 2024 - Visa ending in $2,283.87
Delivered Thursday
Track package
Apple iPad {10th Generation): with A14 Bionic chip, 10.9-inch Liguid Retina Get product support

Display, 64GB, Wi-Fi 6,.12MP front/12MP Back Camera, Touch ID; All-Day Battery
Life - Pink

@ Buy it again

Apple iPad (10th Generation): with A14 Bignic chip, 10.9-inch Liquid Retina
Display, 64GB, Wi<Fi 6, 12MP front/12MP-Back Camera, Touch ID, All-Day Battery
Life — Yellow

@ Buy it again

Return or replace items
Share gift receipt

Write a product review

Figure 27. A sample of an Amazon invoice shared as part of a customer review

Page 26 of 66

A Transactions
Refund: Completed January 1 2024 - UAH 79
Refund: Completed January 19, 2024 - UAH 72,689.. .
Items shipped $1,953

Total: $1,953

Delivered Jan 2024

DJI Mavic 3 Classic, Drone with 4/3 CMOS Hasselblad Camera for Professionals
5.1K HD Video, 46 Mins Flight Time, Omnidirectional Obstacle Sensing, 15km
Transmission Range, Smart Return to Home

S mazon.com Services, In

Condition: New

@ Buy it again

Figure 28. Another sample of an Amazon invoice shared as pa

Track package

Get product support
Return items
Share gift receipt
Write a product review

Archive order

rt of a customer review
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Stores Offered Price

Amazon (worldwide) 10% and up
Target 15% and up
Walmart 15% and up
Google 15% and up
Lenovo 15% and up
Dell 15% and up
Macy's 15% and up
Clothing stores 10% and up
(Nike, Ralph Lauren, Asos,

adidas, Tommy Hilfiger)

Table 5. Sample offerings for cashout refunding services

Social engineering services

Social engineering services, including those whose content is made by Al, are also sold in the underground. One notable service we
saw is "Ewhoring,” where scammers imitate partners in virtual sexual encounters, asking for money in exchange for pictures, videos,
or sexually related conversations. Packs of multiple images, videos, and deepfakes of the people being imitated are offered on both
English- and Russian-language forums. Ewhoring packs are sold as a group of multiple women or by individual models. Packages can
include photos, videos, voices, and selfies, with prices starting at around USS25. One-on-one mentoring services with experienced
scammers are also offered for USS100 and up. Some apps or people request specific verification pictures or videos, such as having
the person pointing at a body part, showing a specific number of fingers in the air, or a person touching their hair. These are usually

sold per person and start at USS5.
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Purchase

eW Machine
5
1 + Stock o
Product sold times
Total $35.00
i Continue
Tt T8 e et (Q
K@’
%'1\ r © Apply a Coupon E Add to Cart
<
= R e

Figure 29. An advertisement for an Ewhoring autopilot service

Jane

| Previews | Picture Verifications | Video Verifications | VCW Preview |

Nude

Total Content = 258 Pictures & 25 Videos

Spoiler (Click to Hide)

$30 BTC
$40 Paypal
$40 Amazon Gift Card
$40 Steam Gift Card ( Global Card )

$40 Paypal
$40 Amazon Gift Card
$40 Steam Gift Card ( Global Card )

$60 Paypal
$60 Amazon Gift Card
$60 Steam Gift Card ( Global Card )

Figure 30. Ewhore advertisement from Hackforums that was updated in May 2024.
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Newbies Guide: SnapChat Ewhoring

7

What you need to get started

Figure 31. A sample Ewhoring guide using Snapchat

DEEPFAKE | CLONE FACE TO A VIDEO | CLONE A VOICE | UP TO %50 DISCOUNT
b -17 July, 2023 - 0836 PM

AddVouh - 0 Subecre ¥

Face and Voice Cloning

Videos with face clone
Video with face and voice clone

$4,99 - Face Clone to a Video (+$1 Voice Clone) - Delivery Time: 2 Hours
$9,99 - Face Clone to a NSFW Video (+$1 Voice Clone) - Delivery Time: 2 Hours

$20 - For Voice clones in videos you need to purchase this for one time. - Delivery Time: 24 Hours

Crypto, Bank Transfer, Revolut, Cashapp, PayPal, Some Giftcards

Figure 32. Deepfake services for voice and face
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Offering Price

Verification pictures - USS50 and up (dating apps)

- USS20 and up (1- 3 photos)

Ewhore packs USS$25 and up
Video Verification USS$30 and up
Voice US$20 and up
Deepfake video US$200 and up per minute

How-to guides/e-books Shared for free or US$20 and up

Table 6. Sample offerings for social engineering services

Social media services

The underground market offers various services to boost social media accounts and websites. A popular service is Black Hat SEO,
which uses tactics that prioritize search engine rankings over adhering to search engine guidelines. These services include using Al

to author articles, private blog networks (PBNs), backlinks, and gaining followers.

PBNs are groups of websites that only exist to provide backlinks to another website and improve Google search rankings. Prices start

at USS30 for 10 PBN backlinks and can reach more than USS100 depending on how many backlinks are needed.

10 PBN Backlinks $40.00
Get 10 Mission Impossible Ranking PBN Backlinks

Quantity 1 v

50 Unique PBN Backlinks $195.00
Get 10 Mission Impossible Ranking PBN Backlinks

Quantity 1 v

100 Unique PBN Backlinks $360.00
Get 10 Mission Impossible Ranking PBN Backlinks

Quantity 1 W

Figure 33. Sample pricing for PBN services

There are also backlink services, where a website owner is paid to include a backlink to a website from one of their pages. A seller on

Breachforums offers this service for USS70 per website, but we have seen prices lower than this in the underground.
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(_ WIKIPEDIA OVERVIEW )

59K nas

$99n.|m(
1 WIKIPEDIA LINK

© 6 Months Replacement @\!
Warranty

© 100% Niche relevant
Backlinks /

© 3 Days Delivery

© Any URL accepted ] 1
™
L)

Figure 34. Backlink services offered on Black Hat World forum

One method to boost users is to purchase view bots, which generate fake views, livestream counts as well as inflate other channel
statistics. These "viewbots" can be used on YouTube, Twitch, eBay, Twitch, and Mercari. Viewbots are sold by the number of hours or

number of viewers, with prices starting at US$12 for 50 viewers.

Monthly

Viewers

fa' Duration 7 Days 7 Days 7 Days

’ Coming Coming Coming
Z Chat Bots
K Soon Soon Soon

Coming Coming Coming
Followers $
Soon Soon Soon

Free Support

Figure 35. An advertisement for viewbots
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Many forums also provide likes and followers similar to popular social media platforms. We discovered numerous services offering

Instagram and YouTube likes, priced from USS1 per 1,000 likes or follows. Prices for LinkedIn were significantly higher, which started

at Us$40.

Offering Average Price

Backlink

USS$50 and up (per backlink)

PBN Backlinks

USS$30 and up (10 posts)

Viewbots
150 views
1,500 views

US$12 and Up
USS$50 and up

Instagram likes

USS1 per 50 likes

YouTube likes
YouTube views
YouTube subscribers

USS1 per 1,000 likes
USS2 per 1,000 views
USS$25 per 1,000 subscribers

Facebook page subscribers
Facebook “Add as Friend"”

USS5 per 1,000 subscribers
USS7 per 1,000 friends

X followers
X reposts/retweets

USS$20 per 1,000 followers
USS15 per 1,000 reposts

TikTok followers
TikTok likes

USS$4 per 1,000 followers
USS2 per 1,000 likes

LinkedIn subscribers
LinkedIn hearts

USS$10 per 1,000 subscribers
USS$40 per 1,000 hearts

Table 7. Sample pricing for social media services

Sales of stolen accounts

Stolen online account credentials remain as popular as they were in 2015, with prices staying relatively similar. In 2015, prices for

Hulu and Spotify accounts start at USS5, and there are still accounts available for that same price. There is now a greater variety

of accounts available than in 2015, including those from travel and restaurant apps, language learning, Al tools, adult sites, and

streaming services. Many sellers advertise their shops in the listings to complete transactions and highlight all available accounts

for sale. Some accounts are also priced below USS5, but the seller can only guarantee it will work for one month. Others charge a

little more for longer guarantees, which might be based on how long it takes to notice or ban new IP addresses logging into these

accounts.

Page 32 of 66
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Silver WCHEAPEST DISNEY PLUS '+ YOUR PERSONAL ACCOUNT '+ 100% LEGAL & WARRANTY¥ 2000+ VOUCHES¥

Full Warranty

1 Year Disney Plus <

Why buy from me?

Figure 36. An advertisement for a yearly Disney Plus subscription for US$49.99

NISH RG] chatGPT
ExpressVPN

ExpressVPN (Mobile)

$1.60 . $5.99

2 instacart

Venmo + Linked CC Instacart + Linked CC TheRealWorld

$1.00 $0.90 $4.00

& (%47
=

$3.99

Figure 37. Prices for several accounts with a one-month warranty
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Reviews = Warranty Terms

Due to the nature of digital products, when purchasing a product via Sellpass, you
are covered by a product warranty.

HBO Max by Unicorn Accounts has a month limited warranty.

Do not change any account details.
Use one account on one device at a time.
Breaking any of these terms will lead to cancellation of warranty.

This warranty is described as above by Unicorn Accounts unless otherwise stated
in the Terms of Service or any related customer policies.

Figure 38. Sample warranty claims for stolen accounts

Sample Offering Price

Disney Plus 1-year subscription US$30 and up

Hulu and HBO+ 1-year subscription USSs

Delivery services Grubhub and Instacart (1 month) USS$tand up

ChatGPT USS5 and up
Pornhub USS5 and up
Duolingo (yearly subscription) USS$20 and up
OnlyFans and link to a credit card USS5 and up
McAfee LiveSafe - Total Protection (group USS$2.50 and up
subscription)

MullVPN (yearly subscription) US$12 and up
Adobe Cloud Creative (yearly subscription) Uss49
Malwarebytes lifetime key USS$14 and up

Table 8. Prices for stolen accounts

Bulletproof hosting services

Bulletproof hosting (BPH) services provide secure and anonymous web hosting for cybercriminals, offering high-level resistance to
law enforcement takeovers to allow criminals to operate online freely™. BPH providers often turn a blind eye to illegal activities on
their servers, including malware distribution, botnet command centers, phishing sites, and illicit marketplaces. The main appeal of

BPH is the promise of anonymity and stability essential for sustaining criminal operations.

These services are typically more expensive than legitimate hosting due to the risks involved and their specialized nature. Providers
often operate in jurisdictions with weak cybercrime laws or ineffective law enforcement, making it difficult for authorities to shut
them down. This geographical insulation, combined with advanced security measures, ensures BPH remains available despite global

law enforcement and information security industry scrutiny'®.
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Some providers also offer additional services like DDoS protection, data backup, and encrypted communication channels to further

protect clients from disruption. Yalishanda, a prominent actor in the underground Bulletproof hosting market, has been offering

services for over a decade. In early 2015, they registered on the "Exploit” Russian forum and began advertising on multiple-language

forums. Yalishanda claims their servers are suitable for "any task,” suggesting they can accommodate various criminal activities.

Prices vary depending on the service, and custom pricing is available for specific hosting purposes, negotiated separately
Brute-forcing tools: US$100 - US$250

Network scanning tools: US$200 - US$300

Spoofing attack tools: US$350

Figure 39. Sample advertisement for Yalishanda's Bulletproof hosting services on Hackforums
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Blackout Host is another provider that offers competitive pricing at USS13. This package includes: 50 GB of SSD storage, unlimited

bandwidth, support for one domain and five subdomains, anti-DDoS protection, and free SSL certificates. Additionally, we saw an

advertisement on Bitcoin Talk promoting servers for solving CAPTCHAS, with prices starting at US$200.

Newbie

Activity: 17
Merit: 0

&
Trust: 40/ =0/ -0
Ignore

Page 36 of 66

. FOR RENT: XEvil Servers for your CAPTCHA Solving Needs

Today at 07:00:05 AM =

Sometimes having your own server to solve captchas is better than paid API service
providers. This means running your own VPS server with high specifications and XEvil as
your OCR.

How much? Just $200 USD. So what you get.

« A VPS server with 8 vCORES CPU, 16 GB RAM, 150 GB SSD Storage, and Unlimited
Traffic
« XEvil fully paid

We manage the server for you. To order look for us in Telegram @ and drop

us a message.

Figure 40. Server rentals for CAPTCHA on the Bitcoin Talk forum

The most secured & and
uncensored offshore hosting

nfidentiality @ Offshore Juridiction © Security % Fastand reliable @ Support 24/7

+ Switzerland
server location

Your Privacy —
Our Priority

A lot of services and tarrifs
for your projects

Real anonymous
orders with crypto

B Windows Virtual Server A, Linux Virtual Server

Web Hosting (CH) @ Tor Hidden Hosting

Ho log policy VPN #8 Dedicated Servers

40/100 GBPs Servers & Storage VPS

Disk Encryption (LUKS, TCG-0PAL) I8l DMCA ignored

@;. Tor Friendly

@ Powerful control Panel B yptocurrency Adopted

Helping hands available 24/7
The PrivateAlps support team is available 24/7
in multiple available language.

@ privatealps.net -4 @privatealps

Figure 41. Advertisement for hosting services on Sinister.ly
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Virtual private network (VPN) services

Unlike legitimate VPNs, criminal VPNs prioritize anonymity and often incorporate features like multihop routing, no-log policies, and
payment methods that ensure anonymity, such as cryptocurrencies. They often operate in jurisdictions with lax cybercrime laws,

hindering the authorities' ability to track or disrupt their activities.

These VPNs are advertised on underground forums and dark web marketplaces alongside other illegal services, with vendors
highlighting their ability to resist law enforcement and circumvent internet restrictions. These services typically operate through

subscription models, with prices varying based on the level of anonymity and features provided.

The Markatars AngelVPN #1 VPN | No-Logs | 10 Multi Logins | 20 Gbps Servers | Internet Kill Switch

) ANGELVPN

Most Popular

$9.95 $2.83/mo ¢33
: silied every 12 months

GETITNOW >
’ 30-Day Money-8ack Guarantes!

< 4

vgh
YOUr PAEWOrK With tha mast robust VPN protocols.

@ visA B =om £31 P PayPal X O &

Figure 42. Advertisements offering Angel VPN on Hackforums with prices starting as low as US$3.33 a month

There are also other people advertising and offering VPN accounts for popular providers like IPVanish, PIA, Windscribe, Mullvad,
Pure, and HMA, priced between USS2 - USS10 per month.

Access to a private company’s VPN through stolen credentials or using an exploit costs USS500 in one-time payment. Prices vary

depending on the type of company and revenue.
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[# Post Thread

VPN and Proxy Services WP

Thread / Author Replies Views Last Post

Important Threads

B [ $2/Month ] 10+ Global Locations [ No Logs ] Anonymous Account System [ WireGuard
Pages: 1234...15

Normal Threads

B [The Mark ] AngelVPN #1 VPN | No-Logs | 10 Multi Logins | 20 Gbps Servers | Internet Kill Switch Jul 12, 2024
12345] Last Post

4G Mobile Proxies Jul 1
Last Post

UnchainedVPN | AUTOBUY |CHEAPEST, ONLY $1.75 PER MONTH | NO LOGS | NO RESTRICTIONS M,
Pages: 1234 ...13] Last Pos!

[ The Latest Proxy List ]~ No blocking | Premium quality | Instant IP change Jul 15, 2
Last Post

Get Premium Quality Proxies Jul 3, 2

Last Post

[Hot] ABCProxy-Premium Residential Proxies, Only $0.77/GB, Fast, Free Proxy Tool

PIA S5 Proxy is newly upgraded with faster IP speed. Register to get a free proxy lis Jun 19, 2

Last Post:

#1 VPN | $0.34/Month | OpenVPN | PayPal | Unlimited Connections | No Logs | un 10, 2024 10:19 AM

Last Post
PROXY HAVENS| #1 ROTATING PROXIES UNLIMITED BANDWIDTH [SINCE 2019]
Offshore No-Logs VPN (Instant & Fast) 30+ Countries (Apps or Configs)

not active anymore

[PROXINEX] ~ RESIDENTIAL PROXIES ~ DYNAMIC ROTATION ~ UNMATCHED PRICE ~ FROM $1.7/GB

Figure 43. A sample screenshot of Hack Forums VPN and proxy services

Proxy services

Criminal proxies, or anonymous proxies, are intermediaries used by cybercriminals to mask their activities and identities. They
provide residential IP addresses, often hijacked or rented, to make them appear like ordinary users. These proxies help evade
detection during fraudulent activities like DDoS attacks, data scraping, and credential stuffing by concealing the true IP addresses

of the perpetrators.”

In underground forums and marketplaces, anonymity proxies are sold with various subscription models, offering different levels
of secrecy and speed. Vendors often market these proxies with guarantees of high uptime, fast connection speeds, and resistance
to detection. These proxies can be categorized into residential and data center types, which differ in how they obtain IP addresses.
Residential proxies use legitimate residential user IPs, while data center proxies are hosted on servers in data centers. Residential
proxies are highly sought after for their ability to mimic legitimate user behavior, making them harder to detect by security systems.
We've seen some discussions in the underground to build a mobile proxy farm for scraping and botnet activities. Proxy prices have
not changed much since 2015. Prices for residential proxies can reach US$S100 a day and are charged sometimes by bandwidth. We

have seen prices range from USS6 a month to USS50 and up.

The market for anonymizing tools is growing, driven by the rising demand for secrecy and evolving criminal tactics. The proliferation
of anonymity proxies creates significant challenges for cybersecurity professionals, as it complicates efforts to track and mitigate

cyberthreats.
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- the first choice for residential proxy users!

Come and see more:
htty V. C rister.html?utm-keyword=?Proxy

Unlimited bandwidth, no limit on the number of IPs used.
Supports account authentication/whitelist

New user

e | 00% real residential proxy IP, supports country/region/city/isp level target screening.

Nov 16, 2023
40 . . . g .
0 WUsage scenarios: cross-border e-commerce, social media marketing management, ad verification, SEO

113

optimization, TIKTOK live broadcast, sneaker purchase and other functions.

&

Figure 44. Proxy services on the Nilfiem forum

Offering Price

Bullet Proof Hosting

1 domain USS$100 and up

5 domains USS$300 and up
Unlimited Domains USS$550 and up

Proxies USS5 and up

Residential USS$6 - USS50 per month
VPN

IPVanish ,PIA, Windscribe, Mullvad, Pure, HMA USS$2 - USS10

VPN to corporate company US$500 and up

Hosting USS$10 and up per month

Table 9. Sample prices of hosting services

Carding Shops

Online credit card marketplaces, or credit card shops, are platforms for trading stolen credit card information and tools to exploit
financial and personal data on the dark web. In 2022, global payment card fraud resulted in losses of US$33.45 billion, with 40.69%
of these losses in the US. The Federal Trade Commission (FTC) reported that consumers lost US$246 million to credit card fraud in

the same year.®

The market is saturated with carding shops, and prices have decreased significantly over the past few years. For as little as US$1.50,

fraudsters can acquire stolen credit and debit card information and even specify the desired region or state.

Historically, prices for stolen credit cards correlated with their credit limits and account balances. However, in 2024, pricing is
arbitrary. Sellers with a reputation for reliable cards that do not get banned can command higher prices. Conversely, others' pricing
is inconsistent. One site offered a Mastercard from Brazil with an expiration date of 2026 from Banco Santander for US$49, while
another was priced at USS66. The same shop sold two Mastercard from China Minsheng Banking Corporation, with the card expiring

in 2024 and costing USS$S20 more than one expiring in 2026.
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BriansClub, a popular dark web carding site established in early 2015, is one of the largest underground stores for stolen credit card

data. In 2019, over 26 million credit cards were hacked from the site.

News Dumps cwv2 Fullz Wholesale Cart Orders Tools Tickets Help~ o3
Your account is inactive. For activation you need to top up your balance.
Attention: Not activated accounts for more than 5 days will be deleted automatically.
off  Live filtering. Warning! Slows down page loading.
Bins: Country: call- J Type: -gll- N Base: sl
y. State: S 0 Credit/Debit: o Exp Date:
Bins (8 Search by 8 digits is .
City: Subtype: Price
digit): available for users with a ity -all- ¥ -all - 4 -all - g
7 Range:
rating of 5 crab and above.
About rating Zips: Code: -all - v Track1 O
Bank: PIN O
-all - y
refundable []
Bank -all - v only
Country:
billing zip O
Card Search by last 4 digits is
Number: available for users with a EDD+pin @ [
rating of 2 crab and above.
[J Bin Type Debit/Credit Subtype Exp Track1 Biling Code Country Address Bank Base Price Cart
Date zip
[0 512365 |gj CREDIT STANDARD xXx/21 - - 201 .} N/A N/A ( (@} ); non refundable Triangle 40.95 -
$
O 546111 EJ CREDIT N/A Xx/22 - - 221 R N/A MIDWEST PAYMENT SYSTEMS, INC. ( {@} ); non refundable Seth 40.95 -
$
0O 625320 g= CREDIT INDIVIDUAL XX/22 = = 206 . N/A BC GARD CO., LTD. { J@; ); non refundable Thug 40.95 -
$
[J 524335 @3 CREDIT PLATINUM Xx/22 - - 201 - N/A KOREA EXCHANGE BANK ({@} ); non refundable Crime 61.43 -
$
[J 520045 @J CREDIT STANDARD Xx/21 - - 201 . NA LOTTE CARD CO., LTD. (@ ): non refundable Nerve 40.95 -
$
[J 536148 [J CREDIT N/A xXx/21 - - 201 .. NA N/A (@} ); non refundable Hustler 40.95 -
$
[J 528638 @gJ CREDIT N/A xXx/21 - - 200 |1 NA WA [: non refundable Couture 4095 -
$
() 536510 [ CREDIT N/A X2 - - 221 NA N/A ([ o refundable Rockefeller 40.95 -
$
[J 536320 gJ CREDIT N/A XX/22 - - 201 . NA N/A (/{@} ); non refundable Hustler 40.95 -
$
(J 520045 @gJ CREDIT STANDARD Xx/22 - - 201 . N/A LOTTE CARD CO., LTD. ( {@} ) non refundable Forest 40.95 w
$
[ 625817 g CREDIT INDIVIDUAL XX/22 - - 201 . NA SAMSUNG CARD CO., LTD. (/{@}); non refundable Bat 40.95 -
$
O 551431 3 CREDIT N/A xxXr21 - - 221 . N/A N/A ( i@} ); non refundable Cougar 40.95 -
$
[0 543333 gJ CREDIT STANDARD Xx/22 - - 201 . N/A HYUNDAICARD CO., LTD. ( {@; ) non refundable Crime 40.95 -
K

Figure 45. Sample offerings for BriansClub
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BidenCash, a carding marketplace founded in 2022, gained notoriety as one of the most prominent platforms, operating on
both clear and dark web networks. Multiple underground forums have banners advertising BidenCash. The primary objective of
BidenCash centers on the sale of credit cards, personally identifiable information (PIl), and SSH credentials. BidenCash is advertised
on both Exploit and XSS's Russian-speaking underground forums with reqular updates. For each sale facilitated through the website,
BidenCash receives a 30% commission. The prices for these servers range from USS5 to US$10. To access the cards section, buyers

must deposit USS$100 in bitcoins.

% _ BEST OFFER T0 VENDORS

V4
A

Figure 46. Sample banner advertisement of BidenCash

Il News
Each SSH access is checked by our personal checker. The server information you see is received by our checker during the check. After purchasing access, we
#= Cards section ~ recommend adding your ssh key for unhindered access to the server.
)
SSH {133
ks - username arch socks5 Blacklists features isp country price
A Base Auction B admin unknown = ) @ unknown UNKNOWN $1000 W&
root unknown = A O B unknown UNKNOWN  $1000 W
¥a Rules
admin unknown = A 0= unknown UNKNOWN $1000 W
M: FAQ root x86_64 TOC FodmwEy A L1 EB  OVHSAS FR $1000 W
admin unknown = 4 O B8 unknown UNKNOWN  $1000 W&
4 Tickets
root x86_64 TOQ FdHmEy A O = Linode SG $1000 ¥
i= Purchases root X86_64 TOO FddMmEY & OO BB Firenet Servigos De Telecomunicagdes Ltda BR $1000 =
root x86_64 TOO® FdH MY A OO = Dedibox SAS FR $1000 W
. root x86_64 TO0O® ABMEY & B2 181 Internet AG GB $1000 W&
8 Balance history
root unknown = d O E  unknown UNKNOWN  $1000
£ Settings admin unknown =T0O® FdgnMEY A 0 2 Ooredoo Oman oM $1000 W&
root X86_64 TOO FOWEY ) O = Mandic S.A. BR $1000 W
root x86_64 TOO FdSmEYy 4 0 m Linode SG $1000 W=

Figure 47. SSH offerings on BidenCash

Saint Patrick's Carding Shop launched in February 2023. The owner published advertisements across various online platforms,
including special promotions designed to attract new customers. These incentives included a loyalty program that grants patrons

supplementary rewards with each purchase made.
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Based on my experience, | decided to implement a unique cumulative discount system that will allow you to receive additional bonuses for every purchase!

For every 1000$ deposit, 25 "points" will be credited to the account.
After reaching the amount of $ 10,000, the status "EXCELLENT BUYER" is given and there is a discount on all cards $1.
After reaching the amount of $ 20,000, the status of "MAJOR BUYER" is given and there is a discount on all cards of $ 1.5.

For each purchase, you will be rewarded with points that can be used to make additional purchases or receive additional discounts.

MShop "points":

50 points - 50%
100 points - 110$
1000 points - 1250%
100 points - 10 RANDOM CC USA.

But most importantly, what | want to share with you is our new feature - the ability to choose the best seller for our customers.
We have created a of our based on customer feedbacks and ratings to help you make the right choice.

Moreover, we have created a system of levels for our clients.
With each new level you get not only bigger discounts, but also additional bonuses! What could be better than getting discounts that increase with every purchase?

We offer 10 levels providing unique benefits.
Each level will give a discount of -0.10$ from the cost of cards, as well as an additional 10$ at each level starting from level 2!

Figure 48. An advertisement for Saint Patrick's stash
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Zero-day and N-day Market in Underground
Forums

Inour 2021 research”, we looked at how prices for exploits?® were influenced by how long it had been out and if attackers exclusively

used recent or older exploits. Since then, we have seen that exploits are cheaper, but fewer compared with Russian underground

forums Exploit, Ramp, and Xss.

Several sample offerings have been identified, though many sellers now advertise on Russian-language sites where demand can

lead to higher profit margins. We also suspect that some sellers conduct transactions via Telegram channels.
Some of the offerings we observed were:

- A seller on Breachforums offered an authentication bypass vulnerability on a phone stalkerware website for US$7,000.

- An advertisement in March 2023 for an Android zero-day remote code execution (RCE) exploit with a Bind payload for Android
versions 10 - 13, priced at US$100,000 on Cracked forum. This same seller also offered a WhatsApp zero-day RCE exploit, but the

price was not disclosed.

- A reputable seller on Hackforums, with over 1,000 threads and over 200 transactions completed, offering a WordPress plugin
zero-day exploit. This exploit uploads a file to approximately 110,000 affected websites and outputs a list of URLs. The price was

negotiable, but the seller requested US$10,000.

+ On Breachforums in August 2024, an actor sold a Cisco I0S XE pre-authentication RCE vulnerability, with pricing to be negotiated

via Telegram or Tox.
- A zero-day exploit for a Canadian business listed on Hack Forums with a starting offer of US$4,000 - USS5000.
- A private custom zero-day offered on Cracked and Breached forums in April 2024 for US$999.99. It exploits TP-Link routers via

RCE by chaining multiple vulnerabilities.

Discussions about vulnerabilities older than two years were scarce. Forum users frequently discussed proofs of concepts (PoCs)
behind newly released CVEs in 2024. Occasionally, someone would request help exploiting a vulnerability over three years old and

would often be ridiculed. Some of these discussions included the following:

- CVE-2024-3273: Affects legacy D-Link products, all of which have reached end-of-life (EOL) or end-of-service (EQS) life cycle
- CVE-2024-3807: The Porto theme for WordPress that was recently identified as vulnerable to a local file inclusion (LFI)

- CVE-2024-6387: An unauthenticated RCE vulnerability in OpenSSH's server (sshd) that grants full root access

- CVE-2024-40822: Affects i0S, iPadOS, macOS, and watchOS that allows attackers with physical access to view contacts from

the lock screen
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Selling Wordpress Oday

Autoshell (c99 or any php file) with th re: gin Oday. This php script will upload a file to about 110k affected s and output a list of the urls.
Open to offers, looking for 10k.. which is a great deal considering one shell goes for $1-5.

Not going first under an stances, crypto only.

" Start Contract

Effortlessly evade antivirus detection

Figure 49. WordPress plugin zero-day sold for US$10,000 on Hack Forums

*

https:// mysellix.io

Figure 50. TP Link zero-day for sale on the Cracked forum

Crimeware Sold in Underground Forums

Counter antivirus (CAV) tools

Despite the takedown of services like Scandyou?, CAV tools are still growing in use among cybercriminals. CAV services enable
malware developers to test their malicious software against AV programs to ensure it remains undetected. For example, Scan4you

played a key role in the development of the Citadel malware, which infected over 11 million computers worldwide.??

Even after successful law enforcement actions, such as the conviction of Scan4you's operator, demand CAV services persist. Current
services include Antiscan (USS0.10 per scan) and Kleenscan (USS0.05 cents per scan). Checkzilla's price was at USS1 per scan, but
the service is down as of August 2024. All these CAV services are advertised both in English- and Russian-speaking underground

forums.
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% AntiScan.Me % Login a, Sign Up @ Fag = Blog B Contact | 4 scans remaining

NEW UPDATE Se# new features on the blog
I you have trouble with uploading a file - clear cookies and bro
DISCOUNT! TOP-UP BANALCE AND GET 50% FREE

AVCHECK AP1 - WORK

Choose File | No file chosen

Scan File

&

Scan A File

select your file in order to scan your file with over 26 anti-viruses.

XLL EXCEL

Figure 51. Antiscan is one of the popular CAV services in use

Offering Price

AntiScan.me USSO0.1 per scan

KleenScan USS$0.05 per scan
US$2.99 per day
US$14.99 per month

Table 10. Sample prices of CAV tools

Crypter services

Crypters = commonly used to deliver remote administration tools (RATs), information stealers, and ransomware — are tools used
by cybercriminals to help malware evade detection by encrypting, obfuscating, and altering the code of the malicious files. While
crypters were the most sought-after in 2015, by 2024, services like access as a service, information stealers, and ransomware

themselves gained more popularity.

Crypters are still valuable in the underground market, bought and sold on cybercrime forums. Private crypters are typically sold
or shared through forums to a limited number of customers, with detailed instructions and transaction links. For example, on the
Sinister forum, the Darkstorm crypter (offered for US$99) includes a YouTube video demonstrating its functionality. On Hackforums,
the Pepe crypter starts at US$49 per build, claiming to have advanced encryption and support via chat. Ghost Crypter, also offered
on Hackforumes, is purportedly updated daily with randomized obfuscation technigues to improve "fully undetectable" (FUD) times.

The prices are USS30 per build, USS70 for one month, or USS150 for a lifetime subscription.

Many forums also share free and open-source code, GitHub links, or private crypters. On Hackforums, a free PoC crypter called
Bubble Pop Crypter claims that it is a no-encrypt project and has maintained 2 - 4/70+ on VirusTotal runtime scans for a long time

now. It supposedly works by “reconstructing an unencrypted program and pushing directly to calculated memory addresses, in
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runtime". NJRAT's LimeCrypter — offered for free over the years — is designed for native and .NET files. It employs a uniqgue approach
to secure payloads by encrypting them within a .NET-based stub, which acts as a container for the encrypted payload, ensuring its

contents remain concealed until execution. The free, open-source version is on GitHub.

Many crypters, whether paid or free, include a disclaimer stating that they "may only be used for personal, educational, or research
purposes on your personal or otherwise authorized devices, for ‘whitehat’ activities,” in the hope that this disclaimer will shield the

developer from legal consequences.

GHOST CRYPTER SINGLE

- $30.00 15 in stock

Makes your malware completely undetected on every Anti-Virus

1MONTH
$70.00 19 in stock

LIFETIME
$150.00 1in stock

Delivery Instant
Price $30.00

CUSTOM PE
RECONSTRUCTION

& MEMORY METHODS
IN RUNTIME

Figure 52. Ghost Crypter offered at USS$30 and up (left) and an advertisement for the free Bubble Pop Crypter (right)
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Fie Path;

Optons
nothinghere - Ant Analyss
I Enable Advanced Anti-Detbugging Techniques [l Enable Advanced Ant VM Techniques

[l Enabie Advanced Hooking Detection Techiques [l Pack and Compress BXE

[ Enabie Advanced Ant-DLL Injection [l Rename Assembly and Hide Strngs
I Enable Full OLL Unhooking

Instalation

H Enabie Instataton

I Enabie Rootix

Injection (The Packer wi be automaticaly included f anything & enabled here)

I Inject into aiready running process:

B Creste a process and nject nto &2

v
L4
7
£l
L4
v
v
7

DarkStorm Crypter 1.0 Lifetime Purchase

Product sold 1 times i (0 reviews|

Figure 53. DarkStorm crypter from the Sinister forum

Offering Price

Private Crypters-DarkStorm $99

PEpe Crypter $49 per build

Ghost Crypter $30 per build, 1 month $70 or lifetime for $150
GOrgon Private Crypter $45 per build

ByteCrypter $35 for 3 months, lifetime $65

LimeCrypter Free

Table 11. Sample prices for cryptors
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Distributed denial of service (DDoS) and stressors

DDoS attacks and stressor services are used to overwhelm systems and networks as well as disrupt services, flooding targets with
illegitimate requests to make them inaccessible to legitimate users. In 2015, DDoS services in the North American underground

prices started at USS5 for 40 Gbps for 300 seconds. By 2024, prices for the same service averaged around USS10.

Stressor services, also known as "booter” or DDoS for hire, are disquised as system testing tools that allow users to rent access to
massive botnets for launching attacks. Their low cost and ease of access make them appealing to cybercriminals and disgruntled
individuals seeking to disrupt online services. In underground forums, these services offer tiered pricing plans based on attack
volume and duration. Prices range from USS$10 to several hundred dollars per month, enabling Layer 4 (transport layer) and Layer 7
(application layer) attacks that consume the target's resources and cause outages. Despite their potential for significant disruption,

these services are marketed and sold with relative impunity.

Stresser Cat is offered on nulled.io and several Russian-speaking forums such as wwh-club.co and Xss. According to Stresser Cat's
advertisement, all servers are owned by them. Pricing starts at USS$10 for 300 seconds (about 10 minutes) with one concurrent

session and goes up to USS300 per month for 20 concurrent sessions and 14,400 seconds (about four hours).

Cloudnode, advertised in August 2024 on Nulled, mimics browser behavior with extensive customization options, allowing users
to adjust POST data requests and proxy settings to bypass JavaScript challenges. It offers a customizable UDP-based method
that exploits vulnerabilities in gaming platforms like FIVEM and GMOD, featuring optional TCP checksum headers and spoofed or

randomized localized IP headers. Pricing starts at €7 for 300 seconds with one concurrent session, APl access, and 24/7 support.

Moonrise is offered on Bitcoin Talk, Dark2Web, Nulled, and Crax_pro forums. According to the advertisement, their botnet boasts

over a 500 Gbit capacity, with no attack restrictions. Pricing starts at US$10 for 60 seconds.

BASIC PLAN EXTENDED PLAN ADVANCED PLAN

$10/MoNTH $20/MoNTH $40/MoNTH

ROYALTY PLAN MOONRISE PLAN

$55/MoNTH $85/MoNTH

Figure 54. Moonrise's pricing model
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stable.
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et I

~ MEMDERS ONLINE \ |

Y

==

LATEST POSTS A

e

Figure 55. An advertisement for Stresser[.Jcat, a DDoS-for-hire service (top) and control panel of Cloudnode.me's stresser (bottom)
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Offering Price

Stresser.cat USS$10-300

Cloudnode.me €7 (300 seconds, 1 concurrent session)
€15 (600 seconds, 1 concurrent session)
€40 (1,600 seconds, 2 concurrent sessions)

Moonrise Stresser Basic plan:

Concurrent session: 1
Attack time: 60 seconds
VIP status: No

Price: USS10

Extended plan:
Concurrent session: 1
Attack time: 120 seconds
VIP status: Yes

Price: US$20

Advanced plan:
Concurrent session: 2
Attack time: 180 seconds
VIP status: Yes

Price: US$40

Royalty plan:

Concurrent session: 3
Attack time: 240 seconds
VIP status: Yes

Price: US$55

Table 12. Sample DDoS-as-a-service offerings

Information stealers

Information stealers are designed to infiltrate and extract sensitive information from compromised systems, including login
credentials, financial information, browser histories, cookies, and even system information. Once the data is harvested, it is typically
sent to a remote server controlled by the attacker, which can then be used for various nefarious purposes, such as identity theft,

financial fraud, or sold on dark web marketplaces.

Agent Tesla is a well-known information stealer that logs keystrokes, captures screenshots, and collects credentials from applications
such as web browsers and email clients. Agent Tesla's source code has been leaked on forums such as Cracked.io. Other well-known

information stealers include RedLine, MetaStealer, LummaStealer, Vidar, and Racoon.

Their price ranges from USS50 to US$200 per month. The Seidr stealer is offered on Stressedforum at USS70 per month, while
Cinoshi, a malware-as-a-service platform with a toolkit including a stealer, botnet, clipper, and cryptominer, is offered for USS50 for

lifetime license. Cinoshi targets sensitive data from web browsers, including login credentials, credit card information, and cookies.

MetaStealer, a macOS infostealer first discovered in the wild in March 2023, is advertised on Russian forums, but we also found a
seller offering it on the relaunched Breach forums at US$S200 per month. LummaStealer is sold on Hackforums and Russian forums,
with prices starting at US$250 per month. The lowest plan provides access to log analysis tools while the professional plan includes

additional features such as traffic analysis tools. RedLine Stealer has been shared in several forums for free. It offers a customizable
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file grabber, enabling attackers to collect credentials from web browsers, cryptocurrency wallets, and applications. Skuld is also
offered for free on various online forums, including Cracked. This malware, written in Go, targets Windows systems and steals
sensitive data from multiple sources, including Discord, browsers, cryptocurrency wallets, and other user data from every disk. The

malware was used to target gamers and other Windows users in the US, Europe, and Southeast Asia.

Figure 56. An advertisement for an infostealer on Stressedforums
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LummacC2 - malware, knock 90%, Reverse-Proxy, Google Restore

LummaC2 is a new generation m , r or A pcryption on the server,
build weight 150-300KB, s Chro S Ser cry , has a non-resident
Loader, lo vel adaptive filegrabber, p jeve N BINARY MORPHER
LummaC2 is updated literally every two hou . b ar or your specific extension
Technical information:
- The la
Virtually
e malware is decrypted on the server
are about wel link CRT from another studio, the weight will
to do this
latest update:
M over system calls, no WinAPI only manual syscall calls (corporate

Where WinAP

Screenshot of panel (Clickable)
Pricing plans:

EXPERIENCED

only with instz

¢ filter

PRICE: $250/month

Figure 57. The Lumma infostealer advertised on HackForums

® Dec 11, 2023 - @ 12K

Qan o

Mar 11, 2024
“* RUJ:
Ckmuaxa 50%
Ha sce ToBapbl, Kpome obyyeHus! ToNbKO € CEroAHAWHEro AHA Bbl MOXETE CTaTb YaCTbio NPOEKTa U NpMOBpPecTH Ka4yecTBeHHbIA COMT NO CaMOW HU3KOW LieHe Ha pbiHke!
NonHbii komnnexT: Stealer, Miner, Clipper, Botnet sbl MoxeTe npuobpecty scero 3a 50% - Hascerga!
0O6y4enue HavHeTcs 12 mapra, octanocs no mecty B RU rpynne m EU.
[EN]:
50% discount
On all products, except for training! Only from today you can become a part of the project and buy quality software at the lowest price on the market!
You can buy the complete set: Stealer, Miner, Clipper, Botnet for only 50% - forever!
Training will start on March 12, there are only one place left in RU group and EU.
KoHTakTbi:

@

Figure 58. The Cinoshi infostealer offered at USS50
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Phoenix Revolution 14 Phoenix Revolution 7 days Phoenix Revolution 30 Phoenix Revolution 7 Days

days (Normal) (Normal) days (Normal) (Ultimate)

$24.99 $14.98 $39.99 $29.96

Figure 59. The Phoenix Reborn infostealer shop advertised in an English forum

22 Feb 2024

Selling stealer source code. If you want to use CnC server | can configure it for free. Or you can receive with email it's your choice.
Browser: Google chrome, Edge, Brave saved passswords.

Files: Telegram, discord, other document files.

Hidden console + auto startup. It can open other programs too, so user don't get suspicious, it can open even images, documents etc ...
FUD Proof video 2024-02-21

Newbie

Jotti scanner result: htt usscan.jotti.org/en-US/filesc...7wtkktif4v

Hoined: 22Feb2024 ) | SELL THIS FOR ONLY 1 PEOPLE. MIDDLE MAN CAN CONFIRM ITS SOLD ONLY ONCE. BECAUSE | WILL ALWAYS USE MIDDLE MAN.
Messages: 1 PRICE: 7008
Reaction score: 0
Points: 1  Other private FUD malware (dropper, keylogger, basic reverse shell no GUI) selling you can contact me with telegram or PM.
TELEGRAM: @

Figure 60. A private infostealer source code for sale

Offering

Seider USS70 per month
USS$200 per 3 months

Lumma USS$S250 (“Experience” plan)
USS500 (“Professional” plan)
USS$1,000 (“Corporate” plan)

Cinoshi USS50 lifetime license

RedLine Free
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Offering Price

Ghost Stealer USS$20 (1 build)
USS50 (per month)
USS$100 (lifetime license)

Metastealer US$200 (per month)
USS$1500 (lifetime license)
USS$500 (creator lifetime license)

Skuld Free

Xfiles US$200 per month
Generic Steal source code USS$500 and up

Phoenix Reborn Starts at US$24 a month

Table 13. Prices of information stealer offerings

Phishing as a service (PhaaS)

PhaaS offers even novice cybercriminals the tools needed to execute phishing attacks. These services bundle phishing kits, server
infrastructure, and support, making it easier to launch large-scale phishing campaigns. PhaaS platforms often include features such
as customizable phishing templates, automated setup processes, and detailed analytics on campaign performance, lowering the

barrier of entry for cybercriminals and increasing the frequency of phishing attacks.

Greatness is an advanced PhaaSs platforms targeting Microsoft 365 accounts. Launched in mid-2022, it has been used in sectors
like manufacturing, healthcare, technology, and real estate. Features include multifactor authentication (MFA) bypass, IP filtering,
and integration with Telegram bots. Attackers using Greatness can create convincing phishing pages that mimic the login portal
of the victim's organization, complete with pre-filled email addresses to enhance credibility. Attackers can then use the captured

credentials to access corporate networks.??

Phishing services are rarely found in English forums but are more common in Russian forums and are typically discussed on Telegram
channels. Discussions typically cover creating phishing pages and various how-to guides. Multiple threads ask for assistance with

scam pages, which often receive responses, but the responders often directing the inquires to Telegram.

Looking for someone who can do scampage phishing

> scam page for phishing

t: https://t.me/

16 July 2024 - 01:00 AM.

Figure 61. A post asking for phishing pages on the Nulled forum
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We found one PhaaS offering, the Ghosthook Phishing Toolkit, sold for €600 per month on Hackforums, CryptBB, and Russian

underground forums.

GhostHook

Campaign Builder (pusH-2263)

SERVER MANAGEMENT
& Accond

£ seting

Figure 62. The Ghosthook Phishing Toolkit

RATs

RATs are used by cybercriminals to gain unauthorized remote access to computer systems. The sale and use of RATs in the
cybercriminal underground remains a persistent threat. Some of these tools, such as DashExe, can be purchased online, starting
from USS17.95. The ability to customize RATs like DashExe also makes even novice cybercriminals more effective in spreading
malware and compromising computer systems?. Another example is the Spectre RAT, now on version 9.0. It is updated monthly and
sold in English- and Russian-speaking underground forums. Monthly pricing starts at USS425 for botnet, USS275 for stealer, USS50

for virtual private server (VPS), domain, and control panel, and USS50 for proxy servers.

The Venom RAT malware is written in C# and has been distributed as malicious attachments in spam emails since its initial discovery
in 2020. It utilizes an obfuscated Microsoft Office macro script to download malicious files, which are then executed using functions

from a library. Additionally, PowerShell scripts are employed for further actions. Older versions are shared freely in forums.

Viper RAT, designed to target Android devices, went on sale in May 2024 on the Cracking, Crackingx, and Bph platforms. The
malware has an extensive range of capabilities, including over 600 worldwide injections, phone unlocking, VNC control, and audio/

video recording. These functionalities enable phishing redirection, further enhancing its malicious potential.
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Our popular products

| - =
VPER RAT |LIFETIME

VIPER RAT | Imonth | VIPER RAT | 3Month |
LICENSE |

Starting at: $499.00 Starting at: $999.00
Starting at: $2000.00

Figure 63. Viper's online store

9.0 Modular RAT | Stealer | Hidden Apps

GENERAL

[imp to 1000

MODULAR

admin user. no uac)

Figure 64. Spectre RAT and Stealer offered on an English-language website
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DarkVision RAT Ultimate Edition (NATIVE C++/ASM REMOTE ACCESS SOFTWARE)

7

Announcement

ot now offers enhanced injection capabilities on Wow64/64-bit systems. @

s. oy

8 DARKVISION RAT

o CLICK HERE

Figure 65. Darkvison RAT advertised on Hackforums

Offering Price

Darkvision USS60 (lifetime)

Spectre RAT and Stealer USS$450 (bot)
USS275 (Stealer)
USS50 (VPS, domain, panel)

Viper RAT US$499 (per month)
US$999 (3 months)
US$2000 (lifetime)

Venon RAT USS$150 (three months)
USS$350 (with HVNC)

Table 14. Sample RATs for Sale

Bridging Divides, Transcending Borders:
Page 57 of 66 The Current State of the English Underground




IT-Enabled Crime in the Underground: Fake
Document Services

Identity theft surged in 2024, with 25% (1.4 million) of 5.7 million cases of fraud reported by the FTC related to identity theft.2*> This

is a lucrative market for criminals who offer fake document services such as passports, utility bills, tax forms, W-2s, and driver’s
licenses, which can be used to support citizenship claims or applications, open untraceable bank accounts, prove residence status,

commit insurance fraud, and purchase illicit items.

From 2018 to 2023, US passport card fraud has resulted in USS10 million in losses, with another USS8 million in attempted losses.2¢
In April 2024, a hacker sold the National Public Data (NPD) database — which contained the full name, address, date of birth, Social

Security number, and phone number of 2.7 billion people — for US$3.5 million on Breachforums.

The IRS flagged nearly 1.1 million tax returns as potentially fraudulent by March 2023, with refunds totaling USS$6.3 billion.?” Tax
returns and W2 forms from 39 states as well as personal details such as driver's license, social security, date of birth, and employer's
name are sold for USS80 per person. In the site Docz, which is dedicated to fake documents, business tax returns start at USS8 for
2020 W2s with prices increasing for later years. Another site offered credit reports from Creditkarma, my.equifax, and creditsesame
USS10 - USS75 based on credit scores.

The price for fake passports, available for the US and other countries, ranges between USS50 and USS$1,500, depending on
document quality, physical shipment vs. online template usage, and other customizations. We also identified a fake document site
that generates Al-created images or allows users to upload their own, with prices starting at US$99 for passports and US driver’s
licenses. Their platform allows every aspect of the document to be modified, including signature creation. Social Security Numbers

(SSNs) are also available for purchase, priced at USS1 per number, or USS500 for 10,000 numbers in bulk.

== United States of America ¢ ALABAMA =4 2010.05.01

Last Name

& John ne & Wick

B 02/03/1980 01/02/2015 [ 01/02/2025

P Number 1
1 cne99760 0 34687J87A

Optional data Optional data 2{For ID card) Number 2

() 50-48-802-523 () 783882021 ) a-3465074-78

Example:

g — oy
By, o

IDUSAC922173891<<<<<<<<BB4<E3S
8209027M2802127USAK<9836778296
HOLDEN<<BRANDON<<<<<<<<<<<<<<K

Figure 66. An online passport scan generator
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RealDoc.info | RealDoc.live

RealDoc.shop | RealDoc.in | RealDoc.asia | RealDoc.cc

Figure 67. Sample offerings of fake document services

)f//.\ DocZ.cc | DocZ.info

‘ mmnm BEST SHOP IN THE MARKET  unumnm

YrDocZ.cc |l

Always Best and Fresh Dacuments and Ac

*USA & Conada RCI, Chase, CIBC, RBC, Bank & Trust, BOA, TD Bank, Bank of Montreal, DeerWood Bank,
Signature Bank, Solvay Bank, First Horizon, FCB, BOJH, JPM Chase, Bank of The West, Bank Business Checks Available in Srock*

*USA & Canada 2018 to 2023 Personal, Spouse & Business Tax Return Forms Checks Available in Sfock*
*AII Countries Real Driving License, Identity Cards & Passports Front-Back-Selfie & SSN Cards Images Available in Stock *
Yk Drawing & Fake Documents Available in Stock Y
*Full Info USA SSN, UK NINO, CANADA SIN, SID, MMN, CR, CS, BG Available in Stock *

*"':'. all ¢ e W *

Onion: Il

@ Payment methods accepted: BTC, ETH, LTC, USDT(TRC20) and more iy

Real SELLERS (Bank, Shop, Logs, PayPal) with Good Quality Products are Welcome to JOIN WITH US

Figure 68. Fake document services for US and Canada
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©60,267.3§ Balance:so Y ©

Tax Return Files

# Dashboard
™ Purchases Select TAX YEAR + Select STA Select GENDE ¢ Select COUNTRY

-» Accounts 4
TAX YEAR
-» Emails/GV

sonal Info ¢

t3 USA DL/Passport/ID

MIDD!
t3 CAN DL/Passport/ID o

131 AUS DL/Pa
11 Drawing/Fake Docs

13 Tax Return Files

Business Tax 2020
5s Tax 2020
2020
2020 GARDEN ESTATES
Bigdaddy
2020 FLIP-N-OUT PR

USA Business Ta 2020 CAMDENTON APARTMENTS MA JS Bigdaddy

Load More

Figure 69. Docz.cc shop selling W2 from businesses

PRODUCT TWO:

**SSN Only- Provide Name(FN MN LN) and DOB(MM/DD/YYYY)- $10 each
*DOB Only- Provide Name(FN MN LN), Address(es)(Stre City, State, ZIP) and Phone Number- $3 each
**SSN & DOB- Provide Name(FN MN LN) and Address(es)(Street, City, State, ZIP)- $12 each
DL Number Only- Provide Name(FN MN LN) and DOB(MM/DD/YYYY)- $10 each
**DL Number Only-You can ¢ provide SSN- $10 each
DL Number Only- You can also provide Name(FN MN LN) and Address(es)(Street, City, State, ZIP)- $10 each
DL Number with ISS/EXP Dates(NOT INSTANT)- Price will be based on State needed.
redit Report- Provide Name(FN MN LN), Address(es)(Street, City, State, ZIP), DOB(MM/DD/YYYY) and SSN- $6 each
MVR Report- Price will be based on State and info needed.
FULL TLO- Provide Name(FN MN LN) and DOB(MM/DD/YYYY)- $30 each

**FULL TLO- You can also provide SSN- $30 each

If you need any other lookup service like Professional License Lookup, Business Lookup, Reverse Lookup, etc which is not listed here, please send us a PM,

and we will discuss.

Figure 71. Credit reports, SSN, and driver's licenses for sale
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Offering Price

US business tax returns 2020 USS8 and up

US business tax return 2023 USS12 and up

US business documents packages Uss$20

Credit reports USS5 - USS75

US W2 documents USS$5 and up
Passports USS$50 - US$1,500
Drivers' licenses USS$5 and up

SSN USStand up

Table 15. Pricing for fake document services
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Conclusion

Since 2015, the English-speaking cybercriminal underground has transformed significantly. Weapons and malware are now

rarely sold, and law enforcement has disrupted many English-speaking forums, prompting cybercriminals to more anonymous
and multilingual spaces. Our findings also show that the English cybercriminal underground is now more inclusive and complex,

welcoming cybercriminals from diverse backgrounds.

This shift allows greater collaboration and adaptability among cybercriminals, as seen in the increased use of communication
platforms like Telegram, which complicates detection efforts and prosecution. Cybersecurity professionals and law enforcement

agencies must continuously adapt their strategies to keep pace.

Bridging Divides, Transcending Borders:
Page 62 of 66 The Current State of the English Underground




Endnotes

Miranda Bruce et al. (April 10, 2024). PLOS ONE. “Mapping the global geography of cybercrime with the World Cybercrime
Index."” Accessed on Oct. 11, 2024 at: Link.

1 Brian Krebs. (March 5, 2024). Krebs on Security. “Incognito Darknet Market Mass Extorts Buyers, Sellers.” Accessed
on Oct. 11, 2024, at: Link.

2 Resecurity® HUNTER team. (Jan. 8, 2023). Resecurity. “Dark Web Markets Compete for the Drug Trafficking and
lllegal Pharmacy Monopoly.” Accessed on Oct. 11, 2024, at: Link.

3 Resecurity® HUNTER team. (Jan. 8, 2023). Resecurity. “Dark Web Markets Compete for the Drug Trafficking and
lllegal Pharmacy Monopoly."” Accessed on Oct. 11, 2024, at: Link.

4 Felix Richter. (April 11, 2023). World Economic Forum. “Charted: There Are More Phones Than People in the World."”
Accessed on Oct. 11, 2024, at: Link.

5 Robokiller. (n.d.). Robokiller. “2023 United States Robotext Trends.” Accessed on Oct. 11, 2024, at: Link.

6 Smslocal. (Sept. 7, 2023). Smslocal (via LinkedIn). "5 Shocking SMS Marketing Statistics That Show Why 2023 Will Be
the Year of SMS." Accessed on Oct. 11, 2024, at: Link.

7 Fernando Merces and Mayra Rosario Fuentes. ( Nov, 17, 2017). Trend Micro. “The lllicit Business of Selling Stolen Apple
Devices." Accessed on Nov. 26, 2024, at: Link.

8 Trend Micro. (Nov. 30, 2021). Trend Micro. “Investigating the Emerging Access-as-a-Service Market."” Accessed on Oct.
11, 2024, at: Link.

9 David Sancho and Vincenzo Ciancaglini. (Aug. 15, 2023). Trend Micro. “Hype vs. Reality: Al in the Cybercriminal
Underground". Accessed on Nov. 26, 2024, at: Link.

10 David Sancho and Vincenzo Ciancaglini. (May 8, 2024). Trend Micro. “Back to the Hype: An Update on How
Cybercriminals Are Using GenAl". Accessed on Nov. 26, 2024, at: Link.

11 David Sancho and Vincenzo Ciancaglini. (July 30, 2024). Trend Micro. “Surging Hype: An Update on the Rising Abuse
of GenAl". Accessed on Nov. 26, 2024, at: Link.

12 Nate Nelson. (April 11, 2024). Dark Reading. “TA547 Uses an LLM-Generated Dropper to Infect German Orgs.”
Accessed on Oct. 11, 2024, at: Link.

13 Titan.com (n.d.). Titan. “"DarkBard post". Accessed on Nov 26, 2024, at: Link blocked.

14 US Department of the Treasury. (Aug. 8, 2022). US Treasury. “U.S. Treasury Sanctions Notorious Virtual Currency
Mixer Tornado Cash.” Accessed on Oct. 11, 2024, at: Link.

15 Brian Krebs. (Oct. 27, 2016). Krebs on Security. “Are the Days of “Booter"” Services Numbered?". Accessed Nov 26,
2024, at: Link.

16 Vladimir Kropotov, Robert McArdle, and Fyodor Yarochkin (Oct. 6, 2020). Trend Micro. “Inside the Bulletproof Hosting
Business.” Accessed on Nov. 26, 2024 at: Link.

17 Domain Tools Research. (Dec. 1, 2022). Domain Tools. "Purpose Built Criminal Proxy Services and the Malicious
Activity They Enable". Accessed on Nov. 26, 2024, at: Link.

18 Ashley Ferraro. (May 7, 2024). Privacy.com. “Credit Card Fraud in Numbers—Crucial Credit Card Fraud Statistics for
2024". Accessed on Nov. 26, 2024 at: Link.

19 Mayra Rosario Fuentes and Shiau-Jing Ding. (July 13, 2021). Trend Micro. “Trends and Shifts in the Underground N-Day
Exploit Market"”. Accessed on Nov. 26, 2024, at: Link.

Bridging Divides, Transcending Borders:
Page 63 of 66 The Current State of the English Underground



https://journals.plos.org/plosone/article?id=10.1371/journal.pone.0297312
https://krebsonsecurity.com/2024/03/incognito-darknet-market-mass-extorts-buyers-sellers/
https://www.resecurity.com/blog/article/dark-web-markets-compete-drug-trafficking-illegal-pharmacy-monopoly
https://www.resecurity.com/blog/article/dark-web-markets-compete-drug-trafficking-illegal-pharmacy-monopoly
https://www.weforum.org/agenda/2023/04/charted-there-are-more-phones-than-people-in-the-world/
https://www.robokiller.com/spam-text-insights#introduction
https://www.linkedin.com/pulse/5-shocking-sms-marketing-statistics-show-why-2023-year-sms-local/
https://www.trendmicro.com/en_us/research/17/k/physical-theft-meets-cybercrime-illicit-business-selling-stolen-apple-devices.html
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/investigating-the-emerging-access-as-a-service-market?utm_source=trendmicroresearch&utm_medium=smk&utm_campaign=1121_AccessAsAService
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/hype-vs-reality-ai-in-the-cybercriminal-underground
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/back-to-the-hype-an-update-on-how-cybercriminals-are-using-genai
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/surging-hype-an-update-on-the-rising-abuse-of-genai
https://www.darkreading.com/threat-intelligence/ta547-uses-llm-generated-dropper-infect-german-orgs
hxxps://titan.intel471.com/post_thread/dad7717d9de08eb057aa8adcac504407?cursor=0a1468f5ce49eae3e5c6a7f979e3dbef
https://home.treasury.gov/news/press-releases/jy0916
https://krebsonsecurity.com/tag/bulletproof-hosting/
ttps://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/inside-the-bulletproof-hosting-business-cybercrime-methods-opsec
https://www.domaintools.com/resources/blog/purpose-built-criminal-proxy-services-and-the-malicious-activity-they-enable/
https://privacy.com/blog/credit-card-fraud-statistics
https://www.trendmicro.com/vinfo/us/security/news/vulnerabilities-and-exploits/trends-and-shifts-in-the-underground-n-day-exploit-market

20 Trend Micro Research. (Oct. 2, 2019). Trend Micro. “Security 101: Zero-Day Vulnerabilities and Exploits". Accessed on
Nov. 26, 2024, at: Link.

21 Trend Micro Research. (May 16, 2018). Trend Micro. “The Rise and Fall of Scan4You". Accessed on Nov. 26, 2024, at:
Link.

22 Department of Justice. (May 16, 2018). Office of Public Affairs. “Cyber-Criminal Residing in Latvia Convicted for Role
in Operation of Counter Antivirus Service “Scandyou"". Accessed on Nov. 26, 2024, at: Link.

23 Tiago Pereira. (May 10, 2023). Talos. “New phishing-as-a-service tool “Greatness” already seen in the wild". Accessed
on Nov. 26, 2024, at: Link.

24 Guru Baran. (Feb. 29, 2024). Cybersecurity News. “DashExe RAT Advetised on Hacking Forums for $17.95". Accessed
on Nov. 26, 2024, at: Link.

25 Federal Trade Commission. (Feb. 9, 2024). FTC. “As Nationwide Fraud Losses Top $10 Billion in 2023, FTC Steps Up
Efforts to Protect the Public.” Accessed on Oct. 11, 2024, at: Link.

26 Financial Crimes Enforcement Network (FinCEN). (Apr. 15, 2024). US Department of the Treasury. “FinCEN Issues
Notice on the Use of Counterfeit U.S. Passport Cards to Perpetrate Identity Theft and Fraud Schemes at Financial
Institutions.” Accessed on Oct. 11, 2024, at: Link.

27 Greg lacurci. (May 17, 2023). CNBC. "“IRS flagged more than 1 million tax returns for identity fraud in 2023."” Accessed
on Oct. 11, 2024 at: Link.

Other Trend Micro research in our Cybercriminal Underground Series

1 Maxim Goncharov. (2011). Trend Micro. “Traffic Direction Systems as Malware Distribution Tools.” Accessed on Oct. 12,
2024, at: Link.

2 Maxim Goncharov. (2012). Trend Micro. “Russian Underground 101.” Accessed on Oct. 12, 2024, at: Link.

3 Trend Micro Incorporated. (2013). Trend Micro. “Brazil: Cybersecurity Challenges Faced by a Fast-Growing Market
Economy.” Accessed on Oct. 27, 2014, at: Link.

4 Robert McArdle and David Sancho. (2013). Trend Micro. “Bitcoin Domains: A Look Into the Bitcoin Ecosystem.”
Accessed on Oct. 12, 2024, at: Link.

5 Loucif Kharouni. (2013). Trend Micro. “Africa: A New Safe Harbor for Cybercriminals?" Accessed on Oct. 12, 2024, at:
Link.

6 Trend Micro. (2013). Trend Micro. “Latin American and Caribbean Cybersecurity Trends and Government Responses.
Accessed on Oct. 11, 2024 at: Link.

7 Lion Gu. (2013). Trend Micro. “Beyond Online Gaming Cybercrime: Revisiting the Chinese Underground Market.”
Accessed on Oct. 11, 2024 at: Link.

8 Vincenzo Ciancaglini, Marco Balduzzi, Max Goncharov, and Robert McArdle (2013). Trend Micro. “Deepweb and
Cybercrime It's Not All About TOR.” Accessed on Oct. 11, 2024, at: Link.

9 Fernando Mercés. (2014). Trend Micro. "The Brazilian Underground Market: The Market for Cybercriminal Wannabes?"
Accessed on Oct. 11, 2024 at: Link.

10 Lion Gu. (2014). Trend Micro. “The Chinese Underground in 2013". Accessed on Oct. 11, 2024 at: Link.

11 Trend Micro Research. (Nov. 13, 2014). Trend Micro. “The Mobile Cybercriminal Underground Market in China."”
Accessed on Jan. 2, 2025, at: Link.

Bridging Divides, Transcending Borders:
Page 64 of 66 The Current State of the English Underground



https://www.trendmicro.com/vinfo/us/security/news/vulnerabilities-and-exploits/security-101-zero-day-vulnerabilities-and-exploits
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/the-rise-and-fall-of-scan4you
https://www.justice.gov/opa/pr/cyber-criminal-residing-latvia-convicted-role-operation-counter-antivirus-service-scan4you
https://blog.talosintelligence.com/new-phishing-as-a-service-tool-greatness-already-seen-in-the-wild/
https://cybersecuritynews.com/dashexe-rat-advetised/
https://www.ftc.gov/news-events/news/press-releases/2024/02/nationwide-fraud-losses-top-10-billion-2023-ftc-steps-efforts-protect-public
https://www.fincen.gov/news/news-releases/fincen-issues-notice-use-counterfeit-us-passport-cards-perpetrate-identity-theft
https://www.cnbc.com/2023/05/17/irs-flagged-more-than-1-million-tax-returns-for-identity-fraud-in-2023.html
http://www.trendmicro.es/media/misc/malware-distribution-tools-research-paper-en.pdf
https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp-russian-underground-101.pdf
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wpbrazil.pdf
https://www.trendmicro.co.nz/cloud-content/us/pdfs/security-intelligence/white-papers/wp-bitcoin-domains.pdf
http://www.trendmicro.nl/media/misc/africa-new-safe-harbor-for-cybercriminals-en.pdf
https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp-latin-american-and-caribbean-cybersecurity-trends-and-government-responses.pdf
https://go.trendmicro.com/archive/docs/wp-beyond-online-gaming-cybercrime.pdf
https://documents.trendmicro.com/assets/wp/wp-deepweb-and-cybercrime.pdf
https://documents.trendmicro.com/assets/wp/wp-the-brazilian-underground-market.pdf
https://documents.trendmicro.com/assets/wp/wp-the-chinese-underground-in-2013.pdf
https://www.trendmicro.com/vinfo/ph/security/news/cybercrime-and-digital-threats/the-mobile-cybercriminal-underground-market-in-china

12 Ryan Flores et al. (March 24, 2015). Trend Micro. “Sextortion in the Far East: Blackmail Goes Mobile". Accessed on Oct.
11, 2024 at: Link.

13 Vincenzo Ciancaglini et al. (June 22, 2015). Trend Micro. “Going Deeper: Exploring the Deep Web." Accessed on Oct. 11,
2024 at: Link.

14 Max Goncharov. (July 28, 2015). Trend Micro. “The Russian Underground Today: Automated Infrastructure,
Sophisticated Tools.” Accessed on Oct. 11, 2024 at: Link.

15 Max Goncharov. (July 15, 2015). Trend Micro. “Bulletproof Hosting Services: Cybercriminal Hideouts for Lease.”
Accessed on Oct. 11, 2024 at: Link.

16 Akira Urano. (Oct. 13, 2015). Trend Micro." The Japanese Underground: Japan's Unique Cybercriminal Economy."”
Accessed on Oct. 11, 2024 at: Link.

17 Lion Gu. (Nov. 23, 2015). Trend Micro. "Prototype Nation: The Chinese Cybercriminal Underground in 2015." Accessed
on Oct. 11, 2024 at: Link.

18 Kyle Wilhoit and Stephen Hilt. (Dec. 7, 2015). Trend Micro. “North American Underground: The Glass Tank."” Accessed
on Oct. 11, 2024 at: Link.

19 Forward-Looking Threat Research (FTR) Team. (Dec. 8, 2015). Trend Micro. “U-Markt: The German Cybercriminal
Underground.” Accessed on Oct. 11, 2024 at: Link.

20 Forward-Looking Threat Research (FTR) Team. (Jan. 12, 2016). Trend Micro. “Ascending the Ranks: The Brazilian
Cybercriminal Underground in 2015." Accessed on Oct. 11, 2024 at: Link.

21 Cedric Pernet. (2016). Trend Micro. “The French Underground: Under a Shroud of Extreme Caution.” Accessed on Oct.
11, 2024 at: Link.

22 Trend Micro Research. (Oct. 10, 2016). Trend Micro. “The Cybercriminal Roots of Selling Online Gaming Currency.”
Accessed on Jan. 2, 2025, at: Link.

23 Trend Micro and INTERPOL. (March 9, 2017). Trend Micro. "Is There a Budding West African Underground Market?"
Accessed on Oct. 11, 2024 at: Link.

24 Vladimir Kropotov and Fyodor Yarochkin. (Sept. 28, 2017). Trend Micro. “The Underground'’s Economy of Coupon
Fraud.” Accessed on Oct. 11, 2024 at: Link.

25 Mayra Rosario Fuentes. (Oct. 10, 2017). Trend Micro. “The Middle Eastern and North African Underground: Where
Culture and Cybercrime Meet."” Accessed on Oct. 11, 2024 at: Link.

26 Forward-Looking Threat Research (FTR) Team. (May 16, 2018). Trend Micro. “The Rise and Fall of {Scan4You}."”
Accessed on Oct. 11, 2024 at: Link.

27 Forward-Looking Threat Research (FTR) Team. (May 8, 2018). Trend Micro. “Exposed Video Streams: How Hackers
Abuse Surveillance Cameras.” Accessed on Oct. 11, 2024 at: Link.

28 Vladimir Kropotov et al. (Dec. 20, 2017). Trend Micro. “Travel Hacks: How Cybercriminals Tour the World on the
Cheap."” Accessed on Oct. 11, 2024 at: Link.

29 Trend Micro and US Secret Service. (Oct. 29, 2018). Trend Micro. "Evolution of Cybercrime.” Accessed on Oct. 11, 2024
at: Link.

30 Mayra Rosario Fuentes and Ahmed Kamal Aly. (Nov. 27, 2018). Trend Micro. “Cash and Communication: New Trends in
the Middle East and North Africa Underground.” Accessed on Oct. 11, 2024 at: Link.

31 Mayra Rosario Fuentes, Vladimir Kropotov, and Fyodor Yarochkin. (Nov. 29, 2018). Trend Micro. “Ethics Need Not
Apply: The Dark Side of Law.” Accessed on Oct. 11, 2024 at: Link.

32 David Sancho. (Dec. 20, 2018). Trend Micro. “Examining the Thriving Underground Software Business.” Accessed on
Oct. 11, 2024 at: Link.

Bridging Divides, Transcending Borders:
Page 65 of 66 The Current State of the English Underground



https://www.trendmicro.com/vinfo/nl/security/news/cybercrime-and-digital-threats/sextortion-in-the-far-east-blackmail-goes-mobile
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/exploring-the-deep-web
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/russian-underground-automized-infrastructure-services-sophisticated-tools
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/bulletproof-hosting-services-cybercriminal-hideouts-for-lease
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/the-japanese-underground
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/prototype-nation-the-chinese-cybercriminal-underground-in-2015
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/north-american-underground-the-glass-tank
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/u-markt-the-german-cybercriminal-underground
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/brazilian-cybercriminal-underground-2015
https://documents.trendmicro.com/assets/wp/wp-the-french-underground.pdf
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/cybercriminal-roots-selling-online-gaming-currency
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/west-african-underground
https://www.trendmicro.com/en_us/research/17/i/business-process-compromise-underground-coupon-fraud.html
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/the-middle-eastern-and-north-african-underground-where-culture-and-cybercrime-meet
https://documents.trendmicro.com/assets/white_papers/wp-the-rise-and-fall-of-scan4you.pdf
https://www.trendmicro.com/vinfo/de/security/news/internet-of-things/exposed-video-streams-how-hackers-abuse-surveillance-cameras
https://www.trendmicro.com/vinfo/sg/security/news/cybercrime-and-digital-threats/travel-hacks-how-cybercriminals-tour-the-world-on-the-cheap
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/evolution-of-cybercrime#downloadPDF
https://www.trendmicro.com/vinfo/sg/security/news/cybercrime-and-digital-threats/cash-and-communication-new-trends-in-the-middle-east-and-north-africa-underground
https://www.trendmicro.com/vinfo/sg/security/news/cybercrime-and-digital-threats/ethics-need-not-apply-the-dark-side-of-law
https://www.trendmicro.com/vinfo/sg/security/news/cybercrime-and-digital-threats/examining-the-thriving-underground-software-business

33 Vladimir Kropotov, Fyodor Yarochkin, and Michael Ofiaza. (Jan. 7, 2019). Trend Micro. “Your Word is Your Bond: Trust
and Ethics in Underground Forums.” Accessed on Oct. 11, 2024 at: Link.

34 Stephen Hilt et al. (2019). Trend Micro. “The Internet of Things in the Cybercrime Underground.” Accessed on Oct. 11,
2024 at: Link.

35 Mayra Rosario Fuentes and Fernando Mercés. (Oct. 29, 2019). Trend Micro. “Threats to the Esports Industry in 2019
and Beyond." Accessed on Oct. 11, 2024 at: Link.

36 Mayra Rosario Fuentes. (May 26, 2020). Trend Micro. “An Investigation into the Current Condition of Underground
Markets and Cybercriminal Forums.” Accessed on Oct. 11, 2024 at: Link.

37 Vladimir Kropotov, Robert McArdle, and Fyodor Yarochkin. (July 21, 2020). Trend Micro. “Hacker Infrastructure and
Underground Hosting 101: Where Are Cybercriminal Platforms Offered?” Accessed on Oct. 11, 2024 at: Link.

38 Vladimir Kropotov, Robert McArdle, and Fyodor Yarochkin. (Sept. 1, 2020). Trend Micro. “Commodified Cybercrime
Infrastructure: Exploring the Underground Services Market for Cybercriminals.” Accessed on Jan. 2, 2025, at: Link.

39 Vladimir Kropotov, Robert McArdle, and Fyodor Yarochkin. (Oct. 6, 2020). Trend Micro. “Inside the Bulletproof Hosting
Business: Cybercriminal Methods and OpSec.” Accessed on Oct. 11, 2024 at: Link.

40 Mayra Fuentes, et al. (June 8, 2021). Trend Micro. “Modern Ransomware's Double Extortion Tactics and How to
Protect Enterprises Against Them.” Accessed on Oct. 11, 2024 at: Link.

41 Mayra Rosario Fuentes and Shiau-Jing Ding. (July 13, 2021). Trend Micro. “Trends and Shifts in the Underground N-Day
Exploit Market.” Accessed on Oct. 11, 2024 at: Link.

42 Mayra Rosario Fuentes. (Feb. 28, 2023). Trend Micro. “The Gender-Equal Cybercriminal Underground.” Accessed on
Oct. 11, 2024 at: Link.

43 David Sancho and Mayra Rosario Fuentes. (April 3, 2023). Trend Micro. “Size Matters: Unraveling the Structure of
Modern Cybercrime Organizations.” Accessed on Oct. 11, 2024 at: Link.

44 David Sancho and Vincenzo Ciancaglini. (Aug. 15, 2023). Trend Micro. “Hype vs. Reality: Al in the Cybercriminal
Underground.” Accessed on Oct. 11, 2024 at: Link.

45 Vincenzo Ciancaglini and David Sancho. (May 8, 2024). Trend Micro. “Back to the Hype: An Update on How
Cybercriminals Are Using GenAl." Accessed on Jan. 2, 2025, at: Link.

46 Vincenzo Ciancaglini and David Sancho. (July 30, 2024). Trend Micro. “Surging Hype: An Update on the Rising Abuse
of GenAl." Accessed on Jan. 2, 2025, at: Link.

47 Vincenzo Ciancaglini and David Sancho. (Oct. 24, 2024). Trend Micro. “"Generative Al in Elections: Beyond Political
Disruption.” Accessed on Jan. 2, 2025, at: Link.

TrendMicro.com

For details about what personal information we collect and why, please see our Privacy Notice on our website at: trendmicro.com/privacy

Bridging Divides, Transcending Borders:
Page 66 of 66 The Current State of the English Underground



https://www.trendmicro.com/vinfo/sg/security/news/cybercrime-and-digital-threats/your-word-is-your-bond-trust-and-ethics-in-underground-forums
https://documents.trendmicro.com/assets/white_papers/wp-the-internet-of-things-in-the-cybercrime-underground.pdf
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/cheats-hacks-and-cyberattacks-threats-to-the-esports-industry-in-2019-and-beyond
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/trading-in-the-dark
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/hacker-infrastructure-and-underground-hosting-101-where-are-cybercriminal-platforms-offered
https://www.trendmicro.com/vinfo/ie/security/news/cybercrime-and-digital-threats/commodified-cybercrime-infrastructure-exploring-the-underground-services-market-for-cybercriminals
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/inside-the-bulletproof-hosting-business-cybercrime-methods-opsec
https://www.trendmicro.com/vinfo/ie/security/news/cybercrime-and-digital-threats/modern-ransomwares-double-extortion-tactics-and-how-to-protect-enterprises-against-them
https://trendmicro.com/vinfo/ie/security/news/vulnerabilities-and-exploits/trends-and-shifts-in-the-underground-n-day-exploit-market
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/gender-in-cybercrime
https://www.trendmicro.com/vinfo/ie/security/news/cybercrime-and-digital-threats/inside-the-halls-of-a-cybercrime-business
https://www.trendmicro.com/vinfo/ie/security/news/cybercrime-and-digital-threats/hype-vs-reality-ai-in-the-cybercriminal-underground
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/back-to-the-hype-an-update-on-how-cybercriminals-are-using-genai
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/surging-hype-an-update-on-the-rising-abuse-of-genai?utm_source=Trendmicroresearch&utm_medium=SMK&utm_campaign=072024_GenAIAbuse&linkId=536108485
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/generative-ai-in-elections-beyond-political-disruption
https://www.trendmicro.com/
https://www.trendmicro.com/privacy

