Caught in the Act: Running &
Realistic Factory Honeypot to
Capture Real Threats

Stephen Hilt, Federico Maggi, Charles Perine, Lord Remorin, Martin Résler, and Rainer Vosseler

<

rch




TREND MICRO LEGAL DISCLAIMER

The information provided herein is for general information
and educational purposes only. It is not intended and
should not be construed to constitute legal advice. The
information contained herein may not be applicable to all
situations and may not reflect the most current situation.
Nothing contained herein should be relied on or acted
upon without the benefit of legal advice based on the
particular facts and circumstances presented and nothing
herein should be construed otherwise. Trend Micro
reserves the right to modify the contents of this document
at any time without prior notice.

Translations of any material into other languages are
intended solely as a convenience. Translation accuracy
is not guaranteed nor implied. If any questions arise
related to the accuracy of a translation, please refer to
the original language official version of the document. Any
discrepancies or differences created in the translation are
not binding and have no legal effect for compliance or
enforcement purposes.

Although Trend Micro uses reasonable efforts to include
accurate and up-to-date information herein, Trend Micro
makes no warranties or representations of any kind as
to its accuracy, currency, or completeness. You agree
that access to and use of and reliance on this document
and the content thereof is at your own risk. Trend Micro
disclaims all warranties of any kind, express or implied.
Neither Trend Micro nor any party involved in creating,
producing, or delivering this document shall be liable
for any consequence, loss, or damage, including direct,
indirect, special, consequential, loss of business profits,
or special damages, whatsoever arising out of access to,
use of, or inability to use, or in connection with the use of
this document, or any errors or omissions in the content
thereof. Use of this information constitutes acceptance for
use in an “as is” condition.

Published by
Trend Micro Research

Written by

Stephen Hilt, Federico Maggi,
Charles Perine, Lord Remorin,
Martin Roésler, and Rainer Vosseler

Stock images used under license from
Shutterstock.com

For Raimund Genes (1963-2017)

Contents

4

Conceptualization

6

Building the ICS Environment

12

Building the Company

17

Building the Honeypot

28

Incidents

60

Conclusion

- g

it



Different critical infrastructures have been hit with attacks such as those that
involved the infamous Stuxnet malware' and the more recent Triton malware.2
These incidents — attacks on manufacturing and other sectors that use industrial
control systems (ICSs) — continue to be heard of through the years. In 2017, for
instance, the notorious WannaCry ransomware shut down a car manufacturing
factory in Japan,® and another ransomware attack took down a factory in North
Carolina, U.S.*

Smart factories attract the interest of threat actors for the critical and sensitive
infrastructures they usually handle. A successful attack, no matter how difficult the
execution, can yield high-impact results that can corner an organization into giving
in to cybercriminals’ demands or, at the very least, cost it considerable losses.

Prompted by our desire to determine how knowledgeable and imaginative
attackers could be in compromising a manufacturing facility, we built the most
realistic factory honeypot we had ever created. And in doing so, we also created
an ideal environment where we could monitor and learn about the attacks that
the honeypot came to attract. From conceptualization to actual execution,
our factory honeypot was designed to be an attractive target for potential
cybercriminals.

Our factory honeypot took on the ruse of a small fictitious company that
apparently handled clients from critical industries yet possessed inadequate
security defenses. Our ruse proved successful as our honeypot saw several
attacks, which we had the freedom and resources to monitor. These attacks
included a malicious cryptocurrency mining campaign, two ransomware attacks,
another that posed as a ransomware attack, and several scanners.

In this research paper, we detail the conceptualization and creation of our
most elaborate honeypot to date, and discuss the result of our monitoring and
tracking of the incidents that occurred on the honeypot.




Conceptualization

Trend Micro had already created several honeypots, specifically ones that ran ICSs. In 2013, Trend Micro
released a research that centered on a honeypot for a water system.® This research was focused on a pure-
production honeypot that mimicked a real system, including a human-machine interface (HMI) and other
components of an ICS. And in 2015, Trend Micro released research around the Guardian AST monitoring
system using a honeypot called GasPot,® which simulated a gas tank monitoring system. The purpose
of this honeypot was to deploy multiple unique systems that did not look the same but nonetheless

responded like real deployed systems.

We evolve our honeypots by making them more and more realistic each time we build them. This is why
for this research we wanted to build a honeypot that not only mimicked a real system but could also start
making products. The goal was to build a honeypot that appeared so real that not even a well-trained

control systems engineer would be able to tell that it was fake without diving deeply into the system.

First, we decided on what services and ports would be exposed to the internet to make our honeypot
attractive to attackers. At the same time, we would maintain a minimal number of exposed services to
prevent our honeypot from being identified as such. Second, we created a backstory for our fictitious
company, which included made-up employee names, working phone numbers, and email addresses —
anything and everything that a real company would need to run a day-to-day business. Third, we created

a strategy to build the factory with equipment we already owned and equipment we needed to purchase.
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Looking at the equipment that we had and what we wanted to achieve, we replaced the Modbus

programmable logic controllers (PLCs) with ones from Omron. This was to see if there would be any other

attacks that we did not observe in our 2013 research on water facilities; in that research, we received

12 targeted attacks out of 39 total attacks. After we finalized our build-out, we decided on what type

of products we wanted to make and how we were going to design the logic, HMI screens, and other

ICS components.
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Building the ICS Environment

In building our ICS environment, one of our primary goals was to prevent attackers from simply flagging
our system as a honeypot, which would of course drive them away. Advanced attackers could be very
picky in choosing systems they wanted to compromise and would check every small detail that they
could before conducting an attack. With this is mind, we decided to use real ICS hardware and a mixture

of physical hosts and hardened virtual machines (VMs).

G 166. mobile-166-
Country United States

Organization

ISP

Last Update 2019-10-30T17:04:53.662114
Hostnames mobile-166-

ASN AS

Figure 2. Shodan data classifying our honeypot as ICS

Hardware

For our ICS hardware, we ran four PLCs from three different brands: one Siemens S7-1200, two Allen-
Bradley MicroLogix 1100 units, and one Omron CP1L. These PLCs were chosen for their popularity in the
control systems markets from around the world. Also, each PLC brand uses a different protocol, allowing

us to see if there would be any attacks on any of these PLCs that we could monitor.
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Figure 3. Hardware equipment that ran our factory

Each PLC was loaded with logic and performed specific and associated tasks that together ran the
manufacturing facility. These roles were agitator, burner control, conveyor belt control, and palletizer,
which used a robotic arm. To make our manufacturing process realistic, we used incremental and
decremental functions through logic to vary the feedback values, which imitated the starting and stopping
seen in motors or heaters. Random generator functions were also created to make slight fluctuations in

the feedback values.

Machines

We had three VMs and one physical machine running our factory. The three VMs included an HMI to
control our factory, a robotics workstation to control our palletizer, and an engineering workstation to

program our PLCs. The physical machine was used as a file server for our factory.

Human-Machine Interface

Aside from the different brands of PLCs that we used in our production environment, we wanted to
monitor the status of the logic we loaded on our devices. To mimic a realistic manufacturing environment,

we created an HMI to quickly identify whether the states of our “virtual” actuators, motors, and feedback

values were being modified.
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During our planning stage, we found out that starting with the layout of our HMI would be much easier
than starting with the PLC logic. The HMI machine of our honeypot was exposed through Virtual Network

Computing (VNC) without control access.
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Figure 4. A screenshot of the HMI used to control the plant in our factory

Robotics Workstation

Industrial robots are a key component of modern smart manufacturing. They are used for automating
not only simple pick-and-place tasks but also complex ones. Because of this, we decided to include a
robotics station and its corresponding engineering workstation in our factory. To further make our factory
realistic, we included a robotics workstation that would be used by engineers to graphically write the
automation logic. Since actual industrial robot machines are normally isolated in an internal network, we

decided to expose only the workstation via VNC.
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Figure 5. Industrial robots typically found in modern factories

Given our experience with the ABB Robotics ecosystem,” we opted for the programming environment of
RobotStudio. We downloaded this from the ABB Robotics website, installed it on a dedicated VM, and
configured it accordingly. We then opened a simulation file and saw to it that the rendered 3D digital twin
of the robot was visible on screen to ensure that VNC scans — such as those used by Shodan and similar
search engines — would grab it and display it to whoever might be interested in exploring VNC targets. In

addition, we collected some code and left it on the machine.
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Figure 6. A screenshot of the robotics workstation, used to write automation routines for the robotics station
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The effectiveness of our design and implementation in creating an attractive and realistic target was
confirmed by the several attempts to attack the robotics workstation that we later observed, some of

which were successful, with the attackers coming back several times.

Engineering Workstation

To program logic on the PLCs that would perform tasks similar to those required in a production line, we
added an engineering workstation to our honeypot network. Like the robotics workstation, this workstation
would be used by engineers to create logic for the PLCs. Accordingly, we installed industrial software for
programming the PLCs we used: Totally Integrated Automation Portal (TIA Portal) for Siemens, MicroLogix

for Allen-Bradley, and CX-One for Omron.

We decided that the engineering workstation would not be exposed outside of our network. Rather, we
used the same admin password as that of the exposed HMI and robotics workstation. This mimicked a

common setup in companies maintained by an administrator.

Unfortunately (for our purpose, that is), the engineering workstation did not receive any attacks, even

though we purposely used the same admin password as that of the other exposed machines.

File Server

We set up a file server to lure attackers and also to serve as a backup for some of our own “work” in our
simulated company. This provided us with the ability to sneak net files in and out of the network using
a multi-USB method to ensure that we were not leaving any traces of other systems on our honeypot
network. The file server was a Windows 7 Professional build that had a shared directory and allowed

anyone read and write access.

At first, we built it with no files or structure and intended to build up the structure over time. But once we
found that actors were actively looking at the structure, we decided to populate it with false files. To do
this, we created a script that would create a file from a list of extensions. Using multiple words from a

dictionary, the script would create a file of a random size.
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Figure 7. The script we created to generate random file patterns

After we ran the script for a given number of files, we populated our

“honeyfiles.”
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Figure 8. Honeyfiles placed in the file server to make it look realistic
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Building the Company

The proliferation of honeypots used to collect attack traces has significantly raised the bar for future
honeypots. Not only are current attackers already accustomed to encountering honeypots virtually
everywhere, but advanced actors also typically perform in-depth investigation — using open-source
intelligence (OSINT), for example — before attacking a target system to make sure that they are not about
to be “caught” by a honeypot system. For this reason, our honeypot did not only need to look realistic
from a design and technical implementation standpoint, but it also had to reflect a system that a real

company would use.

Trying to put ourselves in the shoes of an advanced attacker, we took advantage of our OSINT knowledge
to better anticipate how an attacker would act, which information they would cross-check, and from
which sources. Would they check used IP addresses in reputation systems? Would they try to match the
reverse lookup history of an IP address? Would they search for names and keywords, trying to find online
evidence of a real company linked to that system? With such questions in mind, we started to create a

list of ideas.

In this section, we discuss the details we came up with to make our honeypot more convincing as a real

company.

An Attractive Target

Although it would have resulted in a very attractive target for attackers, posing as an existing company
could have posed legal issues. We ruled out this option immediately because the potential reputational
damage in case of an attack would be out of proportion. If existing companies would like to run honeypots,
they would need to do it on their premises, under their legal responsibility. However, we still wanted to
be an attractive target. Fortunately for us, many large companies rely on external workforce, especially
for bleeding-edge applications and technologies (e.g., smart manufacturing). This presented a perfect

position for us to take in the market.
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We decided to pose as a small industrial prototyping boutique working for special customers. Considering
that some small companies offer consultancy services to larger ones, we thought we could invent one
such company. In this way, we would not need to claim ownership of any existing brand. After some
brainstorming, we decided to pose as a small industrial prototyping boutique: a consultancy firm that
specialized in advanced prototyping, serving very large anonymous customers in the military, avionic, and

manufacturing sectors.

Vision and Brand Image

At this point, we started thinking like an entrepreneur. We needed to pick our business mission and name,
and build an image around those ideas. We decided that we would be a company with only a small
number of employees, all founding members. We wanted to convey the message that we were highly
specialized, focused on our business, and for this reason worked for large and important enterprises.
This was to lure the attackers into thinking that we were dealing with sensitive projects, despite being a
small company. In other words, we wanted our company to appear “weak” in terms of cybersecurity, as

this was not its focus, and at the same time show that it handled important assets in our target systems.

After weeks of discussing the company among ourselves, we started to feel it was real. Embracing the
idea, vision, and brand of our faux company was very important because we had to depict a realistic
company image while reducing room for mistakes, such as leaking details about our real affiliation. To
avoid leaving any trace of our actual purpose, from the day we decided to start developing assets (e.g.,
images, brand material, domain registration, website), we created an isolated VM on a specific laptop,

which we used exclusively to perform any activity related to our faux brand.

Online Presence

Even small companies are nowadays expected to maintain a bare minimum of presence online. Creating
the illusion of a real company through social media was our first thought, but we discarded it quickly as
it could be a very tedious and error-prone process. While creating social network profiles was actually
easy, keeping them active was the hard part. And inactive, freshly created social profiles would just be red
flags. We decided that we did not want to invest time and resources in maintaining social media profiles.
Anyone who might be planning on recreating our setup should consider making the same decision, as
they could fall into thinking that it would only take a few posts once in a while to maintain a believable

social media account.

With this in mind, our first asset was a website. In creating a website, we first needed a company name.
We chose a name that reflected our rapid prototyping specialization: MeTech. MeTech was a fictitious
company name that we came up with to give the honeypot additional credibility. It is not now, nor has it
ever been, affiliated in any way with any real company that uses the word “MeTech” or any similar words

or phrases as part of its company name.
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We then decided on a motto and a logo, for which we simply used a free logo generator. Similarly, we
used a royalty-free web template to design a professional-looking website with only a few pages. The
front page was the most important one. We needed to quickly convey a clear message in only that one
page, which was that we were contractors for large enterprises. Our advertised business (i.e., rapid

prototyping) needed to be in line with our honeypot system. The finished homepage of our website,

metech.co, is shown in Figure 9.

WE CREATE FOR YOUR BUSINESS

MeTech is an agile mechanical prototyping firm specialized in product concept, mockup, and realization.
We follow our clients' ideas, craft them into modern designs, all the way to a full working prototype.

We crealte, so you don't have to!

WHO ARE OUR
CLIENTS?

We have exclusive deals with the largest
industries in the automotive, military,
aerospace, and advanced

manufacturing sectors.

Figure 9. A screenshot of our company’s homepage

We hand-picked royalty-free images from various sites. We focused on large, low-popularity pictures,
from which we could crop relevant objects (e.g., machines, prototypes, labs). This also reduced the
chances of anyone finding the same photos should they search for keywords related to our business.
Similarly, cropping and rotating avoided the possibility of someone finding the real source of an image

using, for instance, Google reverse image search.
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People and Contacts

We wanted to look like a real company composed of real people, with professional profiles in line with
the expertise needed by our job. We came up with the full names of four fictitious people and looked for
stock images that would fit their ethnicities. Initially, we focused on group photos or photos from which

we could crop and slightly alter good head shots.

We did not want a casual attacker to be able to use the reverse image search features of some web services
(e.g., Google Images) to discover that we had used photos taken randomly off the web. Eventually, we
looked for good-quality Al-generated photos of nonexistent people. We then came up with a short profile
for each name and photo. We kept the profiles short and essential, without providing too many details,
which could be used by an attacker to cross-check the profiles. For this reason, we avoided putting any
affiliation (e.g., school or city names) and kept the profiles rather generic and focused on technical skills.

Since we were just a small company working for important customers, we thought that discretion would

. 4
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fit our overall image. The result is shown in Figure 10.
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Figure 10. Screenshots of the contacts page of our company website

Creating a contact email address was very easy. We used our hosting provider’s mail server. On top of that,
we used a simple online service to build a web form that we could put on our website for it to look even
more professional. The form that we created had a simple handler that forwarded any contact request to

our email inbox.

15 | Caught in the Act: Running a Realistic Factory Honeypot to Capture Real Threats



Logeut | Suppert | Store

Mike Test Mumbers

G 5 2 lines available
_ Extensions Groups
. 101 Receptionist 500 All
L 102 Stoven 501 All Queve

L 103 Jans

m . 104 Emily Useful
. 105 Mike 00 Voicemail

700 Receptionist Test
708 Background Music
555 Page via spoaker T2

&00 Transfer to 500 park call
Lots: 601...609
999 Pickup ringing phone

Call velume and time

Figure 11. Virtual receptionist configuration

Creating phone numbers required an external VolP provider. Considering the many options available
nowadays (a simple web search for “e-receptionist” or “cloud phone service” would yield a number of
results), we opted for a service run by a personal contact of our own. We wanted someone whom we
could trust and who would allow us a little control over the system, e.g., allow us to customize the service

if needed.

We created two phone numbers under the U.S. country code, one per site (the engineering lab and the
front office). We wanted someone who could answer professionally, so we configured the e-receptionist

system with a distinct recorded message, with a voice guide and the option to leave messages.
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Building the Honeypot

With a clear concept of what we wanted for our honeypot, we were able move on to the execution of
our plans. In this section, we discuss the infrastructure and tools we used to create our honeypot. These
include actual operational technology (OT) software and monitoring tools that would allow us to record
incidents in our honeypot in real time. We also illustrate the actions we took to lure potential threat actors

into attacking our system.

Monitoring Environment

To get the most out of our honeypot, we had to carefully design our monitoring environment. We needed
to get relevant data in real time while keeping the evidence of our monitoring to a minimum so as not to

deter threat actors from naturally conducting an attack.

Infrastructure

The monitoring infrastructure consisted primarily of a Raspberry Pi 3, four USB Ethernet adapters, four
SharkTap Ethernet taps, and a large external drive. We inserted the Ethernet taps into four specific

locations in the network, as illustrated in Figure 12.
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and network monitor

Figure 12. The full honeypot design with the red boxes depicting the SharkTap Ethernet taps
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The location of three of the PLC Ethernet taps allowed us to monitor external traffic sent specifically to the
three internet-exposed PLCs, with one PLC accessible only from the local network. The fourth Ethernet
tap was used to monitor the exposed VirtualBox guests and any traffic from the guests to any of the other

systems on the network.

Figure 13. A SharkTap device and the Sierra Wireless AirLink RV50 that we used

The Raspberry Pi 3 was able to handle our packet load with few dropped packets, although the new
Raspberry Pi 4 would have worked better as it supports USB 3.0. The Raspberry Pi could be accessed
only via the VirtualBox host. We set up the Raspberry Pi to capture the traffic in 24-hour increments,
which made it easy to parse what was happening on a daily basis. For some lightweight analysis, the
summary scripts described in the “Tools” subsection below was performed on the Raspberry Pi, while

other analysis required the packet capture (PCAP) files to be off-loaded to a secondary server.

The internal infrastructure was connected to the internet via an industrial cellular router (as illustrated in
Figure 12), the Sierra Wireless AirLink RV50. We chose this router since its predecessor, the AirLink Raven,
is commonly used in the U.S. An industrial cellular router is similar to a consumer cellular router built for
industrial environments in that it also has features such as indoor and outdoor use and greater operating

temperatures.

Firewall

During our research, we found out a limitation of our industrial router, which was that it would not let us
do selective blocking to prevent attacks that ran counter to what we were trying to encounter with our
honeypot. To remedy this, we deployed a firewall in transparent mode between the router and the switch.
Our firewall was a Cisco ASA 5505, which we had on hand, but this could have just as well been any
firewall that could operate in transparent mode. Adding the firewall allowed us to block things with little

impact to the network.
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Figure 14. Access lists that we ran on our network appliance

Figure 14 shows an example of the access lists that we ran on our network appliance. We had an object
group called “bad hosts” where we put hosts that we did not want communicating with our honeypot
and vice versa. These included known good hosts that for the purpose of our honeypot we tagged as
malicious. Adding these known good hosts to our firewall also prevented fraud from originating from our

systems.

Tools
Scripts

Any internet-facing system nowadays immediately receives a lot of traffic, especially from scanners. For
our purpose, it was not straightforward to enumerate and whitelist all the scanner sources as they vary
over time. In addition, not all scan traffic comes from legitimate scanning services such as Shodan, which
advertises its scanners in such a way that people could filter out their source IP addresses. Initially, we
had to perform some manual work to tell “signal” and “noise” apart. For this reason, we wanted to
receive daily summary emails with traffic statistics, rankings, and other analytics that could help us spot

interesting patterns.

We generated three different scripts to assist in monitoring traffic. The first script created a list of IP
addresses that connected to our PLCs and VirtualBox guests, created the corresponding reverse Domain
Name System (DNS) information for each IP address, and counted the number of packets from each IP

address. The list is then emailed to the members of our team.
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Laptop Sniffer IPw4
Src TCP IP
Address | DNS | Count
| | | |
localnet 1122117
localnet 258537
localnet 187641
localnet 172366
localnet 116441
54776
localnet 26792
N/A 23518
N/A 19761
localnet 6841
Unable to resolve 4111
1754
N/A 1532
| M/A | 1266
localnet 969
N/A 531
N/A 479
N/A 472
| | 411
N/A 317
222
Unable te resolve 217
N/A 74
| | 72

1 I omiia I ora 1

Figure 15. Output of the first script, containing actual IP addresses and host names

The second script looked at external conversations. It used Wireshark’s tshark CLI application to gather

the statistics of the conversations, perform a reverse DNS and GeolP lookup, and email the list to the

team.
Laptop Sniffer IP Conversations
Ip | GED =—> Ip | GED || Bytes =—> Bytes | TotalB | Duration || DNS =—> DNS
| MX <=-> | AA || 16738 =-> 35212 | 519427 | 565.8391 ||
| CA =-= | AA || 33B49 =-> 24810 | 5B66594 | @.000088 ||
| AA == | KR || 16048 <-> 12440 | 2B4B801 | 66342.68 ||
| AA == | ZZ2 || 37111 =-= 2] | 371119 | @.@0@8588 ||
| IN =-= | AA || 57828 =-> 489623 | 187451 | B1451.96 ||
| AR =—>= | ZZ2 || 24982 =-> 12165 | 371478 | B58594.78 ||
| Us =-= | AA || B2963 =-= 37371 | 3B2814 | 273.8BR22 ||
| Us =-= | AA || 3B56@ =-> 37803 | 3B1BB6 | 4576.631 ||
| CA =-= | AA || B2BB2 =-> 28552 | 3583209 | 1453.354 ||
| 22 =-= | AA || 22148 =-> 19560 | 41788 | 14129.89 ||
| 22 =-= | AA || 17232 =-> 17154 | 343B6 | 320.9B96 ||
| 22 =-= | AA || 16368 =-> 15836 | 31484 | 231.5586 ||
| 22 =-= | AA || 15822 =-> 15584 | 31326 | B48.5618 ||
| AA == | ZZ2 || 14598 =-> 15624 | 30222 | 223.1246 ||
| 22 =-= | AA || 15756 =-> 14484 | 30240 | 1826.BB2 ||
| AR =—= | €€ || 14478 =—> 15624 | 30182 | 2B2.2874 ||
| <= | 11 <= | | 1458.858 ||

us 22020 1518 173100

Figure 16. Output of the second script, showing external conversations

The third script was added later to search for IP addresses that connected to the factory honeypot multiple
times over the course of days, weeks, or months. This script crawled through all of the PCAP files we had
collected, which were segregated by date. It aggregated IP addresses, reverse DNS information, the last
date an IP address connected to the honeypot, and the number of days an IP address had connected to

any of our systems.
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ipStr count e dns last_seen

Filter Filter Filter Filter
&7 2019-09-23
67 2019-10-01
B4 2019-09-23
59 2019-10-01
57 2019-09-23
53 2019-08-30
50 2019-07-29
50 2019-08-03
49 2019-09-29
49 2019-10-01
49 2019-10-01
46 2019-10-01
46 2019-10-01

Figure 17. Output of the third script, showing aggregated statistics on each IP address

These scripts made it easier for us to hunt for and monitor specific or potentially interesting actors using
Moloch.

Network Traffic Analysis and Investigation With Moloch

We needed an effective way to manually dig into the network traffic recordings. While using command-line
tools (e.g., tshark and tcpdump) along with some shell scripts is great for quick tasks, such an approach
would not be enough to fully handle an environment where multiple people need to collaboratively analyze
and look at many gigabytes of traffic. We turned our attention to Moloch,? an open-source traffic analysis
system developed by AOL. It provides a user experience similar to that of Wireshark but has more features

for collaborating, annotating packets, tagging, exporting, drilling, and other tasks.
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Figure 18. A screenshot of Moloch, purposely picked from Moloch’s official website
to avoid revealing any detailed information about the real traffic that our honeypot had received
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Installation was rather easy, but we needed some fine-tuning. Since we did not want to process the
network data using the same machines used for our honeypot, we exported the PCAP dumps every day
to an Amazon Simple Storage Service (S3) bucket. We then set up a daily cron script that imported the
files from the S3 bucket to the Moloch machine, which we located on the Amazon Web Sevices (AWS)
cloud. Moloch’s default setup is to process live network traffic from the system interfaces. However, it is

possible to configure it to process offline data and move it away from a “queue” folder once done.
VirtualBox Screen Recording

To properly document the attacks that we would be receiving on our honeypot system, we decided to
record video of the screen every time there was a change made or every time there was VNC access to
the opened robotics workstation. We created a script that would monitor the VirtualBox guest’s screen
through our host machine and take a screenshot on a fixed interval. We then compared two images
to check if there were any big differences — an indicator that someone had been trying to access our
honeypot through unauthenticated VNC. We started screen-recording the monitored guest VM once a
screen change was detected, continuously checking whether the VM was still being accessed before

stopping the recording.

The VirtualBox screen recording proved effective. We minimized any VirtualBox installation footprint on
our guest VM by not installing any guest additions. We also tried replaying VNC traffic from the PCAP to
see what had been changed on our system, but using the custom screen recording was an easier route

for us to go with.
VNC Utilities

We investigated both VNC and Remote Desktop Protocol (RDP), and determined that VNC was easier to
monitor from a pure network perspective than RDP. To make sure the honeypot looked as real as possible,
we did not have additional tools running on the VirtualBox guests that might tip off an attacker. The
“remote framebuffer” (RFB) protocol VNC is built on was easier to extract information from — information

such as keystrokes and clipboard data. In some cases, the VNC session could even be replayed.

The main tools we used for VNC monitoring were Chaosreader® and VNCLogger.'® Chaosreader can
extract VNC sessions and keystrokes from a PCAP file. While the VNC session replay worked well with
internal testing, it was difficult to get working for much of the real-world VNC connections, which was
why we relied on the VirtualBox screen recording. The keystroke extraction worked, but we found that it
did not show certain keystrokes (e.g., backspace, enter, control), so it was not as useful as VNCLogger

for keylogging.

VNCLogger did a better job of extracting all of the keystrokes, but there were a couple of drawbacks to it.
One drawback was that it is designed to listen on an interface instead of processing PCAP files. This issue
was easily overcome using tcpreplay. The other drawback to VNCLogger, one shared by Chaosreader,
was that it does not show clipboard data. In order to obtain clipboard data, we used Wireshark. A few

minor updates to VNCLogger would address the gaps we noticed.
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Zeek and Intel Stack

We looked into the network security monitor Zeek,! formerly known as Bro, combined with Intel Stack,
a marketplace of free threat intelligence optimized for it.’> While some of the output was interesting, we
determined that Trend Micro’s own tools and the Suricata threat detection engine'® provided data that

was more relevant to our purposes.
Syslog Feed From Router, Firewall, and Other Appliances

As mentioned earlier, we implemented a transparent firewall, allowing us to log our access lists and syslog
them to a host. This host did not need to have any syslog systems running as we configured our syslog to
use User Datagram Protocol (UDP). We then pointed syslog to the file server IP address so that we could

pick up the syslog messages on our previously described full packet captures.

Figure 19. Enabled syslog logging on the Cisco ASA 5505

We also logged our AirLink router for any events that were possibly caused by an attacker to the router

itself. Figure 20 shows examples of messages we saw from the router and the transparent firewall.

Source

3c31 3636 3e25 4153 412d 362d 3330 3230 <166>%ASA-6-3020
3136 3a20 5465 6172 G461 776e 2055 4450 16:.Teardown.UDP
2063 6T6e 6e65 6374 G961 6e2@ 3432 3230 .connection.4220
3336 2066 6172 2061 7574 7369 6465 3a31 36.for.outside:l
3932 2e31 3638 2e30 2e32 3534 235 3137 92.168.8.254/517
3931 2074 6120 696¢ 7369 6465 3a31 3932 91.to.inside:192
2e31 3638 2e30 2e39 392f 3531 3420 6475 .168.0.99/514.du
7261 7469 616e 2030 3a30 323a 3031 2062 ration.0:02:01.b
7974 6573 2031 3038 Dadc 3136 363e 2541 ytes.l0B.<166-%A
5341 2d36 2d33 3032 3031 3532 2042 7569 SA-6-302015:.Bui
Source 6c74 2069 6e62 6175 Ge6d 2055 4450 2063 Lt.inbound.UDP.c
3c31 333e 3120 3238 3139 2d31 302d 3135 <13>1,2019-18-15 676e 6eb63 6374 6967 6020 3432 3230 3435 onnection.422045
5438 353a 3538 3a34 322b 3830 3a30 3820 T05:58:42+00:@0, 2066 6172 206f 7574 7369 6465 3a31 3932 . for.outside: 192
2e31 3638 2e3@ 2e32 3534 2135 3137 3931 .168.0.254/51791
5256 3%30 5820 414c 4541 535f 5345 5256 RVS@X.ALEQS_SERV 2028 3139 322 3136 382e 382e 3235 342f . (192.168.9.254/
4943 4553 5f4d 6375 4d61 GeGl 6765 7220 ICES_McuManager. 537 3739 3120 2074 6128 696e 7360 6465 51791).to.inside
2d20 2d2@ 5b6d 6574 6120 7365 7175 656e -.-.[meta.sequen 3531 3932 2e31 3638 2e3d 2e39 3921 3531 :192.166.9.99/51
6365 4964 3d22 3231 3739 225d 2050 7267 celd="2179"].Pro 3420 2831 3932 231 3638 2030 2039 3921 4.(192.168.0.99/
6365 7373 5067 6cbc 696e 670a cessPolling. 3531 3429 fa 514).

Figure 20. Examples of messages we saw from the router and the transparent firewall
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Luring Attackers

One of the main goals of a honeypot is to be attacked. But how does one go about setting up a honeypot
to be attacked? The approach we took was to stage leaking information, to put us in such a position that
attackers might find our honeypot interesting enough to play around in and eventually attack. To do this,

we started by opening specific ports when we brought the honeypot online, as listed in Table 1.

Port Number Service

102 Siemens S7
3389 RDP

5900 VNC

5901 VNC

9600 Omron FINS
44818 EtherNet/IP

Table 1. Exposed services on the external router

These were the ports that we started with in opening our honeypot to the internet through our AirLink
Wireless gateway. However, because of the increased amount of scanning on RDP TCP/3389, we saw
huge performance issues on our network and we decided to not run RDP as it at times made the internet
unusable from our stance. With RDP open on a certain network, there may be performance issues on the
network due to the amount of traffic that is coming at the network to brute-force RDP, including ones that
use exploits to get into the network with RDP. After we removed RDP, the final setup looked as shown in

Figure 21.
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Figure 21. The final setup on the external cellular router
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This was how we ran the system for months, with both of the VNC services in view-only mode, which
required no password. Here was where we tried to make things look realistic and see how fast it would

take for an attacker to notice if something got changed on the network and take advantage of it.

About a month into running our honeypot, we “misconfigured” VNC to allow remote input on the robotics
workstation. We did this over the HMI just to see whether anyone would try to pivot from machine to

machine to machine.

Later, we acted like a victim infected by malware and uploaded several items to an online antivirus
aggregation service, including network diagrams of our factory and some other sensitive information. This
was to see whether an attacker might be using credentials to search for information leakage. However, we

saw no attacks related to this information leakage in the online antivirus aggregation service.

Shortly afterward, we posted some information about our honeypot on Pastebin, as shown in Figure
22. This included a link to our submission to the antivirus aggregation service and basic information, to

again see whether we could lure attackers with information leakage in one of the typical places where

it happens.
0%
W&k PASTEBIN o newpaste APl tools fag deals @ Q = A
4 -
Found an exposed robotics workstation online, and documents. § SHARE
AGUEST [ AUG 5TH, 2019 (> 40 | NEVER =
Mot a member of Pastebin yet? Sign Up, it unlocks many cool features!
text 1.21 K8 raw download clone embed report print

Found an exposed robotics workstation online, and documents.

It looks like someone with what looks to be a factory recently had an infection or something and some idiot at their company
uploaded some sensitive documents with it. The filename was MeTechNetworkDiagram.pdf. Once we found this we tried to find out
what 1s MeTech. MeTech has a website https://metech.co/ that says they make items for multiple types of industries.
https://www.virustotal.com/qui/file/8f412c3d46fdcaazb22875349a0eabPecdbe8ad31c9fb37d5¢9927b67ddf8R6B/details

trying to find this location proved to be difficult as metech.co is hosted on MeTech's github pages. but with a little bit of
effort we were able to find factory.metech.co at where in past screenshots it locks like there was a Robotics
Workstation running. these IPs of alse the PLCS !7!7!. Does anyene have this netwerk diagram to see if it matches? I think we

could have some fun here! Look at that HMI, its rumnning something that looks like its making something for

https://www.shodan. io/host/

https://www.zoomeye.org/searchResult?g=

It looks like it HAD RDP running too, would be nice if we could get that up and running again :P

Figure 22. Information about our honeypot, which we posted on Pastebin to attract attackers

We then wanted to see whether there would be an increase in attacks if we exposed the web HMI from the
vendor of the HMI that we were using. We made a second Pastebin post, shown in Figure 23, about this
a few days later. The post included an update that made it sound as though the post came from a group

that was actively monitoring the system.
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text 1.33 KB raw downioad clone  embed repart print

https://pastebin, con/BjnngHra

“Feund an expesed robotics werkstation enline, and documents.

It looks Llike somcone with what looks to be a factory recently had an infection or something and sone idiot at their company
uploaded some sensitive documents with it. The filename was MeTechMetworkDiagram.pdf, Once we found this we tried to find out
what is MeTech. MeTech has a website https://metech.co/ that says they make items for muliiple types of industries.

httpss fuwwaw irustotal. comfqui/f i le /8141203046 Fdcan?h2287534%0BcafecdfeBad 11 c 1 b 3TdScA92 ThETdd T RAER /de tails

trying to find this Lecation proved to be difficult as metech.co is hosted on MeTech's github pages. but with a little bit of
effart we were able ta find f?H'Tﬂ-l'"-l’\"Ti‘l"\.fn at whitre in Pﬁ%T sereenshats it laoks Like there was a Robatics
Workstation running. these IPs of alio the PLES !7!7!. Boes anyone have this network diagran to see if it matches? T think we

could have some fun here! Lok at that HWMI, its runnimg something that lagks like its making something for

Rt tps: /St Shoidan. do/hast s

ht s/ fuw s eoaneye . orgfsearchRiesult Tg=

It looks Like it HAD ROF running too, would be nice if we could get that up and running againm :P"

UPDATE:
Leoks like they have updated their siuff HMI changed a ©it and now they hawe a WEE HMI exposed, anyone know how to break 1lmto
WTSCADA' s web Client? Tried a few different methods, Iooks like they are logged in as “metech” trying to build a dictionary to

brute force it to see if we can get into the systen. Any ideas are helpful!

Figure 23. Our second Pastebin post, including an update that made it sound as though

the post came from a group that was actively monitoring our honeypot

We then monitored underground forums and other online locations for any communications about our
honeypot to see whether anyone else was discussing it. However, we did not find anything related

specifically to our honeypot.

Lessons Learned

During the time that we ran our honeypot, we learned several things that needed to be checked to make
our honeypot more appealing, realistic, and resilient to attacks. This subsection discusses a short list of

details that need to be accomplished before running a complicated factory honeypot:

e Remove all VirtualBox artifacts. On the first few weeks we went live, a member of our team checked

whether there was a VirtualBox tray icon on the Windows task manager.

e Back up files. We did this for resiliency to ransomware attacks, which our honeypot would encounter

often.

¢ Frequently take snapshots of VirtualBox images. We took a snapshot when the system was clean,
after an attack, and/or after a Windows update. Ideally, snapshots should be taken daily if storage

space is not an issue.
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e Design the HMI before creating the logic. We searched for the normal operating values of the
actuators and motors needed on the manufacturing line. From there, we decided on the layout of the

HMI and created the appropriate logic. We then refined the logic and HMI as needed.

¢ Install a firewall. Filtering fraud-related attacks and other unwanted attacks can take some time.
Unfortunately, it is difficult to find the right balance between “attacks that you want to filter” and
“attacks that may turn out to be useful and related to the honeypot.” For this reason, we had to adjust

the firewall rules over time, as we learned of new attacks.
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Incidents

Our honeypot went online in May 2019. For seven months, we maintained the image of a real company
and monitored the honeypot closely. The first attack we encountered came a month after the honeypot
went live, with several others following in its wake. This showed that our ruse as a small business with

critical clients and inadequate security was effective in luring threat actors.

Some of the attacks we saw had been briefly mentioned in the previous section detailing the
conceptualization and creation of our honeypot. In this section, we discuss each type of incident that
we saw. We also provide a summary of our findings in a single timeline illustrating the order in which the

attacks occurred and which of them overlapped.

Scanners

As mentioned earlier, when we started looking at incidents we specifically wanted to exclude any traffic
that was generated by scanners of well-known, reputable companies. These included ip-ip, Rapid 7,
Shadow Server, Shodan, and ZoomEye,. However, during our review of all the traffic, we found that there
were many other scanners from companies that performed internet figure monitoring and related services,
which we also needed to exclude. To do so, we did reverse lookups of IP addresses that were observed
hitting our honeypot in a scanner-like manner. We excluded |IP addresses that resolved to sites that, when

visited, explained the nature of their scanning.

Of the 9,452 unique IP addresses observed over the period our honeypot was online, 610 were linked to

scanners. That was 6.45% of all unique IP addresses.

Frauds

One of the biggest risks we ran into, as with anyone else who has VNC or RDP open to the internet, was
misuse of the system and resources by third parties to engage in fraudulent activities. We observed that
third-party actors had used the resources in the honeypot to engage in and obscure possibly abusive
and inappropriate activities, such as buying smartphones by upgrading mobile subscriber accounts and

cashing out airline miles for gift cards.
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Malicious Cryptocurrency Mining

One of the first uses our honeypot took on shortly after we opened remote control on VNC was as a
cryptocurrency miner. A threat actor came into our system, opened a web browser, went to a website, and

downloaded a PylInstaller'* bundle file called host.exe.

@l‘-;)v' & + Robotic » Downloads - | 4 | Search Downloads B2

Organize * &l Open Share with = New folder = i &8

. . Mame Date modified i.:"‘ e
I Favorites

Bl Desktop v host 1/24/ 2019 7:24 PM Applcation 9,062 KB
& Downloads
. Recent Places
o4 Libraries
#| Documents

o Music

=/ Pictures

B Videos
B Computer
& Local Disk (C2)

® MeaTech (\\FILESERV

€l Network

. host Date modified: 7/24/2019 7:24 PM Date created: 7/24/2019 7.23 PM
Application Size: B84 MB

Figure 24. A Pylnstaller file called host.exe, which was downloaded by one of the

threat actors who accessed our honeypot

Using a combination of Pylnstxtractor'® and Uncompyle6'® to decompile the file, we learned that this file
was an open-source tool called Ares'” that had a hard-coded command-and-control (C&C) server. Based
on these findings, we then looked into what information was being sent to the C&C server. This was where
we discovered that the threat actor had installed and joined our system to a well-known Monero-mining
system. We found cryptocurrency mining on a VM strange as it seemed that it would not yield much.
However, if this was going on with many other machines around the world, the threat actor behind it could

cash in on the attack well.'®

Ransomware Attacks

During the period we were running our honeypot, we came across two ransomware infections on
our system. As mentioned earlier, we purposely exposed an accessible VNC service on our robotics
workstation and recorded videos of the attackers carrying out their campaigns. These two separate
incidents were most likely carried out by two unrelated individuals or groups, but the execution flows of

the ransomware attacks were quite similar.
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Crysis Ransomware

The first ransomware attack we encountered happened in late September. We were able to document the
entire duration of the attack. We also responded to the attackers, still posing as our organization, to gain

further insight into how similarly threat actors might conduct their deals.

On Sept. 22, a threat actor began looking around our system. Typical of threat actors, they first investigated
the system, likely looking for important and sensitive files. They looked at a few items such as the shared
drive. Their next actions were to close the robotics workstation application and to go back to the shared

drive to see how much information was on it.

Figure 25. Investigation of the system carried out by the threat actor

After these initial actions on our system, they then downloaded the remote desktop software TeamViewer.
In fact, they opened Bing and searched for “timeviwer” to do so. Then they ran the TeamViewer installer.

They chose to run TeamViewer only once and chose the option to use it for personal use.

Dise J. Team\iewer 14 Discover TeamViewer 14
=l I -:J |

.oozn s FeReiE R (e =

Figure 26. Downloading and running of TeamViewer performed by the threat actor
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Once they started connecting to our system using TeamViewer, we lost further keystrokes from the PCAPs.
This did not stop us from monitoring this attack, however, especially since at this point the threat actor had
started to take more interesting actions. They then transferred three files over TeamViewer, which included

the ransomware file:

e 1btc.exe
¢ The ransomware file, a variant of Crysis
e Detected by Trend Micro as Ransom.Win32.CRYSIS.SM'®
e SHA1: ddf8c065d45c734b5b58e770e4f1ea086a293f19
e First submission from VirusTotal: 2019-07-24 10:14:26 UTC

e Everything.exe

e A normal application that lists all files on a file system. It allows an attacker to check whether a
system is already infected by another piece of ransomware using the search function.

e SHA1: c8107e5c5e20349a39d32f424668139a36e6cfd0

e NS.exe

e A tool used to scan mounted and unmounted physical and network drives. Its ability to scan
unmounted drives makes it very effective for ransomware attacks.

e Detected by Trend Micro as HackTool.Win32.NetTool.A%°
e SHA1: 629c9649ced38fd815124221b80c9d9c59a85e74
e |t is highly similar to a sample analyzed by Hybrid Analysis.?!

Figure 27. Downloading of files by the threat actor using TeamViewer

After downloading the files, they connected to the system using the computer name “X555DG” with a
TeamViewer ID of “1 405 532 321”. They then started transferring the files to the Documents library under
the subfolder they named Yandex.

After this point, the threat actor began running each of the downloaded files, beginning with NS.exe,
the tool used to scan for mounted and unmounted drives. Next, they ran the Everything.exe file as an

administrator. While this was running, they opened a command window and typed in the command
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“vssadmin delete shadows /all”, which is commonly used in ransomware attacks. Finally, they ran the
1btc.exe file, the Crysis ransomware variant, as an administrator. We were able to record all of these

activities, as shown in Figures 28 through 30.

C\Users\Robotic\Documents\Yandex\ NS exe.exe c =]

ran network:

for unmounted deives

Figure 28. The NS.exe file being run

you really us s delete 13 =K

Figure 29. The command “vssadmin delete shadows /all” being run
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Figure 30. 1bitc.exe being run as an administrator

After setting all of these in motion, the threat actors watched and waited by opening the task manager.

They even stopped other services to give their activities more processing power, as shown in Figure 31.

They then checked the result of their work by looking at all of the files listed in Everything, the otherwise
legitimate tool used for listing files on a file system. As shown in Figure 32, the ransomware seemed
to have successfully affected the files in our system. The threat actors even looked at a particular
file (AcroRdrDCupd1901220034.msp.id-7C24B999) and checked its properties to confirm that the

ransomware had worked.
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DPS P Service stic... Runn.. LocalServic...
BFE lteri... Runn... LocalServic...
SpoolerI Go to Process pooler  Runn... NfA
gpsve 1008  Group Polic... Runn... NfA
wuausery 875 Windows U... Runn... netsves
‘Winmgmt 875 Windows M... Runn... netsvcs
Themes 876  Themes Runn... netsvcs
ShelHWDetection 876 ShelHard... Runn.. netsvcs -
Processes: 47 CPU Usage: 100% Physical Memory: 33%

Figure 31. The threat actor viewing task manager and stopping services
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AcroRdrDCUpd1901220034.msp.id-7C24B999,[bitcoinl...

e
Ma fdt Vew Sewch Bockmak: Tosok el

General | Detais

392 Files, 0 Folders

Type: Al of type HARMA File
‘:?f:;.::ﬁm Location: Various Folders
W 45 5, (5 i

Size: 3.63 GB (3,902,974,540 bytes)

Size on disk:  3.63 GB (3,903,807,488 bytes)

Attributes [ Read-only | Advanced... |

Figure 32. The threat actor checking files to see whether the ransomware had worked

Finally, with their work done, they closed TeamViewer. A ransom message then popped up, containing
the typical content like the contact details of the threat actor, how to pay them in bitcoin, and the usual

warning not to attempt to tamper with the encrypted files.

‘ 2
All your files have been encrypted!

Al yomar Hlles Bave beem encrypted de to a seurity problem with your PE. H you want to resbone thom, write i 1o
The = mall S

Write this 1D in the title of your message FC2B999
1m case ol o ansrerer In e us fo i

Wou Fure 1 pary for decryption n Becons, The price depends on how faas you wete to us, Alter payment we vl send yous the
decrypton toal that wl decrypt ol yvour fies.

Froe Seoryplhsn as gl railes
Bedate parying you can send wi up Be | fie for Bre decryption. The total wre of fies mut e ieu Shan D (non archaved),
anad fied shaiid Ral Sontan vallali niormaten. (AWahade, bacigd, W fad i, S}

Horwr bo obstain fiteoins
The easest way to buy bbcons = Localitcans ste. You have to regster, chck By bicors’, and select the seler by
parrert mattod ard proe
besactfecableons, corndbuay. bcom
ous cams find ather placen 1o buy Btcoe: and begnnens gude here:
| Write: this 1D in the tithe of your sessage 7C248999
| 1n canme of mo anewer in 28 hours verite us 1o theese e-mallc IR
"WM\IE()MMW'\H‘(W. The prce depends on how st you Wite 10 us. Aber payment we vl send you the
imwmumxmm

Free deoryplion ax guarsniee
Before payng you can send w3 up be | fle for bee dearypbon. The total sae of fles must be less than 1M (mon archived],
and ey shoukd nat contan valuable nfomuten, (desbates, backups, brge enod ety et

Heww i obstadn Bitcoins

| Thee: s vary b2 buy bicsrs & Localitosds ste. Yo have b regeter, cick Poy blcora’, and e the el by
paryment methed ard poce.

e T s, Loy Ty GACDeS

s vou can find other 1o Bty Bacors: and begrvess gude here:

| bt o, comedesk comdnfonmuationd o can: bbb

Artention!
+ Do st romare arerypted fies
. mﬂhlﬁﬁwvh“ﬂmﬁdﬁ'\'\#’ﬂvﬁt € iy e permrindal Al B
+ Deeryption of your fles wihs the Pl of thed parties. may cuse nereased pre {they add ther fiee 02 our of you can
Eerome 3 vium of 3 scam

Figure 33. The ransom note that appeared after the threat actor closed TeamViewer
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An actual company, upon realizing that its files have been encrypted and reading the ransom note, would
have to go through several decision-making processes to handle such a situation. In our case, still posing
as our cover company, we emailed the threat actor using the contact information they had left behind.
Our first email was meant simply to engage the threat actor behind the provided email address. The reply
we received was an obviously automated response, and it was followed a day later by an email asking for

further details. These first few exchanges can be seen in Figure 34.

MeTech: THIS IS NOT COOL

Manday, September 23, 2019 23:51 CEST

nig@metech oo

Hi,

This morning we came into the office and saw a message that our files
were encrypted due to a security issue. | talked 1o our outsourced IT

guy and he said that we now have ransomware because of something that
you did an our computers. Not cool we are running a production run of
something for a important client and can't use our robot with out that
machine, also all of our files on our file server got lost toa? So not

cool dude. give us our files back. the 1D on our system was 70248999

Mike wilson
MeTech Rapid Prototyping

4

BEEHE :MeTech: THIS IS NOT COOL

Monday, Seplember 13, 3018 1151 CEST

JLal56BL1T

We will reply to you from angther email address. if we don't answerned 1o you [n few hours, please check your spam folder or write 10 us from anoiher
email addréss

MeTech: THIS IS NOT COOL 7C248999

Tuesday, September 24, 2019 0036 CEST

Chen Lee mnfo@metech co

1"am an email operator. 'l iy 1o answer on all your questions and help e you 1o decrype files. To stan answer:
1. How many computers with local disks are encrypeed?
2. How ey extemal hard drives or NAS are encrypted?

Figure 34. The first few emails exchanged with the threat actor

We responded to the email shown in the last image in Figure 34 by saying that one computer and one file
server were affected in the attack. The next email from the threat actor contained a list of instructions and,
more significantly, their demand for US$10,000 worth of bitcoin in exchange for having our files returned

to normal, to be transferred to their wallet address, also specified in the email.
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Re: MeTech: THIS IS NOT COOL 7C248999

Tuesday, September 24, 2009 00042 CEST

Chgn Lea abEmetech oo

Al your Remoie deskiop passwords hacked. Chasge all wser passwosds to moee harder. Inmmodinely!

1, Prie for decrypiion
The price for decryplion is 100000 5, We ncocive payment only in BITCOINS. (Biscein it is Gt cryplocurmency)

2. Allonlion!

[ ot renzme encrypied files

Do ot ery 0 docrypt your files using thisd party software, il may cause pormanent data loss,

I3 not et anyane! Chaly we have keys to vour files! Without this keye restore vour daa is impassibile

3, Froe dRorypiiom 5 s
Voo vam seved us up to | fi
Sere of file must he leas th

free devryption
Ih fman schived), We dan't decrype for test DATABASE, XLS and cther important files. Remember this

4, Deerypian process;
To dhecrypt the files, transfer money 1 cur bocoin wallel nember: = " As we receive the maney

for decryplion.
deerypeing your flkes

5, The precess of buying bissins

The tasiest way b buy bitowins: Biips: localbilcoing.com - plp place,

ww biruick s

serviees for Bitcoin baipsbacoin orelen exchanggs
IMFCHRTANT! Doa't use combase” it take more than 2 week 10 make coinbase venificatson, S, The cassest way 10 buy Biicoins in CHINA; hips

Figure 35. The emailed list of instructions, including the ransom amount in bitcoin
and the wallet address where the payment should be transferred

This email was followed by another email, this time informing us of the threat actor’s working hours. This
apparently served as a prelude to the next email, which simply stated that their working hours were done
for the day and that further emails would be replied to the following day. It illustrated how organized the
crime was from the end of the threat actor. When we did not respond for some time, they emailed us again

to ask whether we had received their previous message, as shown in Figure 36.

Re: MeTech: THIS IS NOT COOL 7C248999

Tusesday, 56 plember 24, 7019 1341 CEST
Chen Lee info@mesech oo

Didd yom rocvived eur mesvage aboul decnplioa?

On Tue, 24 Sep 2009 at 01:42, Chen Lee wWrote:
Dlur working day is finich, We will answer ta you tamaseow. Gaodnight

On Tue, 24 Sep 2019 at 0142, Chen Lea wrote:

Chur support fimsh work in 01 00 am. UTC 2. And we start work day in % 00 a.m. UTC +2.

On Tue, 24 Sep 219 at 0142, Chen Lee wrote:
Al yosr Hemote doshiop passwonds hacked. Change all user passwonls bo mess hardier. bnmediately !

I Price For decryplion
The prwes for decryption s 10 0H 5, We recoive paymmenl only i BITCCINE, (Bacen o s last cnvplosurmesy )

2. Asienlion!

b mat Fename encrypred fles

Tha miot ery a0 devryp your files using thind par
o mot tnast anyoes? Omly we have keys 1o your files!

v vauss pemsanent daes loss
ithout this keys restore your data is impossibc

3. Free decryplion as gearantee
Wou can scnd us p 1 1 file For froc decryption.
Size of file mwsst b bess than | Ah (non archived ), We don 1 dec wpt fof test DATARASE, X1S and ather Insparant files. Remeniber this,

4. Disryption presess
To decrypt the files, iransfes money 1o our hirgedn wallet samber; = ", As we receive the

Figure 36. Thread snippet showing the threat actor’s working hours and follow-up email
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In response, we sent an email asking them to decrypt a file as an example, to make sure that they did in
fact have the decryption key. As shown in Figure 37, during this part of our exchange, we acted the part
of a disgruntled company representative asking why the threat actor was doing this in the first place. They

answered succinctly and obliged us by decrypting a sample file.

We sent them the conveyor belt PLC programing file (Omron CXP file), which they decrypted accordingly,
suggesting that they were unaware that we had in fact sent them an important file. After resending the

decrypted file, they reiterated their demand for and preferred mode of payment.

Re: MeTech: THIS IS NOT COOL 7C248999

Tuesday, September 24, 2019 18:11 CEST

Chen Lee info@metech co

When will you send to us test file?

0On Tue, 24 Sep 2019 at 17:40, Chen Lee wrote:
You can send to us 1 file for test. Not important please.
Why would you do something like this to us? ---- Money.

On Tue, 24 Sep 2019 at 17:33, <info@metech.co> wrote:
How do you not know you are the one who did this?!

Again had to talk to my IT guy and he said that it was one computer with
one file server that all the files were encrypted on but that | need to
check all computers 50 | have had 1o shutdown our factory for a second
day. Why would you do something like this to us?

Mike Wilson
MeTech Rapid Prototyping

On 2019-09-23 18:38, Chen Lee wrote:

» I'am an email operator. I'll try to answer on all your questions and
= help 1o you 1o decrypt files. To start answer:

> 1. How many computers with local disks are encrypted?

» 2. How many external hard drives or NAS are encrypted?

Re: MeTech: THIS IS NOT COOL 7C248999

Wednesday, September 25, 2019 08:4% CEST

Chen Lee nfo@metech.co

When will vou make the payvment and we'll finish decryption?

On Wed, 25 Sep 2019 at 01:07, Chen Lee wrote:
Because only we can decrypt all your files.
You can convert your money to bitcoins and send to us.

[Wallet number: 58

Pdter pavment send screenshot of the pavment. We will send to vou decryplor and instructions

On Tue, 24 Sep 2019 at 23:57, <info@metech.co= wrote:
Okay that seemed to work but why should | pay you, you are the ong who
caused these issues to my systems. Also you didn't say how much, we
don't have any fake money or what ever you said, our IT guy said he can
take care of this for real money.

Mike Wilson
MeTech Rapid Prototyping

Figure 37. Thread snippet showing our request for a sample decrypted file and the other party agreeing to it
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We continued the exchange by attempting to haggle. Ultimately, we managed to reduce their price to

US$6,000 worth of bitcoin from the original US$10,000, as shown in Figure 38.

Re: MeTech: THIS IS NOT COOL 7C248999

Thursday, September 26, 2019 15:52 CEST

Chen Lee info@metech.co

6000 usd. Lowest price for you special.
Wallet number:

After payment send screenshot of the payment. We will send to you decryptor and instructions

0On Thu, 26 Sep 2019 at 01:23, Chen Lee wrote:
If you change your mind, let me know.

0On Thu, 26 Sep 2019 at 00:35, Chen Lee wrote:
I am sorry. Fixed price.

On Thu, 26 Sep 2019 at 00:14, <info@metech.co> wrote:
This is robbery, we are a startup we can't even afford this.

Mike Wilson
MeTech Rapid Prototyping

On 2019-09-25 10:55, Chen Lee wrote:
> We can make price 8000 usd if you pay this month

Figure 38. The last part of our exchange, where we haggled for the price of the ransom

When this attack had run its course, we simply reset the system after getting all the information we could.

Phobos Ransomware

On Oct. 21, another ransomware attack occurred on the honeypot. The event took almost an hour
and consisted of the threat actor browsing the file system, scanning the network, and deploying the
ransomware. We later found out that the ransomware used for this attack was named Phobos, detected
by Trend Micro as Ransom.Win32.PHOBOS.SM.?? We recorded notable keystrokes that the attacker

typed in our honeypot network, as shown in Figure 39.

rftb: © = - R

File 191021-DVA2tovAlY JC4KamTH7uSnEL.pcap, Session 1

sandspace.com/file/glhvgn
winrar
wertyles

Figure 39. Notable keystrokes from the second ransomware infection
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The threat actor visited the link “sendspace[.Jcom/file/glhvgn” to download a RAR archive. This archive
had the filename “remove backups.rar” (SHA1: ef1418e3fcdcca4410014948116a28fa47e74fe2) and
contained the files for the attack, as shown in Figure 40 and detailed in Table 2. Perhaps noticing that
there was no archiver utility installed on our system, they decided to download WinRar as well. They
opened the archive, which was protected with the password “werty163”, as we found logged from the

network traffic.

b __| C\remove backups.rar',

MName Size Packed Size Medified Creats
_| ph_exec.ex_ 68 608 38987 2019-05-2107:52
1 bat 37 37 2018-12-1319:01
) backup.bat 273 192 2019-02-14 23:00
1) mimikatz_trunk.zip 925728 926992 2019-10-1917:10
@] NS.exe 116 224 53568 2019-08-03 20:18
51 PC_H32.exe 7004 400 2002864 2019-01-22 10:30
7] PC_H64.exe 10 745 072 3407680 2019-01-22 10:31
7] ph_exec.exe 68 608 38976 2019-05-21 07:52
1 pscan24.exe 8830152 8415056 2019-01-2210:31
(& stop services.bat 2158 720 2018-06-09 16:01
0] TMX64. exe 10115072 2384704 2017-10-04 14:00
7] asfasf.exe 2720928 878864 2019-01-22 10:30
%) disable_defen.bat 1608 480 2018-07-09 07:33

Figure 40. The contents of the RAR archive

Filename SHA1 Trend Detection Description

1.bat 8ecff105db88464edf548b542a7837e92e56fcbe Deletes all shadow copies

NS.exe f628f11e39d2ce90e49de8774df40a248a6abcff Network scanner

PC_H32.exe c4e2953509e9a47d9ee0ecfa8c886328d700ed7e PC Hunter, an analysis tool for
Windows

PC_H64.exe d373052c6f7492e0dd5f2c705bac6b5afe7ffc24 PC Hunter, an analysis tool for
Windows

TMX64.exe 5ce6f58f46dc8ab89fd8bfc994dabb50316e7202 Task Manager Deluxe

asfasf.exe 75ba2edbfb47feed72deed2bed9b2ef698e3253f Process Explorer

backup.bat 86f599090aa2c7c1df65dccccf00e1818e72246a Deletes all shadow copies

disable_defen.bat c17f4d57deb93050d094e5a09d2f9e58abc252f9 Disables Windows Defender

mimikatz_trunk.zip ebabab9c5b723df0fde7fe02dc22145e39ba0502 HKTL_MIMIKATZ.component Mimikatz files

ph_exec.exe 2be826b4864f86c37592a2e908638873b5ff093c Ransom.Win32.PHOBOS.SM | Phobos ransomware used in the
attack

pscan24.exe 47dfbbbce8170891ddfbdcdd4e6a24d465d847e1 Port scanner

stop services.bat 8b77e8888276c8ce99746a7c0d5¢ca3f93ea9deed Batch file that stops database
services (e.g., MSSQL, MySQL,
PostgreSQL) and Windows
Defender

Table 2. Details of the files from the archive
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Phobos has similar attributes to Crysis, which was the ransomware variant used in the previously discussed

attack. The screenshot in Figure 41 shows the ransom note that was displayed after the malware was

executed and also after the system was rebooted. Encrypted files were renamed with the file extension

.actin, as shown in Figure 42.

- —
Bl Reobotic Station 1AM 2019 10-01 Ieinderat) | Rusning] - Otacle VB VituaBan

Fle Machine View lsput Deviess  Help
—

thae e-manil] e
Write this 1D in the title of your message FC248909-1094

decrypton tool that vel decrypt al your fles.

Free decryption as guarantes

How to obtain Bitcoins
Thit easest way to buy bicons & LocaBtoons ste. You have to regster, ook ‘Buy btoons', and select the scher by
payment method and price.
hitrs:/fiecabtoons, comiary bicons
Abo you can find other places to biy Brcons and begnners gude here:
bt faaer. Comebick, comnloemation how-Can-rbuy-bcons!

In case of no answer in 24 hours write us to thise-mai
You have to pay for decryption in Btcons. The pce depends on bow fast you wite to us. After payment we wil send you the

All your files have been encrypted!

All your liles have been encrypted due to a security problem with your PC, 1 you want to restore them, write us o

Before paying you can send us up to 5 fles for free decrypton. The total sze of fies must be less than 10Mb (ron
archived), and Hes should not contan valshle nformation. (detabases backups, large excel shasts, ete )

Figure 41. The ransom note left by the Phobos ransomware

oteitzalp

robo-op

swri-ros-pkg

Updated Logic

VTSCADA HMI
__| «_ABB.id[7C24B999-1094].[
|_| ._ABB-IRB1600.id[7C24B999-1004].
| ._ABB-Kinect-FlexPendant.id[7C24B999-1094].[
|| ._ABB-RAPID-UTILITY-LIBRARY.id[7C24B999-1094].

| ._ABB-YUMI-LIB.id[7C24B999-1094].[

| ._afc-abb.id[7C24B999-1094).|

| ._GBS_Robotstudio.id[7C24B599-1094].[

| ._GPC_IRB-120.id[7C24B999-1094].
| . IACD-Robot-performance.id[7C248999-1094].[

|.actin
|.actin
J.actin
|.actin
J.actin
].actin
J.actin
|.actin
J.actin

Figure 42. Encrypted files from the Phobos ransomware attack
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A Fake Ransomware Attack

Several weeks after the second ransomware attack, on Nov. 12, another threat actor came in and dropped

“ransomware” in our system. This threat actor fumbled around our system trying to get a PowerShell
command to work.

2 (=l
1T

Figure 43. The threat actor attempting to run a PowerShell command

When they were able to get it to work, it downloaded a file called haha.bat. We watched them struggle to
get this tool to work. They kept changing the bat file to “haha.rnsmwr”, as shown in Figure 44, but they
later renamed it back to “haha.bat”. This confused us until we saw that the “ransomware” was really just

using the REN or rename command.

At one point, as shown in Figure 45, the threat actor even edited haha.bat, which gave us a glimpse of the

code as its Pastebin page was no longer active. Even though we were watching them perform this attack

live, they were still quick to close the haha.bat code.
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Interestingly, after all of these actions, they also made sure that the ABB directory was also “ransomed”

or renamed, as shown in Figure 46.

8 Downigads

Recent Places

g Librasies
¢ Docwments
o' Music

i Pictures

B Videos

B Computer

' L Computer
— t
d Control Pansl
Acrobat Reader DC
/-

2=
G\ =B Destop w P
Organize - Open hare with = e folder - (7]
:
Favortes Libearies Robetic
Bl Desitop ?

ti Network

g Racycle Bin

&
-

"] Rebetiudic 608 32-brt
; %
F 1 )

et i s vt

—~ RobotStudio 5.08
& Local Disk () F‘\)

2% MeTech [\ FILES
I OPEN_ME

\-'q.- Metwork
B FHG-STATION
haha.nnsamwer

Figure 44. The threat actor renaming haha.bat to haha.rmsmwr
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wWall 2 hours. »» whATnow. THE
can start decryprieg your #1les fmmedistely

v “Nusarprofi lew besktop oPEn_uE™

suer prof | Tex, Desk top  OPEN_ME

5 /BAIFINDSTR v “Suderprof i lei pesktop OPEN_ME

e |

Figure 45. The threat actor editing the haha.bat file
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1DNnFABek

CDIR B AR S
e

1DNFABek

Figure 46. The threat actor renaming the ABB directory

They then moved on to editing the ransom message. First, they changed the wallet address. Then, they
changed the payment they were demanding, from US$200 to US$750. They also assigned passwords

to VNC so that only they would have access. They used the admin password “#concreTec” and the view

password “serfcx”. These actions are reflected in Figures 47 through 49.
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welatnow.tut - Motepad
Fde Eda Foemst View Help
what mappered [o My Comsp

your files safely and easi
wod to pay.
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accepted in Bitcoin only.
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Figure 47. The threat actor changing the wallet address
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Figure 48. The threat actor deciding on the US$750 ransom
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Figure 49. The threat actor assigning VNC passwords

They took a few final measures after all this had been set up. They again made sure that the ABB folder
had been “encrypted.” Then, they cleaned up the registry by editing some of the registry settings that
were modified during the process. And finally, they changed the desktop background image into their

ransom note before leaving our system. These actions are reflected in Figures 50 to 52.
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Figure 50. The threat actor checking that the ABB files had been “encrypted”
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Figure 51. The threat actor cleaning up the registry
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Figure 52. The threat actor changing the desktop background image to the ransom note

Two days later, on Nov. 14, they came back into our system — that is, we had assumed that it was the
same threat actor based on the unfolding behavior. They went into the Documents library and deleted

everything that was in it, as shown in Figure 53. It should be noted that this was the library where the

“ransomware” actor spent some time on during their first visit to the system.
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Figure 53. The threat actor deleting all of the files in the Documents library

They then created a program in Notepad that launched several de[.]Jyouporn[.Jcom tabs. They executed
this program before leaving our system again. And sure enough, several tabs of the porn site were opened.

These actions, which are reflected in Figure 54, were likely meant to garner more attention, after the threat

actor’s first attempt had gone unnoticed for several days.
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Figure 54. The threat actor leaving a wake of porn site tabs during their second visit to our system
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Attack With a Beacon

On Oct. 16, an actor came into the robotics workstation via VNC. As it turned out, their intention was to

send a beacon likely for lateral movement.

They went to https://www[.]sendspace[.Jcom/file/fitdsk and downloaded a file called nsis.exe
(SHA1: 00a31ed29c06c06dde3433a5d6fa0a5dc941f13e), a self-extracting archive with several encrypted
files in it. We detail the contents of the downloaded file in Tables 3 and 4, the former pertaining to the

encrypted version and the latter to the decrypted version.

Filename SHA1 Encrypted Description

SPLUGINSDIR\System.dll f7543f9e9b4f04386dfbf33c38cbed1bf205afb3 No

$TEMP\System.Data. 42d5708ee9b662fae73e78f0fd0c5228090c3b40 No Legitimate SQLite library for

SQLite.dll retrieving stored passwords in
Chrome browser

$TEMP\ak.tmp 1775f9cb1829910dce7b412c2e7b1b701c23709e Yes

$TEMP\ak_1.tmp b593129903629a874cb917b6992e7c4510f063c2 Yes

$TEMP\config.tmp e€355b51cf1b98c5d9513ff0752b59e8ab09e93d4 Yes

$TEMP\installer.ps1 552c69ab13fbc4ed770b4bed69474fbf32babf4b No Main script that will be executed
after extraction of archive. This
is responsible for decrypting the
component files and installing
the backdoor malware. Detected
by Trend Micro as
Trojan.PS1.CREDSTEAL.SM.

$TEMP\migwiz.tmp d5d02092dd453185f9415882ffa090a0358be774 Yes

$TEMP\migwiz_1.tmp a2ca90c6bbefce5b85335b0cc3eccal07c024dccO Yes

$TEMP\rdpclip.tmp 7da837d644123e3547464273756800f22b0ed034 Yes

$TEMP\rfxvmt64.tmp 1885f2a4a58fb77c49763e09189aa3c1ecdeaa? Yes

$TEMP\termsvc.tmp 4a6ab099aec72b4cabb82db088e308d5542e1242 Yes

$TEMP\termsvc_1.tmp e774f3e8379615eaffb7c998c743ec119aa7b481 Yes

Table 3. The list of encrypted files from the downloaded nsis.exe file
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Filename SHA1 Description

ak.bin 3192ad3118b8c1eb5ee46764920a7d9120cal2e1 UAC bypass binary
ak_1.bin 61a6b265bc612d97589dddd65e8d31cc9f0625ea 64-bit version of ak.bin
config.bin 91c24a33a616168604645aacc01f32c9beac92aa RDP config

migwiz.bin fd4552e078bcae7134a3008d3b342011d835b007

migwiz_1.bin 554116aabd804663c24d8b3fad1cb72c00dc5b34 64-bit version of migwiz.bin

rdpclip.bin 306498e9a9f1c6b2813dad7cdcd8433139201794 Legitimate Microsoft binary -
rdpclip.exe (RDP Clipboard
Monitor)

rixvmt64.bin 81d4ad81a92177c2116c5589609a9a08a5ccd0f2 Legitimate Microsoft binary

- rixvmt.dll (Microsoft RemoteFX

VM Transport)

termsvc.bin 34dd125d42fdb33d2108896ff276cbfe71154cca

termsvc_1.bin 8ffe80190f7662422bf6c5736a01ea26880b74a2 64-bit version of termsvc.bin

Table 4. The list of decrypted files from the downloaded nsis.exe file

After the PowerShell command was executed, it decrypted the component files and dropped them in
the Windows temp folder. It then terminated Remote Desktop Services and replaced rdpclip.exe and
rixvmt.dll with older versions. It also replaced the service dynamic link library (DLL) used by RDP from

the registry.

net localgroup “adm SobjlUser.Value
reg add "HKLM\system\cu ; thservices\TermService\parameters" /v ServiceDLL /t REG_EXPAND_SZ /d “SystemRoot:\temp\termsvc.dll /f

reg add "HKEY_LOCAL_MACHINEASYST rrentControlSet\Control\Terminal Server” /v fDenyTSConnections /t REG_DWORD /d & /f

Figure 55. The threat actor replacing the DLL used by RDP from the registry

They then retrieved stored cookies, tokens, and credentials from the Chrome browser and wrote them on

the following files:

c:\windows\temp\cookies.txt

e c:\windows\temp\tokens.txt

c:\windows\temp\logins.txt

c:\windows\temp\logins_read.txt

They then reconnected to VNC. A few minutes later, the robotics workstation began beaconing out
to afsasdfa33[.]xyz, via HTTPS (port 443), the certificate of which was generated with Let’s Encrypt, a

free certificate authority.?®

At the time of writing, it was still unknown to us what exactly was being sent out by our robotics workstation.

However, we were still looking into the possibility that it was for lateral movement.
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Control System Attacks

As part of our conceptualization of our honeypot, we used PLCs from several different vendors to see the
possible attacks their used protocols would be prone to. We also left these PLCs somewhat exposed and
inadequately protected. In this subsection, we return to these PLCs and discuss the possible attacks we

observed on them.

Control System ‘Attacks’

In our Moloch system, as in Wireshark, it is possible to filter down. Since we wanted to see whether there
were any attacks on our exposed PLCs, we tried filtering out all known scanners, a process we described
earlier. As previously mentioned, doing so required taking the list of IP addresses, resolving them, and

excluding those that had host names that tracked back to a known internet scanner.

Excluded Scanners

We spent quite some time building a reliable whitelist of internet scanners, which proved useful in

excluding benign traffic to the exposed ports. The result is shown in Table 5.

51.15.191.81 80.82.77.139 146.88.240.6
51.254.49.101 82.221.105.7 172.105.207.40

68.169.145.238 89.248.167.131 185.142.236.34
71.6.135.131 89.248.168.51 185.142.236.35
71.6.146.130 89.248.172.16 185.173.35.0/24
71.6.146.185 89.248.174.3 185.181.102.18
71.6.146.186 92.118.160.0/24 185.216.140.6
71.6.147.254 98.174.85.106 195.154.61.206
71.6.158.166 93.174.95.106 198.20.70.114
71.6.165.200 94.102.49.190 198.20.99.130
71.6.167.142 104.251.248.86 198.108.66.0/24
71.6.199.23 139.162.65.76 208.64.252.230
80.82.77.33 139.162.83.10 212.83.146.233

139.162.99.243

Table 5. The IP addresses of excluded scanners

What this left us with was traffic to our PLCs that could be malicious or that could be originating from
scanners that are not well known. We determined the nature of the traffic by exporting and manually

verifying the PCAPs from Moloch. To do this, we filtered down by the protocol used by each PLC vendor.
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Siemens S7-1200 PLC

The Siemens S7-1200 PLC sat on the honeypot network and was remapped or NAT-ed from port 102 to
port 102. What we observed were hosts on the internet using valid commands to request for the CPU
functions. These hosts would make the request and the PLC would respond with the basic hardware
information. This could be seen as the same information that was collected by Shodan, as shown in

Figure 56.

102 Basic Hardware: BEST 212-1BE31-@XB8& v.0.2
Module: G6EST 212-1BE31-0XB@ v.8.2

Basic Firmware: 6ES7 212-1BE31-0XB v.3.0.2

Figure 56. Shodan information on Siemens S7-1200 PLC

In 2012, the independent cybersecurity researcher group SCADA StrangelLove released a tool called
PLCScan?* (now called s7scan?®). It was a Python script that helped pull information about Siemens S7
PLCs to aid in identifying PLCs on the network. Shodan took this script and started scanning the internet
with it in 2015. Digital Bond built this into its Redpoint framework, and took PLCScan and made it into an

Nmap script.

From what we saw, all traffic to our PLCs that was not scanner-related was only using PLCScan (s7scan)
or using s7-info.nse (see Figure 57), which was released in 2015 into the main branch of Nmap. (The file
extension “nse” stands for Nmap Scripting Engine.) No other requests or commands were sent to our

Siemens S7-1200 PLC at the time of writing, both from known scanners and non-scanners.

[ B i AR, SR, RISEnpta/sT-info.nm T

local alt_COTP = stdnss.fromden! "0300001611e000080005000102010002020% o, "200° .. "cOdl0a’)
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local ROSCTR Setup = stdnse.froshex| "03000013021880320100800000040B0000104000010R010160" }

== sotup the Read SIL information packet

local Resd 851 = stdnse. Ceomben] "O300001102098032070000000000000 0800011264 114401000 0390084001 L00017 )
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Figure 57. Comparing the Siemens S7-1200 PLC traffic with s7-info.nse
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The traffic was not inherently harmful. From our perspective, the traffic was simply from unknown scanners.
However, we are not discounting the possibility that this could be part of a reconnaissance activity for

further attacks that were never seen.

Allen-Bradley MicroLogix 1100 PLC

One of the two Allen-Bradley MicroLogix 1100 PLCs on the honeypot network was NAT-ed through 44818
to port 44818, while the other one was not exposed. For our discussion, we consider only the one that

was exposed as no attacks were seen laterally moving throughout the network to affect the other PLC.

In 2014, similar to what it did with the Siemens S7, Digital Bond added enip-info.nse to the main branch of
Nmap. This script sends a command 63 (request identity) to the PLC, to which the PLC will respond with

information about itself, which is the same information shown in Shodan (see Figure 58).

44818

Rockwell Automation/Allen-Bradley verscn: 1763-LisBwaE/12.00

Product mame: 1763-L1GBWA Bs12.04

vendor ID: Rockwell Automation/Allen-Bradley
Serial number: Bx

Device type: Communications Adapter

Device IP:

Figure 58. Information on an Allen-Bradley PLC as shown in Shodan

With some understanding of EtherNet/IP, the requesting host sets the sender context; this is changed
based on the station that sends the information. However, when the Nmap script was written, we found
that the sender’s context was set to “0x0000c1debed1”. This was the same for the majority of the scans

that went against our exposed Allen-Bradley MicroLogix PLC (see Figure 59).

This led us to believe that the majority of the traffic we saw was properly formed EtherNet/IP traffic,
indicating that most of the traffic was based on the Nmap script and was likely from scanners that are not
well known. As with the Siemens S7-1200, these were also good recon scripts for determining whether

an exposed device was a PLC, HMI, or any other type of EtherNet/IP-supported device.
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Q @ svyn.nmap.org/mmap/scriptsienip-info.nse o
LEY = ERAD.NeW_try|caten)

== CORERCt t0 POTL on host
try(socket:connect (host, port))

-- send the request identity packet [0x63)
local enipfuery = stdnse.frombex|”63008000000000000000000000000000c]debadlB0DODO00" )
try({socket :aend(enipQuery] |

== reCeive response
local rovstatus,; response = socket:receive|)

== rlase ancket
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Figure 59. Comparing the Allen-Bradley MicroLogix 1100 PLC traffic to enip-info.nse,
where the sender context is the same

While most of the information we saw was only “List Identity(Req)”, we did see a number of “unknown
commands” (see Figure 60 for an example). However, looking further revealed that these unknowns were
random information being sent to the port 44818. While in this case the PLC would respond simply by
saying that it was an unknown command, sending unknown traffic to known ICS protocol ports still
remains a dangerous practice that could cause older devices to crash. And while we never encountered
an issue because of this, it could have eventually caused an issue, as had been shown by Cisco Talos in

its released vulnerabilities for Allen-Bradley MicroLogix PLCs.2®
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Figure 60. An unknown command sent to the Allen-Bradley MicroLogix 1100 PLC
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Omron CP1L PLC

Omron communicates over a protocol called FINS, which is a UDP or Transmission Control Protocol
(TCP) that operates on port 9600. In 2015, Digital Bond released an Nmap script that identifies both the
UDP and TCP versions of FINS. Shortly after this, Shodan and other known scanners took this script and

started scanning the internet to help identify PLCs online.

m CP1L-EL20DR-D version: 01.00
Response Code: Success (@)

Controller Model: CP1L-EL28DR-D
Controller Version: @1.80

For System Use:

Program Area Size: 1@

I0M Size: 23

Number of DM Words: 19768
Timer/ Counter: 8

Expansion DM Size: @

Number of Steps/ Transitions: @
Memory Card Type: Mo memory card
Memory Card Size: @

Figure 61. Information about an Omron CP1L PLC as shown on Shodan

As with the other PLCs, we took the data and filtered out all the known scanners and then manually
looked at the valid FINS communications. What we saw mirrored the findings from the other PLCs. Each
request matched the omron-info.nse scripts that Digital Bond released, in this case for both the TCP and

UDP versions of the FINS protocol.

[} @ svn.nmap.org/nm

H=Infonse ﬁ D @ n @ ;'-
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Figure 62. The UDP version of omron-info.nse
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] & svn.nmap.org/nmap/scriptsfomran-info.nse < '.l] @ H

== this is the request addreas command

local req addr = stdnse.fromhex{ °46494e530000000c0000000000000000000000007)

-- TCP requires a network address that is revived from the firat regquest,

== The read controller data these two strings will be joined with the address

local costroller data_read = stdnse.fromhex("46494c5300000015000000020000000080000200°)
local controller_data_readZ = stdnse.fromhex|~000000e£f050501%)
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+ Internet Protocol Version 4, Src: . Dst:
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Figure 63. The TCP version of omron-info.nse

Gaining Notice From Legitimate Groups

During the course of our research, a researcher named Dan Tentler (@Viss on Twitter) posted a tweet that
captured our attention as it likely involved our honeypot. Tentler is a well-known researcher that has given
a number of talks on finding devices on Shodan and other internet-scanning services. If he was to find our
honeypot, we did not want legitimate groups to waste much time on it. This was why we had to monitor

the situation and prevent further escalation.

Déan v Téontl or @

| Follow | -
aviss . A

are there any infosec folks at

who are on infosec twitter?
| uh.
| found a thing.

Figure 64. The tweet from a researcher about our honeypot
Within a few days, we were in contact with Tentler, who had by then escalated the issue to all of the
appropriate parties. These parties included all of those who needed to be notified in the event of a control
system getting exposed to the internet, meaning it also included the Industrial Control Systems Cyber

Emergency Response Team (ICS-CERT). This is the right course of action should what was happening to

our honeypot happen to a real system.
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Honeypot Incident Timeline

We summarize the aforementioned incidents in a single timeline that spanned the period when the

honeypot was online to better illustrate when attacks happened and which attacks overlapped.

MAY
O]

System launch MAY 6

Ju24  Malicious cryptocurrency mining

A threat actor installs Chrome and a
Pylnstaller named host.exe, a remote
access tool (RAT) they use to mine Monero
cryptocurrency.

Phone fraud

A threat actor conducts basic
reconnaissance and other activities that
could be related to phone fraud.

Malicious cryptocurrency mining
continued

JUL 30

The threat actor from July 24 comes back
and again infects the system by
downloading and launching host.exe.

A threat actor comes into the VNC and
enables RDP by going to Windows Firewall
and adding inbound and outbound rules.

ave2  Fixing the miner

The threat actor from July 24 comes back
to the system and uses Ares to relaunch
host.exe.

Reconnaissance

A threat actor performs basic
reconnaissance, such as using the
command whoamiipconfig.

auc13  Net command

A threat actor runs a net command from
the command prompt.

Garnering notice from

e AUG 14
legitimate groups

A security researcher posts a tweet
regarding our honeypot.

Aave19  Fraud continued

The same threat actor as that from July 29
comes back to continue their fraud
activities. The IP address has since been
blocked.

System shutdown

A threat actor clicks around the robotics
application and closes the HMI application,
before eventually powering the system

down. AuG29 Logoff

A hacker opens the task manager and logs
off the user.
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Financial fraud

A threat actor opens Internet Explorer on the
system, signs up for an online payments
account, and tries to purchase an item
online to get credit but fails.

ser13  Reconnaissance and logoff

A threat actor opens the task manager and
closes it before logging off the machine.

A different miner

A threat actor goes to minergate.net and
attempts to download a miner.

sep1s  Gift card fraud

A threat actor uses the system to go into
another person’s airline account and turn
that person’s miles into gift cards for an
e-commerce site.

A threat actor checks the system

configuration and opens Internet Explorer
seemingly to download Python. .

A threat actor installs TeamViewer to
transfer three files, including a variant of

0CT

® oct1  Not so advanced attack
Network scan : A threat actor makes several attempts to
. download malicious files that lead to a

A threat actor downloads a network scanner. Meterpreter payload.

Malicious cryptocurrency mining
continued

0CT 15

Beacon 0CT 16 : The same threat actor who installed the
Monero miner in July attempts to download
another version of their first C&C, but fails
to do so as we have blocked the IP address
where they downloaded files.

A threat actor goes into the robotics
workstation to turn it into a beacon, likely for
lateral movement.

oct21  Phobos ransomware

VM reset A threat actor downloads a RAR archive

containing Phobos ransomware, which
encrypts our files.

oct31  Actions on the robotics workstation

A well-intentioned hacker (A

A threat actor clicks around the robotics

A hacker leaves us a message saying that workstation.

our system is open to port 5901 and
recommends that we set a password for the
VNC.

novi2  Fake ransomware attack

A threat actor uses REN or the rename
command to pose as a ransomware attack.

Fake ransomware attack continued NOV 14

The threat actor from Nov. 12 comes back to
delete files in the Documents library and
leaves open porn site tabs before leaving.
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pec5  Switched VNC

Factory start

A threat actor starts the factory, stops the
conveyor belt, stops the factory, and closes
the window.

pec11  Factory start continued

Factory start and The same threat actor from the day before
activities on the HMI : comes back, starts the palletizer, and opens
the log view of the optical eye.

A threat actor plays around with the HMI :
before shutting down the factory, locking the .
screen, and leaving the system.

Figure 65. A timeline of incidents on our honeypot

We also summarize figures pertaining to the IP addresses that connected to our system and to

communication that we detected over the period our honeypot was online, from May 6 to Dec. 31, 2019.

Unique IP addresses External-to-internal communication
Non-scanners 8,842 Packets 32,314,351
Scanners 610 Bytes 28,229,836,479
Total unique IP addresses 9,452

Total communication Scanner communication

Packets 565,220,996 Packets 192,473
Bytes 128,585,105,149 Bytes 222,123,953

Table 6. A summary of figures pertaining to IP addresses and communication seen on our honeypot
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Conclusion

During the research period, it became apparent that there was increasing activity on the honeypot, with
higher levels of interactions from day to day. For our honeypot to garner this kind of attention, we practically
had to do everything wrong when it came to our faux company’s general security stance. However, for

many small businesses with no IT or security staff, such a situation is not uncommon.

We had VNC open and allowed no password for remote control. In the information security sector, this
has long been known as a very risky configuration. Exposing any port to the internet indeed increases the

risk of compromise.

In most cases, organizations should always follow the least-privilege mode. We implemented the exact
opposite to lure attackers into our system. We used a common password throughout our network, but we
actually saw only one potential attempt to do lateral movement. However, the longer we were exposed,
the more activity we saw — and the more sophisticated attacks appeared to be compared to standard

penetration-testing techniques.

While the router that we used did not support filtering to block certain items discovered during the course
of our research, one feature we did not use was trust, which can be enabled on the router to allow only
specific hosts to and through the device. Most industrial routers also support point-to-point virtual private

networks (VPNs) to limit the exposure of remote cellular ICSs.

Our findings should serve as cautionary examples for organizations who run similar systems. We have
extensively discussed the conceptualization and creation of our most realistic honeypot to date. And
we have illustrated the conscious decisions and actions we took to make our system unsecure and
consequently inviting for cybercriminals to target. We did all this only to a limited degree to keep our
honeypot believable. This means we created openings for attacks that could realistically be found in

actual smart factories.

Therefore, such attacks would not have been so successful had adequate security measures been in place
to deter them in the first place. From this, organizations can take the cue to reevaluate their defenses.
Organizations should ensure that their equipment and the components of their ICSs are not exposed
online, as we purposely did with our various “misconfigurations.” Although we did not see any attack
taking advantage of how we used the same admin password for several workstations, organizations
would do well to not imitate the same practice and to keep strict authentication policies to minimize
the possibility of intrusions. Ultimately, weak security not only makes cyberattacks possible, but can
also serve as additional invitation for attacks on industrial systems that have long stoked the interest of

cybercriminals.
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