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Figure 31. Request for help accessing particular hosts to buy a SCADA RAT on underground forums

º	 Employees of companies in this industry trying to get information for personal enrichment or 

career growth through illicit means like blackmail. We have discussed such cases in our recent 

study on digital extortion.42

º	 Requests related to possible attacks on a competitor. The aim of the buyer could be to gain an 

advantage in business, to disrupt the competitor or business process compromise (BPC).
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Figure 32. Request for shareholder databases of several oil companies

º	 Opportunistic sellers or sellers who had success with hacking an industry target, but now don’t 

know what to do with the information they have collected, for example an oil company employee 

database or exposed equipment.

Figure 33. Post selling an employee database of an oil company

•	 Requests for information and discussions on new vulnerabilities and exploits for ICS/SCADA 

equipment. 
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Figure 34. Discussions on SCADA vulnerabilities

•	 Reposts of bug bounty competitions from industry vendors who are willing to test their equipment 

security in the wild.

Figure 35. Discussion on a bug bounty program for safety equipment at nuclear plants
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•	 News about attacks and proofs of concept (PoCs) related to the energy and water industries.

Figure 36. Discussion of ransomware for SCADA PoC from Georgia Tech University
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7. Conclusion
It is safe to assume that in most countries the energy sector is their top critical infrastructure. This is not 

difficult to imagine especially in major industrial economies where almost every aspect of the economy 

is directly dependent on a steady energy supply. Water is a natural extension of the energy sector, with 

water being a key component in hydroelectric and geothermal plants. In itself, water is a necessity of life. 

News outlets cover prominent cyberattacks against CI (e.g., Black Energy, Triton, Stuxnet, Shamoon, etc.) 

and overall spread the message that protecting CI against cyberattacks should be of the highest priority 

for the organizations that operate it. 

Given the widespread messaging about the need to protect CI, we set out to discover just how well 

protected CI sectors were in reality using the energy and water sectors as our research targets. All of 

our explorations were done using OSINT techniques requiring ZERO interaction with the devices and/or 

systems themselves. We mostly used publicly available data sources but also mined Trend Micro Smart 

Protection Network (SPN) feedback data for malware detection statistics. We created techniques for 

manipulating the data we collected to gain new insights. To cover all bases we also looked into criminal 

underground forums, searching for chatter around CI attacks. 

We summarized our findings and observations below:

•	 Using Shodan and Shodan IP histories, we collected data on internet-exposed energy and water HMIs. 

All the oil and gas HMIs we found were located in the U.S., with the only exception being a drilling 

rig controller in the Middle East. Exposed biogas HMIs were found only in Europe, with Germany and 

France having the most number of these devices/systems exposed online. Power system HMIs were 

found mostly in Europe, one in Asia, and surprisingly none in North America. Water utility HMIs were 

discovered all over the globe. The HMIs we discovered were accessible via unauthenticated VNC 

servers; a potential attacker can interact with these exposed HMIs using a VNC viewer. Alarmingly, 

many of these exposed HMIs have critical functionalities like start, stop, reset, alarm, parameter 

changes, and so on, easily accessible by anyone. If an attacker accesses these exposed HMIs, then 

they can inflict serious system damage or cause failures.



56 | Exposed and Vulnerable Critical Infrastructure: Water and Energy Industries

•	 We didn’t want to exclusively depend on Shodan for all our data, so we searched for other public 

data sources that we also used in our analysis. Google was very helpful in searching for ICS/SCADA 

device landing pages when we knew the page title and “inurl” keywords. Nmap is the best tool for 

collecting data about open ports and services when the target’s IP range is known, so we went about 

devising methods to find IP ranges for water and energy organizations using public data. Websites 

like Electrical Japan, Descartes Labs, Picbleu and Energy Charts gave us the physical locations of 

energy and water facilities. Using a technique we call GeoStalking, done using Maxmind’s GeoIP 

database, we were able to find ranges of IP addresses in the immediate vicinity of the facilities we 

were able to locate. It won’t come as a complete surprise to us to learn that potential attackers are 

already using similar techniques to find and scan the IP ranges of their targets.

•	 Now that we have established how to consistently find devices/systems inside energy and water 

facilities using public data sources, we used our knowledge of ICS to theorize real-world cyberattacks 

against these facilities exploiting the exposed devices/systems and to determine their true damage 

potential. In many cases, using the embedded metadata we were even able to locate the physical 

facilities via Google Maps. Previously published Trend Micro research papers on ICS/SCADA 

honeypots — two in 20135, 6 and one in 20157 — have proven that exposed ICS/SCADA controllers 

are frequently scanned and attacked (i.e., system parameters and configurations being changed) by 

attackers from around the globe. So it is conceivable to assume that the live ICS devices/systems 

we discovered to be exposed online may have been subject to both passive and active cyberattacks.

•	 Our exploration in the criminal underground forums yielded some interesting results and conclusions. 

Our initial expectation was that, due to the poor ROI compared to traditional cyberattacks, ICS attacks 

would not have the same appeal as other widespread cyberattacks. ICS attacks were thus expected 

to be the exclusive domain of sophisticated state-sponsored actors. However, digging deeper in the 

forums we made some unexpected discoveries. We found people looking to learn about SCADA 

security in underground forums because they didn’t want to pay for expensive courses. We found 

threat actors looking to purchase ICS/SCADA credentials and information about exposed devices/

systems, possibly for use in reconnaissance activities or for lateral movement attacks. There were 

even cyberattacks requested against competitors to disrupt them and gain a competitive advantage. 

Finally, there were opportunistic sellers who have hacked an industry target and are trying to monetize 

the stolen data. Thus, we conclude that interest in ICS/SCADA isn’t scarce as initially expected; the 

volume of requests is not large, yet the interest is real.
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So how secure is CI in reality? The answer is a bit of a mixed bag. First and foremost, while the number 

of exposed energy and water devices/systems that we discovered was relatively small, it is still a cause 

for concern because these systems should not be exposed online in the first place. The good news is 

that we didn’t find exposed assets from the well-known big corporations and/or state-owned entities 

that operate CI. The exposed assets that we found were mostly owned/operated by small companies. 

However attackers  are not bound by the same restrictions that researchers are bound by — so this 

does not mean larger companies are necessarily fully secure. The bad news is that smaller companies 

frequently are part of the supply chain that feeds resources to big corporations; thus, a cyberattack 

against a small company can indirectly affect bigger corporations. Supply chain dependencies means 

it is critical to protect both big and smaller players alike — the supply chain is only as robust as its 

weakest link. While CI cybersecurity awareness is steadily growing and significant steps have been taken 

to secure CI, its protection could still definitely be better improved. Otherwise we would not have been 

able to find all the exposed devices/systems discussed in this paper. The process of improvement will 

take time, given the complexity of CI systems and the large number of players involved in the industry, but 

creating awareness about the vulnerable areas that need immediate attention helps expedite the process, 

and is the primary goal of this research.
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Appendix

Protecting the Water and 
Energy Sectors

Defensive Strategies for Industrial Control Systems
(Most of the sections here are derived from a previously published article.43)

In today’s competitive global market for commodities and manufactured goods, reliance on natural 

resources for economic development and fluctuating geopolitical climates have all contributed to making 

industries targets of cyberespionage campaigns, and in extreme cases, disruptive and destructive 

cyberattacks. These cyberespionage campaigns are geared toward ensuring interest groups have access 

to the latest technical knowledge and intelligence that will help them maintain a competitive advantage 

and thrive in a market-driven global economy. Cyberespionage campaigns are also used for conducting 

carefully planned strategic or retaliatory cyberattacks against a nation’s critical infrastructure.

Cyberattack and data breach prevention strategies should be considered an integral part of daily business 

operations. Ultimately, no defense is impregnable against determined adversaries. The key principle of 

defense is to assume compromise and take the necessary countermeasures.

Quickly identify and
respond to ongoing
security breaches Contain the security

breach and stop the
loss of sensitive data

Preemptively
prevent attacks by

securing all
exploitable avenues

Apply lessons learned
to further strengthen
defenses & prevent

repeat incidents
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Cyberattacks and data breaches are inevitable. Thus, having effective alert, containment, and mitigation 

processes are critical. In this section, we present recommendations for defense against attacks and 

breaches. We start with a framework on how ICS networks should be viewed, then discuss strategies on 

how to secure specific network-related components, include recommendations for working securely with 

third parties, and finally discuss how to deal with insider threats.

Network Segmentation
In the manufacturing sector, one widely adopted model is the Purdue Model for Control Hierarchy, 

which categorizes equipment and devices into a hierarchy of functions.44 The International Society for 

Automation’s (ISA-99) Committee for Manufacturing and Control Systems Security identified the levels 

and logical framework shown as follows.

The framework identifies five zones and six levels of operations.
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ICS Security Strategies

“Cyber security starts by developing an understanding of the risks an organization faces, and 

those it may expose its clients and other stakeholders to. Given some of the applications of 

ICS, these risks can extend beyond financial and business risks and include loss of life and 

injury. It is therefore imperative that organizations consider their exposure to cyber threats, 

assess the resulting risks, and implement safeguards accordingly.”

- Public Safety Canada
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Strategy Recommendations

1. Network Segmentation The purpose of network segmentation is to partition the system into distinct 
security zones and implement layers of protection to isolate critical parts of 
the system using a policy enforcement device.

2. Remote Access A variety of technologies are available today that provide “secure” remote 
access to computer systems such as firewalls, Virtual Private Network 
(VPN), callback (for dial-up), multi-factor authentication, user access control, 
and intrusion detection. Often, ICS are used in remote location where 
connectivity is limited. For this reason, ICS often uses dial-up connections. 
Such connections should be secured.

3. Wireless 
Communications

Wireless access to the ICS network introduces risks similar to remote 
access with some additional threat vectors (e.g. unauthorized individual 
accessing the wireless network from outside the physical security perimeter 
of the plant). Additionally, the wireless medium is extremely susceptible to 
denial of service (DoS) attacks.

4. Patch Management Patch management is an important component of an overall control system 
security strategy. In many cases, the only effective mitigation for a newly 
discovered vulnerability is to install a vendor released software patch or 
update

5. Access Policies and 
Control

Access control is a wide-ranging topic that covers all aspects of controlling 
access to a network, device or service, including physical and electronic 
access.

6. System Hardening Hardening the components of the system means locking down the 
functionality of the various components in the system to prevent 
unauthorized access or changes, remove unnecessary functions or features, 
and patch any known vulnerabilities.

7. Intrusion Detection All systems require some method of monitoring system activity and 
identifying potentially malicious events in the network. Without this ability 
to monitor a system, minor security issues will remain undetected until they 
become critical security incidents.

8. Physical and 
Environmental Security

Physical access to critical ICS assets should be limited to only those who 
require access to perform their job and only using approved or authorized 
equipment. In addition to physical access control, critical equipment 
such as ICS needs to be appropriately hardened and protected from 
environmental hazards.

9. Malware Protection and 
Detection

In general, the benefits of running anti-virus software on ICS hosts far 
outweigh the risk that the anti-virus software will have a negative impact on 
the system.

10. Awareness ICS security training and awareness of personnel is an essential tool for 
reducing cyber security risks. It is critical that any ICS security program 
have a training and awareness program so that employees understand their 
role and what is expected of them. Knowledgeable and vigilant staff is one 
of the most important lines of defense in securing a system.

11. Periodic Assessment 
and Audits

Numerous factors affect the security of a system throughout its life cycle. 
Therefore, it is important to periodically test and verify that the system is still 
configured for optimal security.

To help with this, Public Safety Canada created a list of recommended best practices that organizations 

should follow in order to secure their ICS environments.45
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Strategy Recommendations

12. Change Control 
and Configuration 
Management

Change management policy and procedures are used to control 
modifications to hardware, firmware, software, and documentation to 
ensure the ICS is protected against improper modifications prior to, during, 
and after commissioning.

13. Incident Planning and 
Response

A comprehensive cyber incident response plan should include both 
proactive measures and reactive measures. Proactive measures are those 
that can help prevent incidents or better allow the organization to respond 
when one occurs, whereas reactive measures can help detect and manage 
an incident once it occurs.

Securing Collaborative Network 
Environments
Organizations regularly employ contractors and third-party vendors to provide them with goods and 

services such as equipment rental, catering, transportation, consultancy, maintenance, etc. Contractors 

in turn might hire sub-contractors, all of which contribute to a challenging cyber ecosystem especially 

when the vendors, contractors, and sub-contractors all have operational needs to access the corporate 

network. Partnerships expand opportunities, but they also increase cybersecurity risks. Cybercriminals 

are successfully compromising contractors and third-party vendors and leveraging them as backdoor 

pathways into their targeted corporate networks. The retailer Target was victimized in one of the largest 

credit card data breaches ever in November 2013. It later emerged that the cybercriminals broke 

into Target’s network via a third-party HVAC vendor who had access to Target’s corporate network.46 

Third-party vendors and contractors don’t have uniform cybersecurity policies and practices. This 

creates exploitable weaknesses in the operations chain, as was demonstrated in the case of Target. IT 

collaboration described from a “castle” perspective means inviting partners across the traditional moat: 

not everyone inside is safe, not everyone outside is dangerous.

Collaborative network environments pose unique challenges for IT. IT needs to be involved in the initial 

planning and development stages so they can do risk assessment to determine proper IT solutions 

design. If IT does not fully understand the terms and requirements of the partnership agreement, then 

they might be restricted to just providing tactical solutions in an ad-hoc manner. Lack of IT involvement 

in the planning and development stages also means IT solutions might not meet required compliance 

standards. Incorrectly granting access to digital assets increases the risks of security breaches and can 

violate contractual agreements with third parties. According to Manage Risk in a Collaborative Network 

Environment with Partners and Vendors by Zoltan Palmai, here are a few suggestions for keeping CIs 

secure.47
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New partnership considerations for IT include:

•	 Insider threat complacency

•	 Insider threat ignorance

•	 Insider threat malice

•	 No operating agreement terms for digital assets

•	 No standardized operating agreements with partners

•	 Application licensing agreements

•	 Export compliance laws

•	 Risks of intellectual property leakage

•	 Privacy regulations

•	 Changes to the operating terms over time, etc.

Different partners will require different access privileges to project data, corporate data, applications, 

etc. and IT needs to carefully set up digital boundaries to prevent security breaches via third parties 

who have access to the corporate network. Third party requests should be reviewed by IT, Legal, and 

relevant Departments. There should be rigorous implementation of the IT solutions, proper documentation, 

and regularly scheduled compliance reviews/revalidation based on assessed risks. Risk assessment 

considerations include:

•	 Partner reputation

•	 International or domestic partnerships

•	 Cyber security risks in the country of operations

•	 Corruption in country of operations

•	 Joint operations risk scenarios

•	 Type of legal joint venture entity (IT should have pre-defined operation models to support different 

joint venture operating environments and their associated risks.)

Security best practices include:

•	 Identifying intellectual property and safeguarding them

•	 Confining intellectual property access to a need-to-know basis, and

•	 Training employees to protect intellectual property
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Strategies for securing the corporate network include: 

•	 Deploying Network Access Control (NAC) to build a secure front. This enables the authentication of 

users and devices before they are allowed to connect to the corporate network.

•	 Implementing identity awareness, the process of establishing and recording user and device identities 

and their associated access control policies. The stored identity defines and manages access for 

every type of network user and device used.

•	 Using identity-aware firewalls, which will enable control of the network and servers based on access 

policies defined for each connecting user or device.

•	 Strengthening policy enforcement by integrating the access control and identity- awareness 

components into a final network architecture solution that is capable of enforcing access policies on 

wired, wireless, and VPN networks, regardless of how and where users connect.

Recommendations for Managing 
Supply Chain Threats
(This section was derived from the Securing Connected Hospitals paper published in partnership with 

HITRUST. It has been modified to fit the scope of this research paper.48)  

To manage the growing risk of supply chain attacks, organizations need to develop or improve their risk 

management programs. We recommend the following actions:

•	 Perform vulnerability assessment of new devices/equipment to determine if they pose any cyber risks 

or not prior to connecting them to the corporate and/or ICS network. This assessment is to ensure 

that the functional integrity of the device/equipment has not been compromised on the manufacturer’s 

end. 

•	 Bring your own device (BYOD) programs should include authentication using network access controls 

(NAC) before allowing access to the network for an employee’s mobile phones, tablets, and items 

like USB drives. Purchase devices/equipment from manufacturers who go through rigorous security 

assessment of the products during design and manufacture. This ensures the purchased devices/

equipment have had proper vulnerability assessment done and poses a low risk inside the corporate 

and/or ICS network.

•	 Develop a plan for patching and updating software and/or firmware in devices/equipment that are 

used in key or critical processes.

•	 Perform risk assessment of all suppliers and vendors in the supply chain.



65 | Exposed and Vulnerable Critical Infrastructure: Water and Energy Industries

•	 Perform thorough background checks on all employees who may have physical access to computers 

or equipment. This includes all temporary, contract, seasonal, and volunteer staff. Background checks 

should not be a one-time-only-affair done during hiring, but instead should be repeated every couple 

of years to ensure employees don’t have any subsequent undisclosed criminal records. 

•	 Identify third-party vendor software and perform security and vulnerability testing to ensure they are 

safe from hackers. Penetration testing of the corporate network by professional pentesting companies 

is highly recommended.

Securing Against Insider Threats
Insiders are trusted individuals or persons of authority who have access privileges but use those privileges 

to steal data. Motivations for insider threats could be money, ideology, coercion and ego. Frequently, 

more than one of these motives are at play. Insider threats could be a challenging task, and prevention 

and mitigation techniques can either be categorized as technical and non-technical.49

Technical steps to prevent insider attacks make use of security best practices. Insider attacks should be 

prioritized the same as external attacks. Similar to external attacks, insider attacks cannot be prevented, 

and so organizations need to detect such threats as quickly as possible. Monitoring and keeping a log 

of activities, for example, what data is moving through or going out the network, can identify suspicious 

behavior and potential insider threats. The key principle of defense is to assume compromise, including 

insiders — for example, an attacker could use compromised user accounts to navigate the corporate and 

ICS networks. Set up proper access controls to ensure that employees access only information they need 

for their daily tasks. To prevent leaks, credentials of employees no longer with the organization should be 

immediately revoked. 

Non-technical means of security are equally effective in preventing insider threats. Insider attacks could 

be motivated by employee discontent. Professional management practices in handling delicate situations, 

recognizing and rewarding employees, and looking after employee well-being all help in diffusing potential 

insider threats. In a nutshell, happy employees are less likely to turn against their employers.
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