Keeping a Close Watch

Trend Micro Specialized Cybersecurity Report for Latin America and the Caribbean




TREND MICRO LEGAL DISCLAIMER

The information provided herein is for general information
and educational purposes only. It is not intended and
should not be construed to constitute legal advice. The
information contained herein may not be applicable to all
situations and may not reflect the most current situation.
Nothing contained herein should be relied on or acted
upon without the benefit of legal advice based on the
particular facts and circumstances presented and nothing
herein should be construed otherwise. Trend Micro
reserves the right to modify the contents of this document
at any time without prior notice.

Translations of any material into other languages are
intended solely as a convenience. Translation accuracy
is not guaranteed nor implied. If any questions arise
related to the accuracy of a translation, please refer to
the original language official version of the document. Any
discrepancies or differences created in the translation are
not binding and have no legal effect for compliance or
enforcement purposes.

Although Trend Micro uses reasonable efforts to include
accurate and up-to-date information herein, Trend Micro
makes no warranties or representations of any kind as
to its accuracy, currency, or completeness. You agree
that access to and use of and reliance on this document
and the content thereof is at your own risk. Trend Micro
disclaims all warranties of any kind, express or implied.
Neither Trend Micro nor any party involved in creating,
producing, or delivering this document shall be liable
for any consequence, loss, or damage, including direct,
indirect, special, consequential, loss of business profits,
or special damages, whatsoever arising out of access to,
use of, or inability to use, or in connection with the use of
this document, or any errors or omissions in the content
thereof. Use of this information constitutes acceptance for

use in an “as is” condition.

Written and published by
Trend Micro Research

Stock image used under license from

Shutterstock.com

Contents

4

Ransomware, Targeted Attacks,
and Other Active Threats

11

Threats Related to Remote Work
Setups and COVID-19

16

Cloud and loT Threats

20

Conclusion

23

Appendix




The Cybersecurity Landscape of Latin America and the Caribbean

In September 2021, Trend Micro released its 2021 midyear cybersecurity report, titled “Attacks From
All Angles.”" That report, aimed at helping organizations bolster their protection, gave a comprehensive
view of the cybersecurity challenges that organizations and users around the world had been facing.

While that report took a global perspective of the cybersecurity landscape, a closer look can lend a
more detailed view, as what happens when one peers through a microscope. For this reason, Trend
Micro, in collaboration with the Cybersecurity Program of the Organization of American States Inter-
American Committee against Terrorism (OAS/CICTE), examined the threat landscape data concerning
member states of the OAS and compared the regional findings of the Americas with the identified
global trends from the 2021 midyear cybersecurity report. This data was supplemented with responses
to a survey distributed through CSIRTAmericas, a network of governmental computer security incident
response teams (CSIRTs) of the member states of the OAS, in which data was collected from 22
respondents from members of the network across the region and other public officials.

The objective of the threat landscape regional analysis is to understand how entities from the region ﬁﬂﬁ
view ransomware, targeted attacks, scams, remote work setups, and the adoption of relatively new
technologies as cybersecurity concerns, thereby adding valuable insights and a comprehensive
perspective of common and differing threats across the region. (The details of the methodology and
the full disclaimer on the data gathering process can be found in the Appendix section of this report.)

Our pertinent findings include the following:

e Online threats such as ransomware, targeted attacks, and scams were a top security issue, which
is not surprising since these threats had been running rampant in 2021, particularly affecting high-
profile organizations in critical industries.

¢ Adjustments due to COVID-19 and remote work setups were a pressing concern when the
pandemic began. Although most companies had already adjusted more or less accordingly, some
were still aiming to have more defined security measures.

e The COVID-19 pandemic catalyzed a more widespread adoption of new technologies, such as
the cloud and the internet of things (IoT) or industrial internet of things (lloT), but misconfiguration
and the lack of user education for these technologies inadvertently left organizations vulnerable to

data breaches, malware, and other cyberattacks.

In terms of comparing the OAS member states data with global trends, some findings were similar.
On the other hand, for some threats, other findings diverged, such as the most detected types or
the most affected industries.

Throughout 2021, cyberthreats were coming in from all angles, necessitating connected protection that
would provide protection across email, network, web, endpoints, and all other layers. The good news
is, through a better understanding of Trend Micro’s detections of these threats primarily through the
Trend Micro™ Smart Protection Network™ infrastructure, entities can protect their systems through
actionable steps, starting from the simple ones that could go a long way.

This report was prepared and published by Trend Micro in collaboration with the Cybersecurity Program of OAS/
CICTE. The opinion and content expressed in this document are those of the authors, are presented exclusively
for informational purposes, and do not represent the official opinion or position of the OAS, its General Secretariat,

or its member states.
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Ransomware, largeted Attacks,
and Other Active Threats

Ransomware, targeted attacks, and scams continued to proliferate and evolve, involving more advanced

tools and going after bigger targets.

The survey asked the respondents to rank cyberthreats such as ransomware, targeted attacks, and
scams based on the perceived level of importance and frequency with which their organizations faced
such cybersecurity challenges. An overwhelming majority answered “a great deal,” while the second most
frequent answer was “a lot.” As a result, cyberthreats including ransomware, targeted attacks, and scams

were the highest-rated overall in the survey.

® Agreatdeal 63.63%
® Alot 1818%

A moderate amount 9.09%
® Alittle 4.55%
@® Noneatall 4.55%

Figure 1. How online threats (ransomware, targeted attacks, scams, etc.)

were ranked as a security challenge by the survey respondents

Ransomware

At this point, ransomware needs no introduction, especially with massive ransomware attacks making
headlines in 2021. Worries over the threat’s effect were reflected in the survey. “The constant increase
in the number of ransomware attacks, as well as the high impact they cause on their victims,” one of
the respondents said, “is one of the fundamental concerns of every institution and organization.” And in
many cases, the security measures entities had were not able to keep up with the intensity of modern

campaigns.
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These worries were exacerbated by the rise in high-profile modern ransomware attacks,? as seen in major
global events such as those launched by Sodinokibi (aka REvil)® and DarkSide on the meat processor
JBS* and the fuel supplier Colonial Pipeline,® respectively. Both of these ransomware families were among

the most detected in the first half of 2021.
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Figure 2. The top 10 ransomware families across OAS member states in terms of file-only counts of ransomware
family detections in the first half of 2020 and in the first half of 2021

WannaCry was still the most detected ransomware family, maintaining the reign documented in Trend
Micro’s roundup reports from recent years. It remained as such even though it is a relatively old family
considered as premodern ransomware and the malicious actors behind it had not been actively initiating
attacks. The persistence of this family shows how a network worm can thrive if devices are not patched
properly, if at all. However, similar to the findings of the 2021 midyear cybersecurity report, across OAS
member states, WannaCry detections decreased by more than half from the first half of 2020 to the first

half of 2021.

Beyond WannaCry, one of the most notable findings in the top 10 was the rise of detections of modern
ransomware, which uses tools and techniques reminiscent of advanced persistent threats (APTs) for more

advanced means of infiltration.
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Figure 3. The differences between premodern and modern ransomware

Among the modern ransomware families, Sodinokibi roughly doubled its detections from the first half
of 2020 and became the second most detected ransomware across OAS member states in the first half
of 2021. Meanwhile, DarkSide entered the top 10. This rise in rankings was also seen in global trends,
where Sodinokibi rose a rank higher in 2021 than in 2020, with 2,119 detections, and DarkSide infiltrated
the top 10, with 830. This correlation might be attributed to the fact that over half of the total global
detections consisted of detections in the Americas. Out of the 2,119 global detections of Sodinokibi,

1,119 were in the Americas, and out of the 830 global detections of DarkSide, 684 were in the Americas.

Besides the sophistication of modern ransomware attacks, what is also alarming is that attackers naturally
go after critical industries, including government. Despite this, some of the survey respondents were not

confident about how security measures were being implemented to combat these rapidly advancing

campaigns.
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Figure 4. The top five industries affected by ransomware attacks across OAS member states
in the first half of 2020 and in the first half of 2021
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The top five industries affected by ransomware attacks across OAS member states in the first half of 2021
were mostly the same as those in the first half of 2020, with government remaining to be the industry
with the most ransomware detections. However, these findings were slightly different from the detections
across all regions in the 2021 midyear cybersecurity report, where banking, despite not being in the top
five in the first half of 2020, overtook government as the industry with the most detections. The global top

five were banking, government, manufacturing, healthcare, and food and beverage.

Targeted Attacks

Based on global trends, most targeted cyberthreat campaigns were aimed at entities in Asia. However, some
global cyberattacks were not necessarily location-specific and instead went after certain platforms that
were being used across borders. These included the attacks launched by the notorious TeamTNT group
to target cloud vendor credentials® and Kubernetes clusters.” (We elaborate on these attacks in the cloud
and loT section of this report.) We also observed attacks wielding the PlugX loader,® a remote access tool

(RAT), against entities in government and other industries.

To protect their systems against such targeted attacks, entities need to build robust and proactive
cybersecurity measures. But this is easier said than done, as budgetary issues for acquiring skilled
personnel and cybersecurity tools can be a roadblock for strengthening cybersecurity at the industry
level. This was reflected in survey responses not only concerning online threats but also with regard
to remote work adjustments and adoption of new technologies. An important factor was raised by a
respondent who highlighted the possibility that such cyberattacks might be underreported, lending a false

sense of cybersecurity to an enterprise.

Malware

For malware in general, the most detected family across OAS member states in the first half of 2021
was Webshell, which was the third most detected in the 2021 midyear cybersecurity report (with
cryptocurrency miners being the first). Formerly at the top in terms of detections across OAS member
states in the first half of 2020, WannaCry slid down to fifth place in the first half of 2021.
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Figure 5. The top 10 malware families across OAS member states in terms of detections
in the first half of 2020 and in the first half of 2021

The United States had the most malware detections, at over 163 million, while Brazil and Canada each

had over 20 million detections.

United States 163,667,075
Brazil 21,955,140 :
Canada 20,221,016
Mexico 6,480,604
Argentina 6,472,887
Colombia 4,524,082
Chile § 2,508,170
Peru | 1,682,686
Panama | 1,007,337
Bolivia | 431,576
0 10(:)M 200M

Figure 6. The top 10 OAS member states in terms of malware detections in the first half of 2021
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Online Threats

Email threats and malicious URLs, which could be used as entry points for ransomware, targeted attacks,
and scams, were persistent across OAS member states as well as around the world. Like those in terms
of malware detections, the top OAS member states in terms of detections of email threats and malicious
URLs included the United States, Brazil, and Canada, with detections in the United States vastly exceeding

those in the other OAS member states.

United States , 5,004,349783

Brazil 504,514,347 : :
Canada 316,937,031 :
Argentina 192,772,465
Mexico | 83,661,209
Colombia I 65,153,656
Peru | 54,007,629
chile | 47650204
Uruguay | 17,433,321
Ecuador | 17,276,152
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Figure 7. The top 10 OAS member states in terms of email threat detections in the first half of 2021

United States 220,691,581
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Peru | 1408574
Chile | 1,202,667
Panama | 946,572
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Figure 8. The top 10 OAS member states in terms of malicious URL detections in the first half of 2021
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In avoiding these threats, ensuring that employees follow basic cybersecurity best practices can go a long
way. This much was reflected in a significant number of survey responses that mentioned the necessity of
launching campaigns for raising security awareness at the grassroots level. A respondent recognized how
people with limited technical knowledge could be vulnerable and consequently compromise institutional
security. Indeed, even simple mistakes by users — for example, those cited in the survey answers, such
as bad internet browsing practices and lack of knowledge on how ransomware could get into a system

— could negatively affect an entire organization.
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Threats Related to Remote Work
Setups and COVID-19

The COVID-19 pandemic posed certain cybersecurity challenges as it ushered in widespread adoption
of remote work or work-from-home (WFH) setups, where employees work from their places of residence,
rather than in their offices, using company-linked computers and other devices connected to their home
networks. The survey also looked into how entities in the Americas region were adapting to the abrupt

shift to remote work setups, in terms of both operations and securing systems.

® Agreatdeal 13.64%
® Alot 50.00%

A moderate amount 22.73%
® Alittle 4.54%
@® Noneatall 9.09%

Figure 9. How adjusting to secure remote work setups due to COVID-19 (in terms of both operations and securing
systems) was ranked as a security challenge by the survey respondents

To the survey question that asked respondents to rank how much they viewed remote work-related
adjustments as a challenge, the majority of the respondents answered “a lot,” the second highest ranking

in the survey. This was followed by “a moderate amount,” and then by “a great deal.”

While the matter was still considered a top concern by the respondents, it was not rated as highly as
online threats. Perhaps this could be attributed to the fact that it had been roughly 2 years since the
COVID-19 pandemic began, during which many organizations might have adjusted or gotten used to

remote work setups.
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WFH Threats

While remote work-related issues might not have been perceived as a major concern by survey
respondents, a study of the past year shows the security gaps in WFH setups. As noted in the 2021
midyear cybersecurity report, issues related to WFH setups continued to beset organizations. Since
remote work systems brought on heavier reliance on online and mobile systems, this shift was taken

advantage of by malicious actors through scams and malware that involved these systems.

One of the biggest challenges with regard to this matter, according to the survey, was the lack of thorough
preparation for the transition. Since the pandemic urged an almost overnight shift to remote work, many
entities were left with mere days to prepare. “Organizations have had to take a great leap toward remote
work while not always being sufficiently prepared in processes or security controls, representing a high
risk in terms of cybersecurity,” a respondent said. And, as noted by the same respondent, with such a
limited time, ensuring the continuity of operations might have been prioritized over securing systems. This
was further illustrated by a survey answer that mentioned how the respondent’s organization opted to

prioritize ease of communication without thoroughly evaluating if the tools they were using were secure.

These might have resulted from several factors mentioned in the responses, such as the lack of previously
established security measures, the need for antimalware tools and secure means for communication and
access, and internal matters, including the challenge of raising awareness among high-level members of

an organization of the importance of cybersecurity tools and cybersecurity at large.

And this in turn affects the level of the users’ security awareness. As some of the respondents attested,
users might not be entirely aware of the risk they are putting themselves and their organizations in when

their remote work setups remain unsecured, or when they are too trusting of emails, platforms, or apps.

For example, in professional settings, business email compromise (BEC) persists, and because of remote
work setups, it might prove more difficult to verify emails. As noted in the 2021 midyear cybersecurity
report, one possible reason for the continued proliferation of BEC scams was that malicious actors might

have been going after entities involved in COVID-19 vaccination programs.

Detections of BEC (specifically CEO fraud) attempts across OAS member states saw a 43% decline in the
first half of 2021 compared to the same period in 2020. The United States had by far the highest number
of BEC (CEO fraud) attempt detections, with Canada a far second.

1H 2020 3758

1H 2021

4K

Figure 10. BEC (CEO fraud) attempt detections across OAS member states
in the first half of 2020 and in the first half of 2021
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Figure 11. The top OAS member states in terms of BEC attempt detections in the first half of 2021

Systems that were heavily used during lockdowns, such as online banking platforms and applications,
were also struck by cyberattacks. With regard to detections of online banking malware, the United States
ranked first, with over 7,000 detections, while Brazil and Mexico each had approximately 3,000, and
Canada had over 700.

United States 7,566
Brazil :
Mexico
Canada
Chile
Argentina
Colombia
Venezuela
Bolivia

Peru

8K

Figure 12. The top 10 OAS member states in terms of online banking malware detections in the first half of 2021
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In terms of blocked malicious Android apps across OAS member states in the first half of 2021, there
was an almost twofold increase compared to the corresponding number from the first half of 2020. The
vast majority of the blocked malicious Android apps were observed in the United States, which had over
750,000, while Brazil had over 66,000 and Mexico and Canada each had over 20,000. Global trends also
showed a rise in blocked malicious Android apps, although the increase was not as significant as in the

Americas region.

1H 2020 509,596

1H 2021 907724

0 500K ™M

Figure 13. The number of blocked malicious Android apps across OAS member states
in the first half of 2020 and in the first half of 2021

United States 750,304
Brazil 66,379 :
Mexico 23,381
Canada 21,959
Argentina @ 13,660
Peru | 4,828
Venezuela | 3,879
Colombia | 3,010
Chile | 2,787
Nicaragua | 2,293
0 40:0K 800K

Figure 14. The top 10 OAS member states in terms of blocked malicious Android apps in the first half of 2021
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COVID-19-Related Threats

News and issues surrounding the COVID-19 pandemic, such as vaccine updates and lockdown
restrictions, were used by malicious actors as a social engineering lure, bringing additional threats to

remote work setups.

In both global trends and the Americas region-specific data, the United States had the most COVID-19-
related threat detections in the first half of 2021, although the detections decreased by over half from the
same period in 2020. Meanwhile, some member states’ numbers, particularly that of Colombia, increased
significantly from the first half of 2020 to the first half of 2021, which might be indicative of additional

efforts from malicious actors toward deploying COVID-19-related attacks in these member states.®

:3,398,565 United States

United States 1584,337
peru M 137745 : : Colombia 462,005 :
Brazil Ml 136,964 : : Brazil M 78953 :

Uruguay 109,974 Mexico | 35,334
Canada 96,103 Peru | 33,545
chile | 81311 Canada | 20402
Argentina | 52,008 Argentina | 18,353
Mexico | 25118 Uruguay | 16,393
Panama | 13,987 Chile | 15,391
Colombia | 11,818 Panama | 2,249
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Figure 15. The top 10 OAS member states in terms of detections of COVID-19-related threats
(malicious spam emails, malicious URLs, and malware) in the first half of 2020 and in the first half of 2021

As noted in the 2021 midyear cybersecurity report, misinformation had served as a catalyst for scams
related to the pandemic, and vaccination programs and testing registrations had been among the most

used lures.
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Cloud and loT Threats

Even before the COVID-19 pandemic and the large-scale transition to remote work setups began, many
entities were already adopting relatively new technologies, such as cloud-based platforms and loT or lloT
systems. This shift also came with its own set of concerns for most organizations. The adoption of such

technologies should be managed to ensure that the benefits of using them far outweigh the risks.

® Agreatdeal 18.18%
® Alot 40.91%

A moderate amount 27.27%
® Alittle 0.00%
® Noneatall 13.64%

Figure 16. How adjusting to relatively new technologies such as the cloud and the loT or lloT
was ranked as a security challenge by the survey respondents

In the survey, when asked to rank the shift to relatively new technologies in terms of the challenge they
posed, most respondents rated it as something that concerned them “a lot.” The option with the next
highest number of responses was “a moderate amount,” followed by “a great deal,” and then “none at

all.”

Cloud Threats

Some entities had taken the security of these platforms for granted. As emphasized by a survey respondent,
some might maintain their systems with default passwords and security settings, not knowing the dangers

of leaving these platforms in such a state.
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Misconfiguration and failure to patch and update systems have been among the most common causes
of successful system infiltration. In 2021, misconfigured cloud systems were consistently targeted by

malicious actors. As previously mentioned, TeamTNT targeted cloud platforms in its campaigns in 2021.

In March, Trend Micro tracked TeamTNT’s activities and found a binary containing a hard-coded shell
script used for harvesting cloud credentials. In this campaign, the group compromised a cloud instance,
executed its script, and then looked for credentials deployed through the cloud metadata service. The
script created a file and then uploaded it to a remote web server, which was intended by the group to be
set as an open directory, which in turn allowed Trend Micro researchers to access the uploaded files. The
server, besides being a repository of stolen data, also contained Linux cryptocurrency-mining tools that
the group deployed on affected systems. Trend Micro detected more than 4,000 infected instances in this

campaign.

In May, Trend Micro found that TeamTNT continued to target cloud credentials, this time by compromising
clusters on Kubernetes, a widely used open-source platform for managing containerized applications,
and exploiting them for cryptocurrency mining. Trend Micro confirmed that close to 50,000 IP addresses

were compromised across multiple clusters.

Consistent across these cybersecurity incidents in March and May was the presence of cryptocurrency-
mining elements. Cryptocurrency miners, which were the most detected malware type globally, were
the third most detected malware type across OAS member states in the first half of 2021. As was the
case with global trends, MaIXMR was the most detected malware family, with its detections across OAS

member states increasing twofold from the first half of 2020.

3412 MalXMR

MalXMR 7393
Coinhive 3,389 ToolXMR :
Coinminer MalBTC
Coinmine Coinmine
Malrep Coinhive
CryptoNight Coinminer
ToolXMR Ethereum
Ethereum CryptoNight
Cobmine Maleth
Tooleth Malrep
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Figure 17. The top 10 cryptocurrency-mining malware families in terms of detections
across OAS member states in the first half of 2020 and in the first half of 2021
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loT Threats

The loT and the connections it enabled were likewise abused by malicious actors. One of the means
whereby malicious actors take advantage of the loT is through botnets.'® A botnet is a network of hijacked
computers and devices, or bots, remotely controlled by a hacker through the botnet malware implanted

in the infected systems.

Botnet-related detections across OAS member states consisted mostly of those from the northern

hemisphere. Detections from this subregion also made up a notable portion of global botnet detections:

over 10% for botnet connections and over 30% for botnet command-and-control (C&C) servers.

United States 112,859
Canada 11,503 :
Brazil 10,102
Mexico o727
Argentina 3,274
Colombia 2,213
Venezuela 2,201
Bolivia 1,416
Chile i 1,222
Uruguay f 1,082
60K 120K

Figure 18. The top 10 OAS member states in terms of detections of botnet connections in the first half of 2021

United States 7507
Canada 708 :
Brazil 284
Argentina 277
Mexico 174
Colombia 17
Chile 123
Panama | 57
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Belize | 40
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Figure 19. The top 10 OAS member states in terms of detections of botnet C&C servers in the first half of 2021
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One of the loT botnet malware families Trend Micro observed in 2021 was VPNFilter,' an older cyberthreat
that remains active to this day. This malware compromises routers and storage devices via backdoor

accounts and exploits devices from known vendors.

New technologies do offer promising benefits, but as some of our respondents acknowledged, they are
not without risks. These risks include the expanded attack surface: “New technologies such as the loT
and 5G pose a high risk to security, since they significantly expand the attack surface and give way to new

threats that are getting more sophisticated every day,” one of the respondents said.

Aside from the threat brought about by botnets, Trend Micro also identified risks and cyberattack scenarios
in other loT technologies such as 5G campus networks'2and LoRaWAN."® Increased knowledge and tools
for assessing security, such as the LoRaPWN tool'* for LoORaWAN, can help prevent damage resulting

from threats.

But the lack of experience and confidence among users could sometimes hinder secure facilitation. This
learning curve, while an inevitable part of the process, might also unintentionally expose systems and, in

turn, the entire organization to risk.

To mitigate risks, according to a respondent, the importance of enforcing cybersecurity technical policies
especially geared toward these platforms should be emphasized. Established policies, including proper

configuration and timely updates, can help in the secure adoption of new technologies.
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Cconclusion

As in the rest of the world, a plethora of cyberthreats affected entities in the Americas region during the
first half of 2021. While some findings based on the data collected were similar to those for global trends,
others showed different results. This could perhaps be attributed to how malicious actors, influenced by
lucrative targets, a particular country or region’s cybersecurity policies, and other motivations, adjusted

the tactics and tools they used depending on the country or region they were seeking to infiltrate.

With a better understanding of the cyberthreats that have affected OAS member states, the question now

is: How can this knowledge be used to prepare for the future?

In the survey, the respondents were asked how they anticipated their industry or country to deal with the
challenges as they would develop in the next 6 to 12 months. The respondents could indicate that they
believed that either these challenges would become bigger challenges or the challenges would be better

managed. A majority chose the former.

@® /anticipate that these 23 81 %

issues will be better in
the next 6-12 months

® /anticipate that these 76 -I 9%
issues will become )

bigger challenges in the

next 6-12 months

Figure 20. How the survey respondents anticipated their industry or country
to deal with the developing challenges in the next 6 to 12 months
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One of the main reasons most respondents expected the challenges to become bigger was the struggles
that could come with attempting to keep up with new technologies, as well as updates with existing ones,
especially in remote or hybrid work setups where more technologies were being onboarded. “The speed
with which technology and interconnected solutions are developed and implemented is not the same as
the application of controls,” one respondent said. “There is still a lack of awareness about the risks at a

general level.”

Even more concerning was how cyberthreats continued to evolve, as expressed by a respondent: “Threats
are going to become more sophisticated precisely because criminals are going to take advantage of the

new environments.” Lack of budget was also cited in some answers as one of the reasons.

On the other end of the spectrum, some respondents believed that cybersecurity concerns would be
better managed in the next 6 to 12 months. This was mostly due to being able to adjust months into
the pandemic, as well as the implementation of cybersecurity standard strategies, such as national

cybersecurity strategies (NCSs), and security tools.

As for security concerns (besides the ones mentioned in the survey questions) that the respondents were
anticipating to escalate in the next 12 months, the respondents mentioned the following: cyberthreats
such as virtual private network (VPN) abuse and phishing, the current situation in the country such as an
upcoming election that might urge cybercriminals to go after public services, and inadequate personnel

and resources for cybersecurity.

A Look Toward the Future

The uncertainty and concerns regarding cyberthreats are not unfounded, as cyberthreats continue to
evolve rapidly. Trend Micro’s cybersecurity predictions report for 2022, titled “Toward a New Momentum,”'®
forecasts what malicious actors will focus on this year, with a view to equipping entities with the knowledge
on what to watch out for. The cybersecurity issues highlighted in the predictions report echo those that

had emerged in the Americas region:

e Ransomware operators will focus on extortion over encryption, and unprotected company servers will

serve as breeding grounds for ransomware attacks.

e With security teams’ focus on ransomware, traditional commodity attacks and attacks-as-a-service

will take the opportunity to improve tools.

e Malicious actors will continue to repurpose older vulnerabilities as well as exploit new ones, including

flaws found in platforms used for remote work setups.

e |oT data, especially connected car information, will be the target of cybercriminals, and enterprises

will need take measures against data leakage.

e Botnet-as-a-service, designed to compromise and control both cloud-based and loT platforms

simultaneously, will emerge as a rampant threat.
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The Importance of Preparedness in the
Cybersecurity Landscape

In 2021, entities in OAS member states and countries all over the world had to defend themselves from
threats coming from all angles. Now that these threats have been identified, what can entities do moving
forward? The good news is, by knowing which threats are prevalent in the cybersecurity landscape,

entities can perform actionable steps to boost the security of their systems.

Based on the survey results and the data presented in this report, entities will benefit from taking the

following measures for improving their overall cybersecurity posture:

Heightening user awareness on the best practices to avoid threats. Simple steps such as never
clicking links or downloading attachments in emails from unfamiliar sources, keeping software and
applications patched and updated, and using multifactor authentication, among other best practices,
can go a long way toward protecting entities from cyberthreats. It is therefore imperative to ensure that

employees are aware of these steps, as such measures can be easily overlooked.

Establishing specific and actionable cybersecurity policies and strategies. On the administrative
level, entities should prioritize the establishment of cybersecurity policies and standards. For example,
entities can implement the zero trust model, an architectural approach that assumes that any unfamiliar
user or device attempting to connect to an organizations’ applications and systems, regardless of whether
the user or device is already inside the network or not, needs to be verified before being granted access

and trusted over time.

Assessing the cyber risks and properly configuring new technologies. The COVID-19 pandemic has
indefinitely changed work setups, and more tools will continue to be adopted for either fully remote work
or hybrid work models. Entities should therefore keep assessing the risks of incorporated technologies
and ensure that they are properly configured. Entities should also employ access and application control

especially if their employees access critical applications and data outside the office.

Allocating resources to procuring the necessary tools for providing enhanced protection. Entities
should adopt cybersecurity solutions that can help provide visibility for proactive monitoring, advanced
threat detection for spotting cyberthreats earlier, and correlated data across multiple layers (email,
endpoints, servers, cloud workloads, and networks) for providing a broader perspective on findings,
among many other benefits. These can help entities ensure round-the-clock security against persistent

cyberthreats.

Overall, a cybersecurity approach that is connected across all layers, with the optimization of cybersecurity
tools that can detect and deflect the diversification of cyberattacks, can enable the protection of an entity

from malicious actors’ schemes that can infiltrate systems from different entry points.
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Appendix
Methodology

The data presented in this report takes into account data from the Trend Micro Smart Protection Network
infrastructure. The data covers the date range from Jan. 1 to June 30, 2021, and includes the following

countries in the Americas region:

¢ Antigua and Barbuda e Dominica e Panama

e Argentina e Dominican Republic e Paraguay

e Bahamas e Ecuador e Peru

e Barbados e El Salvador e Saint Kitts and Nevis
e Belize e Grenada e Saint Lucia

e Bolivia e Guatemala e Saint Vincent and the
e Brazil e Guyana Grenadines

e (Canada e Haiti * Suriname

e  Chile e  Honduras e Trinidad and Tobago

e Colombia e Jamaica * United States

e Costa Rica e Mexico * Uruguay

e (Cuba e Nicaragua * Venezuela

Data Disclaimer

The data analyzed for and presented in this report is from Trend Micro’s Smart Protection Network (SPN)
sensors, Philippines Threat Hunting team, Mobile App Reputation Service (MARS) team, Smart Home

Network (SHN) solution, loT Reputation Service (IoTRS), and researchers.

The data is a snapshot of the data gathered from sensors and parameters the research team had during
the report’s creation. The data might change retrospectively because of any future enhancements applied

to the sensors and parameters.

Most data is from products and solutions Trend Micro has deployed in the market. A small percentage of
the data is from external sources (via setting up honeypots or exchanging data with other companies).

Therefore, the data presented can be considered customer data.

The detection numbers are derived from the coverage of the SPN sensors distributed globally. Thus, the
data strongly correlates with how many products Trend Micro sells and deploys in each country, and how

many customers turn on the feedback mechanism, which allows Trend Micro to collect threat data.
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As a hypothetical example, if Trend Micro has a 50% market share in Malaysia and only a 20% market
share in Thailand, the sensors would naturally pick up more cyberthreats in Malaysia than in Thailand,
simply because there are more sensors in Malaysia. However, it would not necessarily mean that there are

more cyberthreats in Malaysia than in Thailand.

The sensors are by default turned off. Customers can choose to turn them on for better protection. Once

cyberthreats are detected, they are removed from the customers’ IT environments.

There is no normalization applied to the data.

Regional Survey

To complement the data from the Americas region, a survey was distributed and disseminated to public
officials and other sectors in the region through the CSIRTAmericas network of the OAS/CICTE. This
qualitative data on their current state of cybersecurity went beyond the numbers and gained insights from

the people in key positions in organizations based in OAS member states.
Disclaimer

The OAS and Trend Micro distributed an online survey to various organizations based in OAS member
states. The results of this questionnaire are not representative of the 35 member states; it cannot be
assumed that the results reflect the institutional views of each stakeholder. Nevertheless, while a more
comprehensive study is required to provide a deeper understanding of the topics in question as they are
perceived in the region, it is hoped that the analysis of the data collected through the survey might still

shed some light toward a thorough understanding of the cybersecurity challenges in the region.
Some of the responses were translated to English.

The survey was sent out in September 2021. 22 responses were gathered from this survey.
Regional Questionnaire

Trend Micro OAS Specialized Report

1. How would you rank the following concerns in terms of the challenge they pose to your industry/
country?
¢ Dealing with online threats (ransomware, targeted attacks, scams, etc.)
e A great deal
e Alot
* A moderate amount
o Alittle
e None at all

Please provide specific details on the challenges that you encounter.
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2. Adjusting to secure remote setups due to COVID-19 (both in terms of operations and securing

organizations)

e A great deal

e Alot

¢ A moderate amount
o Alittle

e None at all

Please provide specific details on the challenges that you encounter.

3. Shifting to new technologies (cloud-based platforms, [0T/lloT, etc.)
e A great deal
e Alot
* A moderate amount
o Alittle
e None at all

Please provide specific details on the challenges that you encounter.

4. How do you anticipate that your industry/country will deal with these challenges to develop in the

next 6-12 months?
e | anticipate that these issues will become bigger challenges in the next 6-12 months

¢ | anticipate that these issues will be better managed in the next 6-12 months

Aside from the ones discussed, is there a big threat or security concern that you are anticipating to

escalate in the next 12 months? Please expand on the cybersecurity threat identified.
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