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We were able to successfully enroll and recognize majority of the patterns that have enough resolution 

and quality. Examples of enrollment and recognition together with original photos are provided in Figure 

35. For two patterns, the distance is even below the stricter 0.8 threshold (0.71, 0.77), while for one it is 

close (0.82), and for another, it is below the maximal 1.0 distance (0.98).  

This experiment confirms the possibility of attacks on biometric systems with remote iris authentication, 

where creation of accounts can also be done remotely.

Can the Eye Pattern of One Person Be Recognized as Belonging to Another 
Person Under Certain Conditions? 

The answer is it is sometimes possible. According to our experiments on tuning the presented eye image, 

and through knowledge of how the vendor implements security thresholds, this is possible under some 

less likely conditions. 

In the screenshot in Figure 36, we can see the result of matching an iris pattern that hasn’t been enrolled 

into the system with one of the patterns enrolled into the system. It is important to note that the conditions 

when the iris was captured were intentionally degraded — the eye was not fully opened and the lighting 

conditions were deliberately not perfect. The distance 0.96 is also below the threshold we determined in 

our baseline experiments. This is visible in the screenshot, where the total score is relatively low, and the 

usable area also indicates that the iris was not fully visible.

Figure 36. Result of the recognition of a pattern that wasn’t enrolled into the 

system in a one-is-to-many test
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However, the scenario we investigated in this section has real-life use cases with remote biometric 

authentication, specifically in situations where the authenticating party does not have full control over 

the biometric sensor and environmental conditions. One example is when a user uses biometrics to 

authenticate an account on an online banking portal. 

Is It Possible to Enroll a Pattern From an Image and Authenticate It With the 
Corresponding Real Eye?

The answer is yes. We succeeded in enrolling a pattern from the researcher by using a printed image of 

an eye and managed to match it to the real eye pattern.

We conducted this experiment using images of the researcher’s eyes printed on paper. The experiment 

itself took several rounds and required finding appropriate lighting conditions for capturing.

Figure 37. Matching of a real eye to the pattern enrolled from an image printed on paper

The distance between the enrolled pattern and the pattern from a real eye captured (0.81) was comparable 

to the distance of a real eye that was enrolled and matched. Successful implementation of this attack can 

help attackers implement different scenarios, including creating accounts for people who never provided 

their biometrics for enrollment.

The ability to enroll a person from leaked media and authenticate their real eye can lead, for example, to 

extortion and reputational damage. An attacker might expose that a high-profile individual (a politician, a 

celebrity, or a top government or corporate employer) is allegedly partaking in controversial activities such 

as gambling or pornography. This type of accusation, coupled with faked biometric evidence, can be very 

hard for that person to fight against.

This would be made even harder with an intentionally leaked (and faked) database showing logs related 

to dates and times of logins plus successful authentication using a verifiable biometric pattern.
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Is It Possible to Enroll a Real Eye and Authenticate It Against a Pattern From 
an Image?

The answer is probably yes. We conducted experiments with patterns printed on monochrome laser 

printers with results coming close to successful. 

The resolution of the printer was limited compared to other photo printers that were not tested. The 

closest distance was for patterns enrolled from the same person under different conditions; however, the 

distance 1.18 was still more than 1.0, and so it is above the thresholds we determined as a baseline for 

our experiments to accept the results as a successful one-is-to-many identification.

Figure 38. Attempt to match a printed pattern to the pattern enrolled from a real eye

Since the major focus of this research is related to the risks of exposed biometric data, we decided to 

leave opportunities for future research here and stop our experiments with hardware iris sensors at this 

point.  We already have enough findings to prove that exposed biometric data can be used in attacks and 

presented to different biometric sensors.

Also, considering that in many cases, normal (not near-infrared) cameras are used, the reuse of exposed 

biometric patterns would be even easier.
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