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Security researchers have been consistently sharing threat intelligence on the activities and
malware families deployed by advanced persistent threat (APT) group Earth Aughisky (also
known as Taidoor) for over 10 years. Our monitoring has enabled us to learn and attribute
this APT group’s movements, technical developments, and working relationships with
other cyberespionage and cybercriminal groups. While patterns emerge during incident
responses and analysis, the group’s longevity in cyberespionage has neither wavered nor
become predictable over time. Earth Aughisky remains a formidable threat and continues
to disrupt daily operations of critical businesses, government organizations, and public
services, among others. In recent months, this cyberespionage group has even expanded
operations to target more areas, high-value personnel, and organizations.

In this research, we look at the different malware families and routines previously connected
to Earth Aughisky, as well as our insights on malware that have yet to be attributed to the
group. We also include the overlapping technical details that link these malware families,
as well as the connections of these routines to other APT groups active in cyberespionage
and cybercrime to date. Finally, we analyzed the likely rationale for the recent changes in
activities, targeting, and deployments of this APT group, and the potential implications of
these changes to cybersecurity and real-world events.

Noting the group’s access to a myriad of resources, Earth Aughisky remains a threat and
will likely take advantage of their long history in cyberespionage and cybercrime. The
group’s previous and future potential targets can benefit in constantly learning, adjusting,
and reinforcing their enabled security measures in order to mitigate the risks and damage
that Earth Aughisky can inflict in these turbulent times.




INntroduction

While remote access trojan (RAT) Taidoor was disclosed' over a decade ago, reports? on advanced
persistent threat (APT) group Earth Aughisky’s campaigns and activities continued® to surface* as victim
organizations come clean on operation disruptions. The group constantly updates® malware routines to
manage security solutions’ developments and remain a formidable threat as the group improves® its
tactics. In the last decade, Earth Aughisky has deployed a number of associated malware to facilitate their

attacks, noted in their varying levels of sophistication.

The group’s targets’ are primarily entities found in Taiwan,® with our solutions’ sensors detecting 95%
of their targeted victims located in the country. In recent years, however, we noticed Earth Aughisky’s

activities extending to Japan beginning in late 2017 and 2018.°

Our sensors caught the first activities targeting Japan towards the end of 2017, matching public reports
of observed deployments in 2018. This additional targeting can also be seen to support the organizational
changes discussed in the latter part of this research. Earth Aughisky mostly targets government institutions,

followed by a significant number of enterprise victims'® in critical industries.

Government Technology
577% 4.3%
Telecommunication Transportation
11% 3.7%
Manufacturing Healthcare
9.2% 1.2%

Heavy Others

6.7% 61%

Figure 1. Earth Aughisky’s targets distributed by industry
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Similar to other APT groups, Earth Aughisky’s cyberespionage activities have been closely monitored and
tracked. The group uses spear phishing as a common means of entry. Once inside their target’s systems,
we observed varied efforts at evading detection, such as abusing legitimate user accounts and functions,
leveraging weak network architecture designs, and deploying later-stage backdoors, to stay for as long
as possible. While some agencies discuss the sensitivities and types of information the group exfiltrates, 2

others have kept these details confidential.

Since then, a number of malware families associated with Earth Aughisky have been disclosed or discussed
by different sources, while some have yet to be attributed, documented, or noticed. The following table

summarizes the malware families we attribute to Earth Aughisky:

Roudan (also known as Taidoor) Earth Aughisky’s first attributed backdoor'®

Taleret (also known as Dalgan) Backdoor capable of searching for configurations on blogs or
other repositories using the following formats:'

o XXXXX[encrypted configuration]XXXXX
e ARTEMIS[encrypted configuration]ARTEMIS

Serkdes (also known as Yalink) Backdoor identified in incidents involving Japanese
organizations

DropNetClient/Buxzop Abuses DropBox API to perform command and control (C&C)
communication®

Kuangdao (also known as KD) Backdoor disclosed in 2020 by the name “Taidoor” loaded by
a custom loader, MemoryLoad'" 8

Taikite (also known as Svemondr) Mentioned in a report on CVE-2015-2545, this backdoor is
dropped in the system by an executable file named svcmonar.

exe.”
Specas Backdoor sometimes identified as Taleret or Roudan
LuckDLL We found this new backdoor and observed it as active since
2020.
GrubbyRAT Backdoor with a separate configuration file, often observed in

attacks involving critical industries

K4RAT Backdoor that only contains some basic functions

ASRWEC Downloader Downloads the final malware payload from a blog (hxxp://
sites[.Jgoogle[.Jcom/site/yswbatthisurl/gua) or other
repositories, and the encrypted payload follows the format

yxyyyxyylencrypted payload]yxyyyxyy

lllitat Downloader Calls back to control server with path fc.asp and dw.html to
download actual payload

Comeon downloader Downloads actual payload from blog (kaiwanxiao[.Jpixnet[.]
net/blog/post/366093431) or other repositories following the
format ****[encrypted payload]****

SiyBot We discovered this backdoor abusing legitimate applications,
such as Gubb or 30 Boxes, to perform C&C communication.
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TWTRAT We discovered this backdoor abusing social media Twitter’s
direct message feature to perform C&C communication.

GOORAT We analyzed this backdoor searching for a command on
blog or other repositories, with the format XXXXX[encrypted
command]XXXXX.

Table 1. Summary of malware associated with Earth Aughisky’s campaigns

Kuangdao @& —@—0—@—0—0 —90 —0 —0 —0 —0 0

5%?3,%3 e e e e e e e o o o o o
Specas —0—0—0—0 —0 —0 —0 0
GOORAT ——0—
TWTRAT @
Taleret — 06— 06— 00— 06— 06— 06— 06— 0
Siybot o O e e
ASRWEC ——0—
lllitat ——0— 06— 0
Comeon @
K4RAT —0—0—0
Serkdes* —0— 06— 00— 0
GrubbyRAT —0— 00— 00— 0
Taikite ——0—0-
Buxzop —0—0— 00— 0
LuckDLL @

* ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ %
2\ 04 2 04 2 04 204 204 2\ 04 2\ 04 2 04 2 04 204 204 2\ 04 2\ 04

2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

Figure 2. Observed malware activity timeline

(Note: Serkdes might have been shared by different cybercriminal groups, detailed in the
Serkdes section)

Each malware serves a different purpose for every Earth Aughisky operation. Some of them are used
for initial intrusion, which are usually bundled with spear phishing emails or exploits, where samples
can be relatively easy to source. On the other hand, some malware families are used to maintain long-
term footprints, activated through more sophisticated techniques, and sometimes wrapped with an extra

loader.

Among the backdoors used in later stages, few are hidden more and most of the time can only be
observed in routines deployed to high-value targets. The variations in approaches based on the number
of factors reduce the chance that important operations get disrupted and make important tools less

likely to be disclosed. Our observations showed that among the targets categorized as “Important”
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include industries such as critical infrastructure, government agencies, and military-related organizations.

Meanwhile, “General” targets include vulnerable systems or offices in other industries like the healthcare

Categorization Malware Families Used

Initial intrusion Roudan, Taikite, ASRWEC / Comeon /
Illitat Downloader

sector.

Later stage payloads Taleret, Kuangdao, Specas, Serkdes

Later stage payloads: High-value targets | Buxzop, GrubbyRAT
Short-lived / Not widely used TWTRAT, SiyBot, GOORAT

Not enough data to categorize LuckDLL, K4RAT

Table 2. Observed malware usage per campaign target

7 | The Rise of Earth Aughisky: Tracking the Campaigns Taidoor Started



Malware

This section details our analysis for every malware, including their routines and significant characteristics.

Roudan (Taidoor)

Roudan is the classic Earth Aughisky malware that was disclosed over 10 years ago. Over the years,
different formats have been used for callback traffic, which basically contains an encoded MAC address

and some random data. Detailed malware analysis are available in previous reports.

GET /index.jsp?bx=yynjv1121212121212 HTTR/1.1
User-Agent: Mozilla/4.8 (compatible; MSIE 8.8; Windows NT 5.1; Trident/4.8; .NET CLR 2.8.58727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.38729)
tost: I

Connection: Keep-Alive
Cache-Control: no-cache

GET /dflnl.html?ya=muhgqhl121212121212 HTTP/1.1

User-Agent: Mozilla/4.8 (compatible; MSIE 8.@; Windows NT 5.1; Trident/4.@; .NET CLR 2.0.50727; .NET CLR 3.@.4586.2152; .NET CLR 3.5.307293)
Host : [

Connection: Keep-Alive

Cache-Control: no-cache

GET /cbdxz.php?id=806152121212121212 HTTP/1.1

User-Agent: Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1; SV1)
Host:

Connection: Keep-Alive

Cache-Control: no-cache

GET /sb.php?id=004815121212121212 HTTP/1.1

User-Agent: Mozilla/4.@ (compatible; MSIE 6.8; Windows NT 5.1; SV1)
Host:

Connection: Keep-Alive
Cache-Control: no-cache

Figure 3. Roudan network traffic, wherein 1271272721212 is the encoded MAC address for
0710101010101. INTERNET_FLAG_SECURE is sometimes enabled since April 2018

Although the name “Taidoor” has been adopted widely for years, threat actors actually name this malware
“Roudan.” The term can be observed in looking at both backdoor and backdoor builder. A few samples
contain a simplified Chinese version of Roudan, which is “B35#” or “B§Z&” (although not exactly the same,

“PY38” has a meaning similar to “cannon fodder”).
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FIE WAsERIZ.1 KB
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Figure 4. Roudan builders

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/ cmdgetfileask run
%s wetdx0 cmdrunexe set time %d to sleep %d s connected aaaaaaaa connect
http://%s:%d/%s.jsp?%c%c=%s nSleepTime:%d %d %s EXPLORER.EXE while system real
service aa %c%c%d x00 %s.lz %s %%temp%%\%u thread GET HTTP/l.1 Mozilla/4.0
(compatible; MSIE 8.0; windows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR
3.0.4506.2152; .NET CLR 3.5.30729) fInternetopen Ox%08x, %s %d %s %d E:\z1l1ao\roudan

get-addc-format\rd-get\MsgHandleD11\MsgHand1eD11.cpp enter getdata content-
Type: application/x-www-form-urlencoded POST %02X-%02X-%02X-%02X-%02X-%02X  01-01-
01-01-01-01  w+b Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1; SVL1) %temp%\ %c%c
%ecK%cHCkc . exe E 0 .?AVtype_info@@

Figure 5. The Roudan project name (Hash: 18c67331716ae672e46583700c4a3eb2abdaab1c), “ziliao,” is
written as “&#},” which simply means “data”

Taleret (Dalgan)

Taleret malware was disclosed in 2013%° and has been repeatedly mentioned?' with Roudan/Taidoor in
different reports.??23, 2 The malware searches for C&C configurations on public blogs or other repositories
and uses “XXXXX” or “ARTEMIS” as maker to locate the configuration. The configuration can be decrypted

using Rivest Cipher 4 (RC4) key “C3 7F 12 AQ”.%
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https://joescheng wordpress.com/2014/08/
more than just her dating life as of late. In May, Nordegren graduated from
Rollins College with a 3.96 GPA and was selected fo give a speech as the
school's outstanding graduating senior. That same month, the famously
press-shy former model opened up to People magazine about how she and
Woods get along today.

“My relationship with Tiger is centered around our children and we are doing
really good — we really are — and | am so happy that this is the case. He is

a great father.” Nordegren said.

Woods, meanwhile, has been dating Olympic skiier Lindsay Vonn since May
2013,

Keep in touch! Check out HuffPost Divorce on Facebook and Twitter. Sign

up for our newsletter here

AQ3.J710tXuSc SbpEHNp2wZwPeTn
bUEgMIRVSTXMHEOW159601wvoSImMIdGKZgPcUIEXOeUEzaRgpONw3cOgOU

https://joescheng.wordpress.com/2013/11/

“WWe have no reason to believe it's anything significant right now,” Kelly told
The Associated Press in a telephone interview.

A spokesman for Vonn, Lewis Kay, issued a statement saying the ski racer
was not admitted to a hospital and instead went home to Vail to be |
evaluated by the doctor who performed her knee surgery. Kay didn't specify
the nature of her injuries.

“We expect to have clarity on the situation in the next 24 hours.” Kay said

ARTEMISPECsNBT/IVaDxILICTgI6 UOPXONECJA0aGHTr4j6XMN38q7cRgmgFAleselR,

|
i ij J17]

Figure 6. Two different types of configurations found on the same blog

Technically, any service that serves configurable content can be abused to host the malware configuration.

From our observations, there are also other web services embedded inside the malware.

Hex ASCIT |
68 74 74 7O|3A 2F 2F 67[72 &F 75 70|73 2E &7 &F|http://groups.go
6F 67 6C 65 |2E 63 6F 6D |2F &7 72 &F |75 70 2F 77 1e. com/group/w
d1in/web/ki
73 F2 20 O0|F2 4D 0OF SE|0OD C9 E4 29|46 6C 07 EE|S5 .oOM.[.E39F1.1
2E EE CC &0|BD 34 92 AS|60 06 77 15|92 73 F9 BD| .11 %:.¥ .w..sik

Hex ASCIT |
&8 74 http: /waw. Taceb
&F &F ook.com/note. php
3F a3 ¥ | Pcreated&ad&note_1
&4 3D d=| B619387076
34 26 4&id= 279387
3631 BEgs . ... MeT.7

2C B4 r X.HEAD, . .vpIle

Figure 7. A special configuration host setting in Taleret capable of retrieving data from the blog and
C&C server. In this example, Google groups (Hash: f2dfd3910017cd9b3798e9b9dce8ddcace5c6ar6)
and Facebook (Hash: 0dfd5669f67a3a992817ca6db096a4cbeadc3257) are abused to host malware

configurations.
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There are two different Taleret implementations. A simpler one uses “XXXXX” as a marker, while another

uses “ARTEMIS” as a marker, which has more accompanying functions.

XXXXX Implementation

Once the backdoor retrieves the actual C&C server, it proceeds to save the configuration to the registry
<Software\Microsoft\Sysinternal> in case the configuration is not available next time. The implementation
then calls back to the C&C server with Cookie MCI and MUID.

While MCI contains an encoded MAC address and IP Address with a corresponding logic, MUID is a

random string generated based on CoCreateGuid or GetTickCount.

MAC and IP Address Encoding Logic

Original Characters

'0'~'9’ <ASCII Code> + 0x18

Transfer to 'R’

‘A~ 'F <ASCII Code> + 0x1

Table 3. MAC and IP address encoding in the MCI

GET / HTTP/1.1

User-Agent: Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1; SW1)
Host:

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: MCI=HHIIJIKKLLMMIQJRINPRIIIRIII; MUID=8fd7513a48d502482e7b0000

Figure 8. XXXXX implementation traffic

Security teams and analysts can note that some samples drop the special log file at %tmp%\~I.dat, which

contains the execution history.

File Edit Format View Help

P9/13/17 19:24:22 - fail wurl: http://tw.myblog.yahoo. com/jw! tDHYEqOFHxIZIU0_fpKyMES-
09/13/17 19:24:51 - fail wrl: http://blog.yam. com/tradegover /article /31069985
09/13/17 19:24:52 - fail url: h'l:tp.',fr-"tw.myg'lclg.yahﬂu.r_l:lm,fjw!SP‘lOF‘ijHxI_‘IhN‘le_FEAU-

Figure 9. The ~alot.dat log file
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ARTEMIS Implementation

Studying the ARTEMIS implementation, the traffic contains information similar to MCI and MUID. But
instead of using a Cookie, it sends the information to the C&C server using an HTTPS post. The traffic
starts with “SVc5” followed by a hardcoded “1”, the size of both MCI and MUID feedback information, and
the encoded information itself. Studying the samples, we noticed that after 2015, the header changed to
“SSSS” from “SVc5”, suggesting two different malware protocols in place, but analysis on the feedback

information showed that it remained largely the same.

Hex ASCIT
53 56 63 35(01 00 00 00|19 00 00 DO(16 OO0 OO0 OO0 |SWES....cvvuuans
o0 00 00 0O LI|48 48 43 49)4A 4A 4B 4B|....7d.WHHIIJIKK

ED EC 12 77
4C 4C 4D 4D (49 4E 51 52 (49 4E 50 52 (49 49 52 49| LLMMINQRINPRIIRI
49 62 38 B3 (62 &6 37 64(37 37 61 30|65 34 38 30 IhSbe?d?f§DE4SD
30 30 30 20(20 21 26 0012 E9 F9 44 |DF D7 00 00 DDDDQlG..EuDﬁx..

Hex ASCIT

532 53 52 53(01 20 00 OO|09 04 OO 00 (13 00 00 OD|5555. ....cucann
iC 00 00 OO0(01 00 OO0 OO|(O0 OO0 OO0 OO0 (48 48 49 49| ......c0nus HHII
4A 4A 4B 4B |(4C 4C 4D 4D (48 52 48 52 (48 52 48 33| IIKKLLMMHRHRHRHS
61 33 65 37|64 34 35 36|35 33 33 36|31 33 39 30|a3e7d45653361330
30 31 30 33|32 33 33 33|31 30 30 37|00 00 OO0 00|010333331007....

Figure 10. ARTEMIS implementation traffic before 2015 (top), and after 2015 (bottom)

Although it’s disabled in most samples, this implementation is capable of dropping the log file under

%tmp%\~ah[4 random number].dat, which contains information likely designed for debugging.

File Edit Format View Help
04,/15/22 16:51:54 - Run in Hijack.

04,/15/22 16:52:04 - AutoCopyProxy.

04,/15/22 16:52:04 - Getsetting from url ok.
04,/15/22 16:52:04 - 5ave Setting ok.

Figure 11. The ~ah[four random numbers].dat log file

Serkdes (Yalink)

In 2018, security researchers NTT?® and Macnica? reported malware Serkdes found in Taidoor-related
incidents. In some versions, Serkdes is capable of loading the configuration from a separate file, sysconf.

dll, via the executable GetPrivateProfileStruct.?®

[Config]

Server=000000004 14F0000000000000000000000000000636172742E736B7973656 17765622E6F 726700000000000000000000000000000000000000000000BB0 1302F3 1393223 136382E302E3234
3300000000000000000000000000000000000000000000! 000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000101001010101010101010101010101010101010101010101010101010101010101010101010101010101010101010101010
101010101010101010101010101010101010101010101010101010101010101¢10101010101010101010101010101010101010101010101010101010101010101010101010101010101010101010101
010101010101010101010101010101010101010101010101010101010101010 01010101010 1FD

cart. .org

Figure 12. Extra configuration file sysconf.dll (Hash: 4dc73b64f25c96d9bd58f9bc84aa9¢efa413620ed)
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The malware has a hardcoded version of itself inside used as a mutex. We have identified V1.0, V1.2, V1.3,
V1.5, V1.7, and V2.0 from the samples we have collected. While comparing Serkdes versions with sample
compile time, we found some conflicting details that suggests this backdoor is being used by, and shared

with, different related groups.

There are two batches of V1.0: one was compiled on March 2016, while the other batch was compiled from
November 2017 to June 2018. However, before the 2016 version, there were already a lot of V1.X samples
observed in attacks, and may have been deployed by more than one cybercriminal group. Moreover,
between the 2016 V1.0 and 2017 V1.0, there was V2.0, which was compiled in September 2017.

Another interesting finding is that some Serkdes samples call back to a subdomain under sslvps[.Jtop,
which is believed®® to be one of APT group DragonOK’s domains. This could indicate that Serkdes is not

exclusively used by only one group in East Asia, and all the groups using the backdoor actively have the

Version Compilation Period

region in their sights as a target.

1.3 July 2014

1.2 Sept 2014

15 Nov2014

1.7 Aug 2015 / Oct 2015
1.0 Mar 2016

2.0 Sept 2017

1.0 Nov 2017 / June 2018
1.2 Aug 2018

Table 4. Summary of the compilation periods of Serkdes’ versions

Buxzop/DropNetClient

DropNetClient was first disclosed in HITCON 2015,% reportedly found abusing a DropBox API to perform
C&C communication. Later the same year, the malware was reimplemented, with the new version now
called “Buxzop.” As DropNetClient, the malware embeds a DropBox secret to perform C&C communication

and encodes it with a customized algorithm.
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b]._'h_.-l:d:-ilgd rlolll Takbvh i:.sl i. H'Il:l l,'lihb-.-‘El-uEL WwonkEzv) I,I.-:|H'|LJ!-|
[srmn:h SO (IEECDE | TIPS NI o
Ls/%-204 filal -mrLr:er,P Bi“’q-LqH Vfowlisl IvkEl otz | d6ha) e [Asesz |
..1, CF :- T B o0 AT g _Jr2 OlEz OO I ;Li:ul‘lt'i
e A E E I R F R o,
e el R AR RE]
encoded_char - (char_position % 4) - 1 ‘ R R B
81 90 37 00| B0 (M B T 0

Figure 13. Buxzop string decoding
Once activated, the malware creates a folder, /7/001, which serves to store uploaded victim information.

POST f1/fileopsfcreate_folder HTTP/1.1

Authorization: Bearer FB5xgrissoassassaaarH: 7 o<

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.8 (compatible; MSIE 8.8; Win32)
Host: api.dropbox.com:443

Content-Length: 17

Cache-Control: no-cache

root=auto&path=/1

Figure 14. Buxzop callback to create a folder (the actual traffic is in https)

The uploaded information is in the format <<host-name>(<IP>[MAC Address])> such as win-123(0.0.0.0[00-
01-02-03-04-05]). The information is encrypted with a modified version of RC4, which is basically an

additional extra bit operation before and after the regular RC4 stream.

fori=0to data_length:
datali] = enc_flag ? (data[i] - i) : (data[i] * i)
regular rcé4(datali])
datali] = enc_flag ? (data[i] ~ i) : (data[i] + i)

Figure 15. Buxzop RC4

K4RAT

Looking at the call back traffic of K4RAT, “MP” is the campaign code embedded inside the malware
configuration. “M10” contains MAC address, which is encrypted by RC4 with key “a1 a2 a3 a4”. “M11” is

the IP address with same encryption procedure.
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POST /findex.asp2M8@=@ HTTP/1.1

Accept: */*

User-Agent: Mozilla/4.8 (Compatible; MSIE 6.8;)

Host: fourk-asptree.qc.to

Content-Length: @

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: MP=novirusnodangerous; M18=gyPvXAEEnK2Q7aT3rv33ZQwk3D; Ml1l=gz3yQuwAHngi3DX3D

Figure 16. K4RAT callback traffic

LuckDLL

LuckDLL is a relatively new backdoor that became active after 2020. Some samples contain a program
database (.pdb) string <C:\Users\user\Desktop\luckDINx64\Release\NluckDlIl.pdb> or <C:\Users\user
Desktop\luckDINReleaseNluckDIl.pdb>.

! H H

2 SEEIL 77 ? 7 SEEIL
zinh co

ot fmod frexp ) 1 logh nextafter
2 el p Tor

Figure 17. LuckDLL pdb string

LuckDLL embeds a public key inside the configuration before communicating with the C&C server. It then

generates a random session key and initialization vector (IV) to encrypt actual traffic.

Hex ASCIT

00 00 0O 0032 31 31 ZE(31 321 35 2E|39 33 ZE 38| ....211.115.93.85
35 00 OO OO|00 OO OO 0000 OO OO0 OO|O0D OO0 DD DO | 5. .. innnnnnas
00 00 OO OO|DD 23 32 63(39 62 66 61|35 63 3IF 35| ..... 32cocfascys
37 34 38 31|31 62 66 31|65 30 34 62|63 65 36 66| 74811bfTieddbcesfl
35 35 37 63|65 00 2D 2D (2D 20 2D 42|45 47 49 4E|L5EF7Ce.-——--—— BEGIN
20 50 55 4214C 49 43 20(4E 45 59 2D |20 20 2D 2B | ‘PUBLIC KEY--—-——-
04 4D 43948143 49 A 431 4F 43 &7 GR(71 68 6B 63| .MIIEIjANEgkqghki
47 35 77 30|42 41 51 45 (46 41 41 4F |43 41 51 38| GOWOBAQEFAADCAGE
41 4D 49 49]42 43 &7 4E(43 41 51 45|41 70 58 55| AMITBCgRCAGEADXL
74 76 37 71|74 76 33 4B(432 71 2B LSA|7F2 57 56 56| Tv/qrvIKCQ+EZywwy

Hex ASCIT |
7E OA 09 22[6GE 65 79 22 |3A 09 22 33|72 74 58 37 |1.. Key":." "3rt«s
61 57 62 63|64 4F 6B 48|63 6D 39 64|30 &2 73 59| awbcdokHcmoadobsy
4A 35 2F 4E|GA 79 72 43|44 62 T2 74|72 79 30 71| I5/NjvrcDbriryog
51 51 GA 27 |7A 51 3D 22|2C 0A 09 22|72 &5 BE 64|0Qj7Z0=",.."send
SF 69 76 22(3A 09 22 33|46 57 58 70|42 aa 63 ac|_iv":."3IFWXpBIcL
39 52 59 B3 |5A 65 &7 BC|7A 63 56 78|51 3D 3D 22| MYcZeglzovxg=="
2C DA D9 22|22 Bt B3 7E(5F 69 76 22|3A 09 22 27| ,.."recv iv':."7
S5A 79 65 68|49 34 2B 2F|4F 73 42 67 |4A 2B 5A 2B|ZvehI4+/0sBgl+Z+
54 68 71 6D |51 3D 2D 22|0A 7D 00 00|00 00 00 00|Thgmg=".}......

Figure 18. Public key (top) and session key (bottom)
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During the initial communication, the public key encrypts the session key and IV, and shared with the C&C
server. The hash-like value after parameter api_key is also embedded in the malware configuration, likely

used to identify which private key should be used to decrypt the traffic.

POST fauth/?api key=32c9cfa5c7574811bfle@dbcebfS557ce HTTP/1.1

Accept: */*

Cache-Control: no-cache

User-Agent: Mozilla / 5.0 (Windows NT 6.1; WOW64; rv:67.8) Gecko / 20180101 Firefox [ 67.8
Host : [N

Centent-Length: 256

Connection: Close

B e F T s

S R R Ty PR R

c HEE G (2T R T O o | R O (R ST | DR B P 1 B SR [ e AR e
e Kol Youu ML .. .B.H+#S_ . f. ;o~.0. UDCERG..T.....|.". ..&a..%. .......-k0..27.4.d

Figure 19. LuckDLL traffic using the shared encrypted session key (while the actual traffic is in HTTPS)

GrubbyRAT

Based on our sensors and observation, GrubbyRAT is a rarely deployed backdoor. The threat actor
only deploys it mostly to important targets, depending on the APT group’s evaluation of the company,
personnel, or industry’s sensitivity level. The malware has a separate configuration file, which is encrypted

with a simple algorithm.

The configuration file is sometimes installed under an existing application folder or general system folders,
and uses a similar file name as the application component. This technique indicates that GrubbyRAT is
installed manually, likely after the actor has investigated the environment and gained an administrative

level of control in the system.

Every time GrubbyRAT tries to read the configuration, it first reads the encrypted file and write the
decrypted configuration to a temporary folder with the prefix 123. The temp configuration then sets the

file time as C:\windows\system32\c_20000.nls and deletes the temporary file after reading.
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I Computer » Local Disk (C:) » Windows » Temp

_ | Open | Newfolder File Edit Format View Help
£ = Tvne [IpandPort]
Date modified Type IpO=[REDACTED]
POrtO=443
Proxy0=[REDACTED]

Proxyport0=8080

[Time]

weekl=1

week2=1

week3=1

weekd=1

week =1

weeko=1

week7=1
TryConnect=30
Timespan0=8:00-12:00
TimeSpanl=14:00-17:00

Name

6/11/2009 548 AM

L

A 123Atmp TMP File

Figure 20. Decrypted GrubbyRAT configuration

The callback traffic is set in the format <hardcoded 0x33><OSVERSIONINFOEXA result><ls Admin or

not><getsockname result><machine name>.

Hex
33
CE
50
0o
oo
oo
oo
elu]
0o
o0
01
oo

o0 00
o0
LF]
o0
o0
00
00
o0
00
00
00
00

o0
00
6B
00
o0
00
00
o0
o0
00
00
o0

SC
oz
20
00
00
oo
nln]
O
O
0D
7F
oo

oo
00
31
(v}
00
oo
o0
00
o0
00
00
o0

o0
o0
o0
00
oo
oo
00
o0
oo
o0
00
oo

o0
oo
oo
o0
o0
o0
00
o0
o0
o0
o1
o0

o0&
53
oo
oo
00
oo
oo
oo
0o
o1
57
oo

o0
65
oo
]
oo
o0
o0
oo
oo
oo
43
o0

alu
72
oo
oo
oo
oo
oo
oo
oo
oo
4E
oo

oo
76
oo
oo
oo
00
oo
oo
oo
oo
21
oo

o1
63
oo
oo
oo
oo
oo
oo
oo
oo
22
oo

oo
63
oo
oo
oo
oo
oo
oo
oo
01
23
oo

alu]
65
oo
oo
oo
00
00
oo
oo
01
o0
o0

61
oo
oo
o0
o0
oo
o0
o0
o0
o0

Figure 21. GrubbyRAT callback information

A random key is generated from GetTickCount and uses it to encrypt the callback information, resulting
in traffic with length Oxee, where the first Oxe is the random key, and the remaining is the encrypted

information.

200000Re ©5 48 80 Be PO 00 7 69 28 Jc 16 7b 40 d@ 61 fa s i |.{@.a.
000oBe1e 7@ d8 @a be b4 9c dc 72 fB8 50 1f 36 3c 14 8¢ f7 p...... i ] ST
00000020 60 c8 84 ae a4 8c 99 @7 9a 36 67 45 49 24 22 bb  C....... .6gEI$".
0000Be30 33 93 96 af 94 bc fa 52 d8 70 3e 16 1c 34 62 ca 3......R .p>..4b.
00000040 40 eB a6 8e 84 ac ea 42 8 60 22 06 Pc 24 12 ba @...... s, 1
00000050 3@ 98 d6 fe f4 dc 9a 32 b8 10 Se 76 7c 54 @2 aa  @......2 .."W|T..
PODOPOED 20 88 cb ee ed cc Ba 22 aB 00O 4e 66 6c 44 32 98 ...... " ..NF1D2.
00000070 10 bB f6 de d4 fc ba 12 98 38 7e 56 5¢c 74 22 8a  ........ (% S TAN
DPPOOBB0 ©0 a8 eb ce cd ec aa B2 88 20 6e 46 4c 64 d2 T2 ........ . nFLd.z
POPOPE9d @ 58 16 3e 34 1c 5a f2 78 d@ 9e bb bc 94 c2 ba e B M j
PODOPBAR e@ 48 @6 2e 24 Oc 4b e2 68 cB Be a7 ad 9a f3 5a eh e e 74
PODOPOBE dB 78 49 le 14 3d 2d 9b 16 cl1 Bc a5 9c bd e2 4a o B e |
BODoBBCd @ 68 26 Pe B4 2c 6a c2 48 e ae 86 Bc ad 92 3a A, it e e
PO0oPeD® bdB 18 56 Ve 74 5c la b2 38 98 de fb fc d4 82 2a - e UM e R
OP0OOREG a0 B8 46 be 64 4c Ba a2 28 88 ce eb ec cd i n L e E

Figure 22. GrubbyRAT callback’s actual traffic
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Kuangdao (KD)

Kuangdao malware was disclosed on 20203 and as far back as 2008% or even earlier, as previous reports

provide detailed malware analysis that can be matched. As reported, there is a special string “KD” in .pdb.

i 17 7 7 bad exception

4] iohn\De K HEE :
L7 1 = 07 @y g
i 07 @ FE

Figure 23. Kuangdao .pdb string

Interestingly, Earth Aughisky previously named the C&C domain using the real malware name. For example,
in certain Roudan samples, the C&C domain is named “roudan].Jserveftp[.Jcom”. With Kuangdao, we
found a special string in the C&C domain named “kuangd” or “kuangdao” (3£7J, meaning “madness
blade”). This string could be observed in multiple backdoor configurations and matches the .pdb string

“KD”, figuring in how actors named this malware.

] 0@ @@ €!'@ 7@ "@ @"@ €"@ 7@ =a .H
write Error wb rb 61.67.151.166
? P
7 P

HE@ @ 7@ 3@ 5EC@ FT@ [g@ tg@ 1q@ dgq@ process page
default index user parse about security query

Figure 24. The Roudan C&C domain (Hash: a9982fede417d96b0a8604b485c548ad1c5f845b)

Hex ASCII

50 00 OO0 OO(00 OO0 OO0 DO|6GE 75 &1 GE|67 64 61 GF|P....... kuangdao
2E 73 65 72|76 65 66 74|70 2ZE 63 &F (6D 00 00 00O|.serveftp.com...
o0 00 00 00|00 00 OO0 00|00 00 OO0 OO|O0 00 00 00| ..ccaeinaavnaana
o0 00 00 00|00 OO0 DO OO|00 00 OO0 OC|(OD 00 DO 00| .ccvencncnnnanna
o0 00 00 00|00 OO OO OO|BB O1 OO0 QOS50 00 00 00|........ 2. P

Figure 25. The Kuangdao C&C domain

Taikite (SVCMONDR)

The malware was first disclosed in a report®® identifying CVE-2015-2545, using the dropped file name
as malware name “SVCMONDR.” Given the .pdb in some samples and that the malware was mainly
observed in Taiwan, we named this malware “Taikite.” The first C&C callback traffic is encoded in Base64,

with detailed feedback data structure and behavior analysis.
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= ‘\Users‘\jorm'\]}esktnp\!{lte 20171025\Re1ease‘\1<11;e3tHEF’z;ﬁ} LY
: NULINULINULINU SR U LA R U G LNU DINU LU LND LD L
TS T E T A TTATTANTIR - AN . (VAL SRARTATTARTA T AR THTATTIATT

Figure 26. The Taikite .pdb string (Hash: 44673e28e03d642e937eb5d6fed9fc6535e4b872)

Information collected by the malware

POST f HTTR/L.1

User-Agent: Morilla/s.0 (compatible; MSIE 8.8; Win32)
Host: I

Content-Length: 112

Connection: Keep-Alive

Cache-Control: no-cache

AAAT TG AAAAAANAGHM 1Ma ] FOG D aMalnd TdaMOMEAAMAAALAMUIAARA MM dil § AR AR AADNHT EyM IMZNDQTHQAAAAAIAAAA

Actual Traffic

Figure 27. Taikite traffic

Specas

This malware family was categorized as Taidoor in an earlier report,3 but is also sometimes identified as
“Taleret.” As other communities have used the name Taleret to identify another malware® and the protocol
is slightly different than regular Roudan, we will use the name “Specas” to describe this malware in this

report.

On the first C&C callback, it generates a random URL by template “http://%s:%d%s0%u%u” and
“/%Cc%c%c%c%c.asp?”. Looking at the GET request line, mhbvi is composed simply of five random
characters, with one hardcoded “0” after a question mark. For the remaining numbers on the line
“100287525376”, GetTickCount “287525376” is the derived result. “100” before “287525376” is calculated
as (287525376 & 0OX1FF) + 100, which is likely used as the checksum in the traffic.

GET /mhbvi.asp?8100287525376 HTTR/1.1
User-Agent: Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1; SV1)

Host: [N
Connection: Keep-Alive
Cache-Control: no-cache

Figure 28. Specas traffic

The malware also drops a log file at [current module name].xxt, which contains the execution history.
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| rundli32.exesot - Notepad

| File Edit Format View Help

042914:43:18 start 103

042914:54:06 StatusCode wrong: 404

042914:54:08 Internetopenur] failed: hrep:// I rbzkn. asp701603830669372

Figure 29. Specas .xxt log

Based on analysis, Specas malware is also capable of reading extra proxy settings from %systemroot%\

system32\sprxx.dll, with the format being </P>:<Port>.

mov [esp+334h+n5ize], 1@84h ; nSize

push eax ; lpDst

push offset Src 3 "Esystemroot®\\system32\\sprxx.dll”
mov dword ptr [esit+leh], 2e@eh

mov [esi+6@h], ebx

call ds:ExpandEnvirenmentStringsa

lea eax, [ebp+Dst]

push offset aR T

push eax ; FileName

call ds:fopen

Figure 30. Specas sprxx.dll proxy setting

SiyBot

SiyBot is a backdoor we observed to be deployed less and only in few instances of an attack. Similar to
Buxzop, SiyBot abuses public services to perform C&C communication. The malware mainly leverages

Gubb and 30 Boxes in its earlier version.

.data:10022488 00000028
.data:10022530 00000015
.data:100224CC 0000001F
.data:10022450 00000027
.data:10022424 00000029
.data:1002256C 0000002C
.data:100225B0 0000002D
.data:10022124 0000004C
.data:100220CC 00000058
.data:100221A8 0000003C
.data:10022254 0000003D
.data:1002222C 00000030
.data:100223C0 000D0C02E

%es/list/create xml?name=%s%d &api_key="%s

%s/list/delete?id=%s

%es/list/get_all xml?api_key=%s

%s/list_comment/create.xml?id=%s&note=

%s/list_comment/create.xml?id=%s&note=%s

%6s/list_comment/delete xml?api_key=%%s&id=%s

%6s/list_comment/get_all xml?api_key=%s&id="%s

%sevents. AddByElements&apikey="%s&authorizedUserToken=%s8&summary=%d%s&notes=
%sevents. AddByElements&apikey="%s&authorizedUserToken=%s8&summary=%d%s&notes=
Fsevents.Delete &apikey=%s&authorizedUserToken="%s&eventld=%;
Jesevents.Get&apiKey=%s&authorizedUserToken=%s8start=9%d-9%d-00
%sevents.TagSearch®apiKey=%s8lauthorizedUserToken=%s8ttag="%s%c

Yesuser Authorize &apikey=%s8applicationName="%s

sl sl s aE RN NN N e EEe

Figure 31. Service API

Like most other malware that abuse public web service, the necessary credential or token can be found

in the malware configuration.
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Hex ASCTT

00 0D DO 00|00 00 OO0 0O0[00 OO 00 00|00 00 00 00| veervesnsnsnnsns
00 00 00 00|00 00 00 G6|6F 72 65 76|65 72 31 39| ....... foreveris
40 31(32 36 2E 63 |6F &0 00 00| HEE:=125. com. .

00 00 DD QO[O0 OO0 00 QO[O0 OO0 D0 QO(00 OO0 00 DD .cvvsnnsnnnnnnns
00 00 00 QOO0 00 OD Q000 OO 0D QO[O0 OO0 00 00| .o iennnnnnnnns
00 00 00 Q0|00 0O 0D QO(00 OO OO0 QO[O0 00 00 DD | . vnnnnnnnnmnns
00 00 00 QOO0 OO0 OO0 0O (00 OO0 00 OO(00 OO0 00 DD .vuvinnnnnnnnnns
00 00 00 Q0|00 00 OD Q000 OO OO0 OO(00 00 0D 00| ..o cvevennnnnnus
00 0D DO QOO0 0O OO0 QOO0 OO0 OO0 OO(O0 OO0 00 DO o s nnnnnnnsnnns
00 00 00 Q0000 00 OO0 Q0000 OO0 00D OO(00 00 00 00| ..uisennnnnnnnns
00 00 00 QOO0 OO OO0 Q000 OO OD QO[O0 00 00 DD . vuiinnnnnnnnnns
00 00 D0 QOO0 OO O0 QOO0 OO0 D0 OO(00 OO0 00 DD . vnnnnnnnnnnns
Q0o 00 00 00|00 OO O0 Q0[O0 OO 0D OO|(O0 OO0 00 00| ... ..cueuenrnnns
00 00 00 0O|0D 0O OO0 DO(O00 OO OO0 OO|OD 0D 0D DO ... cvnvrnmnmnnin-
00 00 00 QO(00 OO OO0 QOO0 OO 00 OO(00 OO0 D0 DO ....vvnenmnrnnns
00 00 00 DO|00 00 O0 OO(00 OO OO0 OO|(O0 00 QD OO0 ... ..cvenennnnns
00 0D DO QOO0 0O OO0 DO(OD OO OO DO(OD OO0 0D DO ... v mnnnrnnn.

00 00 00 00|00 00 00 00|00 00 00 e [
4D 3C 00 00|00 00 00 O0(00 00 00 oo |M<---------.
00 00 00 00|00 00 00 00|00 00 00 00[0D 00 00 00| ....ccuweneesuss

Figure 32. Embedded 30 Boxes credential in the malware

SiyBot supports few basic functions such as chconf, run, download run, and download.

B AclEd FlEstn vk vk cptn, In %d tn wk cpt
ex bdcet odr %z, fdbk %= pz ex %z, fdbk %=
fl %=, ln %d to gt oz unknown to gt ot

%d~%d mnt tr %e ~" 21fdc?yajw  crt up
info err c f nr  down xc od
OsR2 Tindows 95 {Build

talenter Server Professional Fergonal

Figure 33. Backdoor command

TWTRAT

TWTRAT is an old backdoor compiled around 2010 based on analysis of the malware binary, first observed

as abusing Twitter direct messages to perform C&C communication. TWTRAT only supports some basic

functions, specifically “down,” “run,” and “downr”; the commands are very similar to SiyBot. Given that

there are new backdoors abusing different public services since the year of compilation and that we have

not observed activities of TWTRAT afterward, this backdoor was only used for a limited period.

GET /direct_messages.xml?count=68 HITP/1.1
Authorization: OAuth

oauth_consumer_key="_k] J¥88wg" ,cauth_nonce="ayx35yGN2n
SHAL1" ,oauth timestamp="1651223834",,0auth version="1.8"

User-Agent: Ie

Host: twitter.com
Connection: Keep-Alive
Cache-Control: no-cache

Figure 34. TWTRAT invokes direct_message
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Hex

6E 69 73 73

00 00 00 OO(00 OO OO0 00|00 00 OO0 00|00
00 00 OO0 OO(00 OO0 OO0 00|00 00 OO0 00|00
00 00 OO OO(O00 OO OO0 00|00 00 OO0 00|00
00 00 OO0 OO(00 OO0 OO0 O0|00 00 OO0 00|00
00 00 OO OO|O0O0 OO OO 00|00 OO OO0 00|00
00 00 OO0 OO|00 00 OO0 O0|00 00 OO0 00|00
oo 00 OO0 OO|00 OO OO0 OO|00 OO OO0 00|00
00 00O OO0 QOO0 OO OO0 00|00 0O DO 00|00
00 00 OO0 OO(00 00 OO0 00|00 00 00 00|00
00 o0 OO0 00|00 OO0 OO0 00|00 0O OO0 00|00
00 00 OO0 OO|O00 OO0 OO0 00|00 00 OO0 00|00
00 00 OO0 CQO(00 OO OO0 OO0|00 00 OO0 00|00
00 00 00 00|00 0O OO0 00|00 0O 00 00|00
o0 00 OO0 OO|(00 OO0 OO0 O0|00 00 OO0 00|00
o0 00 OO0 OO|00 00 OO0 00|00 00 00 00|00

00 00 00 00 t4 S| ... . N T
00 00 OO0 00|00 OO0 DO 00(00 00 OO0 OO | -----------
00 00 OO0 00|00 0O DO 00|00 00 OO0 00|00 00 00 00| .eevesrsvearanas

Figure 35. Twitter account embedded in the malware configuration

GOORAT

GOORAT is a possible precedent to Taleret, observed active around 2009 to 2010 based on the samples
submitted in repositories and analysis of the malware binary. Like Taleret, the malware searches for content
between “XXXXX”, but the content inside is a command rather than a configuration. Most samples were
configured to retrieve data from Google groups, while the rest of the samples we observed would search
for data from different blogs. Eventually, it appears that the group has apparently abandoned this branch

and turned to using Taleret instead.

Hex ASCII

68 74 74 TFO|3A 2F 2F 67|72 6F 75 70|73 2E &7 &F http: //groups.go
6F &7 BC 65 |2E 63 6F BD|2F &7 72 6&F|75 70 2F 6D ogle. com/group/m
61 63 &F 64|62 &3 2F 77|65 62 2F 6D |61 &3 0O DO acodbec /web/mac. .
oo 00 OO0 OO|00 OO0 OO DOO|00 DO OO0 OO|0D 00 OO0 DD | .wecreemmannnnns

Figure 36. Embedded site in GOORAT

ASRWEC Downloader

ASRWEC is a downloader capable of searching for the actual payload on blogs or other repositories
that was first disclosed in 2012% and subsequently reported on. This downloader first locates the actual
payload between a special marker, “yxyyyxyy”, with actual decryption procedures documented in detail.

The payload we observed includes both Roudan and SiyBot.
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2sd

Home

201110 gua
lgua |

Sitema
» xecﬁ.-utgmmAAAHFmZGNxZHFmZGN KY3FKY3FKY 3FmZGNxZmRjcWZk

Z2QwP2M5eezsdPrky1eX6jPkEzZFVYmO3AbJkU2GZsBgaHyNOIOWZAZzehJTigsi11.
/Pn0SCxolUjWIgmPNcfj6ijeQHrofw2NeLnfWtdP0A 11 kyQilUU2Dax7DwpfP17Y 9l
fyEpelF5KgZvsbsS83n1CTgCAcZLFYozigBRNESNOYeedSdlz6CsMuje2kZK/G)
(+z1QGzGFveoOCPdeeKiZyNW T84t Je/ovot GLGYnPTYojl3eCsbrorzLiEuObANE
{0Chpdw32GsWOE35rUwc2aggVolaiiRIs4 XtCE35HGD92rs WEL2UmgMSBSX3ch
fqui9+miHmd+DF8+7Va10Kf9tOVewdTw2+u+TvBYAbXoz9Z 1ZwKG00eSGih+enl
MGuw IWNKRTWpliJenorVBDJGDzROz65WEeQDzHXufgLriMMugHIxMWIMANSID
fh1oZGRIQMWHTIWAST3Qj6zz5XzmfTXevmvt BKhS9ChjPu7 peQDhXadEd+5JCdEY
MY cGIXWxiDkaRLSJQJIYa4FYCembTHCGQY bigz S+qKb3EDOhCKel0Y80XbEC

Figure 37. ASRWEC payload found from the blog (the characters after “yxyyyxyy”)

Comeon Downloader

Similar to ASRWEC, Comeon is another type of downloader from Earth Aughisky capable of searching
for payload between ****. We call this Comeon because of the export function name we observed during
analysis. Aside from using a different maker, most Comeon payload were hosted on private servers rather
than a public blog such as 2710[.]240[.]26].]2/java.txt or TheoreticalModel[.Jonmypc].Jus/u.txt.

The actual payload could be decrypted by:
1. Skipping the first character
2. Decoding using Base64

3. Decrypting with RC4, using key “A1 A2 A3 A4 A5”

Based on our observations of samples, the payload of Comeon downloader is Roudan, such as the one
hosted on kaiwanxiaol.]pixnet|[.Jnet/blog/post/366093431.
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1
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£ - WEiEaFE MBI RS RSRETEE A  BEH @ AN - EReER RN - EE1H20H
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FEREEERTE - 2T - EER - AEPHERSEAIEIN - HRNEHEME - BEmED - 25
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Fowt  F—wzithiRRe -

RRNIGTER MRS - 98EHEEI AR - B ARSI - TERELERPEME "ARISEEREE, RR

JIEMEEFIRER « TETTEERER & o » SR IHRE TR - TE—EE—HE, - HiER s —HEREERLCAEE
—BHEARA  M—E) EIEE - Fi— @A EHMEE - \FRMEETE - 20008, -

e MDDONTHIgTvuCPObZIL TrhEghtEZ 5|58 Nth Xhéyh2e+Ea8LrkvISHRRKWRhbZP1 SHavLWIWraP
EDSqHzRuk19ngvif37CQineHyEjxM2ecmburPnsEcExGala?2FsSnhZ+yhlyxz Q9T+ 7 CKImgGulfiEwPFjH

Figure 38. Comeon downloader payload on blog

The malware is capable of dropping the log file at %temp%\iod.zp, with the content likely designed for

debugging purposes.

P4/20/22 14:44:41 - 1pURL[3] = 0, dwBase64 len = 0

04/20/22 14:44:41 - 1pURL[2] = 0, dwBaseé4 len = 0

04/20/22 14:44:41 - 1pURL[1] 0, dwBaseé4 len = 0

04/20/22 14:44:41 - 1pURL[0O] = &4, dwBase&4 len = 100

04/20/22 14:44:41 - DecodeURL BaseLen 100, i= -1

04/20/22 14:44:41 - The Decode URL http://210.240.26.2/49ava.txt http://Tk

Figure 39. The iod.zp log file

lllitat Downloader

lllitat was first disclosed on 2012% and again observed in 2015.% This downloader calls back to fc.asp
using the local environment information it collects such as the machine name and IP address, and then

calls dw.html to download the actual payload. Based on the reports, all the samples’ payloads are Roudan.

jnz loc_4815DA

push offset Name 3 "efcc ilitat”
push eax ; bInitialOwner
push eax ; lpMutexAttributes
call ds:CreateMutexd

Figure 40. Special mutex in some samples used to name this malware
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Attribution

While some of the listed malware families here were previously documented and attributed to Earth

Aughisky, we list the other malware families we analyzed (that have yet to be reported) in this section to

complete the APT group’s technical profile. We also identify and connect a number of these unreported

malware families based on analysis of the sourced samples over the years, such as similarities in codes,

domains, and naming conventions.

Connections Between Families

We describe the links between the different malware and how our observations have led us to tie them

together as being employed by Earth Aughisky.

)
Serkdes Buxzop Taikite K4RAT
}

Ll
b=

&3
_©j — Q8 .
LuckDLL Kuangdao Specas
J 7 )
— _®'@
b %, N
Taleret

f
E—— 3| &
GrubyRAT X GOORAT

Roudan
—

e :
A
(2)
(S>2p @
fie N
-

PittyTiger

SiyBot

ASRWEC/lllitat/Comeon GOORAT

L )

(@ I1P/Domain/Passive DNS overlap
@ Host on same repository

@ Same function (logging/proxy)

@ Payload and downloader

@ Special string (marker/class name)
@ Same incident

® Same loader/Dropper

Same campaigns code/Password

[ ) J
o

Figure 41. Connections between the different families
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Roudan, ASRWEC, Comeon, and lllitat

Different sources have reported that ASRWEC, Comeon, and lllitat download Roudan malware in different

ways.

Roudan, Taleret, and Taikite

Taleret has been suspected or identified to be related to Earth Aughisky for years, while Taikite (Svcmondr)

was not previously attributed. Among these families, we could observe some C&C overlaps.

IP addresses

Taleret URLs

Roudan hashes

Taikite hashes

Months
observed

61[.]216[.]128[.]129

mini2016blogl.]
wordpress|.]
com/2016/11/03/
mini2016/

mini2016[.]
pixnet[.Jnet/blog/
post/8382313

de7a4946cd2e0d60bd0a
1e1c758b6753965f7fb9

July 2018

211[]22[7[.1237

saism2010[.]
wordpress].]
com/2010/12/29/
februa/

a28dbea98d424a2bb5b6
45f20773d6c4c6dce393

Jan 2012
April 2012

193[]170[]111[]210

saism2010[.]
wordpress].]
com/2011/01/19/
pdvd/

d329936d870afc888e58b
843823d7136de00ac6e

Jan 2010
March 2011

121[.]241[.]81[.]116

tasklili[.Jpixnet[.]
net/blog/
post/128497913

a01be1ff3ec69cad31b18
80cb5e304d920f3ccd4

Table 5. Overlapping C&Cs of Taleret, Roudan, and Taikite

In some earlier versions of Roudan, it adopts the same logging mechanism as Taleret.

push
lea

push
push
eall
Xor

push
call
push
call
add

call
test

7 CODE XREF: _sain
194h ; mSize
s [espilFahiDst]
1oecs

~GEN

offset Src teg
dg : ExpandEnvl ~enmentit~lnge
» EOX

ebx
L

esp; B
sub_4814582

EAX, AKX

shart loc 4878E9

-text 1AL IFY
<Text-1ealiFd
St 100013F StartDebug
S TExT 1SELIFD
-text s 1B8R13FS
SText 1Rl IFA
Stext: 1001 8FF
-text s 10891405
Bt Ri- b iy
texi-18alald
Stext: 10001415
taxtcledalals
S TEXT I 1RE14LF
-Text 13891428
Stexto1091AZE
et 10001435

public StartDebug

pro< near
puish 1gdh ; mSize
puash offset Src

call

ds:ExpandEnvironmentStrin

ds:Deleteriles
offset aStartdebug 8

push

push offset as

push offset FilsName : Filebass
L= dword_10803ecs, 1

call sub_18381139

push offset aStartdebug @ ;
call sub_10M¥1 238

Figure 42. Taleret’s special log file (left) compared with Roudan’s earlier version (right)
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We can also see the same blog hosts both a Taleret configuration and Roudan payload.

kaiwanxiaoflasdfasdfas kaiwanxiaof9asdfasdfasd

rtrbfg EUERENMEEE ; RAR - kX))

i e 8 B A - H i DU - NHEN SR 1ANE
COMEESRAN  RERREETY  EREHUCE - OF - DED N

PR RS SR R A - I I -
EEA RTINS - EANAE - BANUERE HAs

Figure 43. Taleret configuration (left, Hash: 13d0961daf1166d95795f2c7e2ee88f32037ea1b) and
Comeon payload (Roudan hash: 3c55249b6512e1b1f7e721c2fd9faa5d30e56fe6, right)
on the same blog

Roudan, Specas, Kuangdao, and Buxzop

The Cybersecurity and Infrastructure Security Agency (CISA) has attributed Kuangdao to Earth Aughisky.3®
DropNetClient, which shares similarities with Buxzop, has also been attributed to the group. We observed

C&C, hosting domain, or IP address overlaps among Roudan, Specas, and Kuangdao routines.

ACITELY Kuangdao Months
IP / Domain ASRWEC / Specas hashes 9
hashes observed
Comeon hashes
abianshabil.Jmyddns[.] | 006cc46b85b791b ed53ed2c5540559 e Jan 2011
com €c26a865ccc69509 86b2257774f6aa00 e Mar 2012
93901cd597 ccdd52bba
4a9f99627ef76f8a
382f11513a2853c
ddfécd31d
yahoofacebook[.]345[.] | Ocbb05ee07c2fca 3be0ad0bf20d0b6 e May 2010
pl 207e4835496ac6f d160a44676146e9 e Nov 2010
e€0e319e4e0 2e789c6933
118[.]175[.]7[.]74 8b566291d127c11 a4e52877d5666126 e May 2012
213f0d378b5cf329 5775f5006d6993ec e July 2012
2d9df2031 bbab70bd e Sept 2012
557e177295ebd1c6
597eba23b5234f194
3161484
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Roudan /

IP / Domain ASRWEC / Specas hashes Reclosse L felric 1)
hashes observed
Comeon hashes
78[.139[.]236][.16 9f9206046652ac3d 00425add8d8b24f June 2011
33b126b91779065 b4c15af484a8fcc7 Aug 2011
c61d5571e db22ffa55
e6ae1562f2222758
de4d9adb7509bb8
884a7e18d
www[.]Jgooglel.] da581523a0b203e3 2e948663610d822 Nov 2013
dynssl[.Jcom e5e5f072cf82f6883a 4a9bf5216b686d6f Jan 2014
fea35e 9eb3d1981
www[.Jourfriends].] c135eefb021ffec 27d61d9e379c5fc4 Nov 2015
sexxxy[.]biz fa991c523e41c4 fb09e57f50fef24b3 Aug 2016
3ad87d769fc 0dO6acc

Table 6. Overlapping C&Cs and hashes of Roudan/ASRWEC/Comeon, Specas, and Kuangdao

From the middle towards the end of 2018, we found IP address 103[.]110[.]80[.]48 used to host both

Buxzop and Kuangdao simultaneously.

URL Family Hash

103[.]110[.]80[.]48/123.dll Kuangdao | 663fb74f33dde51b6cal3cOfafbbfd5b1431a43b2b1650e83f14bal1a35a2c¢326

103[.]110[.]80[.]48/task.zip | Kuangdao | 4d55d8e4354501207affb7aaa2d79108e6596fe6c3d753c32aa22e075853babe
¢11a9d7c06130fc05430bcca32f7c3e4621e838efb888ebddc52985f5¢cd17d0e

103[.]110[.]80[.]48/1102/ Buxzop 73846ec3f92b723ee6b5648ca957b5d9a518974d9358569ab6f23bf611938659

x64-1102.dll

103[.]110[.]80[.]48/1102/ Buxzop 93e1c51d0c0c01673187d40f4b41a8fd461f4bb46572c2c6dee5077d9dff4a97

x86-1102.dll

103[.]110[.]80[.]148/x64.dII Buxzop 8b4e42a2abbcd47f3fd8e9b75913d05633efb610d646565ef43e3f9daaabaeaf

103[.]110][.]80[.]48/x86.dlII Buxzop 4e6c21ccab81af36e58da66347a301240a005044ca2bd7521a79f56373356ed2

Table 7. Buxzop’s and Kuangdao’s host overlap

Taleret, Specas, and Taikite

We observed overlaps with the hashes and IP addresses among Taleret, Specas, and Taikite malware

families.
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IP Taleret Specas Taikite )
202[.154[.]49[.15 tasklili[.Jpixnet[.] | 5c9050d6cb94eb4cc e Dec 2015
net/blog/ b4f4a542b28201d81 o April 2016
post/128966213 | d09855
202[.]55[.]92[.]56 c135eefb021ffecfa99 | ad43ebede931eaf5c8 | ¢ May 2016
1c523e41c43ad87d7 | 01635d9091f2fb78c | o Aug 2016
69fc 8bd26d
121[.]241[.]81[.]116 | tasklili[.]Jpixnet[.] a01be1ff3ec69cad31 | ¢ June 2016
net/blog/ b1880cb5e304d920f
post/128497913 3ccd4

Table 8. Overlapping C&Cs and hashes of Taleret, Specas, and Taikite

Kuangdao, K4RAT, and Taleret

We observed a passive domain name system (DNS) overlap with Kuangdao and K4RAT in 2013.

Passive DNS Kuangdao K4RAT Time

190[.]143[.]87[.]148

73bade5f565bf5eat
57772a93d4e23785
40260e1

5e81a8fdefObaabfb7

34d0b9b09d807fed4
4ed3467cbb85c6687
157¢c22

fourk-asptree[.]Jqc[.]to

e July 2013
* Nov 2013

f65e46625bbe6d 17
9328f

fsc-kd[.Jns01[.]Jinfo

moeas[.Jagent[.]Jtw

Table 9. DNS overlap of Kuangdao and K4RAT

We also observed Kuangdao, K4RAT, and Taleret sharing a special window class name, “wxxxd.”
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mow edx, hInstance o edx, hInstance
push edi 3 lpParas push ebx loc_loeai4bé: ; lpParam
push edx 3 hInstance push esi push @
push edi 5 hMenu push edi o eax, hMadule
push edi 3 hwndParent push ] ; lpParam push ean ; hInstance
push BEGMAGEER 3 nHelight push edx 3 hInstance push 1] 5 hMeny
push Saaaaesth 7 nidth push @ 3 hMenu push 8 3 hindParent
push £PRSGaBRh Hi push @ ; hndParent push B2ao0dddh ; nHeight
push SRBRaceh H | push BEeeotedh 3 nHeight push ] 5 nuidth
push elFaaash 7 dwityle push BRoeRaah & neldth piash BRoeRiaah 3 Y

e o push BROGOMOR ¥ push BROGONaaR PX
aush offset Classhame ; ° i I push Eagesdigh 1 X push BCEROMN 3 dwityle

push BLFDREoh 3 dwStyle s s

call ds rCreatenindows i & ush offeet Claszhase ; wxwd I
g esl, eax lush offset Classhame ; e I i
push edf 5 nlmdShow = + call dis :Crentewindewe ol
push esi 3 hiind eall e Creat e indenE o me [ebpehind], eax
call d5 2 Showwindow mow esi, eax push ] 3 nCmdShow
push esi i hiind push @ 3 nCedShow mon ecx, [ebpehiind]
call ds sUpdatenindow push esi 3 hkind push erx 3 hikind
lea eax, [esp+SEheThrdaddr] call dz z Showiindow call dt 1 Showiwindow
push eax 3 ThrdAddr push es5i 3 hind L adx, [ebp+hiind]
push edi 3 InitFlag call ds :Updaterinden puash edx 5 hend
push edi 3 Arglist mow esi, ds:fetMessaged call ds :Updatenindo
push offset sub_s0399@ ; StartAddress push & I uﬂngiltqr."ﬂx lea cax, ;{hvan-—d;fs:’]
push edi i StackSire push ] ; wisgFiltertin | |push eax 3 Thrdaddr
push edi ; Security push ] i hind push ] ; InitFlag
call egint dex lea eax, [esp+SCh+iisg] push @ 3 ArgList
ma esf, dsifetMessages push By 5 lpHsg push offset StartAddress ; Startaddress

Figure 44. The wxxxd class name of KARAT (left, hash: 26b8faaf301c2b6bc180f179d0d68f3f0fd419ab),
Taleret (middle, hash: 775eac7787a351fed43a0150484b9870ecbc4ec9), and Kuangdao (right, hash:
f3987d5629dfb61c518528cb8314e60f1bb2dd5c)

Roudan, Specas, and Taleret

We found a lot of Specas samples that would load a proxy setting from a special file %systemroot%\\

system32\\sprxx.dll. The same behavior could also be found in some Roudan or Taleret samples.
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Figure 45. The sprxx.dll proxy setting of Roudan (left, hash:
0a5895e0c360a25d5abb7fbd7959da044c2c6c93), Specas (middle, hash:
341cbeb81e6cba15442ee5f9544b7d7593686a2¢), and Taleret (right, hash:

789614db37fb2302957028fd6c30cea49263613e)

Specas, Taikite, and K4RAT

Some of Earth Aughisky’s malware have special embedded codes inside the configurations for different
purposes, such as password* or campaign codes. Upon analysis, we also observed the same codes

being used across these three families.
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Code Specas Taikite K4RAT
cherry fbedc622d5b611714468 a4b8d9d166c9aa94e139 | 967c89d78eed2f519744
e€98cal1b2e07c1229c66d dbc124fce0c6ccbdbd9a 6414342a79fe5a76a868
bb580239¢c3f5f2bd57¢c18 | a85a2b07588701ba6059
90e94e46c0eaba2565b a638b664905371ac3202
fuck@123 ec6fcf1435b13d9b4037b | 66f47d13455a34043beb
1839bdbaaf13b65244b b83fe99a700e10ddd4e7
itsmy / itsmy! | 264e962f51535b1ec79c c1ae8ab849624c16597f
375947f142ce782cab89 a7c5bd4396dad01390e5

Table 10. Hashes of the embedded codes found in configurations of Specas, Taikite, and K4RAT

Kuangdao and Serkdes

Previous reports have attributed Serkdes to Earth Aughisky in 2018.4:42 Some samples also indicated that

these two families were found in the same incident.

Family Proxy setting
c377923108a2bdae1c06819eea9db49ea7883537a31d92a904405f6d813ab4b6 | Serkdes Nov 2014 | [REDACTED].15.167
e5f3c3053da3707274b8e958a4b498f70f8a92e1beae74dab5ead9174e255f898 Kuangdao | July 2014

Table 11. Overlapping incidents of Serkdes and Kuangdao

Kuangdao and LuckDLL

We found different domains under lily[.Jonmypc[.]net set as the C&C servers for Kuangdao and LuckDLL.

Kuangdao

LuckDLL

7¢5841f19740350d36a0644205dch558
003a58739d420d344e2a78221663fac4

lily[.Jonmypc[.]net 51f15ca72ff1afa8b8615d426dc634d6e

853de82a3b127c95f3473efdb3094a9

www/[.]lily[.Jonmypc[.]net ftp[.Jlily[.Jonmypcl.]net

Table 12. Same domain as C&C servers for Kuangdao and LuckDLL

Kuangdao, Taleret, and GrubbyRAT

During an investigation of an incident, we observed an organization being attacked by GrubbyRAT,

Kuangdao, and Taleret continuously.
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Months Malware

observed observed
May 2013 Specas
August 2013 Kuangdao
June 2014 Taleret

December 2014 GrubbyRAT

January 2015 GrubbyRAT
January 2015 GrubbyRAT
March 2015 GrubbyRAT

September 2015 | Kuangdao

November 2015 Kuangdao

Table 13. Recorded incidents attacking one organization from 2013 to 2015

Moreover, we found some GrubbyRAT and PittyTiger samples sharing the same domain in their
configurations, such as davy[.Jmyddns[.Jcom or yourdomainnames[.Jmyddns|.Jcom. Unfortunately, due
to the sensitivities surrounding the incidents, we will not disclose more details on this but will continue

monitoring these threats.
Taleret and GOORAT

Both malware use “XXXXX” as a marker to locate the information they need. In addition, the same dropper
was used to deliver both GOORAT and Taleret, which functions to decrypt the payload from the resource

and execute it.

By #il, di:EnpandbaviranseatiteLagls W exl, o5 iopendinyiremment5trings
push Lih ; niize pash i E ronSine

push A § lpDat praiby eax i lpbat

push offset Sre @ ToooidersEEss push offeet Src H 2 = S B R
call il apandom renib it Lngta call esd upandE d t 3
les ecH, [esprElines i latiome] les ecx, [epeEliR

push Livar : nSize push 14

puth B : lpbat push L] } lpost

push offret alilndowsSysten il affget alDocumelid]lluse

call esl ; EwpandBavironsentios bngad call eil wpandfngl ronmentStringad
lea edx, [eipeiithedadiing] les edx, [esp+rElihdCndline]

push 2Eh i nslze push 2BE- i onSine

push edn ! lpDat push edx s lpbat

push effier adiliiiidis 111 push offset allllllilll

call w1l ; [xpandbeeironment5tringss call €3l ; Eupandined roness irigs
lea eau, [esprillhevss I08] les enx, [epprilihevar 38E]

push Ji ; nSlze prish IRES i onslae

push LIH i lpoa push eax 3 lpost

push offeet sRundll3NWindo ; v L puih affgat aRundllIDocus

eall #sl ; Expandbevironsentitsingss call esd spandlini rormentitrings
lea wex, [espHilOheet] les ecw, [esprElihelst ]

puzh oK ; lpFiledame puih eex i lpFilelase
puzh affset Type pash offset Type BT R

puzh Sh ; i lptiane sy 65 b lphiaess

push [ § hodule prailh 8 i htedkale
call Sub_&i] a0 call wub_ 431000

maw wil, dizwlnfxe L esl; d51ninEue

Figure 46. GOORAT dropper (left, hash: 1a30a00b394aa4443f44d7645b67d22c82875ad7) and Taleret
dropper (right, hash: c6f2d78b5f89d522306f74426e4b0d8e00841c46)
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Roudan and SiyBot

We found the same site used to host both Roudan and SiyBot.

aoaglecim oogh.
2sd 2sd

I'_'_'_'.— 204110 e gua

Figure 47. ASRWEC downloader payload on same repository, Roudan (left) and SiyBot (right)

Taleret and TWTRAT

We observed the same dropper being used to deliver both TWTRAT and Taleret.
In 2011, two samples of a special dropper were submitted to a public repository,
c67db6af5873a558145452341e34de74eda78cec7ef33921d2885038a1ebaaaa and
a1054e8b5336ead42c1a43947bbd50a89615fe551c5994aa7414e44c14339e29. Analysis of the samples
revealed that one of them dropped TWTRAT while the other dropped Taleret. Since there is no evidence
that either of the droppers is leveraged by more groups, we believe TWTRAT is also one of Earth Aughisky’s

malware.
Taleret and Buxzop

Earth Aughisky has been using a special loader for several years posing as one of the different system
DLLs such as version.dll or cryptbase.dll. Once activated, it loads an encrypted payload from a separate
file and decrypts it with RC4. Based on the samples we collected, most of the payloads are located at
one of the five files: [Same Folder[\master_patch.dat, master_update.dat, crypt_base.dat, Extensions.xml,

or ipatch.dat.

After loading the payload into the memory, it searches for “MyThread” or “MyBegin” export function and
transfers the control to the in-memory executable. Based on the samples we collected, most payloads

are Taleret and a few instances had Buxzop.
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Links to PittyTiger

Airbus Cybersecurity published a report* on the APT group PittyTiger* disclosing a detailed analysis of
the threat actor, including Rerol malware (MD5: b6380439ff9ed0c6d45759da0f3b05b8). But researchers

from Mandiant also connected Earth Aughisky to PittyTiger via Roudan.*®

According to the disclosure, PittyTiger has been active since 2011 and attacked targets in Europe. Rerol*
was used for initial intrusion and was reportedly capable of downloading a second payload from the
controller. The dropper of Rerol mentioned is a specially crafted dropper widely observed in other Earth
Aughisky attacks. Based on analysis of the sample of the dropper we collected, majority of the payloads
were the different Earth Aughisky malware, but a few of them also noticeably dropped PittyTiger artifacts

(such as Rerol, trojan MMRAT,*” and a decoy document used to deceive victims).

Earth

Aughisky

May 2014 April 2014 | April 2010
June 2014 June 2010
Jul 2014 March 2011
Aug 2014 June 2011
Aug 2011
March 2012
Aug 2012
Sept 2012
Jan 2013
March 2013
April 2013
May 2013
June 2013
July 2013
Aug 2013
Sept 2013
Jan 2014
May 2014
June 2014
July 2014
Dec 2014
April 2015
Nov 2015
March 2017

Table 14. Months of documented PittyTiger and Earth Aughisky incidents wherein payloads were
dropped by the same dropper
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I Roudan I ASRWEC MMRAT

74.4% 3.9% 3.9%

lllitat Taikite Comeon

2.8% 1.6% 11%

K4RAT Rerol Common/Unknown
0.6% 0.6% 111%

Figure 48. PittyTiger payload distribution

COrigin | |
Authars Windows User
Last saved by Toot
Revision number 3
Wersion number
Program name Microsoft Cffice Word

Figure 49. Decoy document compiled by PittyTiger actor known as “Toot™*®

In 2014, we found a few Specas samples calling back to subdomains under avstore[.Jcom/[.Jtw, seed01][.]

com[.Jtw, and lightening[.Jcom[.Jtw, all believed to be domains belonging to PittyTiger.

o0 00 OO0 00|00 OO OO0 00|00 OO0 OO0 00 HDD DO|oiannsnnmennases
72 BS L. covoanaia re

2E 61 76 73 (74 6F 72 65|2E 62 6F ED|2E 74 77 00| .avstore.com.Tw.
00 00 OO 00|00 OO OO0 00|00 OO OO 00|00 OD OD O0| .vccvennannnanns
00 00 00 00(00 00 00 00|00 OO0 OO0 00|00 00 00 00| . .cvniainaanns
00 00 00 00(00 OO OO OO|00 OO0 OO0 OO|BE O1 OO0 00| -uicvvaneans Baaa
00 00 OO0 00[(00 00 OO0 00100 OO OO0 00|00 00 0D 00| ...cvivnmnnaanns

Figure 50. “avstore” Specas sample (Hash: 90ca82604d29a87da95f68aaca7d2b0748b1504b)

Based on these observations, we think that Earth Aughisky and PittyTiger are closely related to each

other.
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Law enforcement agencies*® and other security researchers believe Earth Aughisky and Taidoor malware

originated and operates from China.5® 5" 52 Analyzing samples of the malware have consistently contained

Simplified Chinese and Pinyin among the group’s artifacts.

AE SESERlz. 1 FEBEh
-BEREH-

15 || portl: JD port2: |0

port3: |0

PR

portl: 10 portl: o portd: |0
portl: 10 portZ: |0 10
dixiEps o far

HE B

IF: port3:

Figure 51. Roudan builder with Simplified Chinese user interface

During incident response (IR) investigations, we observed different IP addresses get involved in Earth
Aughisky’s activities from the logs. For those we confirmed not using proxies or virtual private networks
(VPNs), most of them were tracked as originating and located in Fuzhou, Fujian. Considering some

connections made between Earth Aughisky and PittyTiger, these observations also match the Airbus

Cybersecurity PittyTiger report described.%?
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Updates and Changes
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Figure 52. Special events timeline between 2017 to 2019

Earth Aughisky has been active for a long time. However, our continuous tracking of the group showed
something interesting that has been happening since 2017. In this section, we describe our observations,

specifically on potential changes in Earth Aughisky as an organization.

Level of Activity

The first landscape change is the noticeable drop of attack incidents in Taiwan. In a nutshell, Earth Aughisky
was active before 2017, but activities significantly dropped during the said year and dropped further after
2019. Meanwhile, other APT groups previously documented as targeting Taiwan also had notable shifts in
targets and activities in Japan and Southeast Asia, pointing to a likelihood of related internal changes in

organization and objectives.5* 55 6. 57. 88,59
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Figure 53. Trend of incidents observed (top) and trend of sample compilation time (bottom)

Group Overlap

For the incidents in Japan wherein Serkdes malware was observed and identified, it seems
that there are interesting overlaps between different groups. Certain Upheart samples (Hash:
a7b7a6a9b4aafe2ac1f792c901a21906df3c09adeab549446da1ed72f9009194) we identified,
which was initially reported as belonging to DragonOK based on a report by Macnica,®® were
submitted to a public repository by the same source around the same time a Serkdes sample (Hash:
5888b026ab7df42ed32d53038e9b8541cf272f0010385694e2ba28e0454f14c2) was also uploaded. This
suggests a possibility that both samples are employed in an attack. In addition, as mentioned in Serkdes
section, some Serkdes samples call back to a subdomain under sslvps|.jtop, which is also believed to be

one of DragonOK’s domains.

The NTT report presented another overlap with PoshC2, but the evidence was not strong enough to
make the connection. We have never seen Earth Aughisky utilize PoshC2 before. While it might be a
coincidence that they adopted a new open-source tool, other researchers reported that PoshC2 was
adopted® by DragonOK and BlackTech® for activities in Japan around the same time. We continue to

monitor and study these instances for better threat intelligence and knowledge on these connections.
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Special Roudan Sample

NTT pointed out that they acquired a Roudan sample that seemingly contained only two functions, which
is less than the older samples of the malware. Based on the samples we collected, Roudan seems to
have been developed into a simpler version between 2016 and 2017, potentially indicating a new malware

developer team operating within the group.

In some samples compiled in 2019, the .pdb string C:\Users\user\Desktop\MsgHandleDII0304\Release\
MsgHandleDIl.pdb was observed in some samples, which is something that we have not observed in the

last decade.

-01-01 %02X %02X B02Y - %02}( %02X$%U2X SOFTWBRE\Mlcrosoft\WIndows

A
2

Figure 54. Roudan .pdb string (Hash: 071e0693b5b6219e6cf02621e02c09f36ddee5e3)
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Conclusion

Earth Aughisky has demonstrated a long history in cyberespionage. Since its first disclosure, there have
been continuous reports about its activities for over a decade. Tracking this group and their longevity in
cyber espionage have given security teams and analysts time to gather information and technical data on
their knowledge and skill development as a group, as well as look into the group’s relations and potential

links to other groups and activities.

Examples of these are GOORAT and TWTRAT’s short period of use. Studying a small number of samples
of TWTRAT backdoor and not seeing this malware family used after 2010 suggests that the group’s
exploration of their technical skills had to yet reach maturity. The coding was too complex and contained
unnecessary data that was not required to abuse the services it needed, which was a strong indicator that

the operation and the developers’ skills for malware implementation were still in development.

In GOORAT’s case, the subsequent choice of using Taleret over this earlier backdoor reduced the resources
needed to operate the malware: Taleret hosts the malware configuration on web services, while GOORAT
hosts the command itself. While not an exhaustive list of their development, and even as newer and more
developed security technologies (such as behavior analysis and monitoring) can detect and block these

threats especially in public services, Earth Aughisky choosing Taleret allowed the group to:
e Change the C&C server being used faster and easier.
e Avoid in-depth analysis from security teams and researchers.

e Minimize the coding complexity needed in communicating by web service.

Moreover, while relatively inactive compared to a number of APT groups, studying links such as this group’s
potential connection to PittyTiger allow security practitioners and researchers a general understanding
of APT groups via closer analyses of previous deployments. These groups can be connected to actual
organizations or considered an extension of certain government agencies, and having the background of
these connections allow security teams and (potential) targets to make ample preparations in dealing with

attacks from such threat actors working in tandem or individually.

In addition, the changes from and in the activities of the group can be matched with real-world organizational
changes such as political shifts and transitions. For Earth Aughisky, changes in routines, frequency, or

level of activity, and overlaps in the organization can imply:
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e A change in their focus or objectives, making their target countries, regions, industries, and/or

companies different.

e A change in their tool arsenal, which means they might begin using malware previously documented

and attributed to other groups and vice versa.

e A change in their current malware and infrastructure.

Groups such as Earth Aughisky have plenty of resources to develop varied custom tools for their operations
and will likely take advantage of their long cybercriminal and cyberespionage history. After a decade, this
level of consistency and even this observed break from activity can be looked as either a period of respite

from attacks for victims or a period for a higher level of vigilance for when the threat actor decides to

become active again.
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Indicators of Compromise (I0Cs)

Find the full list of the IOCs related to Earth Aughisky in the Reference section.®®
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