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Electronic sports, more commonly called esports, is
positioned to be a billion-dollar industry in 2019, buoyed
by growing ad revenues, sponsorships, media rights, and
viewership." Events that previously catered to a niche
market are now considered mainstream entertainment, with
major esports tournaments held in full-sized stadiums and
fans coming in from all over the world. Cash prizes from
these competitions are also increasing.? The total prize
money for esports competitions reached $150.8 million in
2018 — a significant increase from the $112.1 million prize
pool in 2017.3In 2019, The International 9, the largest Dota 2
tournament of the year, awarded more than US$30 million in
prizes, taking the record for awarding the largest prize pool
for a single esports event.*

Several universities in the United States and the United
Kingdom have also started offering esports programs for
those who want to enter the field, further legitimizing it as
a viable career for young adults.® This progress shows how
esports has evolved past being just entertainment; these
hugely popular gaming competitions are now a thriving
business. However, as an industry grows and becomes
more lucrative, those who are involved in the business also
become more attractive cybercrime targets.
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Esports titles are individual or team-based games that are played worldwide in leagues or tournaments on
PCs, gaming consoles, and mobile devices throughout the year. The competitions are typically watched
by live audiences, and streamed on video platforms like Twitch and YouTube. In the United States, ESPN
and TBS have broadcasted esports tournaments on cable networks. Viewership for these competitions
has reached all-time highs — the 2018 League of Legends World Championship had 1.9 million peak

viewers, logging a total of 78.8 million hours watched.®

A study done by Syracuse University predicts that esports viewership will compete with — and even
surpass — traditional sporting events by 2021. Their data projects that esports in the U.S. will have more

viewers than every professional sports league but the NFL.”

The esports industry is a fast emerging target because the systems and infrastructure around it are still
maturing. Its increasing popularity is also pulling in more investors and sponsors— and where there is

money to be made, cybercriminals will predictably turn up.

Large cash prizes can motivate unscrupulous players to look for an unfair advantage over other players,
which in turn creates a market for game cheats in the underground. These competitions also bring out
underground entities looking to take advantage of esports for political, financial, or ideological reasons.
Possible attacks can involve distributed denial of service (DDoS) and ransomware attacks, zero-day
exploits, data breaches, supply chain attacks, and targeted malware. The lucrative esports market also

attracts cybercriminals involved in illegal gambling and online bookmaker services.

These attacks can lead to identity theft, financial loss, and reputational damage to business advertisers
and sponsors (major brands, like Coca-Cola, Intel, Nissan, ESPN, ABC, Disney, Red Bull and Mercedes-

Benz, have all been involved with esports).

We predict that cybercriminals will increasingly target the esports industry over the next three years.
Many cybercriminal underground forums already have sections dedicated to gaming or esports sales.
The market for stolen gaming accounts and hacks are flooded, much like the market for stolen credit card

accounts.
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Figure 1. Underground Forum with a dedicated section for the sale of gaming accounts
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Figure 2. Underground offerings related to esports

The gaming community has long been a target for cybercriminals who have since made a slight shift to go
after the growing esports industry. These threat actors have found different ways to monetize hacks for
various esports activities, and these items are gaining popularity. For example, since 2018, gaming-related
advertisements have increased by 40% in underground markets where gaming accounts and credit card
accounts are sold. Cheats can be purchased for as little as US$20 from multiple online forums, while
custom-made hacks can go for much higher, as these are designed to be more difficult to detect during
professional tournaments. While anti-cheat and account-banning technologies exist for most competitive
game titles, certain high-profile incidents have proven that players are willing to risk their accounts and

reputations to win thousands in prize money.
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Who are involved in esports?

The target base for esports includes game developers, sponsors, viewers, and players. We are particularly
concerned about threats to esports players in the U.S., as it’s the country with the most active competitors.
According to a report by Statista, the U.S. has the most number of active esports players, which is almost

triple the number of players in the country coming in second, South Korea.®

On the other hand, the number of esports viewers is higher in Asia. A 2019 report by Statista® shows that
57% of frequent viewers and enthusiasts resided in the Asia Pacific region. This leads us to believe these

two regions will be the most targeted in the future.

e The U.S. had more active competition players, followed by China and Korea, each with over 1

thousand active esports players.'
e China has the largest esports revenue market.

e The Chinese city of Hangzhou, which will host the 2022 Asian Games, features an esports academy,

a themed hotel, theme park, business center, and a hospital designed for esports players.

In addition, esports appears to be growing rapidly in the Middle East, with the United Arab Emirates (UAE)
constructing the region’s first dedicated esports venue: the Dubai X-Stadium. The rise of esports in the
MENA region is due to high internet and smartphone penetration rates. The video game industry in the
Middle East is estimated to be worth more than $1 billion annually, and is expected to increase to $4.4
billion by 2022. The UAE, Jordan, and Syria are the first Arab countries to participate in The International
9 Dota 2 qualifiers in 2019.2

Other regions also have a significant presence in this market. In 2018, Brazil had 11.4 million viewers,
accounting for almost half of the esports viewing audience in Latin America.” The Russian government
officially recognized esports in 2016 as a sporting discipline; 38% of the online Russian population watch
gaming video content. Russia’s gaming market reportedly reached 1.8 billion in 2018, with 65.2 million

players.™ In 2018, Japan had 67.6 million gamers, with the majority playing on mobile platforms.'
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Who are the targets?

This research paper discusses the predicted threat landscape of the esports industry based on current
and emerging threats and rising market trends. We will cover threats against online game developers,
businesses that sponsor and organize tournament events, individual gamers, stream viewers, and event

attendees.
Before we start with our threat predictions, let’s define the different parties or roles that make up the
esports industry:

e Game developers/publishers — Companies, such as Valve Corporation (Dota 2) and Riot Games

(League of Legends), that develop and release games
e Gamers - The people who play videos games casually or professionally
e Professional players — Competitive players paid by sponsors or teams to play a game.

e Professional teams — A team or franchise backed by an owner, comprised of players and coaches

that usually receive a contract, health benefits, and a full-time salary

e Leagues - A franchise approach based on North American professional sports wherein teams

compete in regular season matches to qualify for post-season “elite” competitions
e Sponsors — Companies that sponsor teams, events, prizes, etc.
e Advertisers - Companies that advertise products and services in the events

e Attendees - The audience for esports events, which can pertain to physical event attendees or

viewers of online streaming platforms like Twitch or YouTube.

The section below covers the threats that target the abovementioned parties.
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Threat predictions

Cheats and hacking services will
flourish underground

As esports revenues and tournament prizes continue to increase, unscrupulous players will look for
opportunities to exploit the game to gain an advantage over competitors. A quick search for hacks on
cybercriminal underground forums reveals hundreds of aimbots and wallhacks — essentially cheat tools
prohibited in official competitions for sale. Aimbots are a type of software used in multiplayer first-person
shooter games to provide varying levels of automated targeting that gives the user an advantage over
other players. Wallhacks allow the player to change the properties of in-game walls by making them
transparent or nonsolid, making it easier to locate or attack enemies. Prices for such tools start at US$5,

but we found an aimbot being sold for $1,500.

Download NEW PUBG CHEAT ESP AIMBOT

I - 24 2019 gyl aim  simbot ambit pebg  android cases  chest  demonstration  download
free download froe hack free downlosd fice hack free downlosd free hack froe downlosd free hack back froe downlosd  froe hack  hack  hack e pubp  hack g hacking  hacking

hacking hacking hacking hacking hacking hacking hacking hacking hacking  hacking hacking hacking hacking hacking hacking hacking Game Baji  Hakaw  Peggy

. Bear the new Buggie Hack
Hack appreciates the appearance of all the players to Maak in Alach
i,

Management Hack to play on every player's place

- o HAC appreciates the strong clearing place

HAC appreciates the location of high ceilings

Figure 3. A post on an Arabic forum offering a free aimbot for PUBG,
with a download link to a Russian website
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Figure 4. An advertisement for a private cheat for Overwatch

PRIVATE CS GO WALLHACK

VAC proof, undetected

PlayC thout bans!

5UsSD Want cheaper?

they can't sneaky i

Figure 5. A page selling a private wallhack
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Private Cheats for Apex Legends, Fortnite, OW, RUST,R6S, PUBG (with HWID Spoofer)
by - August 25, 2019 at 0414 PM

MNew Reply
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Figure 6. A forum post selling subscription-based access to gaming cheats
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https:/fyoutu.be/
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Figure 7. A forum post selling wallhacks and aimbots; prices start at US$5 for a one-day trial

Players found using such tools do get banned when caught, and some have been caught running cheats
during major esports events. The Counter-Strike: Global Offensive (CS:GO) player known as “Forsaken”
was banned for five years after he was caught using an aimbot during the eXTREMESLAND ZOWIE Asia

tournament in 2018. The player tried to disguise the program by using “word.exe” as a filename.®

This happened because the players were allowed to use their own computers in this particular tournament.
Each tournament sets their own rules regarding the devices the players are allowed to bring, such as

computers, headphones, mice, and keyboards.
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Figure 8. The files that tournament judges found on Forsaken’s computer

Players cannot sign up for a professional tournament if they have been banned for cheating on other
gaming titles. However, one way to overcome bans is to purchase stolen accounts that have a clean
gaming history. We predict an increase in attacks that aim to steal gaming accounts, which would parallel
the trend of messaging and social network account theft through phishing and malware. Caches of these

accounts typically wind up being sold fairly cheap in the cybercriminal underground market.

Pay-for-play: Score-boosting services

We also expect “boosting” to become more popular in cybercriminal underground forums. Boosting
involves a player allowing another player to log into his or her account and play to increase their levels
or leaderboard standings. We have found several boosting-for-hire services in the underground market,

shown below:
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Leagee o Logench Bocsting - Ficbaostiasgee.com « LDL BoosSng up to Challenger

League of Legends Boosting -

Cheap Lol Boosting

Figure 9. Forum post offering a boosting-for-hire service for League of Legends

Alko-Serives Rocket League Roosting

Figure 10. Another post offering a boosting service for League of Legends
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There have been players caught boosting, and esports entities have made it clear that the practice will
result in severe penalties. In February this year, twelve Overwatch players in China were banned for
boosting. The twelve players have also been banned from all future Blizzard-endorsed tournaments —
the first ever such ban given.' In early 2018, South Korea passed a law that made boosting illegal in the

country. Offenders face a stiff fine if caught.

Figure 11. Boosting service offered by elite players

Players can also use other techniques to gain an advantage: one example is stream snipping. This is when
a player sees the screen of another player using someone else’s Twitch stream, which allows one to see
other players’ locations and current moves. Players caught doing this can also get a lifetime ban from

certain competitions.?

Hidden hardware hacks

Cheating in esports competitions is not limited to software hacks — hardware used in competitions can
be manipulated as well. For each tournament, a gaming board sets the rules on what equipment they
allow tournament participants to use. A lot of professional tournaments allow players to bring their own

mouse and keyboard, which have been known to house hacks.

Nearly a year ago, a Dota 2 team was disqualified from a $15 million tournament after judges caught one
of its members using a programmable mouse. The mouse allowed the player to perform movements that
would be impossible without macros (a shortcut of preset key sequences not possible with standard non-

programmable hardware).?!
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In 2018, the player “Ral1f” was caught using an advanced hardware cheat for Counter-Strike: Global
Offensive that bypassed ESEA anti-cheat technology. Ralf later confessed, and admitted to paying 400

Euros for the exploit. This is how it worked:

e The main computer has both CS:GO and the needed ESEA client (anti-cheat software) installed, like
any other ordinary CS:GO installation

e The second computer (let’s call it the “attack PC”) has a special software installed ready to receive

data

e The main computer has a physical DMA (Direct Memory Access) device plugged into a PCI Express
(PCle) slot

e A USB cable connects the DMA device to the attack PC

e The DMA device sends data via the USB cable to the attacker PC, and the main computer captures

and parses it
e After parsing the data, the attack PC sends it to a Raspberry Pi

e A mobile phone connected to the Raspberry Pi via Wi-Fi downloads the data, which includes all

player locations and puts it on the screen, providing the cheater with the positions of his enemies??

Figure 12. PCI Express equipment used for cheating

We have also seen hardware hacks that require a hardware board such as an Arduino or a Rubber Ducky
USB. Rubber Duckys, which cost around US$45, are typically used for penetration testing, but their

capabilities allow them to be misused. Hardware boards are readily available on places like Amazon, but
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underground sellers offer the hardware with other cheats for an additional fee. These legitimate tools
are used to carry cheating software, and some members of the underground have become proficient at

creating and selling these for profit — one website offered custom hardware starting at $500.

BYPASS THE STRONGEST ANTI-CHEATS WITH RUBBERDUCKY OR HARDWARE BOARDS

Figure 13. Gaming private cheat website suggesting users purchase a Rubber Ducky or
hardware board to use with their hacks.

What we provide

Standalone Microcontrollers

Built in USB devices

USB Sticks (no DMA)

Figure 14. Page offering custom hardware hacks, with prices starting at US$500
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DDoS services will be used to
disrupt games

There is a clear risk of disruption when we consider DDoS and esports events. DDoS attacks cause
serious lag issues in a competition where every second matters — they can be used to influence and
even fix matches. This can affect revenue, tournament schedules, sponsors’ reputations, legal online
betting, and even get a team disqualified. DDoS incidents have already caused disruptions at esports

tournaments.

In several English-speaking cybercriminal underground forums, users often ask how to attack game
servers such as Fortnite and PUBG. Members sell DDoS tools or offer DDoS-for-hire services, and some
even offer DDoS protection applications for gamers. There are offers of multiple free or paid tools and

services starting from $10 a month.

Selling anti DDoS Protection for gamers/Game devs.

Figure 15. Underground forum post offering an anti-DDoS application for players

Figure 16. Forum post advertising a DDoS service

17 | Cheats, Hacks, and Cyberattacks: Threats to the Esports Industry in 2019 and Beyond
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Figure 17. Forum user inquiring how to find the IP of a Fortnite server

B 01-20-2019
L DDOS game servers IP
New Member

Hi guys,

1 was wondering if there was someone who can teach me how to ddos the game servers IP

s0 everyone will get kicked and the game will not be finished.
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@ Reply With Quote

Figure 18. Forum post of a player asking how to DDoS a gaming server

There have already been several instance of successful DDoS attacks on major esports competitions. In
2015, The International Dota 2 Championships, which had a prize pool of US$18 million, suffered a DDoS
attack during the event’s second day. In June 2019, the cybercriminal Austin Thompson was sentenced
to 27 months in jail and charged a US$95,000 fine for launching DDoS attacks against Dota 2 and League
of Legends competitions in 2013.2 Cybercriminals also launch DDoS attacks for extortion.?* In 2017,
attackers launched sustained DDoS attacks on the online game Albion, then demanded a ransom to

make it stop.?

We predict DDoS attacks will continue to disrupt major tournaments in the near future, as DDoS-for-hire
services have become more available and the underground market has an abundance of sellers. We can

also assume that cybercriminals will continue to demand a ransom in similar extortion activities.
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In general, DDoS attacks can result in serious downtime; according to a DDoS attack report from IDG,
36% of companies that experience more than five DDoS attacks suffer seven to 12 hours of downtime.
For a gaming platform, even a few minutes of downtime is a serious issue. Esports entities might be
compelled to pay the ransom since performance lag will hurt the brand’s reputation, ultimately resulting in

financial losses if players become too frustrated and move on to other games.

Posted by |l months ago
2l Shroud trying to play PUBG...Server gets DDoSsed.

Discussion

Shroud trying to play PUBG...Server gets DDoSsed. It would be nice to see shroud play
some PUBG..but it's sad to see him quit after a few games because of the DDos thing.
And seriously, how is that even possible?

Example:

/EDIT: THIS IS NOT ABOUT STREAM SNIPING, LOOT DELIVERY, AND ALL THAT STUFF.
DDOSS = HIS GAMESERVER IS GETTING ATTACKED CAUSING A LOT OF LAG.

@ 101 Comments # Share H Save @ Hide [ Report 75% Upvoted

Figure 19. Player complaining about DDoS attacks on Reddit

ddos for sale

Figure 20. Forum post offering DDoS services
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Sponsors should expect to be attacked or have their services go down when sponsoring an esports
event. The risk here comes from multiple origins: hacktivists, adversaries, competitors and so on. If they
lose money, they’ll probably reconsider sponsoring again. It’s a general risk for both sponsors and the

event organizers, as large scale DDoS attacks continue to be difficult to deal with.

Cybercriminals will start to target game servers

Cybercriminals will look for ways to disrupt daily operations such as live game competitions. These include

using exploits and tools to attack any vulnerabilities the game servers may have.

We tried to determine if, and how many, esports gaming assets were accessible through the internet
using Shodan, a search engine for internet-connected devices. As of July 25, 2019, we found 219,981
gaming assets that were accessible online. Germany had the highest with 61,272, while the U.S. had
56,500. Steam dedicated servers had 21,930 online assets, while the popular game title Counter-Strike
had 12,164.

Searching with Shodan provides an easy one-stop solution to conduct Open-Source Intelligence (OSINT)
gathering for different geographic locations, organizations, devices, services, etc. It is not unusual for a
server to be accessible in this manner. However, software and firmware information collected by Shodan
can potentially help identify unpatched vulnerabilities in accessible cyber assets. Servers are online by
nature, and this exposes them to some level of risk. An adversary can use Shodan to perform detailed
surveillance and gather intelligence about a target server, and more thorough probing can reveal certain

vulnerabilities in the servers.

Here are some of the vulnerabilities found on a few of the game-related servers we scanned:

Vulnerability Type

Could allow remote attackers to inject arbitrary web script or

= - 27
CVE-2012-4558 HTML via a crafted string

Could allow remote attackers to cause a denial of service

- - 28
CVE-2013-1896 (segmentation fault) via a MERGE request

Could allow remote attackers to inject arbitrary web script or

- . 29
SS it i HTML via vectors involving hostnames and URIs

Could allow remote attackers to cause a denial of service

VE-2014-0231%°
C 014-023 (process hang) via a request to a CGl script

Could let actor read one byte past the end of a buffer when

VE-2017-7679% . .
C 0 679 sending a malicious Content-Type response header.

In a cluster of servers using a common Digest authentication
CVE-2018-1312% configuration, HTTP requests could be replayed across servers
by an attacker without detection.

Makes it easier for remote attackers to cause a denial of service
CVE-2010-510732 (connection-slot exhaustion) by periodically making many new
TCP connections.
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Vulnerability Type

Could allow remote servers to cause a denial of service (heap-
CVE-2016-0778% based buffer overflow) or possibly have unspecified other
impact by requesting many forwardings.

“Password Disclosure Vulnerability” could allow local users to

o 4 35
CVE-2012-2531 discover credentials by reading Operational log

Servers with this vulnerability have an out-of-bounds read for
CVE-2018-105493% crafted JPEG data because exif_iif_add_value mishandles the
case of a MakerNote that lacks a final ‘\O’ character.

CVE-2018-10548% Could allow remote LDAP servers to cause a denial of service

Could allow one user (in a multiuser environment) to obtain
CVE-2018-10545% | sensitive information from the process memory of a second
user’s PHP applications.

Could allow remote attackers to cause a denial of service
CVE-2014-1692% (memory corruption) or have unspecified other impact via
vectors that trigger an error condition.

CVE-2017-15906% | Could allow attackers to create zero-length files.

CVE-2019-11039* Could lead to information disclosure or crash.

CVE-2019-11040% Could lead to information disclosure or crash.

The servers scanned include those operated by private gamers and groups, not just those run by the

gaming companies.

Targeted malware will be launched to
compromise high-profile gamers and
brands

Cybercriminals are increasingly deploying targeted ransomware, aiming for a higher success rate of
payments from victims. We believe sponsors of esports events should be very careful here as it could
expose their brands to certain risks. If a hacktivist or financially-motivated group started looking for
targets, sponsors will likely be first in their sights — attackers might assume a known brand’s pockets are

deeper than the players’ or the game organizers’.

Undoubtedly, ransomware has plagued gamers and businesses for years. A curious case appeared in
2018 when criminals targeted gamers with ransomware that demanded people play PlayerUnknown’s

Battlegrounds in order to unlock their files.*®* While the case turned out to be a joke, it was still dangerous.

We are also aware of TeslaCrypt ransomware variants that infected gamers’ computers and searched for
file extensions related to various popular game titles (such as Call of Duty, Diablo, League of Legends,

Minecraft and Resident Evil) and locked the games’ saved data, player profiles, DLCs, and game mods
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stored in the victim’s computer. Victims of the ransomware were instructed to pay US$500 in bitcoin
within one week; the ransom doubles to $1,000 after the deadline.** As saved games and gaming profiles

represent hundreds of hours of gameplay, victims could feel inclined to pay the ransom.

We also expect cybercriminals to compromise famous Twitch and YouTubers gamers’ social media
accounts. Cybercriminals will look for accounts that have several million followers and will use targeted
phishing attacks and malware to take over these accounts. The cybercriminal underground is already
flooded with sales of Twitch and YouTube accounts with a large number of followers. These famous and
popular social media accounts not only have a wide reach (imagine if they share a link containing malware

for instance) and capillarity, but also represent their brands and sponsors.

We see signs that the cybercriminal underground market for stolen gaming accounts will grow over the
next three years. Cybercriminals usually target popular games like Fortnite and Counter-Strike: Global
Offensive looking for valid accounts. Stolen accounts are found in abundance in underground forums,
with prices starting at just US$1 per account. Counter-Strike: Global Offensive accounts with The Global
Elite rank were found being sold for US$99. The Global Elite is the game’s highest rank, only reached by
less than 1% of the player base as of March 2019.4°

Figure 21. Forum sellers pushing various Twitch accounts
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THE GLOBAL ELITE b

MORE INFO 99.00

Figure 22. CS:GO accounts with The Global Elite rank sells for $99

The stolen account market is supported by players using weak passwords; and also weak authentication
methods have made it easier to steal these accounts. This is particularly dangerous since they are usually
tied to items and digital currencies. Gamers and viewers can lose money when cybercriminals purchase

items on these accounts using the original owners’ credit card and then make a profit selling these items.

f A LEAGUE OF LE
AND HIGH VALUE

SOME LOL
YOU ALWA

HANDLEVEL
All our Lo a are leveled by real pl
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Figure 23. Advertisement selling League of Legends accounts
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T [CHEAPEST 13] League Of Legends - RANDOM ACCOUNTS / 200 IN STOCK, 1 HAS PAX JAX, INACTIVE HIGH LEVEL ALL RANDOM, MANY SKINS. THE CHEAPEST 1.306

ks : https:A/limgur.coms

Figure 24. Advertisement selling League of Legends accounts
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When you buy this account you get :
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Figure 25. Steam account shop offering PlayerUnknown’s Battlegrounds (PUBG)
accounts for US$13.49
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Figure 26. Counter-Strike accounts for sale based on rank
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Figure 27. Advertisement selling accounts for the Korean server of League of Legends

25 | Cheats, Hacks, and Cyberattacks: Threats to the Esports Industry in 2019 and Beyond



¥ Learn more about RFv3 Revamp, our new website layout and changes.

% FORTNITE ACCOUNTS
by

« Mext Oldest | Next Newest »

Figure 28. Advertisement selling Fortnite accounts for US$1

Some gaming platforms have introduced multiple-factor authentication (MFA) to their systems to help
protect users from account theft. For example, Valve’s Steam Guard system implements two-factor
authentication via both e-mail and mobile app. However, we still see hacked accounts for sale in
underground forums. This probably means that not all the users have enabled MFA or not all the systems

have MFA in place.

Hackers will target players’ Pll and
banking credentials

Data breaches are a threat to esports as cybercriminals look for other targets to harvest personally
identifiable information (PIl). According to recent findings by Akamai, the tech industry has experienced
nearly 55 billion credential stuffing attacks globally, and out of these, 12 billion attacks were directed

towards the gaming industry.*¢

In 2016, a malware called Steam Stealer targeted players on Valve’s Steam platform via phishing attacks.
The malware targeted online gaming items and user account credentials, and we found that the malware
was stealing 77,000 accounts per month.#” Also in 2016, the eSports Entertainment Association was
hacked. The hacker leaked the data of 1.5 million players after the attacker’s demand of US$100,000
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was denied.*® The stolen information included the username, first and last name, email address, date of
birth, zip code and phone numbers of each player. Hackers can also steal players’ in-game tokens and
weapons, which can be worth a lot of money in the underground market. And there have been a few
records on Reddit forums*®5° of players complaining that their accounts have been stolen and sold, or
their information was used to purchase in-game items. In August 2019, a scam used a fake “free game”
giveaway site to steal the account information of Steam users. It used a fake login page, and even a fake
popup that helped it bypass two-factor authentication. The hackers then accessed the account’s friend

list and sent them phishing messages to gain more victims.?'

Our previous research® revealed a big surplus of PlI currently available in the cybercriminal underground.
We believe this will increase based on the increasing demand for gaming credentials and similar types of

esports data.

lllegal gambling and match-fixing will
continue to rise

We expect illegal bookmaking companies to try to tap into the lucrative and still-growing esports market.
Traditional organized crime rings and low-level criminals will have an opportunity to influence match
outcomes and profit from them in betting markets, and the cybercriminal underground market is flooded
with betting and bookmaker services. According to the American Gaming Association, Americans illegally
wager more than $150 billion on traditional sports every year, whether through offshore betting sites or
illegal bookmakers.5® Meanwhile, a study from the UK Gaming commission in 2018 reported that 8.5% of

British respondents have placed bets on eSport games.5

Esports gambling started with Skin gambling — using virtual goods such as in-game items as gambling
currency — but it has since moved towards more traditional methods of gambling. In 2018, 81% of
gamers in Russian bought virtual goods.%® These virtual goods, which mostly consist of cosmetic items
that modify the player’s in-game appearance (or “skins”), have an intrinsic value to the players, but in

popular gaming titles they are actually sold and traded for cash too.

A string of match-fixing scandals have already occurred in major esports events, affecting Counter-Strike,
League of Legends, Dota 2, and Overwatch tournaments. A Dota 2 professional player known as Bryan
Freddy “SmAsH” Machaca Sifia from Peru was banned from Valve-endorsed competitions after it was

concluded that his team intentionally lost in 2016.%

If a team is playing poorly, a surge of bets might be placed on the opposing team. Suspicions arise when

those mistakes are preceded by high stakes wagers.
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Hi everybody!

You need verified Bet3s5 accounts for fixed matches, sure bets, matched betting, bonus bagging or any other activity, but TIRED of
endless stupid indian and bangladeshi spammers?

1 also was looking for verified bet365 accounts some years ago. | lost a lot of money with these asian accounts so-called providers - their
accounts became limited even BEFORE any bets were placed, bet365 asked for PVC and they were not able to provide it because of their
post (they said)

Hots-on

50, if you are in this business, you should know all this issues

Thats why | was pushed to find solution by myself, And | found it. §
Not | can offer you following packages:

1. Fully verified BET365 U.K. (United Kingdom) accounts - NOT hacked, created by mysell and my agents

2. PVC [postal verification code) ALREADY SUMBITTED to EVERY account - you can check it in "My account .> Postal Verification™ during
your purchase + you will get photo of original PVC letter with this code

3. Full Verified no limit Skrill with VIP Silver status - thats mean you will have 0% commission for skrill-to-skrill transfers, 0% withdrawal
fee to Visa card or Bank account

4, Photo documents (passport + utility bill + selfie) in high quality dimension

5. Bet365 UK account will come with UNUSED 100% up to 100GBP bonus (again, PVC ALREADY submitted - you don't have to worry about
any Issues)

For my fixed matches friends:

UK Bet356 accounts provide the WIDEST line comparing te any other accounts (spanish, latvian, russian, ukranian, indian, bangladeshi,
peruvian, colombian, etc).There are leagues and matches that ARE NOT INCLUDED TO 365’ lines for other countries’ accounts.

Also, unlike our indian guests)) I'm VERY WELCOME to Escrow:

1. We arrange a deal, find trusted mutually agreed escrow

2. You transfer money to escrow

3. You check up everything with TeamViewer or similar tool
4. You release escrow

Figure 29. Forum posts offering a match-fixing service

Match-fixing is a common issue for traditional sports, and we believe that it will become a challenge
for esports too. Match-fixing is actually illegal in South Korea and the U.S., and players can be banned
or disqualified for match fixing. The term “322,” shorthand for match-fixing, is now common in the
esports vocabulary. The term was coined after a player bet US$322 against his own team during a Dota
2 competition in 2013. In 2019, League of Legends player Condi was banned from competitive League of

Legends games after violating match-fixing and gambling rules.?’
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Politically motivated and targeted
attacks will increase

We expect to see nation state actors attempting to influence politics in esports and cause identity theft,

financial loss, and reputation damage to businesses and players.

Advanced persistent threat (APT) groups have already taken advantage of the gaming industry. A good
example is the financially motived APT41, which has been targeting gaming platforms with ransomware
since 2012.% The group is still active and has evolved to espionage campaigns.*® Another organization
called the Winnti group targeted three Asian gaming companies with a backdoor trojan.®® This could

happen to esports companies as well.

Also consider the 2018 Winter Olympics opening ceremony, where cybercriminals actually brought the
Wi-Fi service down.5" Attendees were unable to print their tickets; internet services were down; and TV
media was offline. Months before the Olympics started, APT28 (Pawn Storm) actors deployed coordinated
attacks: they released fake news reports and compromised email accounts of the International Olympic
Committee, allegedly in retaliation for Russia’s doping suspension.®? Two years before, the same group
published stolen medical data belonging to mostly British and American athletes from the Summer
Olympics Games in Rio de Janeiro.%® If esports became an Olympic event or was included in other

international games, we could see cybercriminals attacking the event in a similar way.

We predict that companies involved with esports will be open to certain risks if the games ever become
an Olympic sport — and we believe they are already on the way. In 2018, esports was incorporated as a
demonstration sport in the Jakarta Palembang 2018 Asia Games, which included titles such as League of
Legends, Hearthstone, StarCraft I, Clash Royale and Arena of Valor. Esports was initially announced as
a medal event in the 2022 Hangzhou Asia Games, but it has not been officially added to the program as
of September 2019.54 The Asian Games, which is governed by the Olympic Council of Asia, is the world’s
second-largest multi-sport event after the Olympics. The International Olympic Committee (IOC) has also
been in talks with international committees on the future of esports in an Olympic event. As of now, I0C
is still exploring this topic and has not made any official statements but the interest shown is noteworthy

in itself.
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Conclusion

We have no doubts that cybercriminals will heavily target the esports industry starting this year. Most
importantly, through analysis of the esports market and the technology behind it, we strongly believe that
it will face the same types of cyberattacks that the gaming community is already facing — but on a larger
scale. Also, with esports predicted to join the Olympics in the future, new challenges lie ahead — matches

among nations might inspire nation-sponsored hackers to rig games for pride and bragging rights.

These threats should also concern the parties and organizations (such as game developers, event
organizers, and sponsors) with ties to the esports industry. They have to be careful as such exposure may
lead to financially or politically motivated attacks. Both brand reputation and company earnings are at risk

here.

Finally, the players have to pay more attention to their online security and demand more security from
the platforms (such as game servers and social media) that store or access their profiles, since any

compromise could put money and credibility at risk.

It should be said that our message is not that the esports industry is unsafe. The gaming companies
and organizers are well aware of their status as targets, and they are always on the lookout for new
cheating techniques and tools. They are constantly adding new security features to their processes and
infrastructure. There are also different anti-cheat services that are specifically geared towards protecting
esports and gaming competitions.®® % This research effort was done to raise awareness about the risks

we predict evolving in the near future.
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