Trend Micro Deep Discovery Inspector detects
malicious traffic, communications, and other
activities associated with attempts to inject
ransomware into the network.

Capabilities:

« Network traffic scanning
« Malware sandboxing

« Lateral movement prevention

Trend Micro Deep Security™ detects and stops
suspicious network activity and shields servers
and applications from exploits.

Capabilities:

« Web server protection
« Vulnerability shielding
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Appendix

CRYPJOKER CRYPNISCA CRYPRADAM CRYPTRITU
EMPER LECTOOL MEMEKAP
CRYPDAP CRYPGPCODE CRYPHYDRA 1.0 CRYPZUQUIT
LOCKY MADLOCKER
CERBER CRYPAURA KERANGER MAKTUB
MAKTUB SURPRISE PETYA TESLA
COVERTON CRYPSALAM CRYPSAM CRYPTEAR 1.0
CRYPTOHASU CRYPTOHOST 1.0 CRYPTOSO CRYPVAULT
EMPER 2.0 JIGSAW KIMCIL WALTRIX
XORBAT ZIPPY
AUTOLOCKY BADBLOCK BLOCCATO BRLOCK
BUCBI CRIPTODC CRYPALPHA CRYPCORE
CRYPDAP CRYPLIKI CRYPMAME DEMOCRY
ELFACRYPT ENIGMA LOCKSCAM MISCHA
ROKKU SHUJIN SNSLOCK TAKALOCKER
WALTRIX 2.0 ZCRYPT
APOCALYPSE BART CRYPAGA CRYPCUTE
CRYPEDA CRYPHERBST CYPHERKEY CRYPKEYIV
CRYPMIC 1.0 CRYPSHOCKER GOOPIC JIGSAW 2.0
JOKOZY JSRAA LOCKRVTN MIRCOP
SATANA WALTRIX 3.0 WALTRIX 4.0 WHITELOCK
XORIST ZIRBAM
ALFA CRYPBEE CRYPMIC 2.0 FAKELOCK
HOLYCRYPT JAGER JUSINOMEL NOOBCRYPT
POWERWARE 2.0 RUSHTEAR SANCTEAR STAMPADO 1.0
TILDE UYARITEAR WALTRIX 5.0 ZIPTB
ALMALOCK ATILOCKTEAR BAKSOCUTE BANKTEAR
BART 2.0 CERBER 2.0 CERBER 3.0 CRYPHYDRA 2.0
CRYPMIC 3.0 CRYPTLOCK CRYPTOHOST 2.0 CRYPZXAS
DETOXCRYPTO 1.0 DOMINO ELFREXDDOS FANTOMCRYPT
FSOCEDA KAOTEAR LERITH POGOTEAR
PURGE REKTEDA SCRNLOCKER SERPICO
SHARKRAAS SHINOLOCK TELANATEAR VENUSLOCK
WILDFIRE
ATOM CRYPTEAR 2.0 CRYPTTRX CRYPY

CRYSIS CUCKTOX DETOXCRYPTO 2.0 EDALOCK

EREBUS FENIX HDDCRYPTOR HIDDENTEARBLACKFEATHER
HIDDENTEARDEVMARE HORCRUX JOKEMARS KAWAIILOCKER

MILICRY NULLBYTE PrincessLocker RARVAULT

STAMPADO 2.0 STOPI
ALCATRAZ ANGRYDUCK CERBER 4.0 CLICKMEG
ComCircle COMLINE CRYPTBTN CRYPTGO
CryptoTrooper EDA2Anubis EDA2BLA EDA2JanBleed
EDA2MasterBuster EDA2Notorious ENCRYPTILE ENIGMA
ESMERALDA EXOTIC HADESLOCK HiddenTearAPT
HiddenTearNotorious HiddenTearShadow JACKPOT KILLERLOCKER
KOSTYA LERITH 2.0 LOCK93 NUCLEAR
SHOR7CUT Sonido TENSEC VENIS
WILCRYPT
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AIRACROP CERBER 4.1.6 CERBER 5.0.0 CERBER 5.0.1
CHIP CITOXE CRYPAYSAFE CRYPHYDRA
CRYPSHED CRYPTASN1 CryptolLuck CRYPTON
CRYPTOWIRE CRYSIS 2.0 DXXD EDA2Runsome
EXOSHELL GREMIT HappyLocker HiddenTearCerber
HiddenTearDecryptor HiddenTearHappy HiddenTearHCrypto HiddenTearHolly
HiddenTearFSociety HOTDEM ILOCKED ISHTAR

KARMA LOMIX MATRIX PayDOS
PCLOCK PROTOBTC PSHELL Ransoc
RARLOCK RAZYCRYPT RUNELOCKER SMASHLOCK
SPICYCRYPT SURVEYLOCK TELECRYPT VINDOWS
ZEROCRYPT

ADAMLOCK ANTIX AYTEP BADCRIPT
BRAINCRYPT CERBER 5.0.x CRYPBLOCK CRYPEXTXX
CRYPTORIUM DERIALOCK DESBLOQ DONATO
EDGELOCKER FREROGA GOLDENEYE HiddenTearGuster
HiddenTearKoko LEVILOCK MFESTUS MICROP
PopCornTym SCRLOCKER

Table 1. Ransomware families seen in 2016

Database Website  SQL Tax

ALFA ° ° °

Antix ° ° ° ° °
ATILOCKTEAR ° °

AUTOLOCKY ° ° °
BADBLOCK ° ° ° °
BAKSOCUTE o °

BART ° ° ) °
CERBER ° ° °

CITOXE ° ° ° °
CRIPTODC ° ° ° °
CRYPALPHA ° ° ° °
CRYPAURA ° ° ° °
CRYPBEE ° ° °
CRYPCORE ° °
CRYPCUTE ° ° ° °
CRYPDAP ° ° ° °
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Database Website SQL Tax (07:1D)

CRYPEDA °

CRYPGPCODE ° ° ° ° °
CRYPHYDRA ° ° ° ° °
CRYPJOKER ° ° ° °
CRYPKEYIV ° ° °

CRYPLIKI ° ° ° °
CRYPLIKI ° ° ° °

CRYPMIC 1.0 ° ° ° ° °
CRYPMIC 2.0 ° ° °
CRYPNISCA ° ° °

CRYPRADAM ° ° ° ° °
CRYPSHED °

CRYPSHOCKER ° ° ° °
CRYPTEAR 1.0 ° ° °
CRYPTOHOST 1.0 ° ° ° °
CryptoLuck ° ° ° °
CRYPTBTN °

CRYPTON °

CRYPTOSO ° ° ° °
CRYPTRITU ° ° ° °
CRYPVAULT °

CRYSIS 2.0 ° ° °
DETOXCRYPTO 2.0 ° °

DXXD ° ° °
EDA2BLA ° ° °

EDA2JanBleed ° °

EDA2Runsome ° ° ° °
ELFACRYPT ° °

EMPER ° ° °
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Database Website SQL Tax (07:1D)

EMPER 2.0 ° °
ENIGMA ° ° ° ° °
EREBUS ° ° ° ° °
GOLDENEYE ° ° ° °
HADESLOCK ° ° ° °
HiddenTearAPT ° ° ° °
HiddenTearCerber ° ° ° °
HiddenTearDecryptor ° ° °

HiddenTearFSociety ° ° ° °
HiddenTearGuster ° ° °

HiddenTearHappy ° ° ° °
HiddenTearHolly ° °

HiddenTearKoko o ° ° °
HiddenTearShadow ° ° °

HOLYCRYPT ° ° °

HOTDEM ° ° ° ° °

ISHTAR ° °

JIGSAW ° ° ° ° °
JIGSAW 2.0 ° ° ° °
JOKEMARS ° ° ° ° °
JOKOZY °

JSRAA . o
KERANGER ° ° ° °

KIMCIL ° ° °

KOSTYA °

LECTOOL ° °

LOCK93 ° °

LOCKY ° °

MADLOCKER ° ° ° °
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Database Website SQL Tax (07:10)

MAKTUB ° ° ° ° °
MIRCOP ° ° °

MISCHA ° ° ° °
PCLOCK ° °

PETYA ° ° ° ° °
POGOTEAR ° °

PopCornTym ° ° ° ° ° °
POWERWARE 2.0 ° °
PrincessLocker ° ° °
PROTOBTC ° ° °
PSHELL

REKTEDA ° °

ROKKU ° ° ° ° °
RUSHTEAR ° °

SATANA ° ° °
SEOIRSE ° ° °

SHOR7CUT °

SPICYCRYPT ° ° ° °
STAMPADO 1.0 ° ° °
TAKALOCKER o o

TESLA ° ° ° °
UYARITEAR ° °
VENUSLOCK ° °
VINDOWS ° ° °

WALTRIX ° ° ° °
WALTRIX 2.0 ° ° ° ° °
WALTRIX 3.0 ° ° ° ° °
WALTRIX 4.0 ° ° ° ° °
WALTRIX 5.0 ° ° °
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Database Website SQL Tax (07:10)

XORBAT ° ° ° °
XORIST ° ° °
ZCRYPT ° ° ° °
ZEROCRYPT °

ZIPPY ° °

Table 2. Business-related files encrypted by known ransomware families in 2016
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