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The German cybercriminal underground is well-developed and -managed
by cybercriminals even though it remains a small community in number
compared with the Russian' and Brazilianz underground markets. It may
also be the most developed underground within the European Union
(EU) despite the existence of a French underground market. The Spanish
underground, however, merged with the Latin American market.

In the German underground, we find a mixed bag of cybercriminal products
and services that include crimeware, credentials, fake items, and drugs.
Interestingly, it has a similar structure to the Deep Webs; it seems to offer
as much as possible to stay up. This could be due to some limitations like
language barrier and the market's overall size.

The German underground is indeed a newcomer that offers everything
cybercriminals need to startin the cybercrime business. It specifically caters
to aregional market, as its offerings (Packstation services; hacked accounts
for dropping; German, Austrian, and Swiss credit card and financial account
credentials; and malware developed by German coders) would most appeal
to German speakers.

This paper focuses on three main areas—the major forums and marketplaces
in the German underground, the unique wares only seen in these forums,
and how the German compares with the Russian market. It features the
product and service offerings in the market so you can better understand
its dynamics. We also chose to feature a specific marketplace to clearly
show what wares are sold, how much it sells, and how it operates.

Special attention was also paid to wares unique to German forums. These
include Packstation services as new dropping means and locally produced
crimeware (tools programmed and sold). We also compared the German with
the Russian underground, mostly because the latter is the most significant
and relevant environment to the former. We looked at connections that
German underground players have forged with their Russian counterparts,
along with the unsurprising ways they seem to have been collaborating.
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Market landscape

Market structure

Underground environment

The German underground’s infrastructure does not really differ from that of other markets and even typical
German forums. We determined German underground forums not only by the language participants used
but also based on their targets’ geographical location. Germany as a country is less isolated from the
global business infrastructure than Russia or China®. As such, it is more difficult to identify whether a cyber

activity associated with it belongs to the German underground or is more global in nature.

The actual number of German forums and marketplaces is small but the forum user volume is relatively
significant and gives a clear idea on ongoing cybercriminal activities. Note that forum user volume is
easier to track than actual marketplace activities. We saw 10 major forums and at least two marketplaces
that do not only specialize in selling crimeware but also drugs, fakes, and other illegal wares. We found
almost 70,000 users registered in German underground forums. At least 20,000 users have posted at
least once on a German underground forum, which could indicate room for future growth. We counted the

number of active users based on publicly available parsed information.

Research challenges

One of the reasons why researchers do not really take a closer look at specific EU countries lies in the
scope of underground forums and related activities. English is the main language in the cybercrime scene,
much as it is the international means of communication. As such, a wide variety of products are offered on
English forums and marketplaces, which makes doing business on a German platform very challenging.
Competition comes not only from English marketplaces but also from better-known communities like the
Russian underground. German cybercrime business owners and site developers need to create a niche
and provide customized content (fraud schemes, drugs, credit cards) that cater to the local market. The
German market players’ main focus has been to overcome these challenges in creative ways, providing

interesting findings on local cybercriminal activities.
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Underground forums and marketplaces

The German underground, much like its foreign counterparts, comprises forums and marketplaces. While

forums serve as the main venue for introductions and information exchange, they also serve as the go-

to place for special, sometimes customized, items. These marketplaces exclusively function as a place

for trading goods like local credit cards, hacked accounts, and fakes. They also serve as cybercriminal

wannabes’ first point of entry into the underground.

We often find ads for partner sites in the form of banners. German underground marketplaces are

sometimes incorporated into or connected to forums. But there are also separate sites that only serve as

marketplaces. A distinguishing characteristic between independent marketplaces and those owned by

forums is that the latter get heavily advertised via banners.

We found five main forums described in more detail below.

Marketplace/
Forum

Bus1nezz.biz

Secunet.cc

Back2hack.cc

German-plaza.cc

Crimenetwork.biz

Access

Closed forum with
restricted access

Security forum with both
publicly accessible and
restricted-access areas

Security forum with both
publicly accessible and
restricted-access areas

Marketplace that
requires user registration
(username and password
are required for entry) but
activation is automatic

Forum with tiered access

Offerings

Crimeware,

drugs/narcotics

Hacking tools,
stolen account
credentials

Security wares

Stolen credit

card and account
credentials, server
access

Crimeware,
drugs/narcotics

Total
number of Active
registered since
users
6,200 2011
1,800 2013
9,346 2008
Not
2015
available
64,000 2009

Table 1: Main forums/marketplaces found in the German underground
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Buslnezz.biz

Bus1nezz.biz is a closed underground forum with a standard set of offerings that include cybercrime
tools and real-world items like drugs and narcotics. It is hosted on CloudFlare, a domain registrar based
in China. To date, it has around 6,500 registered users, at least 1,520 of whom are considered active
or regularly post on the forum. The forum has been active since 2011 and has since amassed 12,179
topics and 50,986 posts. Some noteworthy bus1nezz.biz content include posts on escrow or “treuhand”
services; a “vendor marktplatz”; a “4free area”; a “tool area” where users can buy remote access tools

(RATs), crypters, binders, and stealers; and coding, fraud, and hacking areas.

Hallo, nichlome. Benachrichtigungen «  Main Profil  Benutzerkontrollzentrum  Abmelden

BUS'NEZZ

Businezz nun auch im Darknet:

IINSERF VENUDUREN

* 100% ing

KREDITKARTEN Secur & High-End Security

* OpenVPN, SOCKSS,,.
x vanille.cc the next generation of trading.

- Neu hier? Stell dich vorl  Neu in der Scene? Lies dich durch = Etwas nicht verstanden? Frag Treuehand bendtigt? helfen wir euch geme -

Vendoranfragen bitte ausschlieBlich an oder

TRADES/BETTELN IN DER SB VERBOTEN (Infos) / Avatar Sndemn 7
o - . Y}
hab gesagt das ich ViCs abzocke. ... Also ja bist erwhnt Hank
bt &5 - punide
dkc: Hoffenitlich habt Ihr mich im track enwdhnt
Ziehe mir mal gheich die

Figure 1: Bus1nezz.biz’s home page with banner ads for vanille.cc (a stolen credit card marketplace)
and secureVPN.to (a virtual private network [VPN]) service provider), along with top 20 statistics
on the most relevant news and updates
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~ ALLGEMEIN ~

Themen: 165 Beitrdge: 819

~ TREUHAND SERVICE ~

Themen: 581 Beitrdge: 6,525

~VENDOR MARKTPLATZ ~

Hie
Themen: 66 Beltrége: 1,314

Figure 2: Sections found in bus1nezz.biz

Secunet.cc

Secunet.cc, active since 2013, is a publicly accessible underground forum hosted by OVH, a hosting service
provider based in France. It has 2,226 users, 2,432 topics, and 13,381 posts. It poses as a cybersecurity
information forum where users can discuss white-hat matters but also serves as a distribution platform for
malware or hacked accounts. Users can easily find and download RATs, Trojans, password stealers, and
the like or acquire hacked Zalando.de, Deezer Zevera, and other accounts from it. Though it poses as a

security board, secunet.cc offers a decent array of cybercriminal desirables.
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Figure 3: Secunet.cc’s home page

Back2hack.cc

Like secunet.cc, back2hack.cc also poses as a security board. It has both publicly accessible and
restricted-access areas and is hosted on OVH. To date, it has 16,658 registered users, at least 1,440 of

whom are considered active; 6,420 topics; and around 41,000 posts.
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Crimenetwork.biz
Crimenetwork.biz is the biggest German underground forum with 60,000 registered users. Though not

every user is active, its huge user base is enough indication of its size. It gets several thousand visits on a
daily basis. It has a more obvious user hierarchy, as evidenced by varying user levels ranging from simple

members to escrow agents and vendors.

1296245 Total Posts 70446 Total Members Moskau9090 Newest Member 58557 Most Online

" « Elite * 2nd LVL * 1stLVL * * Mitglied * Gesperrt *

Info bzgl. dem Vertrauensgrad von Vendor/2nd/1st LVL

Figure 4: Crimenetwork.biz’s user levels

Crimenetwork.biz has several affiliate marketplaces like chemical-love.cc that sell drugs. Affiliation, in this

context, was determined based on the ads seen in the main forum. As such, crimenetwork.biz most likely

also controls and owns chemical-love.cc.

UNLEASHED SCENE

CRIMENETWORK. BIZ Mitgleder Shoutbox Anarchia Marketplace chemic. et T Sgnin B Create Account

MENETWORK.BIZ  Mariiplatz “ontent 25

KOKAIN // SPEED // KETAMIN
W -9

CHW Darknet Addnesse: hitp. //crimenciwai63fronion

[Premium] >> HQ PACKSTATION by sizzurp << [BTC&Joker]

Ps Packstation phished Packis hacked PSn DHL Post Drop sizrurp

Fa-;':le_n'an;' 2 et »

73 replies to this topic

PACKSTATION

[Wochen-Angebote]

3x Angebot 1

Figure 5: Crimenetwork.biz’s home page
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German-plaza.cc
German-plaza.cc is an underground marketplace hosted on CloudFlare. It offers stolen credit cards and

accounts (retail and online banking) and is structured like an online shop.

GERMAN©PLATA

= ENEUIGKEITEN PRODUKTE AQ EINKAUFE SUPPORT CASHIN SELLER WERDEN SELLER TOPLISTE

Saller Kaufen Replace-Zeit

HQ Original buybatior g { +186 ) (-9 ) ( 1 45€ jo Account 1 I8 Haufen
buybetter J ( +186 ) (-9 )( Kaufen

axyayaxy < (+6)(-11(-1) 1 Kaufen

Paliius 4 (+52)(-0)(3) 1 Kaufen

Figure 6: German-plaza.cc offers scanned identification (ID) cards

Banner ads
Banner ads are an easy way to promote partner sites (a marketplace run by those behind a certain forum

in any community, most notably in the Russian underground). These can help marketplaces widen their

client bases.
. e g http:// 2forcecrs
A e |

6. - ailstore.ccC

Figure 7: Banners 1 and 2 are animated frames that takes users to chemical-love.cc, the biggest drug
marketplace on crimenetwork.biz; banner 3 takes users to Russia’s biggest bulletin board for stolen
credit cards, Rescator.CC, access to which is only granted to invitees or referrals; banner 4 takes users
to forum sections on dropping and Packstation services; banner 5 takes users to a carding domain;
banner 6 takes users to a spamming service provider (1,000 email addresses for €1.50 [US$1.60]*)

* Currency exchange rate as of 18 November 2015 was used throughout this paper (US$1 = €0.94)
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Restricted-access areas

The online black market typically offers tiered access. It has areas that require user credentials so they can
go deeper and those that are publicly accessible. Users with substantial skills, connections, or know-how
can obtain the highest access level but only after going through a vetting process. Those with low access

levels mostly operate in open forums or forum sections with relatively minimal entry barriers.

The underground forums featured here offer varying access levels to sensitive information published by
their users. Some (bus1nezz.biz) are by-invitation only and as such require administrator approval. Others
only require registration. This is where intraforum dynamics come into play. In some forums, one needs to
know other members before getting invited. On back2hack.cc, for instance, users need to make a sound
impression and get informally “accepted” before they can see more information. Those who do not make
the cut can only access certain areas. Some new registrants make an impression with meaningful posts.
These posts increase their ranking in terms of reliability, value, and contribution that in turn gets them

access to more relevant forum content.

The Deep Web and .onion mirrors

The German underground does not have a clear tiered structure. This makes Deep Web locations more
difficult to access. There are, however, forums that can be reached via The Onion Router (TOR). These
are .onion mirrors and not separate sites. Several of the featured forums use .onion mirrors for users who
put a premium on their anonymity. Those who wish to conceal their illicit activities can also use proxies
or anonymized VPNSs. Users who do not feel safe accessing forums openly have Deep Web options. They

normally do not want to disclose their Internet Protocol (IP) addresses or be tracked by investigators.

Interestingly, the Russian underground does not offer this kind of access layer. Even the most popular
Russian underground forums do not use the Deep Web. This could likely be due to stricter law enforcement
monitoring in Germany. Using .onion mirrors can slow down transactions but that’s an inconvenience

German cybercriminals are willing to accept.

Forum/Marketplace .Onion mirror

Businezz.biz Bizznza4vtgsdrgb.onion
Black2hack.cc Gerpladigmngtpgw.onion
German-plaza.cc Gerpladigmngtpgw.onion
Crimenetwork.biz Crimencbwxi63f4r.onion

Table 2: Featured forums’/marketplaces’ .onion mirror sites
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German underground
market offerings

The German underground does not have as wide a selection of offerings as the Russian market. In most
cases, it isn’t necessary to search for special goods and services in local communities because global
(English-speaking) markets have more to offer. But when it comes to customized wares, it is harder to find
appropriate equivalents. This is a niche that smaller communities (like the German underground) need to

find in order to thrive and stay up.

The German underground is not as strong as the Russian market with regard to crimeware. Its main
offerings include fake IDs, stolen credit cards, data dumps, and hacked accounts. But like any other fully
functioning underground market, it also offers concealment methods and infrastructure in the form of

bulletproof hosting, proxy, and VPN services.

Every cybercriminal scheme in Germany involves monetizing stolen credit cards, dropping, and stealing
online account credentials. We saw a new dropping scheme specific to the German environment that
does not need actual droppers and uses fake deliveries instead by exploiting the German postal service,

Packstation.

BPHSs

Bulletproof hosts serve as hideouts for malicious content® and the foundation of any cybercriminal
operation. The same is true in the German underground. Bulletproof hosts are used to store malware
components, exploit kits, and the like. They can also serve as botnet command centers; stolen data
repositories; and phishing, pornographic, or scam site hosts. Most bulletproof hosting service (BPHS)
providers feign legitimacy but allow the conduct of malicious activities and so operate in countries with

lax laws to evade litigation. They usually abide by one of three business models:
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e Model 1: Dedicated bulletproof servers: BPHS providers create a convincing business front to
evade law enforcement suspicion. They usually cater to customers who need to host content that
may be considered illegal in certain countries.

e Model 2: Compromised dedicated servers: BPHS providers choose to compromise dedicated
servers and rent these out to parties who wish to host malicious content.

¢ Model 3: Abused cloud-hosting services: Cybercriminals abuse cloud-hosting services like Amazon
Web Services (AWS), Hetzner, OVH, and LeaseWeb to host command-and-control (C&C) servers or
drop stolen data, among other malicious purposes. These services are abused without their owners’
knowledge.

BPHS providers in the German underground typically adhere to models 2 and 3 because creating a
hosting environment in the face of strict laws is hard to do. None of the German underground forums are
hosted in the country or the EU. The featured forums and marketplaces use content proxy services like
CloudFlare. To evade local authorities, the forums’ domain names are not registered in Germany or the

EU. These mostly use extensions like .cc and are hosted in Asia (Hong Kong or Vietnam).

These reasons support why the reselling option is most favored and discussed on forums. Most German
underground forum members use Russian- or Ukrainian-controlled BPHSs like 2x4.ru, hosting.ua,

infiumhost.ru, anders.ru, and bulletproof-web.ru.

rer Hoster 10r e

Figure 8: Crimenetwork.biz discussion on hosting a botnet that points users
to Russian hosts, infinumhost.ru, bulletproof.web.ru, and the like

German underground forums feature dozens of Russian BPHS resellers. Users can directly contact and
them and avail of their services once payment is made. Resellers fulfill more of an advisory function
and offer more detailed information via private messaging. They are not the actual BPHS owners but
German-speaking resellers who have carved out niches in the local underground community. Most users
buy from global players like those in the Russian underground. A few authentic German BPHS providers
exist but they face stiff competition from bigger and better-known players. They typically have servers in
the Netherlands, which has laxer laws compared with other EU countries, though their service prices and

locations largely depend on the risks involved in hosting users’ desired content.
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Solitet ihr auf Kundenwunsch ein

Virtual , haben deme:

VPS Smaller 11€,-

4gb RAM
20GB HDD
1TB Traffic

S00MBIT Uplink

en einen kleinen Aufpreis , da sie mich dementsprechend

Die Server sind StandartgemaB "DDoS-Protected” trotzdem empfehlen wi itzlichen Pro

Dedicated Smaller - 55€,-

4GB DDr3 R/
500GB HDD
15TB C

Auch biete ich euch Fas - bei mir erwerben kinnt.

Figure 9: Crimenetwork.biz BPHS offerings (dedicated-denial-of-service- [DDoS]-protected virtual
server hosting, €11+ [US$11.73+], depending on configuration; dedicated server hosting, starting at €55
[US$58.65]; and fast flux services, which are typically used for phishing and spamming, as these use a
predefined set of domain names that are periodically rotated to hide C&C server IP addresses)

In the screenshot above, a user offers hosting services in crimenetwork.biz. He also offers support via
email and individual consultations to customers in search of specific configurations. He offers a special
price for fast flux services, which are typically not offered in the German underground. This indicates that

he is still trying to establish himself as a hosting vendor in the market.
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Fake IDs

A relatively huge chunk of the German underground caters to producing and selling fake IDs, including
passports and driving licenses. Clients in search of such usually need noncontact fake identities to register
for Packstation or other similar services. Others are trying to fake their ages or creating new personas.
Reselling scanned copies of actual IDs is common. These fakes are used to open bank accounts or obtain
additional information for more intricate social engineering scams. Overall, the demand for such items is

big in the German underground, as evidenced by the number of sites that advertise them.

== Al £/ e eI
— Al

|H =:u= |:': e—11 P

-} Republic of Crimenetwork
Roy's Documentsservice

ID card

= ROY

. DE MEO
poe 05.05.1975
e 07.07.2025

Serial Nurber: A1337133700

NATIONALITY

M DARKNET

Figure 10: Ad for real driving licenses, IDs, and passports from Roy’s documents;
IDs can be customized, depending on clients’ specifications

Figure 11: Post that sells scanned ID copies, some of which have been verified with vendors
and 60% remain unused (male IDs cost €10 [US$10.66] worth of bitcoins each,
female IDs cost €8 [US$8.53] worth of bitcoins each)
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SAN DMANN
C tine aeec e

TOODO00000

PECIMEN
Gutvany s/ Prdnome
MUSTERMANN

of pirths wanw
12.08.1964 DEUTSCH
mmmﬂlmimﬂ.ﬂlm
BERLIN
B 10 123456

Figure 12: Profile picture of Sandmann, a popular fake ID seller on crimenetwork.biz

22 replies to this topic

Fake ID's by Sandmann
Bilder:

*DE Perso v.2

#DE Perso Vergleich v.2 ohne LED Blitz

SANDMANN

Bundeskriminalamt

*DE Perso Vergleich v.2 mit LED Blitz

Basic Info:

- Nahezu perfekte Farbe beim DE Ausweis, Riickseite zu 99% !
- Einzigartige HQ Druckvorlage und professioneller Druck.

- Richtige Plastikkarte und keine billige Amateurarbeit.

- Perfekte Haptik mit fake Laserkippbild.

- Treuhand mdglich.

Figure 13: Sandmann’s fake ID offerings
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Hacked accounts

Though some German underground forum users sell hacked accounts, others give them away for free,
something we haven’t seen in the Russian market. These include Sky TV, Netflix, Amazon, and Zalando
accounts. Giving these away could be a means to please other community members in hopes of building

up one’s reputation or in exchange for connections or help in other areas.

Hacking accounts is after all not hard to do. Usual means to do so include phishing and brute forcing.
Users can easily configure a botnet to extract desired information from infected machines. This can be
done by infecting browsers, using keyloggers or screenshot capturers, or stealing browser cookies—all
basic tasks that can be accomplished with standard cybercrime tools. They can also steal email accounts,
which are usually connected to other online accounts, giving them a means to get as much information

as they need to further their nefarious causes.

Hacked accounts can be used for dropping or simply sold. Stealing someone’s Amazon or Zalando
account not only gives cybercriminals access to the victim’s username and password but also to his
credit card and other personal information. The stolen information can then be used for all kinds of

fraudulent transactions.

Netflix accounts, which cannot be easily resold because buyers will not be able to use video-on-demand

accounts tied to private identifiable IP addresses, are mostly used for dropping or given away for free.

Crypting services

Crypting allows cybercriminals to hide their creation’s malicious routines by packing (crypting) a piece of

malware using a variety of techniques. Crypting services abound in the German underground.

[FREE] FUD Crypt Service

10 replies to this topic

eder updaten,

Figure 14: Post selling HyperText Transfer Protocol (HTTP) and
Internet Relay Chat (IRC) bots, RATs, and crypters
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Only in Germany

Payment, escrow, and dropping services

Treuhand

As in most underground environments, escrows (“treuhand” in the German underground) act as middlemen
between buyers and sellers. In the underground, there is no legal way to make claims as in the real world.
As such, escrows are needed to ensure smooth business transactions. Escrows process transactions for
a certain fee, typically 3—-15% of the amount that needs to be paid. Upon receiving this fee, escrows hand

the payment to the seller and the goods bought to the buyer.

Bitcoins are the preferred mode of payment in the German underground but some sellers prefer to get
paid in vouchers or “gutscheine.” Getting paid in vouchers or online shop gift cards protects both buyers’

and sellers’ anonymity.

Packstation: New dropping means

German underground players have devised an interesting dropping means, one that involves fake
deliveries. Most underground markets rely on droppers who cash in stolen credit cards and online
accounts. There is no longer a need for droppers in the German underground. Users instead rely on the
so-called “Packstation service” that takes advantage of the German postal service. This allows sellers
to put goods sold in publicly accessible metal boxes for their buyers to pick up using their pTANs and

access cards.

Jetzt Packstation Kaufen!
Droppen leicht gemacht!

SIZZURP

Figure 15: Banner ad for Packstation services
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PACKSTATI

Figure 16: Packstation metal boxes found on the streets of Germany

Somehow, German cybercriminals have taken advantage of an efficient system for fake deliveries.
Packstations allowed for the convenient exchange of goods and payment. Users’ addresses cannot be
tracked though they need to apply for the service using a physical (home) address and a mobile phone
number (which are easy to fake) so they can receive short messaging service (SMS) notifications along

with their pTANs to claim their parcels.
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h [B] Tutorial + Anlage.PSD fir Paket-Dropping

=P DHL Sendungsverfolgung

Suchergebnis

Sendunginrummer

O Detaierte § molinge: plomatores bnfsges
O Datalimstor Verial Pres Lardung

O Koaterione SLIUA Db A o UGS ver b P B

Figure 17: Post selling Packstation accounts with mobile phone numbers
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Get a bitcoin wallet. Contact the Packstation service provider and Buy whatever you want

buy a hacked account. (Note that there are two (without spending
types of Packstation accounts—one that is anything) from online
bound to a mobile number and email address shops like Amazon or
and another that is “clear,” which means you Zalando that allow
can use a mobile number of your choice.) Packstation delivery.

Figure 18: How cybercriminals avail of Packstation access

German-plaza.cc

Pressure to ensure seamless and quick sales transactions brought about underground marketplaces
that are replacing forums. Underground marketplaces are virtual shops of standardized goods—places
for buyers and sellers to trade in a clearly regulated fashion. They have standardized procedures and
can quickly process payments aided by technically enforced rules, making them more efficient for the
exchange of goods and payment than forums. Though trading in forums is much slower, customized

items (those that require modification and special pricing) are still exchanged more on them.

The German underground has several marketplaces for goods like drugs and credit cards. Among those
we analyzed, german-plaza.cc stood out because it is the only actual marketplace where people can

actually buy and sell goods (hacked accounts, traffic, etc.) and it is a purely German development.

Though not yet fully mature, german-plaza.cc has a wide variety of offerings. It has after all only started
operating at the start of this year. We expect to see it quickly grow along with others of its kind. Prices
are tailored to the German market and are driven by supply. Some product categories only have a handful
of offerings. Compared with the Russian underground, it does not offer as many global products. The
scarcity in offerings could partly be due to its beginner status. But it could also be due to geographical and
language focus. German-plaza.cc, like the German underground, is a place for cybercriminal wannabes on

the lookout for German-specific items like stolen Packstation accounts or German credit card credentials.
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& PEEUIGKEITEN . PRODUKTE . FAQ . EINKAUFE . SUPPORT . CASHIN

ACCOUNTS ™ AMAZON (7)

German-Plaza OnfiiElILIe = CONRAD (1)
KREDITKARTEN ™ EBAY (11)
DUMPS | &= EBAY KLEINANZEIGEN (3)
GAMEKEYS w PAYPAL (12)
SONSTIGES = OTTO (0)

PACKSTATIONEN == THALIA (0)

ROOTSERVER == ZALANDO (17)

GUTHABEN ™ SONSTIGES (30)
GUTSCHEINE &= ELV'S (3)

VPN ZUGANGE

Figure 19: German-plaza.cc offers hacked accounts, stolen credit cards, data dumps
(probably contain personally identifiable information [PIl]), online game license keys,
Packstation accounts, root access to servers, vouchers, and VPN services

German-plaza.cc’s Accounts tab features a wide variety of German-specific products. It also offers stolen
online banking accounts most likely acquired via phishing. Cybercriminals can choose from an array of
accounts according to bank type, balance, or price, depending on what they hope to use the goods for.
Information on banks’ online processes and verification systems (using telephone personal identification

numbers [PINs]), which cybercriminals may not be familiar with, are also given.

PRODUKTE FAQ EINKAUFE SUPPORT CASHIN

ACCOUNTS

BANKING = PAYCENTER (0)

KREDITKARTEN = FIDOR (0)

DUMPS == ONLINE BANKING (27)

GAMEKEYS ™ SONSTIGES (2)
SONSTIGES spruch auf Replace?

Figure 20: Online banking accounts sold in german-plaza.cc
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Guthaben B Teiepin vornanaen [ | Search
mmm Telepin \{omanaenl Seller Price Qua Replace time
Sparkasse OnlineBanking 1,5k-2k - 1500-2000€ Nein juonk o { +538 ) (-21)(-55) 26€ per account 1[4 Buy 30 Minutes
Postbank OB Guthaben Mixxed - 0-500€ Mein HOSomnt ‘1509 22N 10€ per account 1 /40 Buy 30 Minutes
Commerzbank OB 100K SO Nein junk o ( +538 ) (-21)( ] 120€ per account 1 " Buy 30 Minutes
100000€
Postbank OB 1,5k - 2k 0 1500-2000€ Main Junk o (+538 )(-21)( ] J2€peraccount 1 /1 Buy 30 Minutes
Postbank OB 2.5k - 3k 2500-3000€ Nain Junk o (+538 )(-21)(-55) 38Eperaccount 1 /2 Buy 30 Minutes
Postbank OB 3k - 3,5k 0 3000-3500€ Mein Junk e (+538 ) (-21)1( ] 45€peraccoumt 1 /3 Buy 30 Minutes
Posthank OB 4k - 4,5k 0 A000-4500€ Mein Junk e (+538)(-21)( 55) S2€peraccount 1 /1 Buy 30 Minutes
Postbank OB 5k - 5,5k 5000-5500€ Nein Junk o (+538 )(-21)(-55) SGEperaccount | /2 Buy 30 Minutes
Postbank OB 6,5k - Tk B500-TO00E Main Junk o (+538 )(-21)( ] B4€peraccount 1 2 Buy 30 Minutes
Bank Austria OB mixed + DoB L 0-500€ Mein AT-Baba o (+84)(-4)(-2) 10€ par account 1 136 Buy 30 Minutes
Deutsche Bank OB 52k L S0000-60000€ Nein buybetter o { +1307 ) (-19) ( ) 50€ peraccount " Buy 30 Minutes
OB + Telepin + Fullinfos 7500-8000€ Ja anus o ( +637 ) (-34 ) ( ) 2::’: :T:r 1 Buy 30 Minutes
OBs mixed ol 0-500€ Mein anus f { +637 ) (34 ) (78 ) 1 I8 Buy 30 Minutes
Commerzbank Accounl SN0 Nein Leutnant o ( #219)(-8)(-10) 100€ peraccount 1 /1 Buy 30 Minutes
100000€
Commerzbank mixed TOO0-TS00€ Nain Leutnant 4 ( +219 ) (-8)(-10) TS€peraccount 1 /3 Buy 30 Minutes
Random Postbank 0-89956€ - 0-500€ Main oxyonyoxy H | +960 ) (82 ( )}  BEperaccount 1 184 Buy 30 Minutes
Postbank 08 0-500 Guthaben - 0-500€ Nain SOLTNG3N + (+#3)(-0)(-1) 1 14 Buy 30 Minutes
Postbank OB 12k Guthaben - 12000-14000€ Main SOLTNG3N o (+3)(-0)(-1) B0€ per account 1 i Buy 30 Minutes
Pastbank OB 2k Guthaben - 2000-2500€ Nain SOLINGIN - (+3)(-0)(-1) 30€ per account 1 " Buy 30 Minutes
Postbank OB 1k Guthaben . 1000-1500€ Main SOLTNG3N o (+3)(-0)(-1) 22€peraccount 1 /1 Buy
Postbank 0B 27k Guthaban - 25000-30000€ Nein SOLINGIN - (+3)(-0)(-1) 100€ por account 1 /1 Buy
Wistenrot OB 0-500 : 0-500€ Nein SOLINGIN + (+3)(0)(-1) 15€ per account 1 1 Buy
Auslindischer Random OB - 0-500€ Nein Darkxor dr (464 ) (-12)(-58)  10€peraccount 1 (2 | Buy
Spark I8 + bDay 2000-2500 : 2000-2500€ Nein iksberg J ( +454 ) (-10) (28} 15€ per account 1 i | Buy
Sparkasse OB + bDay 4000-4500 - 4000-4500€ Nein iksberg g (+454)(-10)(29)  20€peraccount 1 /9  Buy 30 Minutes
Spark; ¢ OB + bDay 6500-7000 - 6500-7000€ Nein iksberg o ( +454 ) (-10)( ] 25€ per account 1 18 Buy 30 M
Sparkasse OB + bDay 16000-18000 - 16000-18000€ Nein iksberg Hr ( +454 ) (-10) (25 35€peraccount 1 (2 | Buy 30 Minutes
Sparkasse OB + bOay 30000-35000 - 30000-35000€ MNein iksberg o ( +454 ) (-10)( ] 40€ per account 1 12 Buy 30 Minutes
Sparkasse OB + bDay 40000-50000 - 40000-50000€ Nein iksberg o ( +454 ) (-10 ) ] S0€ per account 1 2 Buy 30 Minutes
Sparkasse OB + bDay 90000-100000 - 13:23?0.6 MNein iksberg H ( +454)(-10)(-23)  B0€peraccount 1 /1 Buy 30 Minutes
Postbank OB + bDay 1000-1500 - 1000-1500€ Nein iksberg o ( +454 ) (-10)( ) 10€ per account 1 /6 Buy 30 Minutes
Postbank OB + bDay 4000-4500 - 4000-4500€ Nein iksberg o ( +454 ) (-10)( ] 20€ per account 1 /4 Buy 30 Minutes
Postbank OB + bDay 12000-14000 12000-14000€ Meain iksberg o ( +454 ) (-10)( ] 30€ per account 1 " Buy 30 Minutes
Postbank OB + bDay 18000-20000 g 18000-20000€ Mein iksberg o ( +454 ) (-10)( ] 35€ per account 1 " Buy 30 Minutes
Targobank OB + bday 5500-7000 = 6500-T000€ Nein Iksberg o { +454 }{-10) (-2 ) 20€ peraccount. 1 {1 Buy. 30 Minutes
Morisbank + bDay 1000-1500 - 1000-1500€ Main ikberg oy (+454 ) -10){ ] 10€ per account 4 i Buy 30 Minutes
DevtscheBank OB 3500-4000 - 3500-4000€ Nain iksbarg o | +454 ) (-10 ) ( ] 25€ paraccount 1 /1 Buy 30 Minutes
DeutscheBank OB 90000-100000 - \?‘E?DODG Nein iksberg o ( +454 ) (-10)( ) B0€ per account 1 " Buy 30 Minutes
DeutscheBank OB 10000-12000 - 10000-12000€ Main iksharg o { +454 ) (-10)( ] 35€peraccount 1 2 Buy 30 Minutes
Postbank TeleAxx 2.200eur (sivhe Details) 2000-Z500€ Ja iksharg dy ( +454 ) (10 ) { ] 220€ per account 1 " Buy 30 Minutes
Postbank TeleAx 1.800eur (siehe Details) 1500-2000€ Ja ihsberg 4 (+454)(-10)( 25)  1BDEperaccount 1 /1 | Buy 30 Minutes
Postbank TeleAxx 1.500eur (siehe Details) 1000-1500€ Ja iksberg i (+454 }(-10 ) -28 ) 150€ per account 1 /1 Buy 30 Minutes
Postbank TeleAxx 1.3000ur (siehe Details) 1000-1500€ Ja iksberg o ( +454 } (10 1] 130€ par account 1 " Bury 30 Minutes
Postbank TeleAxx 24 600eur (siehe
Doatale) 20000-Z5000€ Ja iksbarg oy ( +454 ) (-10 ) ] TOOE per account  { " Buy 30 Minutes
Postbank Teleax: 8.900sur (siche Details) 9500-10000€ Ja ihsborg Jr (+454 ) (-10)(-29)  4D0€ peraccount 1 /1 Buy 0 Minutes

Figure 21: Online banking account information available in german-plaza.cc
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German-plaza.cc sells hacked online bank accounts for at least €10 (US$10.66), depending on their
available balances and the amount of information (owner’s personal information and telephone PIN)
tied to them. One account, for instance, costs €2,750 (US$2,932.33). This could be because of its high
balance (€7,500-8,000 or US$7,997.25-8,530.40) and the fact that it comes with a telephone PIN and
owner’s personal information. Knowing this information is crucial, especially since banks are alerted when
huge sums of money are moved from one account to another. If that happens, the cybercriminals will need

to provide the right information should they receive a phone call from the bank.

Paket Details

0B - Telepin + Fullinfos
UNK Online banking

Seller: # (+637 )(-34 ) ( )

Quantity: 1 /1
Price (approximately): 2.750,00€

Register

Description
Hier wird ein OB mit Telepin und Fullinfos wie: IP, Useragent,

Wohnort, Telefonnummer, Sicherheitsfragen von z.B Paypal etc
verkauft.

Wichtig: der Vic ist mannlich.

Der Dispo allein betragt 5400 EUR ( Bestimmt beim Anruf mit SE
erweiterbar.)

Das Guthaben liegt/lag bei GUber 3000 EUR

Vic hat montl regelmaRige Geldeingange.

Ich hatte schonmal ein positiven OB + Telepintrade vlit hilft euch das
beim Kauf etwas :)

Figure 22: Details on an online banking account sold for €2,750 (US$2,932.33) on german-plaza.cc
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Some online banking accounts also come with telephone support. This means that buyers will take care

of all verification calls from banks.

ANRUFSSERVIGE

profe social engineerin

Ihr sucht jemand der problemlos eure wohl etwas hinderlich gemachten

Betriige wieder ins griine Licht riickt? Als ehemaliger Telekom Telefonist darf ich Ihnen
sagen: ich bin der Richtige! Daher ich schon jahrelang Erfahrungen gesammeilt habe
und selbst aktiv dabel bin, wenn in der Scene auch vermehrt nur im VicDrop/Bankdrop
Bereich - méchte ich euch nun diesen Service bieten.

Ich denke es ist wichtig zu sagen das hier nur fiir ménnliche Personen gesprochen werden kann.
Grundsétzlich ist es mir egal um was es geht, natiirlich miisst ihr mir vor dem Anruf Bescheid
geben und detailiert beschreiben was geklért werden soll. Wenn der Anruf wegen von euch
zuriickgehaltenen Informationen mir gegeniiber scheitern sollte, seid ihr dafiir verantwortich!

Anrufe in denen es um Drohungen und anderem Kindergartenkram geht, kénnt ihr bei mir nicht
erwerben. Alles was mit Geschéften verbunden ist, sel die Moral eurer Aktion noch so tief
Im Keller - ist machbar.

Es ist genug Erfahrung vorhanden um fast jeden Anruf erfolgreich iiber die Bilhne zu bringen!

PREIS

Einen festen Preis gibt es bel mir nicht. Der Preis wird in einem Vorgespréch individuell
besprochen und berechnet sich aus der bendtigten Zeit, Warenwert und Schwierigkeitsstufe.
Bezahlt werden kann jedoch ausschlieBlich per Bitcoin. Treuhand wird immer akzeptiert!

KONTAKTAUFNAHME

Ihr kénnt mir immer eine Privat Nachricht hinterlassen mit eurem Anliegen. Fiir Leute die
eine schnelle Hilfe bendtigen habe ich hier noch meine Jabber ID zum Chat per Pidgin

Jabber: norips@jabbim.sk

Figure 23: Ad for professional telephone support for bank verification calls on german-plaza.cc

Credit cards and PIl dumps are pretty standard items in underground marketplaces. German-plaza.cc
offers credit card packages that include owners’ addresses, card expiration dates, and so on. Knowing
this information is critical for those who wish to use stolen cards to make online purchases or clone cards

for physical use (in actual stores and establishments).
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43440 wisA CREDIT LANDESEANK BERLIN GIROZENTRALE DE  HOAccownts § (+8754)(-213)( 548) 40€ | Buy s0€ 30 Mirustes
484817 wisA CREDIT NG BAA o4 e (#3383 ) (200 ) { 54 | Buy 104 30 Abrusten
az6384 wIsA CREDIT CLASSIC COMDIRECT BANK AG oE WAZ e (+3083)(200)( 407)  18€ | Buy 00€ 30 Meruites
TEO0Z AMERICAN EXPRESS CHARGE CARD oe ok o {502 ) {24 1€ | Buy 00 € 30 S
375013 AMERICAN EXPRESS CHARGE CARD oE bk o (450224} 20} M€ | Buy 00¢ 0 Mrtes
M0 AMERICAN EXPRESS CHARGE CARD oE ok o { 582 ) {24} 19| Buy ood e
371768 AMERICAN EXPRESS  CREDIT PLATINUM AMERICAN EXPRESS COMPANY us Jonk o { 58224} 5} ME | Buy 00€ 30 Mirustes
AT1768 AMERICAN EXPRESS  CREDIT PLATINUM AMERICAN EXPRESS COMPANY ok o { 582 ) (241154 } 16| Buy 1006 At
375007 AMERICAN EXPRESS CHARGE CARD e ok g | 243055 ) ME | Buy W0 E 30 Mertes
523253 TERCARD e o (2 1€ | Buy 00 € 30 Miewstes
5 MASTERCARD o€ ne | Buy 00¢

1053 MASTERCARD e ME | Buy 300€
5845 MASTERCARD A €| Buy 3006
T4y VIsA CREDIT e e | Buy 00€
450047 A CREDIT TARGO e M€ | Buy 00€
astoar wIsA CREDIT TARGO o€ ne | Buy 00¢ 1
531000  MASTERCARD CREDIT e ME | Buy 00€ 30 Miruites

Figure 24: Credit card information sold in german-plaza.cc

Online game license keys and account information are also sold in german-plaza.cc. Users can also
purchase Packstation access on the site. Stolen and fake vouchers for Amazon and similar online shops
are also sold. These can be used to buy something on the real sites or as payment for goods bought.

Vouchers are easy to phish and are quite in demand.

Root access to servers is obtained by buying credentials. These servers can be used to proxy Web traffic

and set up sites to host malicious content. Prices are dependent on supply.

GAMEKEYS
SONSTIGES spruch auf Replace?

PACKSTATIONEN

Iten fiir Seller?
ROOTSERVER w SMTP'S (7)

GUTHABEN ™ RDP (1)

GUTSCHEINE ™ SSH (0)

VPN ZUGANGE

Figure 25: Root access options include those for Simple Mail Transfer Protocol Secure (SMTPS),
Remote Desktop Protocol (RDP), and Secure Shell (SSH) servers

VPN access is also offered. VPNs provide cybercriminals anonymity. Besides concealing their IP addresses,

VPNs ensure that no personal information is tied to VPN services.
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Malware made in Germany
Trojans, exploit kits, and other core crimeware can be seen in the German underground but these do not
make the market unique. What we would like to focus more on are locally developed tools. It is interesting
to note that some German cybercriminals develop Web applications for money. One coder, in particular,
has been praised by many users for his skill and delivering what was promised.
. Coding nach Wunsch S R
Rt
P.vr;lr.f:kn 2 3 et

49 replies to this topic

statine(a)exploft.im

A 1
E . Edited by Statine, 02 July 2015 - 02:20 PM.

e/
N
Ll v

B Backiotop A Report ® MutiQuote @ Quote

Figure 26: Banner ad for coding on demand

. Edited by tréin, 10 July 2015 - 11:15 PM.

B sackwowp A Report

Figure 27: Praise for coding on demand who produced a fully functional phishing script
with anti-blacklisting feature
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Sphinx, Cube, and Triple CCC

We also saw a few tools that were advertised first on German underground forums.

Sphinx and Cube
Though Sphinx and Cube can be found in Russian forums, they were first advertised in German forums,
leading us to think they were developed by Germans or at least people who were active in the German

underground.

Sphinxs, a ZeuS variant, is written in C++. Its authors designed it to operate in TOR, making it immune to

sinkholing, blacklisting, or tracking.

. Sphinx Banking trojan

sphine  banking  trojan  malware

1 reply to this topic

SphinxTrojan

Figure 28: Crimenetwork.biz ad for Sphinx
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Account: testaccount

Bin last update date: No builds yet

Sphinx config:

:Build time: 14:36:46 11.08.2015 GMT
‘Version: 1.0.00

entry "StaticConfig"

Sphinx webinjects:

Figure 29: Sphinx’s configuration panel

8 @~ €

CP :: Summary statistics

P [information ————— ]
Current user: admin =
GMT date: 22.08.2015 Total reports in database: 0
GMT time: 21:40:17 Time of first activity: 22.08.2015 19:18:56
Statistics: Total bots: 2
Total active bots in 24 hours: 100.00% - 2
— Summary = -
Total active bots in 2 days: 100.00% - 2
os Total active bots in 3 days: 100.00% - 2
Botnet: Total active bots in 4 days: 100.00% - 2
Bots Total active bots in 5 days: 100.00% - 2
Scripts Total active bots in 6 days: 100.00% - 2
Total active bots in 7 days: 100.00% - 2
Feports: Minimal version of bot: 1.0.0.0
Search in database | Maximal version of bot: 1.0.0.0

Search in files

System:

Information
Options Newbots(2) |
-- 2

User

1Online bots (1
| - 1

Figure 30: Sphinx’s active bot statistics panel
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Cube, meanwhile, is a tool that cybercriminals can use to recover files from infected machines that are
part of a botnet. It has ties to the site, nodistribute.com, which anonymously scans malware against the

most popular antivirus products.

= Info

cube

Recovery
FTP/Mai | Binder & Iconl Assembly l Foke Message l Buid
Methode
@ FTP Uplcad ) Send Logs via Moi
FTP
Host:
Legin:
Pass: [F] show
Check FTP ] [ / Help? ]

Figure 31: Cube’s control panel

Browsers (Al Versions) - Moicients (Al Versions)
Internat Expiorer Office Outiock
Moziia Frelox Windows Uve Mol
Google Chrome Mozia Thunderbird
Cpero incrediMol
Solor Evdora

Gmoil/Google (Notfer)
Messengen j: 4 Yohoo!Moi

MSN / Windows Live Messenger Netscope

ICQ Lte

Mrondo Microsolt (Al Versions)

Trilion Windows Key

Pidgin Office Keys

Yahoo Messenger

Poitok Exteas

ACL/AM Steam Usemnome
Flezia

Figure 32: Cube boasts of working on all of the platforms mentioned in its properties panel
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CU’) [Release] Cube Recovery 4.1 (Password Stealer)

Builder Screen

Stealoptions

44852

Ab 5€ gibts Support per PM oder Jabber von mir pe lich.

Thr schreibt mir ne PM wann ibr end een und ich |

Bitcoin Wallet:

PR n—— |

HQ Password-Stealer (Browser, Mail uvm.): TripleCCC

Figure 33: Ad for Cube Recovery 4.1 for €3 (US$3.20) worth of bitcoins on crimenetwork.biz

Triple CCC

Triple CCC, a German product, has a malware and C&C component. It is basically a Trojan that steals
passwords from infected machines. It infects machines when a link embedded in an email is clicked or
via an exploit. It can steal passwords from a lot of software, along with browsers, messengers, and File
Transfer Protocol (FTP) servers. It can also steal Microsoft™ Windowse license keys along with credentials

to download managers. It is sold for 25 BTC in the German underground.
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Supported Software m
& Browsen Mais instart Messenges  w FTP = Windows Licenses +  Download Managers © Bins i) Recoveryfunctions @
Frefox Outlook Express Google Tak FleZila Office 2003, 2007, 2010, 2013 BaComet Steam-Usemame i [ Browsen
Intemet Explorer Outiock 200200/ 2003/2007/2010:2013  Windows Live Messenger SmatFTP Windows NT. XP. 2002 Vista, 7.8. 10 Mpony Downloader Battle net-Lsemams 1 5 instart
Google Chome Morila Thundarird M5 Messanger RashFXP Windows Defender JDownlosder Seype-Usemame
Chrome Canary/SXS Windows Live Mal 2012 AIM vEx -v75 FTPCommander  SGL Server 2000. 2005. 2008, 2012, Onbit Domricader |P-Address =5 [ Windows Licences™
CoclNovo Browser IncrediMal Dagabry IM Dreamweaver Irtemet Explorer 6.7. 8,9, 10, 11 Dewrload Accalerster Plus (DAF) B Mais
Opera Browser GMad Natfer PatakiScene WS_FTP Fteractive Training Free Download Manager (FOM) oy
Fpple Safan PakakScens IM Trillan Picture k! Photo Premium Intemet Download Manager IDM) o
Flock Browser Fommad véx -v7x Trikan Astra 2 [ Downkoad Managens
SeaMorkey Browser Windows Live Messenger Pidgin (Formesty Gaim) O [ Edras
SRWare kon Browser MSN Messanger MySpacelM
Comodo Dragon Browser  Google Tak Mirands
Pidgn (Formerdy Gasm) Messenger Meebo Notfier
Miranda Messanger Himbuzz Messenger
Windows Credertial Manager (1]
Cpera Mal XFire Game Messenger
The Bat! ‘fahoo Messanger
Garena» Messenger =
VU Lo

Figure 34: Platforms and software that Triple CCC can steal from

‘| Fake Message
<¥ Hidden Autostat @ [ #f] Output-Extension

= Binder [E] Assembly

Filename exe v @ Executable (exe)
Bl () Screensaver (scr)
4 Aot —eHY |\ m O Command (com)
Filename exe v (] O Batch (ba)
i Bdras #] O Pro-Info-File (pif)

== Buid

[] Seffdestruction €

[ Antis € [] 1agreetothe TOS

Create Server

=

Figure 35: Triple CCC'’s control panel
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SECTION 3

German and Russian
‘underground overlaps
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German and Russian
dnderground overlaps

German and Russian underground forums are littered with carding service banner ads. These are usual
Russian underground offerings that are heavily advertised in German forums. Rescator.cm, one of Russia’s
biggest stolen credit card marketplaces, and SecureVPN.to also figure in the German underground. We
can assume that German cybercriminals often visit the Russian underground to learn from their big
brothers. It is also safe to assume that collaboration between German and Russian underground market

players happens.

Overlapping profiles

We came across one particular cybercriminal that sells wares on both the German and Russian underground
markets. One of his primary offerings is Loki Bot, a well-known botnet framework sold on various forums.
It was first sold in the Russian underground forum, “Damage Lab,” then made its way into the German
underground’s crimenetwork.biz. Its owner is also a very active seller of stolen credentials in several

Russian underground forums.

. Loki Bot - Loader and Password & Coin Wallet Stealer Folow fisopi | 11,0

loader stealer bitcoin wallet

Reply to this topic
1 reply to this topic

lokistov

Loki Bot - Resident Loader and Password & Coin Wallet Stealer

Loki Bot is resident loader and password and cryptocoin-wallet stealer. It comes with wallet checker (coin inspector, read below). It can steal passwords from browsers,

ftp/ssh, e-mail and poker clients. Written in C++. Works on Windows XP, Vista, 7, 8, 8.1. and Linux. Bin size 70kb.

Loader features:
Mitglied - Startup (resident loader)

- Download & Run (exe | dII)

- Download & Drop

- Update bot

- Uninstall bot

- Get password from bot per request

- Geotargetting, load to selected country

Supported Browsers:
- Internet Explorer
- Moxzilla Firefox

- Google Chrome

Figure 36: Ad for Loki Bot found in Russian underground forums

37 | U-Markt: Peering into the German Cybercriminal Underground




We have seen other users figure in both underground markets as well. We cross-checked several thousand
nicknames obtained from German forums against those from Russian underground forums and saw
overlaps. Around 300 users actively operated in both communities. This led us to believe that substantial
collaboration between German and Russian cybercriminals occurs, an almost natural development
because cybercrime knows no borders. Note though that our comparison was just based on the language
the cybercriminals used. We did not compare the German user list with those from other markets (China,
Brazil, Japan, and North America) because we believe the Russian underground is still the most seasoned

to date.

Shared resources and parallel sites

We stumbled across a German site that sells stolen credit cards (centralshop.cn), which looked very
similar to a carding site in the Russian underground (gocvv.cc). This prompted us to further investigate if
they were connected to each other. As it turns out, they shared a database and application framework,

which again suggests German-Russian underground collaboration.

Figure 38: Gocvv.cc’s (Russia, left), centralshop.cn’s (Germany, middle),
and 2force.cn’s (Russia, right) log-in screens
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Further research revealed that all three marketplaces—gocvv.cc, centralshop.cn, and 2force.cn—are
partner sites. They use the same credit card database and graphical user interface (GUI) with slightly
altered designs and content to fit their clients’ needs (mostly dependent on the language used). Each site
takes care of its own domain registration despite using the same database and GUI. Each site also takes

care of its own promotions mostly via banner ads.

Cross-market advertising

Anonymous file sharing is common in German underground bulletin boards. It allows users to upload
and share files (usually copyright protected) with others. Vanille.cc is an example of such a service that
is heavily advertised on German underground forums. It is owned and maintained by a member of the
Russian underground but heavily used in the German market. As such, it could be a product of German-

Russian underground collaboration.

The German underground is a small but mature-enough ecosystem that caters to the basic needs of local
cybercriminals. It has dynamic ties to other underground markets, particularly Russia’s. We looked at the
market’s general setup, components, and offerings. We specifically analyzed wares unique to the German
underground like hacked Packstation accounts and marketplaces that catered to the customized needs

of its local clientele.

We found that seasoned cybercriminals looked at offers in bigger markets like the Russian underground
while those who are just starting out and need customized wares go to niche market’s like the German
underground. We specifically looked at german-plaza.cc and saw that it is a growing marketplace that is
positioning itself as a trading ground for all sorts of crimeware. Though the German underground is still

young, its malware coders are skilled, even offering coding services on demand.

In many ways, German and Russian cybercriminals collaborate with one another. We even determined
quite a number of users who operate in both environments. This connection was made even more
visible by partner sites that not only look like each other but also offer the same wares (using the same
database) even if they use different domains. This isn’t surprising though given the borderless nature of

the cybercriminal underground.
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Appendix
User Guide for “Packstation**

Step 1: Bitcoins
Bitcoins are ubiquitous in the scene and have taken the place as an anonymous means of payment after

the bust of Liberty Reserve.

Bitcoins can be purchased in different ways, | recommend Virwox.com. There you can easily buy bitcoins

via direct transaction, credit card, PayPal, Paysafecard, Ukash Skrill (Moneybookers), and Neteller.

Since you still require a wallet before you can send/receive bitcoins you should definitely register on

Blockchain.info Register, where you can receive/send bitcoins —it’s a very reliable service!
Depositing at VirWoX!

Once you have deposited money, it will show on your account balance, and you can acquire bitcoins. For
that go first to EUR/SLL to purchase Second Life currency, then you can convert the currency into bitcoin
under the category BTC/SLL.

Now you can cash out your bitcoin; for that create a new address in your Blockchain.info Wallet, select
“cash out” at Virwox.com and include that address and the number of bitcoins that you want to send.
The first deposit Virwox.com will take 48 hours since the payment will be checked manually in order to

uncover fraud, all further payments will then be transferred instantly (at least with me).

Step 2: Sellers of Packstation accounts, Gold cards, and credit cards
Rippers are everywhere, ripping in the scene has become a new business model—whether it’s €5 or €15

it doesn’t matter, the main thing is money without any service in return!

| offer you a small list of retailers, very thrustworthy sellers!

Packstation

Ohman on crimenetwork.biz

Packstation without number and with email access—€20 (€15 if action takes place—bulk discount)
Packstation with number and email access—€2 (minimum purchase of 10)

ICQ Number: XXXXX

** The contents of this section have been loosely translated from the original text in German.
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Gold card

Wax on crimenetwork.biz

Wax is one of the few Gold card sellers, whose Gold cards also are really gold, not white blanks!
Gold card—€7 bitcoin, with TID €3 surcharge

If you buy a Packstation with Ohman, you can receive the Gold card at Wax.de for €5 instead of €7.
Credit cards

| have seen a lot of CC-sellers come and go, the quality really varies and often you get quantity instead
of quality for the price BUT there is one person/shop that really stands out because he offers really good

quality

Razzia.biz

Classic random €4
High-Limit random €8
Classic fullz €30
High-Limit fullz €50

It's not one of those disgusting sahnescript shops where you have to contact “Live Support” just to cash-

in bitcoin; Razzia.biz really gets you your good instantly.

You select your products, add your ICQ number to (you receive the product via ICQ but also locally on the
site) do the captcha and buy it. Then a window with a bitcoin wallet and the number of bitcoins appears;
transfer it via Blockchain.info and select “Paid” with Razzia.biz, then the script checks if your bitcoins

have arrived—two confirmations are required!
Step 3: What is the difference between Packstation packages?
Packstation with number and email access—a cost of ~€5.

Here within the panel of DHL a cell phone number has already been saved, this number is important for
the mTAN (similar to online banking)—the mTAN is required in order to to pick up the package from the

Packstation.

It is possible to change that telephone number via support using SE (social engineering), loss of cell

phone’s, a new contract mobile phone with a number etc.
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Packstation WITHOUT number and email access—a cost of ~€20-25.

Here you can simply enter the number of your anonymous SIM card (Anosims.biz offers these)—quickly

before dropping—and so you can drop your packages without having to be in contact with DHL employees.

Step 4: Ordering—Which other shops offer delivery?

There is a plethora of stores that deliver to Packstations, ideally one should not directly opt for the large

providers such as Media Markt, Saturn, or the like.

For example Zalando delivers to Packstations, just like some smaller stores.

The best course of action is to opt for shops that nobody knows well, obviousy it is not easy to find such

shops but from time to time you will find some just with a little help from Google.

Hall of fame: Active undeground forum usernames

The following nicknames were used by active German-speaking forum users featured in this

research paper.

Secunet.cc

__fastcall
-Trust-
1

I5KORP!X
Imperial
.Tobi

.True
[slash
#Supreme
9.
$hamerock
OctOr
Oushn

0x0
0x105734

12qw
1337-LeakeD
1337esel
1337Tr4der
13HansWurst37
2nd LevelPadrino
313373
3dacx

3piC

3xploit

404

4c!D

6RbK9
753951
Alrmax
A25414N
Aaron
Absuro
Ac4nth
Acanth
AccessRaider
Acetabs
acidraining
aClude

Acsiii
Acymacy
aducator
AEQUITAS
agwawgawg
AirSys
akinova
akmedes834
al3rt

Alex

Aliina

allinkl
AllRemebers
AltF4
Ambutaga
aminakojim
AmmarShaarawi
anarchy
AnD

Andrej
annig8é
Anonymous
anox112
Ansgard
Ar3s
asddsa
ASFD0815
asmhax
Aurus
avitamin
Br!Xx
bOkerst3|
b0ss1337
B1nary

B2H
B3ND3R
B3ND3RZ
b3nua
B3RbY
B4nQQer737
B4sh

babat
backpackhacker
bananabob
barreta
bbking

ben

berlin21
Bewiz
bezen
Bierdeckel
Bison
BitCode
Bitschi
blowf1sh
bl4ck
blackbez
BlackDesert
BlackEagle

BlackHook
bladerone
Bloodman
BlueEyes
boing727
bommel
Boom
Born2Hack
Bossgen
Brabusv12
Brokolie
BuntspechT
bursali
c0d3x
c1ph3r
C1T

c3bob
Caudex
CentOs
CEOmAJdDIN
ch3m
chabamaba
ChEeTaH
chickOn
Chrystal
cl91091
comic
conrado
cooky1
CoolFrog
Corono
cr3w61
Cr4ck3r
crimetology
CTU

Cube
Curuba
Cyber Tjak
CyberEnte
CyberSpy
DOb

d3mux
da_vinci
dagunn
Dark Smile
Darkhammer
dasemih
dazed

dbmm

deco
Dedhorse
deluxeBro
Demair
derHaxxXXXXXXXXXXXXXXX0
DerAuslander
dermitdembuch
DerWilleGottes
DeSSo
devilmk
Digitaltourist
Domenic
double_check
Dox

dr.bob
Dr.Falkenhorst
Dr.Security
DR.zydz
Drohne
Dsystem
Dynamoking
easy
easyamigo
Echo88
ef-daY¥
eflo317
EinstiegsGamer
Eiswdrfel
ELIT3

ELIT3

Elite Soldier
Eliteterror
Elvis

emmi
EmnmdJack
EmoCore1990
EmX

EssHaa

exo2

Extasy
Extasy8

Eye

ezah

FOx

FaiL

FallOut

Fapter
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feVer
FIN4LShare
firecrash
fish3r
FloOder
FlOckz
Flame0
flashbang
Fleischpeitsche
flownn
Found57
FoX
FR3DDY
Framerater
Fraudfeindlich
frechdax
Fred_durst
Froist

Fruity

g-suz
gatgat
gehaxelt
GeizerDarkICE
GenetiC
GhostPlug
ghosty

god

gohan
Gottberg
GP120
Graf cOx
Grax!

grokis
gutzuu
HORROR
H4CKOOR
H4CK3R
h4x0r
habanero
hachol
hackoliu
hacktainer
Hades
HaeckerUpdate
hagenharry
HAK
Haksor
haloxss

Halux
HansPeter
Harry
Hauptling
Hawk
hbOEHuUUV
HCPHLS
He4dPh0On3z
Hedrek
HikaKin
Hoax-TX
Holi
holomaster
horstewald
Hugo12
hurr_durr
ic3

Ice
icemanns
idontfeelanything
iDope
illusion
ImNichts
IMPEGA
Imperial
iNCEPTION
Installous
InternetFreak
iPwn
Isabella09
J_Bunny
JOhn.X3r
jarbukk
jebiga30
Jerrycan
JiigSaw
JLine
joeroot
Johannes
Jolyna
Jonas
JPK

Julieh
junkfood
justnew
K3rlx
k3uL3
Kain101



kaizOr
kamii

kanbi
kaps1500
Kataklysmos
Kazeshini
kennydark
kevvv
keybOardz
Keyuko
kingbob
KingRaven
kingshit1337
kioshikazumi
KiROV
Know v2.0
KoB24
kobold
Konsul
krusty
krYon
LINCH
L1ght
Landerek
laser-lord
Leeky
Legatus
LetzFetzii
Link

lip

LLORT
loewenherz
log

lol

lolkraft
Lryzx33
Lucid
Luke21
lunvar
LutOx
M@te
MATRIX
MOR155
m4cx
M4gician
MacHack
Mad Hatter
maddixx
mainflame
Mandela
mandi12
Mantrayana
Marlboro_14
Maskulin

Businezz.biz

I5KORP!X

.FuzzI3

.Litecoin

.root

@tarik

#Blond

#Milo
xrahitel

$$cashomat

Omar

0x0

0x000F

0x01

0x17

0xf

123daweidawei

1283kimiya1232

131A2

1337

13AC37

18*

1UP

2high

32sdsd

3rdShift

3x3

5K1

637456042

654321

6aus49

6Zweiundsechzig2

77

7894561235

maui
mazzI88
mdiek
Median
Medion
megastyI3R
megatrOn
memories
Mfr719
michael
middey
Mikesz
milw00rm
MilwOrm
minder
missundercover
mitOhne
modnar
Mofo
mokolo
monty
most_uniQue
Mpie
MR.GREEN
Mr.Security
mrkrabs
MrNice
MrNobody
MrOverflow
mrv2

MS13
Muckenstich
Mydayyy
myrae
Mystic

NOP

n1312
n3ws

neOn
nemoest
Neophyte01
Nesoc
Netwxrk
NewerA
Nexon
Nexus88
nick MAMA
night

nilptr
no-limit
no-mercy
No.3xit
nomaam
NoMercy

7GUEN
852456
8NINE3
999soldier999
Abdurachman
abit4662
Abnormal
ABSCHZ
ABUS

Abzug Mahmut
acab22

ACB
Acbstyler66
Account147
Acheloos
Acheron Hades
ACID XD
adktd
adramax
adren
advanced
Aer

aes

AEZ

affa81
aibatt99

aids

Ak’

ak47
akaakab5

akf -
al-Almani
albinoxx

NoOffence,justtruth
Nookie
Norky
notinsane
Novexx

NSB
Obstsalat
ocz

Ogen
OicSailor
Oizo

Olli :3

Online
Orianbeter
originalz
ouser
ownz0r
pandora
PAPIER!
PAQI
Paradox
pasza
peacemdker
peasy
pensioniertDreisT
peroxid
Pessimist
peterdermeter87
pFailuRe*
Ph@ntom
phOg
PIXelL1337
pnk

Poimas
PolskaPower
proceed
ProHex
pugnator
punisher
Puppetmaster
purpleraln
PwNeD
richt3r
rick_

rabulla
rainboww
Ralpa
Rastajan
rayesia
reverse-proxy
rey456
Rhinodanny
Roff

rumludi

ALCHIMIST
Aldi
aldijochen
alee3000
Alex DelLarge
alex85
alexej
alexwd
Alfather
alfredeu
Alisa

allstar
Almancun
Alpha

altec
Amazon
amfibija
Amigo
aMinute
AMK
AMNESIA.
AMNEZ1A
AMOK
Amos
AnOnspecZ
an94
Anabol
Anakata
and1
andihro
andrewpl1984
andythefirst
angelo155

ruskov931
russe

RuyRun

s@rs

sOke
S1L3nTL3ARN3R
S3aside
S3RB33
Saidox

Samuel William
sandro1243
Sanii

SAW F1ghtM4ch1ne
Scan7raxx
ScenePirat
schatzi
Scheichmanfred
schulek21
Second LevelHunky
secunetnoobs
Secx

SeD?

SensEye
Seobusiness
sepe99

servit

Seventy

Shiva
SHLAGGY1337
Silenus

Since
Sirius.GER
Sirly

SirPhil
SkapyTek
Skunk

Skyline
Slaxxer

SLinT

Smylie2
snOwfOx

snapo

Sniffer

Snipp3r

snoo
snoppy0066
Socke?
SolidNerd
SomeOne
SpecialUser
spectator
speedywolf
Spitfire

Splitty

AnhedOnic
Animanum
anisan
anniebiafra
AnnunaKi
anonisyhma
Anonym
anonym_ghost
anonymous
AnonymUser
AnoPro
Anosims.biz
AntikAfrper
AntiZion1
Antonio
AOE1976
Apiz

apoi12
Apo1337
Apologize
appleblossom
AppleFan
apxjdk

Ar3s

Arces
Archangels
ardamax
ARES81
arias

ariek

Arktus
Armageddon
aro2011
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SpongeBob
SpX
Srgt.Weed
SSIO
StOrmi
st3alth
Stacyboy
starz
stefancael
Str1k3r
Stryder
STUDIO
Suffix1337
SuiziD
SuN
Sunshen
sup3ria
SymBose
SYS64738
System1000
system1084
takeit
Teke
tenuces
Terrafaux
TgZero
tHaNaToS
thecoon
THEDARK
TheHaste
TheSaint
thibo

Thor
Tick_Trick
till7
Tig3reye
Tojen
Touch
tr4st
treeplx
TrickyTrisi
Tritium
trixx3r
TrueEBW
Trytime
trznitu
TUNNY
Turke
TwOF1sh
txncrdnk
tyson30
ugurano
Unlt
unbekannter

Arrina
ArthurArsch
As-seller

AS8
asapasapasap
asc06

asmc
asmir_cracker
Ate

Atrax

Atrax_
Attastyle
audibleavenue
audioline
AUROR

aurora
austrian-elite
AV24
Available

aXa
b.giuseppe74
b11-87
B3B4,~K
BAVarstenKevin90
babadora
Babarecords
babo187
babooo
babsmer

Bad Angel
BadBoy
Badman
BadMotherfucker

UndergroundCrime
uni.x

unity
unknOwn
unnex
URANOS
usedefault
userd4
VainInsanity
vanilie
VAXU
VENNI
Vesanius
vid

vioLa

Vip3r

Viper
ViruZH4CK
W4r10ck
whiteBit
Winning
winterz2010
woschtbud
Wrongturn
X-Ray the unknown
x00
x3daudiol_7
x3n
xan1mOrphx
xartux
xenon
Xerox

xisco

XlimiT

XoiL

xoor
xtony45
Xup3x
xxMagierxx
YouGo
zeeeeeeek
Zephyr
Zepp
zepsus
ziegenpeter
Zipoman
zone

Zy0x
ZyRoX77

Bahnschlampe
bale

Ballerina
BamBam
BANKBABO
BankDropFilling
BarkenO
Barneya, ¢
Batchamlao12
batpol
Bauchladen_1312
baxxter

BD Service
bdmanci
bdmancii
BeatZ

Becks
beginning
BelAir

Benelli
Benstar
Beppone
Bergmannweb
Berzerk
besenkammer
bhk

BiOhazard
Bi7hop

BiFi

BigBoy
Bigfoot
bigloop
bigman32



Billy Kalender
Biometrix
biosmanp
birne
BitcoinRally
bitstore.cc
BizOp

Black
Black0230
Blackbird
Blackice
blackoutxx
Blackpit
Blackrider
BlackRock
BlackSecurity
BlackStar
Blackstyler923
BlackSun
blagbierd
blink
Blodyrane
bloeffmaster
BloodyKiss
blubber

Blue Screen
Bluthund

BIx

bobby88
bofrei
bomber12
bombji
bondaagee
Bongjo
BonySon
boom55
BosnianCrime
BOSS
boss13
Bossaura
Bossde
Boston George
Bounty
BrassKnuckle
Brasus
bratko
Brezzer
broke
bronson
brososto
Brower
Bruder
Bubble
Bubblerium
buddha
Bulzz

Bundei
Burner
burning
bus1ness
Bus1ness Junkie
Businessworlds
Butt3rs

C14

CIRIS

cOla

cOre

C24

C2H60

c8x

Caesars Heaven
calc

caligula
Calypso
camel
Camserd
CapnCrunch
Capo
Captain
CaptainBong
CaptainSpaulding
carddecard
Carl Marx
carlito
CarloColucci
carlog

carlop

carls
Casablanca
casar

CASHOUT
CashOut-777
cashflow
cashzoschel
CC Babo

CC Dealer
cccp2014
CCSs
CCStore
CDAI

cdesx
CengoHH
centurion
cha0z
chairman
chaos
Charly75
chefket
Chev Chelios
Chiko
chillaholic
Chillhead
Chingi
chlorum
chrOn
Chronos
chthit
chubakka
chuchu
cigimigi

cing
Clemens78
clickster

Cliff

cLiT

cloaker
Clonix

cls
Clusterhead
Cobra
cocain_
Codein
Cody1337
Coin
coinotron
Codane

Col

Cola
ColtSivers
Combichrist
CompactHack
Complex
congo2
conrad
Cookies
CoolUp91
cornflakes
Corvette
cosa

council
Crash-Override
Crawler
crazy17
CRaZzYBeaTzZ
CreditcardUser
Crime is King
CrimeCRD
Criminal
criston
criticalinjury
Cro
croweyeonetwo
crowley
crusher
Cryme

Crypt Service
cryptOx
Crypt91
CrypteGFZ
Crypto

CSH

cst

CStorm

CTD

cube

cup2g
Currywurst Pommes
cYb

Cyb3r
CyberAnarchist

Cyberbore
CyberKitty
cyberwhore
cyegun
cyno
Cypress
Cyropolis
cyrox123
DIDDIE
d’Niro
D@Vinci
D3ADLIN3
D3adMod3
daath
DaneSahne
danielitto
Dante
DarkICE
darookie
Darth Vader
DasArcher
dasses

Davi
Davidov
dea7h
deadman
Dealer
dealerscup
Debaucher
DebCore
dee.h
deevilxxx
Defoee
degus
Dekron
Dekronn
demoniac
Denny
denyobanyo
der

Der Insider
Der3er
DerBabo
DerBabo69
derchillaa
DerExchanger
DerGeier
derneue
DerPate
DerPateUC
devilsystem
Dgaz

DIA
diablo31
dialecticus
Diaro
DieLupe
dieter7
dimethyl
Dingiso
Dingo1337
DirtySanchez
DirtyWhiteBoy
Distelrose
divine-intervention
Django
DJSchwitzkatze
dl2009

doc zydz
DOC-FAKING
Doenerbudenali
Dolce
dolus.cc
DOMIAN
Don$
donguralesko
donner
Dope
Doram
doublec

Dr. Mengele
Dr. Schizo
Dr.Allen-Hu
Dr.Arroganto
Dr.DRE
dr.grow
Dr.Gyno
dr3ck
DramaModz
DrDroid0041

drikerise
driver
DropperFutzi
dru9

dtrip
Dudelmann
duki112
dwdogge
dynamix

e0s
easy-Domain
Easysafer1337
Ebola
eddyexp
egotrip
eintevizen
Eko
ElCabron
eldiablo
Eleison199
Elektrojude
ElGamal
elgringo
Elihu Yale
elpr4d4
Emissary
eNORY

Enel
engineer

Era
erfinder2014
ErikOne
error
error404
ersguterjunge
Erstklassig
eskalation
EureHoheit
evios
Evolotion
EX1t
EX3treem
eXeption
Exodia
Extensa
fOOt3r
fOrs4k3n
Faker
FATALATY
Facebook
fackyaa
Fahrraddieb
Fake
FAKE-ID.PRO
fake2pay
fakeerror
Falco
falschername
fanta4
FARID.GANGBANG
farid45

Fat Joe
FathOm
feierkind
Feinkost
feltox
FeridBang
Ferkel
Fernandes
fetch

FHY

Fiddler
fidi921
Fidibus

Fil

Filling Service
Fillwerker
filou

Filth
Finanzberater
Firecrash
FirePanther
Floyd

Flavio

Fleo
flexer1312
FlexNET
flipflop
Flosstradamus
flowbahn
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Fluxx

flyaway
Forensic
forrest_dampf
Fossen
Foxtrottp123
FR4M

Fra-Mi

Fralli

france

Frank Junior
frankagnolo
freakOut
FreakedKlddi
FredBret
fredthebaker
freefame
freestar
freiland
Freiluftfanatiker
Frenchlover
Fridolino

fsx

ft-777
FuckOFF
FUCKSCAN
Fulk

FuNTeX
FuxVOL2
GO0ID4,-NCR!IM3,~
gorf

g0rx
GOstFACE
Galaxy420
GANG-fickt-DICH
Garth
Gasparus
Gatsby
Gauloises1337
Gauloises7mg
Gazo
gemAvise
Genetikk
GeraxY
German-Plaza.cc
gingelg
gismo1

GOA

Golden Eye
GoldJunge
GoldLabel
GoldRock
GoLoud
gonzo
GoodCat
Goooofy

gora
GrafPorno
Grauzone
greenlight
grenzbereich1
gretsche
Groove4-live
Gruenzeug
gtawelt
gugai23
guram

Guter Faize
H-Milch

h@ck

H202

h3h3j0
H4xx0red69x
Habibo
Hack4Revolution
hacked
Hacker123456
HACKfleisch
hackloz
Hadolf
Haike1337
Haiwan
Hallowelt
hame

Hank

Hans91
hansgans
Hardwxre
Harivi
HarryPotter

Harvey

Hate

Hawk
Hayvan

Haze
Heart4Gamer
Heat

heaven
Hedon
Heimat_erde
Heimaterde
Heineken
Heisenberg810
Heisenberg92
heldderarbeit
Helios

herb

herbst
Hermann
Herzog
herzog187
hhtown
HiddenM
Hide’n’Seek
HIGH Definition
Himpson
Hinterwald
hola12
Holomaster
honeybird
honigmann
hostfat
Hotdog
hottna

hqgcns
HRNSN
hrruin
htcplaya

htw
Hubbabubba
Huettig
hydrocopter
Hypnotica

| need Money
iamalcatraz
iamr00t

ibm
IceCracKer
IcEmANN
lceQ
IchHabeName
Ichigo
ickeone

ifailit
iFr3sHx3
llluministrator
inaktiv

Inda. Co.
IndiKa
INEEDMONEY
InFamous
infaption
Insta
instantaccounts.cc
Interpol
Intexx.
Invicible
iRapez

iraqi
ishigami4
IsolatedSystem
itachii

itaLy
Its_Riley-Man
itsmy

IVORY
iwantmoney
JA450NX
Jablonski
jackbauer
Jade

Jaheira
Jalava

Janjij

jarbukk
Jarod

Jason

jauz
JB-Capital
jd21



jdn

jecko

Jeko

Jesse pinkman
Jesus Navas
jetzthier
jimmyjey
JimmyT
ji3333
jogsvish
John Doe
John Gotti
Johnbow361
Johnkennedy
JohnVegas
Joktor Doint
Jon Snow
Jonas
jonny112
jor1092
JPSBLACK
jstylo

jugo
Julio110
Jum_p3r
junky
junky12

just.
JUSTBUSINEZZ
JustSmile
Jutga

KING

Ka3lly

KAose
Kaajaa
Kabber
kackboon238
kaiser

kaizor
KaliLinux
kalle85
kamagra
kamaz
Kandesbunzler
Kaneology
KANZLER
kaputtesdeutsch
karaone
KarlEssDerEchte
karlnai
Karma
kartina
kasubek
kathy0123
KatiL

Kay.ZZ

kayO
Kayanzo
KCIWK
keeper
Kekzline
Kellogg’s
Kemal58
kennedy01
Kenny187
ker777

kerox

kesch

Kevin
Kevin.weppich
Kevin7x
Kevindunker
kevinjunker73
Keymaster
KeyserSAfze
Kido
KiezKokain
KingZaza
kinotkt

kit

Kitkat
KizZamp
klaa2
Klarspueler
klaudiakuhn
kleinkraken
Klerus
klingelbeutel
klitschko75
klomann123

Knuckle
KoB24
KokainTeam
kokorak
KomaKind
KONLY0815
Kontaktmann
kontrakt
kopf

KPax

kppd
Kraenk

krb
kriminella
Kugelfisch
kushberry
Kygrox

Kylo

L--G

I<3na
LOKKO
L5xX!z
Lab511
laboni

lama
lamachun
lamontana
landsbaer
LaOnDa
Lars Windhorst
lasso3
LastKing
lattes23
Lausepeter
LaWeedsmoker
Lazar

Leafy

lean
Leathafac3
lederstrumpf
Legend300
lennard
lesezeichen
lesssmell
Levty1312
LexiHexi
lifeisabitch
Lilplayer
Limitless
lionheart213
Liquicity
loco

log

Loises

loken
lola123
Lorab

Los Narcoticos
LoudSound
lounge
lowie

Luc1d

luck

luk45
Luka24
LUKE
LuRez
lurking
lusitane
lutZ.

Lux

Luxury
M.Jordan
mOnster
M3G4N
m4riocom
M4ST3R
macdoc
Mafia-Crime
Mafia-Reis
MagicBox
magnum
mahir12
Mahizeit
Majestro
makarov
Makaveli.CC
Make-Money
malak
malatya

Malboro11
Maleficium
man5

Manda
mani1993
Mantarochen
Mantrayana
marblemobyb
marius
markus82
Marky
marlowe
Marshall
Maserati
MashedSquirrel
Massari
massh
Master
mastergunner
MasterlD
masterman
matadOr
Matschkopf
matzex3
mauiWowie
Maurice
MaxiKing1

maxmustermann210

MaxMutzke
Maxpowder
mazehaze
mcfit
McMaestro
MDMAMonster
me.
Mechanic
mecker
megaman
mehlfelds
Memmmet
Memory
MeNt0z
mentalist
MercedesB
mercedizML48
Mercur
metallicblue
Metheor
METRO
MgD

mh00

michel
micky66
middlemanG
Migga
migtab
mike-bravo

Mike&€¢Ehrmantraut

mikropizza1l
Mikula
Milhouse
milonair
MiloShot
Minimax
Mishox
MisterSpex
miwaf

Minr
mmui95
Moldova
MolliMob
mollotow
MOLOTOV
monkey47
monochrome
Mont
montana54
MoOe
morfOse
Morgen
Mortany
moshpit
Mosoni
mostter
mozart
Mr_NiceGuy
Mr. Cool
Mr. White
Mr.Clean
Mr.Green

Mr.Klaster
Mr.Pink
Mr.Reis
Mr.RU
Mr.Security
Mr.Undercover
MrBlackHat
MrD

MrMafia1
MrMongolo
MrsNaice
MRUndercover
MRX

mugi09
mulihackbaba
MultiKriminell
Multistore
mundpropaganda
Murafat
Muschiwasser
mushroomer
MutenRoshi
MyDay

Myself
MySQL
Mystia
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