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This appendix details some of the key services, tools, and offers we se

underground. This is by no means an exhaustive list, nor \\\\<
underground. They also appear in other languages, although they
give the reader an understanding of the breadth of offe \

today's Russian-speaking criminal underground.

.\\\



Services (provision of methods)

Telecom and mobile platforms monetization

Telecom platforms connect mobile devices and a variety of equipment, including smart watches, smart meters, and other smart
devices. Mobile devices are often more limited in their capability to be integrated into secure environments. This can create
blind spots in cyber-kill chains within many attack scenarios. We see many services in the criminal underground supporting this

ecosystem.

SIM cards

SIM cards are a critical part of various criminal business processes. They can be used to register and confirm identities, as
two-factor authentication (2FA) for account registration, and confirmation of financial transactions. Accessing accounts for
government and financial services that are linked to local phone numbers will trigger less alerts compared to accounts registered
with numbers from other regions. This creates a demand for SIM cards in specific geolocations. One example is an advertisement

in a Telegram channel, with part of the message written in Russian and mixed with Ukrainian, shown in Figure 1.
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Pinned message
Kak npoucxoguT Nokynka Homepa: Muwere MHe B NM4KY @ Onnara 3a HOMep Ha Kowenek; Mbl ckmpae

$ 14 Anril 207
. Kak NpoMcXoauT nokynka Homepa:

MuweTe MHe B NHUYKY @1

Onnarta 3a HOMep Ha Koluenek;

Mol ckmpaem Bam doTo HoMepa;

Bbi nony4aere kop;

Mocne Yero Bam ckupaoT Homep noanucaH Bawem HAKOM 1 AaTol , KOraa NoKynancs Homep;

TaK Kak 370 U3 HOMEp, ero MOXHO CTaBUTb Ha NGO CEPBUC 1 KOA CNATH JKe Nocne aKTMBaLMK Bbl
MOXeTe NeNYYUTb HANWCABLUM HAM B NUYKY @

Ecnu Bbl 6epeTe HOMeP ANA BOLANa,ero MOXHO pa3baHuTs, M He TONbKO OAUH Pas, MULLETE B NIMYKY U
Bam pagyT cunky ans pas6ana;

Ecnun HyxXHO pa36aHuTb HOMEP MK NONYHYUTL KOA Ha HOMEP KaKoW Bbl Gpany, HYXXHO KUHYTb
NoANUCaHUA HOMEp , KOTOPbINA Bbl NONYHYUNM NOCNE , Kak NOCTaBWUNKM HOMep, $OTO Yeka;

Mpbi paboTaem ¢ 10:00 no 00:00;
Homepa BopK B POYMUHIY, M0 3TOMY Yepe3 HEKOTOpOe Bpems ( MecALl) UX HYXHO NONONHATb.

Ycnosus onnatu:
! USDT TRC 20
! BTC
! CRYPTO BOT

* Kynyouu TOBap B iHTEPHETI, NOKyNeLb CaMOCTIMHO NPUMMAE pilleHHnA | Hece BignNoBiAanbHICTb 3a cnocobu
AOro BUKOPUCTAHHA B paMKax Ailo4oro 3akoHoAascTBa.
** Bca indopmauia, onuc i LiHW B Ui rpyni HaBeaeHi Ana o3HaoMneHHs | He € nybniuHolo odepToio.

L b 1 i 1 8 b 0 |
Obpauwatbea B nc: @
https://t.me/ Haw xaHan HoBocTel u Hanuumua Cum kapt!!!

®u3. HoMepa: I Il |
e Monblua
by Hexus

m CnoBakus

&= CnoeeHua
ExBeunrpus

B y®paHums
B8 AscTpanus
®=1 Manaitaus
= flavms 2
= OanﬂHnun
¥iMonposa
E= Mpeuus
== W3paunb

By luTsa
ExAscTpus

N yUTanus

== 3cToHUA

B epmaHua
ExWcnanus
== AHrnus
A MopTyranus
By PyMmbiHMA
h,d:unwnnnum&
= ApreHTuHa
= ateus

-~ Kvnp a
4 Cepbusa
IS Weeuus

=3 Xopeatus
' Mexcuka
= (pyausa
ExHunepnaHabl
ExMoHKOHr
== TanaHp,
ObpauwaTtsecs B nc: @

https://t.me; Haw kaHan HoBoCTel M Hanuyua Cum kapt!!!

Figure 1. Availability of SIM cards available for purchase from the countries shown by flags at the bottom
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B ® ¥ & Incognito  Relaunch

Entrance Registration [

W Ready-made SIM cards of various countries and operators. Registration of SIM cards for financial transactions. E-sim in assortment.

Rental of numbers, SMS reception.

024

KAYECTBEHHbIA

osEeRTon

Welcome to my SIM service!

i 3 | offer a wide range of goods and services on SIM topics in the CIS and Europe: ready-made physical SIM cards and E-SIM in stock, SIM registration to order - for financial transactions,
osise  Internet and anonymous communication. Rental of numbers, SMS reception.

1502

56 High-quality material at affordable prices! 100% confidentlality Is guaranteed
a8

SIM cards of the Russian Federation:

* Ready-made SIM cards of the Russian Federation: Megafon, MTS, Tele2, Beeline, Yota. Issued to Individuals. SIM cards are suitable for communication, registration of services and other
tasks. 4800P for 10 pleces.
« Registration of Russlan SIM cards to order, using your or our passport data. SIM cards are suitable for financial transactions and other tasks. 98002 for 10 pleces.
« Tariff plans for modems and routers. 100 GB of traffic, no speed limit. From 55002 for 10 pleces.
» Corporate SIM cards of the Russian Federation: Rostelecom, Gazprom Moblle, etc. SIM cards are Issued to the organization and confirmed through State Services. 60002 for 10 pleces.
« And much more
SIM cards of European countries
« Ready-made anonymous SIM cards of European countries: Estonla, Latvia, Moldova and other countries. $100 for 10 pleces.
« Registration of SIM cards of European countres to order. SIM for unlimited Internet, communication, registration of services and other tasks. $100 for 1SIM.

E-SIMCIS

* Russla: from $15 to $50.
« Ukraine: 50$.
 Kazakhstan: 20$.
« Georgla: $50.

E-SIM Europe

* Latvia: $50.
* Lithuania: $50.
« Serbla: $50.
Number rental, SIM card storage, SMS reception

Number rental with SIM card storage for 48008 per month. The service Includes receiving 10 SMS per month, SIM card storage, replenishing the number balance, performing random paid
actions to minimize the risk of blocking.

You can place an order via PM on the forum or by contacting:

Figure 2. Another example of anonymous SIM card pricing on the ProCrd forum showing prices ranging from US$15 to USS50

depending on the country

SMS messaging

SMS messaging services can be used as part of phishing campaigns (also known as smishing), scam operations, and a variety of

extortion schemes.

Page 9 of 86 Appendix: Underground Services, Tools, and Offers




MAMOHTA

~i Nwewb NnpoBepeHHbIt SMS cepBuc B
Telegram?

370 06bSBAEHME UMeHHO Ans Teba! & Begb CMC-
MamoHTa pabotaer yxe 6onee AByX NeT U
npeaocTaBnsieT caMble KaYeCTBEHHbIE YCNyru no
NMPUHATUIO CMC.

< Monyyante CMC 1 3BOHKM Ha BUPTYyanbHble
HoMepa

R Mbl LEHUM @HOHUMHOCTb HalINX KINeHToB! Mbl
MUCMnonb3yeM aHOHUMHYIO perucTpaumio
npoBaiigepos, Mukcysa API, no aTtomy nobble
3anpocbl Mbl UTHOPUPYEM.

@ o

ﬂ CraprtoBoe npomo 5000L nepBbiMm 20
KJIMEHTaM:

Figure 3. A customized SMS messaging service for scam operations advertised in Telegram

The figure above advertises a service called "SMS for Mammoths" which has been providing services for SMS and phone calls
landing for over two years. The service claims to use anonymous registration, mixing APl queries, and ignoring abuse and law

enforcement requests.

Phone flooding

Phone flooding is the practice of generating large volumes of calls to a target number. It is a form of denial of service and
leveraged in several scenarios — for example, pressuring a victim (e.qg. virtual kidnapping attacks) or buying time to avoid the
detection or mitigation of other ongoing attacks. It can also be used to overload business hotlines while there is an ongoing money

heist to allow time for fund transfers before the company is alerted.

Flooding is not always done by leveraging random lines to make calls and overload the target's line — there are also more creative
approaches to reach these goals. For example, victim's phone number can be published on a variety of message boards and

associated with goods for sale at a very good price, leading to real people calling at scale and overloading the line.
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g a4 @ %
= CRD FORUM C (= ) Entrance

Phone Spammer - Spammer (flooder) of phones via ad sites

phone flooder
mass phone calls

TenedorHLIH duyml

Q FPNLV20 Lo

FLOODER PHONE NUMBERS
LIGHT VERSION

phone number

start calling

100 %

The program goes to online stores and leaves a phone number to which they call back in a few minutes.
On some sites you can specify a name, the program Itself generates names, but you can cancel the generation and specify the desired name.

The database of online stores with which the program works will be provided. Plus, you can collect your own database of sites.

You will only need a phone number. You

can work through a proxy or without them.

Proxies are provided with the program.

When you buy this program, you get a second one for free.
The second program for flooding, works through sip operators.

Price: 3000 rubles.

Program website:

You can test the program before buying.
First, you check the program, and if everything suits you, you buy it.

Figure 4. Phone flooding service for approximately US$S30

Temporary SMS landing services

SMS landing services are widely leveraged in creating accounts for different social media, email, e-commerce, and messaging
platforms at scale. They allow a user to receive an identity verification SMS message during the account setup process. Normally,
the customer of such a service can choose the geographical region and the service needed. There are automation platforms like

Telegram bots or APIs that allow the scaling of account creation procedures.
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& 4 l|~ BbibepuTte cTpaHy, HOMepa KoTopoii Bbl xoTuTe
ncnonbL30BaTh 419 nony4vyeHus SMS:

= Poccus == YKpauHa ¥ KasaxcTaH

Kutaii > PuAMNNNHELI = MbsiHMa

== IHAOHE3UA SE Manaiisus == KeHus
Y« TaH3aHUs * BbeTHam @ KbiprbiscraH

Z= CLUA (BwpT... == 3pannb % [OHKOHr
"= MonbLua == AHrnus I® Maparackap

Bel6op onepaTtopa ®_ nouck

1/12 -

Figure 5. Temporary SMS landing service showing the countries they can provide

@'} * BeibepuTe ycayry, Ans KOTOpPO Bl xoTUTe KynuTh
nonyyeHwe SMS:

Telegram Whatsapp Facebook
Google, Youtub... Instagram, Thr... Twitter
Tinder Amazon Line Messenger
Microsoft Yahoo MarHur
Discord Grindr Alipay, Alibaba,...
Naver OpenAl TikTok, Douyin
TikTok, Douyin

W36paHHoe

Bei6op cTpaHbl ®. nouck

1724 >

Figure 6. Temporary SMS landing service showing the type of SMS verification they are currently working with (as online services
actively look to block such SMS services)
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2FA and SMS interception

SMS interception services can take over valuable digital assets and collect sensitive information about victims by intercepting SMS
enroute to a target. The implementation of this service can require advanced technical skills and possession of access to a telecom
environment. Interception is often used to take over access to financial accounts or collect information, which can be used as

extortion leverage.

JNo6poro BpemeHu CyToK.

Mpepnaraio ycnyry nepexsara sms USA landline HomepoB, roToB K COTRYAHUYECTBY Nod NPOLUEHT v eAnHOXX bl NPWHATE otp 3a (mKke nnaty , koTopas He ByaeT MeHblue
$100 , nuwmMTe TONLKO NO Aeny (kak,rae,4YTo Aenaio He o6oyxaaem)

MuwwTe B N060E BPEMS , rApaHT NPUBETCTBYETCS

CD-puck
C ysaxkeHnem
PerucTpaups:  27.10.2022
’ ”d':;” 19 Good afternoon.
Peaxijii 4 | propose the service intercept sms USA landline numbers, ready for cooperation on a percentage or once ofp for a fixed fee, which will not be less than $ 100, write only on
e the case (as, where, what | do not discuss)
Regards
£ Kano6a ¢y Like +LUurata ¢ Oreer
[+}
25.00.2024 [ Asrd

O6HOBUNK cUCTeMY , Tenepb Homep ByaeT rotoe B Te4eHWil Yaca

CD-puck

Mons3osarens

Pervctpaums:  27.10.2022
Cooblienna: 19
Peakumm: 4

-4 L\ Kanoba Y Like

Figure 7. SMS interception service offered in the USA for a minimum of US$S100 per SMS

iPhone scams

Among iPhone scams, it is worth highlighting scenarios where attackers use social engineering to trick a victim into connecting
to an attacker-controlled iCloud account. While this is not the only scam targeting iPhone users, it is currently one of the most
popular on the market. Once in place, the attacker intercepts access to the victim's iPhone and uses this access as a form of
extortion. An example of a detailed manual for this is shown in Figure 8. This manual is a good example to use in awareness

programs for educating people about the risks of mobile devices.
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Example:

Scammlng iPhone Owners 1 AM A NAIVE GIRL, I WENT TO VACATION IN TURKEY AND BROKEN MY

+ August 19,2022 IPHONE ON ARRIVAL, ALL THE PHOTOS REMAINED ON IT, THERE IS NO
POSSIBILITY TO REPAIR THEM, BUT I NEED THE PHOTOS. PLEASE HELP ME GET
THEM, I WILL PAY 500-10008.

In 70% of cases, mammoths agree.

8) If the mammoth agrees, you give the login and password that you registered in
point [1]

9) He logs into the account and writes you something like this:
I went into your account, there are no photos.
At this point, you go back to icloud.com and change your password.

That's it, the mammoth is activated under your iCloud on your iPhone.

Consider that 9o% of the work is yours.

10) We are already using SI. And so, purely formally, we say: I don't know how this
can be, try rebooting the iPhone.

Hello, in this manual I will tell you about a current method of scamming iPhone

owners. The topic is very profitable, enjoy reading.
He reboots and again there is nothing, you turn on the naive fool. And you say:

This will enable the Find My iPhone feature.
1) Go to the website icloud.com and register an account. - 5
11) If he turns on the "find iPhone” function, go to the cloud through your personal
account and click "lost iPhone”, enter the message to display on his screen: Transfer
2) We buy a female VK account (it costs about 20 rubles on websites). 5000 rubles to number 7**#***¥** *** gr 1o a Qiwi wallet, there we decide where to
transfer, etc.

3) Log into your VK account and spam groups such as: cars, apartments, Apple
repairs, women's forums, and in general any groups that come to mind. 12) I will say for those who are in the dark and do not understand the essence:

If the iPhone is blocked, or the owner simply does not know the password to the
4) Write the following message: cloud, then the iPhone is like garbage, even if you throw it away, there is no way to
’ . remove it, not one service can remove it, that is , it has no choice but to pay you.
Urgently need a person who has an iPhone, iPad or MacBook, really need it

farhelp. 111 pey:5onioi:rubles for s minares af work. 13) Even if he doesn't turn on the "find iPhone” function and he suspects

( This text was an example, I advise you to prepare your own text ) something, then you just say: Well, ok, bye, if you need me, write. After a while, he will
write to you himself, because you have already changed the password and he will not
§) Then 30-50-100 people will start writing to you, you won't even have time to be able to log out. He has no choice but to write to you. In this case, we also ask for
answer everyone. oS

Most people have the "Find iPhone” function enabled initially, so as soon as the

mammoth has logged in under your account, go to iCloud and check if this function is

6):Writsithe following message enabled. With a good approach to this manual, you can have a pretty good profit.

Figure 8. Example of the iPhone access monetization business model

Phone databases

Phone databases are important assets needed in a variety of criminal business processes related to scam, fraud, or extortion.
Phone databases for mobile phones are also used in phishing campaigns that leverage SMS messages. An example of an

advertisement of such databases with precision up to city level in Ukraine is shown below.

Page 14 of 86 Appendix: Underground Services, Tools, and Offers




B a® %

Entrance Registration

We have a database of numbers for cities in Ukraine!
Datab Suitable for your and finding new clients!
Write to us In telegram:

KIEV
Kharkov
071022 Dnepropetrovsk
159
0 Odessa

" Donetsk
Zaporozhye
Lviv
Krivoy Rog
Nikolaev
Mariupol
Lugansk
Makeyevka
Vinnitsa
Simferopol
Sevastopol
Kherson
Poltava
Chemigov
Cherkassy
Sumy
Gorlovka
Zhitomir
Dneprodzerzhinsk
Kirovograd
Khmelnitsky
Smooth
Chemivtsi
Kremenchuk
Ternopll
Ivano-Frankivsk
Lutsk
‘White Church
Kramatorsk
Melitopol
Kerch
Nikopol
Slavyansk
Berdyansk

Severodonetsk

Figure 9. Ukrainian phone database advertisement

iCloud account unlocking

iCloud account unlocking (i.e., hacking an iCloud account) is advertised on underground forums. Since this service requires

advanced skills and technigues, the price of the service is often listed as "on request.” Sellers are also secretive about how they
accomplish this task (e.g., via phishing, SMS intercept, social engineering). However, many are successful based on their reputation

and reviews. When a default price is shown, it is often high, as seen in the example below where the service costs US$2,000.
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. icloud.com

Figure 10. Example of an iCloud account unlocking access price

The advertisement below shows the request for iCloud unlocking services, which the author wants done as revenge against

another criminal who successfully attacked the phone of the author themselves.

27.10.2024 < [ #

need help with the following:

1. Hacking Instagram and mail

2. Control over WhatsApp and TG

3. How to generally gain access to a phone (hacking via icloud), etc. so that even when updating the

flo disk
password, it would be possible to have remote access to the phone
ser
Registration: ~ 27.10.2024 :
Miifaje:n 3 last year my phone was hacked and they screwed up so much that | basically had to change the

Reactions: 0 device and create a new account. Now it's time for revenge, | don't like it when people interfere in
other people's business, but here it's a matter of principle

2\ Complaint oy Like +Quote <3 Answer

Figure 11. Example for request to compromise accounts and devices using iCloud

An example of a request to access media content stored in iCloud is shown below.

|

|__ Looking for iCloud hacking services

NEVERTHY )
Work only with the guarantor and the people with the results.

| need to access the photo stored on ICloud
Write immediately what information you need, time and price.
Thank you!

Communication: HS forum; tag - @

Registration: 08.05.2024
Posts: 6

Deposit:

0 RUR /0 GRUSD
Transactions through
GANG : 0

Figure 12. Request to compromise iCloud accounts and extract media content
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Other Criminal Services

Mobile botnet rental

Access to a victims' mobile phone is significant in itself, but for criminals, controlling a mobile botnet is an added opportunity

to significantly scale criminal business processes. These business processes can leverage the data stored or processed on the
phones, such as private photos, credentials, credit cards, seed phrases for crypto wallets, and more. The botnet can also be
leveraged as a proxy network or as a part of search engine optimization (SEO), public opinion manipulation campaigns, or business

process compromise.’

g ® W £ Incognito

1t Forums & What's new? ~ Freestuffhere » © Guarantee » & Currency exchange & Advertising & Elevation of rights &> Rules GRUTORFN > )Entrance (& Registration

Forums > Carding ofessionals > Malware > Stealer | HUNC | Botnet >

Android botnet ERMAC-2

g - (D4 May2022-C) android = android botnet  android botnet ermac | android botnet ermac-2 | android virus | androidrat | banking trojan | bot | botnet | ermac
4 May 2022 < 0
. I will rent to a small circle of people (10 people) Android botnet ERMAC-2, with wide functionality. Rent 5k$ per month

Details in pm or tg

| A Please Login or Register to see hidden finks.

Senice

Messages 4

Reactions: 2 Kotlin
ReactJS
PHP
Golang

Panel functionality:

1. Permissions manager {admin, user, SEO) - hiding logs and tabs for each user respectively.

2. Creating a user with any term (access to the panel)

3. Sorting bots by several types / searching for bots by ID, IP

4. Moving bots to Faverites, blackList, trashList. Convenient when there are a lot of bots in the panel.
5. Viewing / searching / editing, adding injects. There are 467 injects.

6. Command history

7. Battery status / phone model / IP address / phone number / OS version

Nice and convenient interface.

Figure 13. An example of an advertisement for a mobile, Android-based botnet rental for USS5,000 per month
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Underground criminal directory services

The criminal underground has its own version of the criminal directory services, specifically indexing and categorizing resources,

services, and tools. These directories help attackers find appropriate assets to implement their criminal business processes.

{at Forums 5 What's new? Free stuffhere = &7 Guarantee & Currency exchange (D Advertising (& Elevationofrights ®Rules G RUTORF\ » -JEntrance (& Re
>

Forums > Advertising traffic and promaotion > DARKLINK DARKNET DIRECTORY 1 WITHO...

W - Darknet Help (Marketplaces, Forums and More)

& - (@10 Jan 2024 - T darknet directory | onion site directories
12 3 .. 9| Forward»

10 Jan 2024

DIRECTORY #1

Massages: ” . .
sl -
@ Jaecs pewanaT Ak

- Your guide to the world of shadows !

Here you will find fresh links to marketplaces, forums and many shadow services.
No annoying advertising, only clean search and a cozy atmosphere.
Reviews from real users will help you navigate

is a safe and reliable resource
that is constantly updated to keep
you up to date with the most relevant links.

Open the door to the world of forbidden fruit and explore everything
that cannot be found on the regular Internet.

Figure 14. Advertisement of a search portal for criminal services

Gaming accounts

Gaming accounts are assets that have significant volume in the underground and significant value, especially for younger
generations. The demand is fulfilled by accounts collected using information stealers or through phishing campaigns. The prices
of accounts vary, normally depending on the resources (such as the number of hours played, features and items unlocked, etc.)
invested into the accounts. Compromised accounts can be used by other gamers for a range of purposes, transfer of in-game
items for example, or simply extorting the user to restore their account. At the higher level, eSports players are susceptible to

specific attack scenarios, which we have researched in the past.?
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b4 g
[«

& Incog

gsg PRIMEACCS Write to us Enter product name... Q R’ My purchases A Personal account @

Home Rules Contacts FAQ For suppliers Terms
S Filters and sorting By quantity ~ By price - By name By total sales +~ Product in stock
Home Steam Steam: Dota 2

Steam: Dota 2

Steam account 15000+ hours in Dota2 With native mail rambler 224.00 rub. 12 pes. Buy now

Steam account 10000+ hours in Dota2 With native mail rambler 154.00 rub. 24 pes. Buy now

Steam account 9000+ hours in Dota2 With native mail rambler 140.00 rub. 410 pes. Buy now
N Steam account 8000+ hours in Dota2 With native mail rambler 126.00 rub. 489 pes. Buy now
Steam account 7000+ hours in Dota2 With native mail rambler 112.00 rub. 436 pes. Buy now
Steam account 6000+ hours in Dota2 With native mail rambler 98.00 rub. 677 pes. Buy now
Steam account 5000+ hours in Dota2 With native mail rambler 84.00 rub. 249 pes. Buy now
Steam account 4000+ hours in Dota2 With native mail rambler 70.00 rub 179 pes. Buy now
Steam account 3000+ hours in Dota2 With native mail rambler 56.00 rub. 348 pes. Buy now

N Steam account 1000+ hours in Dota2 With native mail Firstmail.ltd 21.00 rub 394 pes. Buy now
Steam account 2000+ Hours in Dota2 | Native Mail Firstmail.ltd 19.50 rub. 291 pes. Buy now
Steam account 2000+ Hours in Dota2 | Native Mail Rambler.ru 19.50 rub. 143 pes. Buy now

Figure 15. Example of gaming account pricing for Dota 2 (Defense of the Ancients game), with prices based on number of hours
invested
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i} PRIM EACCS Write to us Enter product name... Q W My purchases & Personal account &

>SteamDB<

3 Terms
Cryostasis is one of the rarest and hardest to find games

that we now have in our store! One of the lowest prices!

_ Thegame was only available for purchase an Steam
\K Social  petween 2010 and 2012, and is now an absolute
exclusive!

The product has been removed from Steam and is no

longer available for purchase, it is exclusive to us. By name - By total sales « Productin stock
ATTENTIONI!! Replacement and refund of this product is
carried out STRICTLY with the presence of a video
recording starting from the beginning of the purchase
Home te. UNTIL the moment of activation of the key! All claims
without a video recording WILL NOT be considered! If in
doubt, you can contact the administration in the discord

Stea at the time of purchase.
Alexander Nesterov is sent to research...
g Cryostasis [read description] 33598.60 rub. 1 pes. Buy now
g FUEL 33598.60 rub. 2 pes Buy now
g Colin McRae: DiRT 2 14698.60 rub 1pes Buy now
g Resident Evil Village 1678.60 rub. 3 pes Buy now
g Crusader Kings Il 1678.60 rub 9 pes Buy now
g FUEL 33598.60 rub. 2 pes. Buy now
g Colin McRae: DiRT 2 14698.60 rub. 1 pes. Buy now
9 Resident Evil Village 1678.60 rub. 3 pes. Buy now
g Crusader Kings Ill 1678.60 rub. 9 pes. Buy now
g Battlefield 1 Revolution 1664.60 rub. 4 pcs. Buy now
g The Elder Scrolls V: Skyrim Special Edition 1622.60 rub. 6 pcs. Buy now
g Remnant From the Ashes Complete Edition 1370.60 rub. 7 pes Buy now
g DOOM Eternal 1342.60 rub. 9 ps. Buy now
g Monster Hunter: World 1202.60 rub. 10 pes. Buy now

Figure 16. Example of the prices for popular game accounts

Access-as-a-service

Access-as-a-service is foundational to many criminal business processes. Ransomware actors, national state aligned groups,

and industrial espionage-oriented groups are all interested in creating shortcuts to acquiring assets inside their targeted
infrastructures instead of carrying out initial attacks themselves. Along with the benefits of cost and time, this provides an
additional layer of deniability — it mixes TTPs, complicates attacker attribution, and interferes with incident investigation and
mitigation. The price of such access depends on the asset's potential. The service can ask for hundreds of thousands of dollars, or

revenue shares from further monetization (like ransomware attacks).
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Buepa 8 21:36 [ Hosoe G

Llena: 1
KoHTaKTbi: telegram - @

BeiTauly co ceoero matepuana (48-50 'b) HyxHble Bam 3anpochk! 8 chopmate URL:LOGIN:PASS ; LOGIN:PASS ; MAIL:PASS

crypt files WcTounuku Moux noros (MHetannel, GykuHr, gADS, CEQ)
UeHa: ot 18
Pervcrpaums:  06.01.2024 MuHumanbHeIn opgep 508
Coobuenus: 21
Padarinn 9 FapaHT Np1BeTCTBYETCA.
Benoaur 0.00 B Tenerpam - @

uTOX - 157097E33803274EFEA2A2A1C89882C10D7AEEADFDF795D2BA4ABES16892654654FC21164C93

1 will pull out from my material (48-50 GB) the queries you need in the format URL:LOGIN:PASS; LOGIN:PASS ; MAIL:PASS
Sources of my logs (Installs, booking, gADS, SEQ)

Price: from 1$
Minimum order $50
Guarantor is welcome.
telegram - @
uTOX - 157097E33803274EFEA2A2A1C89882C10D7AEEADFDF795D2BA4A8ES16892654654FC21164C93

0 XKano6a oy Like + Uutata

Forums ~ [EGEZIEY ising ™ Guarantee = Exchanger £ Payment for services =~ pBackgammon  &[a Arbitration {3 Helpdesk ~

‘ ' We buy corporate RDP/VPN access! Best conditions!

25/8/23
Good day

We buy network access, various formats, RDP or VPN networks

Price range for access - from $ 500 and up

The budget is not limited, we will be glad to honest and ongoing cooperation

Extensive experience, a serious team, our own developments, we will take almost everything - what others can not
Quick check of your material / fast payment

NEW REGISTERS! WORK At a close pace of work - we are ready to offer a transparent %
JLERGLCELCARANTER We do not ignore, we do not feed with breakfast, everything is beautiful and fair
;TL;;‘:’” 25’8’22 We will find a common language with everyone We
Repu:ét\on : ]
Reactions: 0 will consider various countries indiscriminately, with America / Eurcpe as a priority (all locations, but strictly without the CIS)
RUB: 0 We buy admin and user rights, the higher the revenue $ and rights - the more profitable for you, you know

RDP access from 100 GB of data | am also ready to take already locked access, but rarely

Shady comrades and chatterboxes who want to deceive - bye
Work is available through the guarantor

Jabber: .im

Figure 17. Advertisement of access-as-a-service with price starting from USS1 (top) vs. an offer to buy from USS500 (bottom)

Malicious software installs

Software installation (usually malicious) on victim machines is a service with high demand and significant offers. The services
are often separated into mobile, desktop, and cloud platforms. Figures 18 and 19 show examples of guides and requests to install

custom software.
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Methods of spilling

2023

2 Forward » Follow

AVATAR
Having looked through a bunch of forums in search of new methods, in the end nothing useful was found, the old guides were still hanging there. Moreover, | am currently
running four of my own projects that have fucked my brains, | decided to take a break and write a short article. A lot has changed since 2020. So | decided to write and
share my developments. The article is mainly aimed at beginners, but maybe some of the old-timers will highlight some aspects for themselves. If | burned somecne's
office, then | apologize in advance, this is just nonsense written by a beginner.
HDD drive
sar VL0750 Let's start from the basics and from the very beginning, | think. The current file types during infection at the moment:
a7
128

Name.exe

A regular encrypted file, usually disguised as an installer. Personally, | use a dropper and inflate the file itself to 20-50 MB. | set the launch to 20-30 sec, since some avs can be triggered by an
instant runexe. So for me, this is the best option. Since | started to encrypt myself, | sometimes have detections too. 0-2 out of 26 at scan time and 0-3 at run time. We can talk about crypts for
a long time, but that's not the point, there are a whole bunch of services and people who do this at a professional level. As a small example: A person assured me that he had an absolutely
crystal file, but after he changed the region in Windows...

Figure 18. Detailed guide on how to distribute malicious software at scale

SNIFF.CARDS & & CRD

OFFICIAL SPONSOR FOR PROCRD ILLEGAL SPYING 1S ILLEGAL

New messages What's new

Forum > Marketplace > Flea market (various goods and services) > | WILL BUY

We buy installations

- (O We

We buy installs

Hello, we buy Windows installs from your loaders on a regular basis

We install advertising software, it won't bother you, the only requirement is survivability
We are interested in volumes from 100 installs per day

The price depends on:

- GEO mix/Tlert/US (except CIS/CN/IN)

- in one hand or bundle

- after processing by stealers or without processing

| am only interested in permanent cooperation

daily payment is possible

install buy

Figure 19. Request to buy installs for the purposes of deploying software that monetizes the victims based on advertisements

Al offerings

Al assets, such as ChatGPT accounts or services, that leverage Al technologies to create new criminal business processes or scale

existing ones are widely available on the underground. Trend Micro has covered this area in-depth in past research.>4>
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Incognita

ié& PRIMEACCS Write to us Enter product name Q W My purchases R Personal account @
Home Rules Contacts FAQ For suppliers Terms

7 Filters and sorting By quantity ~ By price + By name By total sales + Product in stock
Home > ChatGPT > ChatGPT: Autoregs

ChatGPT: Autoregs

ChatGPT AUTOREG | Created in 2024 | Balance is from $0 to $5 | Confirmed by email and SMS 1.55 rub. 869 pes. Buy now

OpenAl ChatGPT account created in 2024. Authorization is done manually. The balance is from 0 to 5 dollars. The
account is linked to an email and confirmed via SMS and email. The format of the issued account: Legin:mail 1.75 rub. 7452 pcs. Buy now
password:account password:

OpenAl ChatGPT account created in 2024. Authorization is done manually. Balance is from 0 to 5 dollars. The

account is linked to an email and confirmed via SMS and email. 20200 2060p<s AR

ChatGPT Manual Reg | Balance 0-55 | Verified by mail 4.00 rub. 234 pes. Buy now

ChatGPT. Artificial intelligence. 2024 year of registration. Accounts without balance. 10.34 rub. 361 pes. Buy now

[S('.:f:nAl ChalgPT Account M] Manual Registration 2024 | Balance from 0 to 5 dollars | Linked to mail confirmed by 17.92 b 305 e e
and Email | FROM SUPPLIER M

OpenAl / ChatGPT - Account No Balance | Verified by Number | Artificial Intelligence | Registered in 2024 21.00 rub. 7 pes. Buy now

ChatGPT 3.5 accounts | Verified by email@outlook, included. 21.00 rub. B8 pcs. Buy now

Figure 20. Accounts for ChatGPT price in Russian ruble (as little as US$0.02)

Automation and scaling

Automation and scaling are critical for many criminal business processes, such as phishing campaigns, automation of assets sale
and verification, and bypassing antifraud systems on financial and e-commerce platforms. Related service offerings are widely

available on Telegram and forums, and many automations are done using Telegram bots.
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nofrights  SFues GATOAFM  Walot

@ Currency exchangs

Frea stuff hera -

[BOTOSHOP] SITES AND BOTS | [ACCEPTANCE TO BANK CARDS, SIM, QIWI AND OTHER PAYMENT SYSTEMS WITHOUT BLOCKS]

15 4 2022

@ CO3AAEM HEEAOKMPYEMbBIX EOTOB

BOTOSHOP

HAOEXXHbIE CAWTbI U BOTbl ABTOMNMPOAAX TELEGRAM

Bota and stes

BOTOSHOP is a software product that is the result of the work of a team of professionals, created for the automation of sales “tumkey”, presented on the market since 2016 and currently has no analogues in the RC.
business at a similar level of security and services offered. We provide ready-made solutions for your work, namely, an aulomatic sales service using and sites, of which
occurs through the administrative panel in TOR.

What s it?

Let's start with the definition and tell you what it is - BOTOSHOP

[TIP] You have cften seen a store and / o bats that ssll goods, when you click on the *buy” button after payment, you instantly received your goods. These are the purposes of the service! Today, together we will connect and configure
‘everything that a successtul business needs. BOTOSHOP's capabilities allow you to choose one of many designs and customize it to your personal needs, personalize it as much as possible, make i convenient and functional [TIP)

0.0
A J
ah
BbIBOP NMPOAABLIOB OTMbIBKA BE3OMNACHOCTD

NPAMO CEMYAC C HAMMU PABOTAET YKA3bIBAWUTE KOLLEAEK BCE BALUW AAHHbIE 3ALLUU®OPOBAHBI
BOAEE 500 MATASUHOB M NOAYYAWTE YACTbIE BTC W CNPATAHbI B CETU TOR
The choice of the BOTOSHOP service is du 1o the wide range of functionality provided, which significantly increases the project turnaver, the influx of clients, as wel as accessibility, security, support at all stages of work and much
more.

BO3MOXXHOCTH aAMancrpa'rusuoﬁ naHeAm BOTOSHOP

Figure 21. Advertisement of bot automation software with a focus on accepting payments for criminal services via a wide variety

of payment systems

levation of rights GRUTORFM  Wailet 3] Entrance

Forums » Business aut

jon an

=af » <ALTERNATIVA> Bats and sites (RF and Ci8) s...

<ALTERNATIVA> Automation, bots and auto sales sites (RF and CIS), since 2018!

a @9 Apr2022 ‘T automation busness bols  hyom  platform | sies

Forward »

940
ALTERNATIVA - The best automation of your business, the best bots and aulosales sites since 2018,

We present a unique solution for the smooth operation of your store - automatic sales using new bots and sites. Full access and control is through the administrative Web panel
The product has been fully tested and refined over 4 years of successful operation. Many stores trust us!

The administrative Web panel is simple, comvenient and intutive. You can work easily and quickly

Telegram bots are simple and without v fon. It s easy and quick for the client to find everything they need.
Test bot (with VPN) -

| & Prease Login or Register o see nicsen ik

Sites - sale in 3 clicks, nothing extra. Works. from any browser (computer + phone), the client does not need TOR!
Test site -

Quick purchase - happy customer and store!

One of the main advantages is our unique built-in payment system, no third-party W take on full out: of cash flow. of payments from the client, storage and further withdrawal to where you say.
No one except you knows or s6es your cash flow.

Woe take full responsibility for all risks, blocks and losses!

The platform ks adapted to work both from a computer and from a phone / tablet.
Our technical support is round the clock, will help and answer any questions.

Decentralized system, no common server.
Your and our safety are priorities for us!

Conditions for the store:

- Free connection

- Monthly rent - 0%

- Software changes/improvements - free

- Clients pay 1o a bank card, bitcom and ftk.

- Withdrawal of funds to the store by bitcom, we convert and withdraw.

Our interest is the % of customer payments, this is our income,

For all conditions, please contact PM and official contacts, conditions may vary depending on the country.

For all questions, write here and in PM.
Telegram -

7, Piease Login or Aegister to see hidden linke.

(atter for katter) Attention, fakes are ooerating. be careful, If in doubt, confirm via forum PM.
Vipol - Alter1

Now in order;

1. Dashboard
Al statistics in numbers and graphs on: orders, products, income, cities, clients. Information on mailings. If the product is running out, it glows red, indicating that it is time to replenish. Only the necessary information, nothing extra!
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1. Dashboard
All statistics in numbers and graphs on: orders, products, income, cities, clients. Information on mailings. If the product is running out, it glows red, indicating that it is time to replenish. Only the necessary information, nothing extra!

DASHBOARD

EXEMECRYHIIN 32pEITOX

395066 P

WCTONHMIN npoaN

22 aom

NpoayxTos nponano
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5. Products
Possibility to add products one by one or as a list, 10-20-30 pieces at once. It is convenient and saves your time. With one click on the product you can immediately see the available warehouse for

Figure 22. Detailed automation software advertisement to run an entire criminal shop with panel examples

Financial services

Criminal underground users prioritize monetization methods. Financial services and tools are important building blocks for many

criminal business processes and are widely present on underground discussions.

Identity verification kits and templates for KYC Bypass

Know Your Customer (KYC) is a critical process that was first employed by financial organizations and then adopted by other
industries. It is used to verify the identity of clients, along with their financial knowledge, risks, and investment profiles. It often

involves some form of real-time video identification or other biometrics.

Identity verification kits provide technologies to bypass KYC onboarding procedures that are widely used, especially in the financial
and government institutions. These kits include support for video - for example, heads which rotate in several directions (used to
bypass biometric identification®). These kits can also include photos or even automatic tools for generating digital images of IDs

(with photos and personal information provided by the customer).
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PROMEMBER

191220

o
&

B HanMuuu Gosiee 7000 BHAEO N0 BCEM KAHOHAM W B O4eHb BICOKOM paspeiueHmM. Jussie niogn. He aunderik.

BIAE0 AN17 CAMOCTORTE/ILHOMO NPOXOXAGHNA BEPHBUKALMIA B PASTMUHBIE CEPBHCH.

PosHuyHas yeHa:

- BuAEO C NOBOPOTOM roNOBS! BEBO Bpaso + hoTo 3x4 - 6007

- Bugeo c nosopot uya 360 rpagycos + doto Ix4 6008

- Bupeo ¢ nosopot nvia 360 rpajiycos + BM/AEO C NOBOPOTOM FONIOBEI BNIEBO BPaso + doTo 3x4 900P

ONT - KHAKBMAYANBHO.

=G (GoToppons! sepdbmKaLa BUAEOBEPMG aKKayHTOR KpHNTOBMPH ApON niaTexxm 6k verified binance Guwanc)

AEJIAEM /IFOBLIE BUAEO MO BALUEMY T3 U NPUMEPAM

Version for English speakers:

There are more than 7000 videos in all canons and in very high resolution, Real peoples. Not deepfake.

Videos for self verification to any services.

Price:

- Video with head turn left to right + 3x4 photo - 7§

- Video with 360 face rotation + 3x4 photo - 7§

- Video with 360 face rotation + video with head rotation left to right + photo 3x4 - 10§

Bulk is individual.

‘We make any videos as you wish.

@] (DoTogpons! BepudMKaLya BuAEOBEpUd aKKaYHTOB KPUNTOBUPK APON niaTexKu 6k verified binance 6uHanc)

Figure 23. Video templates for generation of a digital identity, with pricing starting from USS7 per video or USS10 for full
360-degree movement

& & Incog

Entrance  Regist

Photodrops. Photo templates for drawing. Perfect quality, any sets to order.

@OU@AEOMNIE]

HARS'ARAS
VBRI ANMSIIA

fMi60i non, Bo3pacT, paca

PRNENa"
ﬁ roTtoBble KoMMnekTe ~ OT 5808

ﬁ KoMnneKTebl Ha 3aKasa or 19008

(B 0OHW PYKK)

A ENVAIEMEKA EED OOR
ASVIBNAEQY

1%

Figure 24. Photo identity verification templates (advertised since 2020)
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Opening fraudulent accounts in financial institutions

Based on the leaked or generated Pll and biometrics, underground actors are capable of opening accounts in financial institutions
on behalf of other people or even for identities that never existed. Self-registered accounts enable money laundering and cashout
services for a variety of scenarios related to monetization of attacks on e-commerce and financial platforms. The prices vary

between tens and hundreds of American dollars.

Bg A * &, & incognito  Reld

Bxop Peructpauns [S

WS | SSN | BANK | Bank Self registration | SHOP | TRAVEL >

ADD | Bank Self-Registration

NAVYFederal usa ny CHECKING+SAVINGS -OWNER INFO+EMAIL(ID+PASSH+NAVY LOG+DIRECT DEPOSIT(AN+RN}+VIRTUAL CREDIT CARD - VCC) INFO COOKIE N/A 250 $ BankDes
Paypal.com USA CA Personal Paypal +Verified(SSN+Mail+Number)Crypto Enable+Owner info+Mall{ID+Pass)+Paypal Log(ID+Pass)
Cashapp with Direct Deposit USA GA Fullinfo+Mall(ID+Passj+CASHAPP Log(ID+Pass)+Account Type(Checking)+Direct Deposit{AN+RN)+VCC Info+4K limit CASH CARD ACTIVE And Direct
Deposit on
Joinporte.com USA NY Owner Info+Emalil-ID+Pass-+Porte Bank LOG+VCC+AN+RN+PDF Report
Spendwell Bank USA TX Spendwell Bank (Checking}+ Fullz Info + Online Login Access{ID+Pass)+ (AN+RN)Number+ VCC Info+ (Emall)Access+ IP+ Cookies

Nerdwallet.com USA NY Owner Info+Employer Info+Email(ID+Pass)+NerdWallet{|D+Pass)+Credit Score 793

22“5-:: Greendot.com USA CA Fullz Info[Owner]+Mall(ID+PassHGREEN LOG(ID+Pass)*GREEN BANK Direct Deposit{AN+RN}+Account type (Checking)+Cookies

a
®

ADD | Personal Data

Real Documents

SSN + Credit Score

Buy SSN

Exclusive SSN|CR+CS + BG + DL

ADD | Account > Bank Self-Registration

TRUIST BANK | 200$

CASHAPP | 85%

GREENDOT | 35§

BMO Harris Bank | 9%

Spendwell Bank | 50$

CASHAPP WITH DEPOSIT PAPER MONEY | 100§
VENMO | 70$

PAYPAL WITH DIRECT DEPOSIT | 100%
Direct Bank | 50§

Green Dot Bank | 20$

Walmart Money Card | 20$

paypal | 60$

Go2 bank | 50%

PAYPAL WITH DIRECT DEPOSIT | 80$
Paypal.com | 120%

PayPal US + GO2 Verified | 50$
TradeStation Global | 40$

Vinovest Trading Platform | 30§

X World Wallet | 805

Paypal+Bank Verified | 50$
CASHAPP WITH DEPOSIT PAPER MONEY | 100$
PayPal SSN Verified | 22§

GO2 Bank | 30$

PayActiv.com | 40$

Skrill | 60%

BlueBird Bank | 40%

Scarlet Bank | 50$

Spendwell Bank | 40%
navyfederal.org | 230$

Porte BANK | 60%

CashApp BTC Enable | 440$

Figure 25. Example of prices of accounts in financial institutions

Money laundering and cashout services

Money laundering and cashout services help criminals get past the barrier of using their illegally obtained financial assets with

their real identity. It is often related to the final steps of criminal business processes.
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- w %

& Incognito

[Poge 12 1]

|I.l||kllck /lﬁ-nuupﬁor- v | View options

113.03.2024, 18:08

NOT CHECKED

Registration: 05/05/2021
Messages: 14

Deposit:

1500000 RUR / O
GRUSD

Transactions through
GARANTEE: 0

]__ ‘Welcome to Union Service, we accept funds of any origin in Ukraine and the EU, deposit 1,500,000

Welcome to the Union, one of the best services in Ukraine and the EU

Our main areas of work: transfers in Ukraine, transfers in Europe, acceptance of goods.
We accept any color of funds in Ukraine, always have material from top banks, both physical accounts and legal accounts (FOP, LLC)
We also accept transfers in Europe SWIFT, SEPA, Western Union, Moneygram and RIA
We always adapt to the client, fast payments, in touch 24/7.
The service is always open to new offers
contacts for communication
tg.: @

support: ¢ e
[Only registered and activated users can see links. | Click Here To Register... | ]

Confirmation of transactions strictly via forum PM, we are not responsible for transactions not
confirmed on the forum!!! [/CENTER]

» and 1 others like this.

Last edited by 31.03.2024 at 17:54 . Reason: Added prefix to title, "I will accept”

Figure 26. Money laundering service offer operating in Ukraine and Europe

Cryptocurrency mixers

Cryptocurrency mixer services cover the true paths of previous crypto transactions, making it more difficult to trace cyber-actors
by following where the money flows. Many mixers are also offering cashout services and conversion between different crypto

currencies.
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B QA @

EORCCRD  rorum #iss) (e (IO (E) Entance  Registration

rorum

4T : Mixer + Exchanger

3 Mar 2021

or currencies

v &

e ODI® 3E unsectiynn

? 4

1 won't be like everyone eise, shaking my head and telling you how great my service is, like a standard set: quallty, efficlency, rellobillty, warranty, eic., etc.
It's better to take a look once than to read advertising slogans.

Below Is a link to my profiles on different forums. You can go to each one and see what | am like and whether you can trust me.

hitps://audiaé.top/about

1. XSS -18BTC

2. Exploit - 1BTC

3. Rutor - 0.565496995 BTC
4.D2W - 2,000,000 rubles

5. Darkmoney - 200,000 rubles
6. Probiv - 50,000 rubles

Exchange directions:

Cash In - BTC

BTC - transfer (Sberbank, Alfa, Tinkoff, Privat24, Monobank, Ralf, etc.)

BTC - GR Tinkoff

BTC - aiwi

BTC - YAD

BTC - cash in any country in the world

BTC - VISA/MASTERCARD

BTC -
= Convertany to any

Cash In any country - for any crypto

Cash In one country - cash In another country

y!

% at the moment about +3% on Binance
The rate is different every day, the market is different every day, everything is very volatile. There are cases when | change -1% on the Binance rate in your favor, it all depends on the market
ot the time of exchange.

t to change by contacting the operator in the chat or in Telegram or in Toads. The rate s volatile, unfortunately it is technically impossible to
implement so that | can change without losses on the percentage of commission that | can give you when youin it Is 1%, 2%, 22%,
sometimes 2.5%, but the maximum Is 3%. On the site, the commission Is always 3%, when contacting In person via contacts or In chat, you can make an exchange cheaper .

Be sure to follow the direct link to Telegram, there are a lot of fakes!!! Also, be sure to verify transactions in PM at least the first ones, | am not responsible for
in PMIEN

Most mixers are a . They tell you that the transaction will be mixed with other transactions and will be divided into parts and therefore it will be clean... In fact, mixing crypto only
complicates the investigation process on the part of intelligence agencies, but does not cut off the tails.

Figure 27. An example of a mixer service offering. This service has a minimum amount of US$1,000, and commission rates vary

Cashouts

Cashouts are services that allow a criminal to convert any illegal transaction to real money. The input might be a cryptocurrency
transfer, a credit card transaction, a web shop purchase with a stolen card, or any other illegal source of income. Numerous
schemes for this exist, which is an entire area of research on its own. Cashout services are widely available on criminal forums
and telegram channels, with interest rates ranging from 5-20%, and often operate using money mules, credit cards, and shell

companies.
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Info

(D Teove | SREROMSKIY SERVICE

-

i

1
o W

o )
Message Mute More
username 11
JiWHTepecyeT KavyeCTBEHHbIA U GbicTpbiA cepBuC No @
npuvemy nRambix neReeopos? about

@
Kawabii geHbs B Hanuyuu Gonee 20 pa3nuudHbIX KapT Ha
pasHble UMeHa 1 BaHKu.

8y launching this mini app, you agree to the Telegram Terms of Service Mini Apps

MomeHTanbHbie Bunnatel B USDT (CryptoBot, Bupxa) AESHIDIORE N ook aet

75-80%. This bot is able to manage a group or channel.
& KavecTBeHHana noppepxka

Ha ceasu 24/7. Media

28 MinpmeuayanbHble KapTel NO 3anpocy Ha Kaxgoro

BopKepa. 00:49 yemiv semvics

& Kacca Gonee 150.000.000pP. -
& PaBoTaem c 2022 roga ¢ Bamu. v __
IR

MNepexoAHUK Ha BCE HaWW CEpBUCH M KapThl.
https://t.me/-

Figure 28. A cashout service advertised on Telegram, which is claiming to have over RUB 150 million (or USS1.5 million) in assets

» Exchange crypto and fiat - 2-3%
» Exchange crypto to fiat - 2%

» Swap - 2%

» Cleaning - 5%

» Cash by courier - 5%

No verification/identity verification
required

Complete anonymity, no paperwork or
identity verification.

Work 24/7.

Figure 29. Example of cryptocurrency cashout rates
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Cryptocurrency

Cryptocurrency is an asset used not just to pay for nearly every underground service, but also to transfer and exchange money
all over the world. Cryptocurrency is widely used as a payment method for illegal goods, like drugs or guns. That means there
are many wallets of criminal or questionable origin, and the owners of such wallets will rarely contact law enforcement agency in
case their currency is stolen. Also, for legitimate users of cryptocurrency wallets, there is often limited regulation or capability to

investigate crimes against them, making crypto wallets an interesting target for cybercriminals.

Seed parsers and checkers

Seed phrases are needed to unlock crypto wallets. Tools to automate verification of stolen seed phrases are available on the

underground together with specialized dictionaries for brute forcing them.

PaboTaeT o4yeHb BLICTPO

MpoBepsieT Bce nognanky BoIGpaHHON OepyUKTopUn

EsequTe NyTb A0 NANKK:

Yuraemsie danne (txt,json,doc,docx,html,pdf)

MweT passbl 12 1 24 cnosa Ha aHrNMACKOM

MpWBA3KK MO XKeneay HeT

*

Take napeuT ko DOGE,EVM,DASH,LTC,HEX,BTC, XLM

B 57C_keys

B 0AsSH K

B DOGECOIN _keys

B ovm 30.11.2023 9:32 TexcToesii AOKYN
.;, finder D1.1 9:40 Mpunoxexne

B xevs

B UITECOIN keys

B see0

. XLM _keys

LleHa : 100 USD
WexogHuk : 200 $

Figure 30. Seed phrase parsing tool offered for USS100, or USS200 with the source code.
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Entrance  Registration

New messages What's new

Forum > Marketplace > Flea market (various goods and services) > FOR SALE

Selling AP SEEDS PHRASE = 321kk | Private key = 876kk (UPDATE - 1 time per week)

28.08.24

5 SN ENEEEEENEEEENENNNE NSNS NN N N A
- duplicates - O;
- seed phrase language - English {seeds in other languages, extracted from the main file and placed them in a separate file, for convenlence);
\15118124 words, passed BIP39 validation;
- gibbarish / hidden symbols / spaces before and after / numbers, as well as sny possible garbage - It is not there <3
, without the

- duplicates = 0;

- garbage / unnecessary lines = none.

Price: $550
| agree to the guarantor, no problem (at your expense).

Pisase do not fiood the toplc. Thanks in advance, hugged sveryons and good health to everyone)

Figure 31. Seeds brute forcing database advertisement for US$S550

Crypto wallet brute force services

Together with the tools to monetize crypto wallets, the underground provides services to implement brute force attacks against
crypto wallets (separate from the seed phrase dictionary attacks described earlier). The advertisement in Figure 32 shows a
hardware specification from one such service, which consists of 30 PCs with NVIDIA GeForce RTX 4090 cards, a password
database with over 500 million passwords, and an 80/20 profit split (the service takes 20%). It is hard to quantify their success

rate, however, based on reputation and reviews it appears that people are willing to pay for it.
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PYTIUTPABOTKA BCEX KOLE/IbKOB

W s

Figure 32. Advertisement for brute force services of crypto wallets

BoicTpo BuiBen 8600%

24 September

naBau anpecc
8680 obLiee nony4yaeTcs

8680% - 20% = 6944%

Figure 33. Customer service feedback for a brute force crypto wallet service, from a happy customer who successfully attacked a
wallet with over US$8,000 value

Cryptocurrency related customer databases

Leaked databases of cryptocurrency services are important assets that can be monetized in similar ways to databases related to

financial and shopping platforms.
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B %

& Rules 1t Forum f What's new? @ Garant-Service &l Arbitration P Advertising 32 Users Entrance Registraton ~ Q Search

Forum > Stores of trusted sellers > Sale of database.

Forsale Selling Crypto Service DB (15 million users)

D 06,07.2023 - ©» | will sell a database | selling crypto service database
25,09.2024 <

Selling a database of an active Crypto Service (15 million users). All users are alive, made a purchase of crypto using a bank card. There are no bots or self-
registered users 100%.

Geo - the whole world. Mainly EU, USA, CIS. Selected separately for the Russian Federation from the general database - about 80k users.

The database size is about 700 MB. Each line contains email, phone number (if any), OS, full name, country, region.

Selling only to 1 person. Expensive. Only through a guarantor. Contact only on the forum. After the transaction is completed, | can inform you from which service
the database is.

23.12.2022
132
118
300.000 2
s through

105

Figure 34. Offer to sell a database of a cryptocurrency service. which contains details of over 15 million users

Monetization of wallets with limited access

Stolen crypto wallets can have significant balances, but it is not always possible to extract money from these wallets. We see
underground actors looking for alternative ways to monetize such assets. For example, in the request shown in Figure 35, a
criminal looks to monetize a wallet with 816 Ethereum (approximately USS2 million), but with a broken private key (making it
inaccessible). They are suggesting it can still be used by others as part of a crypto scam e.g., to make it look like the scammer has

funds available.

7t Dopym fi Yro HoBoro? ~ @ apanT-Cepsuc &% Apbutpax £ Peknama %% Monbsosarenu Bxop Peructpaums  Q Momck

@opym > KPUMTOBAJIIOTA, 5 KpunTopbiHok,KpunToBamoTsi,06ysiesie.

Private key Ha 2,2 kk $ (816 eth)

16.0

EcTb Takoit kow anarc 2,2 kk$ (816) achvipa, Tam GurTeiit npuBaT Koy
Tpan3sl OTNPaBASIOTCS , HO He NOXOAAT
(BLIBECTY HENL3A , TONBKO CaM BUTANUK CMOXeT BLIBECTH )

Hosoper
mi 16.09.2024
1 MoaTomy NOAOIAET MOASM , KTO WapwT W ABMraeTCA NO KPUNTOCKaMY
0
lapauT +
Cesizb 1 @)

There is such a wallet 2,2 kk $there is a broken private key
Transactions are sent but not received
(cannot be withdrawn, only Vitalik himself can withdraw)

Thersfore, it is suitable for people who fumble and move around the crypto scam

Escrow +
TG: @

BnoxeHus

Figure 35. Sale of crypto wallet with significant balance but broken private key
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BTC transaction cancellation scam

The existence of accounts with high balances, together with the inherent technical complexity of cryptocurrencies, and users'
limited understanding of how they work, creates a niche for cryptocurrency related scams. The screenshot in Figure 36 shows
a job offer for a scam that is based on BTC (Bitcoin) transaction cancellations. We can also observe the untrusted nature of the

underground here, since the employee should provide a deposit of US$100 as a guarantee of intent to start the job.

% Incognito (2

pOI‘ta l.gerki.in ¥ What's New? 2 Users B Advertising @ TOR ovEntrance [l Registration Q)

1 Worker recruitment Scam for canceling BTC transactions

ey 100% earnin 1 s crypt

Buy / Require services | Partners | Work

@ 5 Apr2023
Recruitment of workers for a profitable connection for canceling BTC transactions!
"Multiply your crypto every day”

2 models of work and cooperation, so that you are confident in transparency:

1) I help you create your own exchanger, ads, launch advertising for myself - my benefit, I will sometimes ask to drain traffic to my contacts on this topic;
Novoreg
2) 1 give you ready-made ones, who have already conducted one (honest) transaction with us, they will be ready for $ 500-3000 exchange
1 (you give us 40%)
0
I give a manual on this topic and training, I bring to profit!
From you:
-Be in touch in TG;
- Adequacy, responsibility;
- Have a slave deposit from $ 100
(not spent anywhere)

5 Apr 2023

We also have a workers’ chat and I personally pay a bonus of 200USDT / month to the most reliable and diligent!

Figure 36. Job offers for a BTC transaction cancellation scam

Social engineering

Social engineering is used to trick victims into providing sensitive data like passwords, credit card numbers, or 2FA confirmation
codes. The screenshot in Figure 37 shows an advertisement to join a team focused on bringing victims into overpriced bars and
restaurants, which are either controlled or in collaboration with this group. The victim is tricked into spending money, which is then

split among participants.
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PALP TEAM - Nyvwan KoMaHaa no KoOHCYMmy.

$ :4TO TAKOE KOHCYM?

-Ecnm kpaTko, To TBOS 3aaja 3aBOAWUTL NOXMAaTbIX
B HawwW 3asefeHun, rge ¢ HUMKM noﬁomae‘r Hawa
Aesywka.

§ : KAKASA NPUBLING?

-¥ Hac saBblWeHHbIe LeHbl B 3aBeaeHusx, ¢ obwekn
CYMMBbI BbINNa4yMBaeM NPOLEHT onepaTopam.

7 Cosetyem Tebe pybute 6abno MMEHHD C Hamu,
TaK KaK y Hac:

+ AxyeHbie HeBblebaHbie TouKK

- Bonbwwe yeku

« [Jo6pbie agMUHbI
+ BbICTpbie BbINAATHI

48 Mbi - kOMaHga ¢ NpoBepPeHHOM 99
penyTaumeit, roe UeHAT TPYL, ¥ aKTUBHOCTb
BOPKEROB. ¥ HAaC CO3AaHbl BCE YCNOBMA ANA
BalWero NPOQeccUoHanbHoOro PocTa, BKNKYas
obyuenune u mentorship.

CraHoewuce Goratbim MPAMO CEHYAC

¥ NMouatHo

Figure 37. Invite into a team to social engineer victims into spending money in overpriced bars and restaurants, which are
collaborating with the team. This shows a crossover between online and physical scam communities in some regions.

Romance baiting

Romance scams have an impact of over USS1 billion” annually, and related business processes and vacancies are very common on
the criminal underground. The screenshot in Figure 38 shows a vacancy to join a romance scam team and interact directly with a

potential victim. The job offers 20% revenue from the first, and 10% from future deposits paid by the victim.

1110.10.2024, 20:31
e
NEVERTHY

| _[GERAV]A is required for

T vacancies Color: Grey
Registration: 25.09.2024 Time frame of vacancies: From 4 hours a day

Posts: 1 : d
Deposit: Geography of Vacancies: Detailed

RO ’ GRUSD Detailed description of the vacancy in several lines
Transactions through

CANG 20 Requirements:

1) Write without mistakes
2) Be able to maintain a conversation and feel the interlocutor
3) Desire to earn

Schedule of work: free
Payment: 20% of deposit and 10% for further lobes from the lid
Contacts:

- Personal messages
- Telegram https://t. me/

Figure 38. Vacancy for a romance baiting position
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Support services that help such operations are available. Figure 39 shows an offer to sell photographs of female individuals,

extracted from compromised iCloud accounts.

_ Lmoummmsummmummmmmm
NEVERTHY

i Photo from the hacked iCloud. The highest quality, inclined by about 100 photos (+ -), a real beautiful girl from the mild erotica and
"W"F:'m 01102019 intim. Carefully selected and not usable. 10k kit. Ready to show the quality of the material in any way. Deal through the Gualantor, Contact in LS.
Deposit:
0RUR/ 0 GRUSD Llike
Transactions throuah Thn s siomm Thin Pumslrommo saimm mliinds 20 179 A1 ms 1855

Figure 39. An offer to sell pictures of females from compromised iCloud accounts, to help with romance scams

Specialized tools are also available for use in such scams. The screenshot in Figure 40 shows a bot that is capable of generating a

female voice.

! Mpaswna cepsuca:
1. Mpu ncnonszoBaHmm gaHHoro 6oTa Bbl GAETe COrNACHe Ha NONYYEeHME PEeKNaMHbIX MaTepPHanos.

2. Kareropnyeck 3anpeljeHo HCrno/b3osaHne AaHHbIA Cepeuc B 06X NPOTHBONPABHLIX LENax: 06MaH,
MoOLIeHHUYecTBO U npoyne (YK P® 138, YK P® 159, YK P® 228, YK P® 272, YK P® 273, YK P® 274).

3. boT co3aaH B pa3B/ieKaTe/bHbIX Lenax, Bcro OTBETCTBEHHOCTb 3@ CO3AaHNEe H MCrOMb30BaHHe
MaTepuanos No/b30BaTeNb HECET CAMOCTOATENbHO. AAMMHUCTPALMA 60Ta He HECET OTBETCTBEHHOCTb 33
Balwm geicTena!

& lonocosbie & Coenartb KpYXOK
% OKcTpeMansHo BeiroaHslii Exchange & MAMOHTbI TEBE HE BEPAT?

100.000.°

Figure 40. Bot to generate female voice for use in scams

Social media services

Social media services are popular in the underground, particularly related to business processes that operate in gray areas
between crime and legitimacy. Such services often also have applications in SEO as well as other criminal business processes and

psychological operations.
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Media design services

Like other online services, criminals need good media and website design services. This includes criminal web facing assets, such
as forums and shops. Such services are especially needed for criminal business processes where the monetization level directly

depends on the quality of design, such as for assets used in phishing and scam campaigns.

g a® %

ntrance  Reglstration 4

JU3AWH OT

OdopmneHune
Bawux Tem

BaHHepbl

Gif AHUMauuA

CTukepsbl

ABaTtapbl Ha
nob6omn BKyc

NoroTunel

MUnnocTpauum

3D Mpaduka

\ = o
9 5
o e e
<

Jun3anHbl

3amopasu 12
caiToB

Figure 41. Media design offer from an underground design studio. Besides website design, the studio also offers avatars, logos, 3D
graphics, stickers, banners, and custom requests.

Adding verified account tag

For many criminal business models, convincing someone of authenticity through an initial interaction via a messenger or social
media platform often determines the success of the overall attack. In cases where preexisting trust is not present, factors like
verified accounts are critical to build initial trust. Underground forums offer options such as the ability to add verified account tags

to social media.
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t_} What's new? @ Garant-Service &e Arbitration P Advertising 298 Users

Forsale Check mark on Instagram, dear!

D 16.02.2023 - > checkmark check mark in instagram how to get  Instagram = how to get verification / tick on instagram = how to get a tick on |

how to get a tick on instagram  buy tick in instagram = How much does a check mark cost on Instagram?

16.02.2023

|
Instagram tick

Rare service, everything is simple, you get a tick on your page within 2 weeks.
Price from 2k$ Guarantee or prepayment.

25.11.2022 PS.|don't do it for a review, there are no discounts.

356

325
Dep 0
Transactions through
Garant:

254

Figure 42. A service that adds a verified account tag to Instagram accounts for US$2,000. The size of the payment should give an
indication of the volume of profit expected as a result of using these.

Likes, comments, and followers

Likes, comments, and followers are integral factors to attract attention to a particular post or to make an account look more
legitimate. These techniques are used in public opinion manipulation campaigns® and as a part of social engineering and scam

operations.

& ¥ & Incognito

f What's new? @ Garant-Service & Arbitration P Advertising 5% Users Entrance Registration =~ Q Search

Forsale Boost|Bring to the top|INSTAGRAM)|Tik-Tok

©25.11.2022 - T instagram | tiktok  cheating  Instagram boost ~ boosting followers in tik tok = boost instagram followers ~ social networks boost ~ cart winding | Tik Tok promotion

youtube cheating  social networks

ASIOE |
MWe are opening a proven service for high-quality promotion and bringing your account to the TOP INSTAGRAM|Tik-Tok. &)

¥ It is completely safe, your account will not be blocked, you can choose to develop your topic or an existing one.
3 Minimum order from 50,000 subscribers, execution period 1-2 months, best quality, up to 15% unsubscribes, we always make additional ones.
80% are real people, the rest are bots. Almost any geo + to the price tag from $ 100

t‘ Price (rates) 50,000 followers - $ 300
Us

U 100,000-400 $ 300,000-500

s 1,000,000-1000

Any number of subscribers with likes, comments. The minimum is negotiable and your criteria %2
Access to the page is not required.

PS.

Selling software price - 100,000 rubles.
Our development was made specifically for Instagram and TikTok.

Figure 43. An example of the prices for followers. The price for 50,000 subscribers, delivered in one to two months, is US$300.
The cost of software that can be used to boost Instagram and TikTok accounts is US$1,000.
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Social media spamming in private messages and groups

Spamming private messages or groups is in demand and we see many offers of the service on the underground. For example, the

price for 1,000 private messages or posting a message to 500 groups is RUB 5,000 (about USS$50).

8 ® v & & Incognito Relaunc

Entrance Registration &

VKontakte mailing via PM and Groups - Accurate Hit to Your Target Audience!

=D <) TPAFFPOST ADS SERVICE

051121
7

‘Want to quickly attract customers' attention and increase sales without unnecessary expenses? VKontakte messaging Is the perfect tool for communicating with your audience where they
spend their time. It Is one of the most effective ways to convey Important Information, stimulate Interest and bulld customer loyalty.

What we offer:
Sending personal messages to users according to a specially selected base.
Publications on the walls of target groups.

Suggestions for posts in popular groups.

Contact with community administrators.

Sending to private messages (PM):
1000 messages — 5000 rubles
2000 messages — 10,000 rubles
3000 messages — 15,000 rubles
4000 messages — 20,000 rubles
5000 messages — 25,000 rubles

Sending to groups and offers:
50 groups — 500 rubles

100 groups — 1000 rubles

200 groups — 2000 rubles
300 groups — 3000 rubles
400 groups — 4000 rubles
500 groups — 5000 rubles

Contact with group administrators:
200 messages — 1500 rubles

400 messages — 3000 rubles.

600 messages — 4500 rubles

800 messages — 6000 rubles

1000 messages — 7500 rubles

Important advantage: We select the target audlence ourselves, and based on the results of the malling we provide a detalled report with a reciplent database, a list of groups and

Figure 44. Example of prices for sending messages to PMs and groups

Access-as-a-service

Hacking of accounts

Services to hack into a particular account — which can be email, social media, messenger platform or even corporate or equipment
management accounts — have a significant demand on the underground. Figure 45 shows an example of such a service with

prices.
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no NbbiIM UHTEPECYIOLLIUM BOMPOCAM YBAXKUTEJNIbHAS NMPOCbLBA
OBPALLATBCHAB NIC ®OPYMA UITM NO KOHTAKTAM

@pm.me -4 @rekcarw

MPAWUC HA YCNIYTH

@ mail.ru [ 175% ‘ §1) yandex.ru

[/ rambler.ru ] B 250% ‘ Y yahoo.com

| {¥f gmail.com v 8005| \I protonmail.com B 1.000% ‘

) telegram : ® 15008 || @) icloud.com 0008 |

|ﬁ KopnopaTueHbie noytel ot 300 ; E-) Bnokupoeka Whatsapp 500%

no 3anpocy

WHAUBWMAYANbHO.

nrPo 3 UHOOPMAL|MIA

MOBHAbHBIA BAHKOBCKMIA ‘ CYAEBHbIA rOCYAPCTBEHHbIN

BONbLWOW CMEKTP YCIYT 1AM TE.

Figure 45. Pricing for account compromise: the price to attack corporate email accounts starts at US$300,
ProtonMail accounts at USS$1,000, and blocking a WhatsApp account at USS500.

Online account creation

Automated platforms for mass account creation help underground actors scale their business processes. On the screenshot below
you can see an automation bot for renting and purchasing phone numbers, this can be used to create accounts on many online

services at scale. The service claims to be operating with phone numbers from 189 countries, supporting over 1,000 online service

platforms and 217 mobile operators.
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. -4

Oo6po noxanoeaTs!

“fl Nepen samu «Helper SMS v3.0» —
OMIMH U3 MYYLIMX W CTapeiwnx
CepBUCOB NO NPUEMY CMC B
«Telegram».

B Hawem GoTe Bbl MOXeTe npuobpecTtu
WnW apeHpoBaTh HOMEP ANA
PerucTpaunn Ha pasnuyHblX CepBMcax.
Ha saw sbiGop npencrasneqo 189
crpad, 1000 cepeucoe u 217
onepaTopos.

D.OCTOIIHCTBE W OTNUYKMSE Hawero
cepBUCa OT ApYTMX:

— PaboTa HanpAMyIo ¢ NOCTaBLMKAMM;
— Bo3amoxHocTs BoiBopa onepaTtopa;
— Homepa ecerga B Hanuumm;

— XKupHana pedepanbHas cMCTEMa U
MHOroe gpyroe.

MNpuaTHbIX Nokynok!

Figure 46. An Account creation service (leveraging SMS landing services) with support for 189 countries

Another service, advertised on the ProCrd forum, provides access to USA based numbers. A 15 minute rental costs US$S0.50, while

long-term rental for a week starts from US$3.50, and from USS$11.50 for a month.

CRD

ILLEGAL SPYING IS ILLEGAL

New messages What's new

Forum » Marketplace ) Fiea mark
WUSMobileSMSBot - 8 Telegram Bot (24/7) SMS VERIFICATIONS TO REAL USA NUMBERS i§ ONE-TIME AND LONG-TER
Non-VolP.

The bot provides , from operators such asVerlzon,Att, Sprint.T-moblle.
These are 100% real numbers that are sultable forSMS verificationof any services that require real USA numbers for verlfication.

SMS is uniimited(unlimitad) - pay only for the number!
Autonomous round-the-clock aperation 24/7 through.

Prices start:
15 minutes from$ 0.50- for a One-time rental number.
1 week from$ 3.50- for a Long-term rental number.

1 month froms 11.50- for a Long-term rental number.

Selling accounts - Google Voice USA T
Balance replenishment - all modern methods are available, Bitcoin, Litecoin, TRX, USDT-TRC20, USDT-ERC20, DASH, BNB, BUSD, MATIC, TON, DOGE, ete. (ai
‘The bot provides One-time rental and Long-term rental services .
you rar -time numbr for a spacific service or sarvices.
fist of services to choose from, you will definitely find your service (your service is not there? - we will add your service upon your request).
xcept for Service not listed)!
Jth the possibillty of extending the roor other H5 minutes.

+ Automatic refund for an unused number, Le. f the number has not received a single SMS In the first 15 minutes, you will recelve an automatic refund.
« There is no refund for extending the number by +15 minutes, be careful.

© Long-term rental is divided into two types: Certain services and Private number .

ices - you rant a long-term number for a specific sarvice or services.

list of services to choose from, you will definitely find your service (your service is not there? - we will add your service upon your request).
. of 2ip addresses to choose from.
+ You can select one or several services for one number.
« SMS from the selected service or services, unlimited (unfimited)!
. for 7 days and 30 days, with the possibility of extending th for +7 days and +30 days (you can extend the room for 14 days o 21 days or f
+ Subscription Restore function, if your subscription has expired and you forgot to renew It this function will help you restore your subscription (not 100% chance).

Private number - you rent a long-term number for all services (one number for all services).

Figure 47. SMS verification offer on real USA numbers - for use in account creation
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Online account sales (e.g., Hulu, Netflix, food apps)

Due to the scale of demand and variety of criminal business processes that leverage accounts for different online platforms, those
accounts are often sold through bot automation or using dedicated shops. The price model often depends on the age of account,
level of verification, and activities. For social media and messenger platforms, this can factor in the number of subscribers, groups

owned by the account, and how the account was created (manually or using automated tools).

£ Incognit

£} PRIMEACCS witewus Enter praduct name a W Mypurchases R Personalaccount (g
Home Rules Contacts FAQ For suppliers Terms

D
S Filters and sorting By quantity ~ By price By name By total sales + Product in stock
Home > Talsaram > Telegram: Groups/Charmnels

Telegram: Groups/Channels

@ Channel in TELEGRAM 3000+ subscribers alive. Link to channel: tme/ 21000.00 rub. 1 pes. Buy now
@ Telegram chat database 200,000+ chats Country: MIX Subject: MIX 4550.00 rub. 15 pes. Buy now
@ Telegram channel | 10,000 subscribers | 25+ posts | Full transfer of rights | Subject - girls | hot_girst_like 3430.00 rub. 1 pes. Buy now
@ Telegram Channel 8,000 LIVE subscribers (GEO mix) 3325.00 rub. 17 pcs. Buy now
@ Telegram channel 2017 |Empty | Full transfer of rights | 2660.00 rub. 39pcs Buy now
@ Telegram chat database 50.000+ chats Country: MIX Subject: MIX 2625.00 rub. 15 pes: Buy naw
6 TELEGRAM CHANNEL F | WITH POSTS | LAST 18 MONTHS | 1.5 YEARS 2380.00 rub. 10000 pes. Buy now
@ Telegram channel 2018 [Empty | Full transfer of rights | 2240.00 rub. 36 pcs Buy now
@ Telegram channel 2019 |Empty | Full transfer of rights | 1750.00 rub. 37 pes. Buy now

Figure 48. Shop with pricing for telegram channels, with subscribers being a differentiating factor in price
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£} PRIMEACCS witetous Enter product name. a R Mypurchases & Personalaccount (g

Home Rules Contacts FAQ For suppliers Terms

D o I Bmoton ™ B Other ctesories )

High speed

Byname v  Bytotalsales - v Productin stock

High quality. Offers. Real people perform tasks to
subscribe to you from the task exchange.

Al profiles with avatars and publications! Real us
are present.

Approximately 10-20% of Russian users.

- Unsubscribes: 0-2%
- Product delivery format: text with instructions (manual
order fulfillment).

lr.jl ram followers / Instagram | 1,000,000 | offers 69300.00 rub. 15 pes. Buy now
'Fjl Instagram followers / Instagram | 500,000 | offers. 41300.00rb.  15pcs, Buy now
'{.jl Instagram followers / Instagram | 100,000 | offers 8260.00 rub. 12 pes. Buy now
Instagram - promoted women's with PHOTO // LIVE 3000 subscribers / Ava. / Includes native Yandex mail.
(©) Registration date February 2022. Suitable for any purpose. Link https:/finstagram.com; €475.00 rub. pes. Buy now
Instagram - promoted female with PHOTO / LIVE 3000 subscribers / Ava / Includes mail. Date of reg. 07.2022. Link
] Fpeiwaninstagramcon SEC A By Res
Instagram com accounts with 40,000+ followers (bots). mail @ firstmail.td. Profile verified via SMS. Avatarand 199 . \
(0) posts uploaded. Page link in description below. D0xt Pes Buy now
Instagram,com accounts with subscribers 27400+ followers (bots). Native mail @mailru. Profile verified by SMS.
(5]  Avetar anc 106 publications uploaded. Link to the page in the description below. 441870 Tr= Buy now
'r.jl Instagram accounts | 15,000+ followers | Profile is empty | Native mail. #32 4075.50 rub. 1pcs. Buy now
G accounts. Instagram autoregs registered in 2023, Avatars and publications are uploaded. The account has 20,000
(] .ooocriers. Norvnative et Aretmalliss Link o the. page in the description below. 3248.70 wb. 1pes. Buy now
'r.jl Instagram accounts | 10,000+ followers | Profile is empty | Native mail. #32 2715.70 rub. 1pcs. Buy now
Instagram - 2020 United Kingdom ip | Accounts created on 4G mobile proxies. | Native mail, mail.ru mail, Mail in -
@)  siockedt|27Asreserve codes 275000 RSB pos Etyncw

Home > Instagram

Instagram

@ Instagram: Autoregs

Instagram - autoreg (Registration via emulators) USED USED UNDER FB (BM) v/ BUSINESS profile enabled

(PROF MODE) v/ In the format Login: Password | | Device | Cookies 4.38 b 107 pes. Buy now
Instagram - autoreg is empty, clean , registered by email, IAM format 438 b 13528 pes. Buy now
Instagram - autoreg | USED. 1. ALREADY WORKED with linking to FACEBOOK v/ The account can have an

avatar, subscribers, posts | BM DOES NOT CREATE | In IAM format Sl i Buy now

Instagram - autoreg | MOB Real | warm-up imitation | Format Login:Pass|lAM cookies| (Log in strictly by IAM Cookie,

if you don't know what it is - don't buy it, please) 525 b, 387 pos. Buy now

@ Instagram autoreg MOB REAL MAIL 9 | [@Registered by mail |  Freshreg | ... 1AM issuance 525 b 38pes Buy now

EIINSTAGRAM Accounts 100% Fully valid§a | DO NOT require SMS confirmationfia | GENDER MiIX (female and
male) | High trustid | Great for starting and other purposes | No filling | Shelf life 1-20 days | E3For use in the 5.60 rub. 1 pes. Buy now
InstAccountsMa program

862 instagram - autoreg (Registration via Email) Not used anywhere 3/ In the format Login; Pass|IAM cookies|

@0 PPPPPOPEO@O@@

(Login only by cookies). Attention! No replacements! Bl 8epe= Buy now
Instagram | EMULATOR REAL MAIL LAST AP | | API format InstAccountsManager | - Direct and MFML work
7.00 rub 1179 pes. Buy now
great
Instagram accounts. Registration for the official Android application on the phone number. Format login: password.
1196 b 2pes Buy now
cookie
Instagram - autoreg, empty 8 + 1 YEAR [ mail included firstmail ltd || suitable for mass following and —— o
massliking @cookies +Emait included 230k pes I
Instagram.com (Instagram) accounts | . Aged from 2 years. Includes mail firstmailtd). Accounts are confirmed by 11570 .
SMS. The profile may be partially filled Zune poe Buy now
INSTAGRAM June 2024 | For Mass DM | Immune to purges - Registration by real people | Geo USA | Format 12250 m .
InstAccountsManager 50 ul pos. Buy now
@ stagram: Manual Registration
'@l Instagram.com - Manual registration to mail inbox.v There is a first letter, an avatar has been added 4375 b, 145 pes Buy now
'@, Instagram.com - Manual registration to mail inbox.lv There is the first Letter, (ABA + 6 Posts) 49.00 rub. 35pcs. Buy now

Figure 49. A list of Instagram accounts and services, with the highest price offer (top) vs cheapest price offer (bottom). Overall,
these range from as little as USS0.04 up to around USS700, which shows how the account type affects pricing.
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& &,

£ PRIMEACCS wrtetous Enter product name Q W Mypurchases & Personalaccount  ({y

Home Rules Contacts FAQ For suppliers. Terms

z + . - : . Social Network . i .
K Social media =4 Postal services M R aotion @ Game accounts W Other categories

Y Filters and sorting Byquantity v  Byprice ~ Byname v~  Bytotalsales ~ v Product in stock

Home » Gmail » Gmai Old/Aged

Gmail: Old/Aged

Autoreg Gmail.com accounts. Registration date - 04-05.2021. Partially confirmed by SMS. Included additional s .
M mail@rambler.ru, Gender (MIX). No phone in profile security. Registered with MIX IP. HHEE A Buy now
N' Gmail CA mail with passed disabled]|14+ days of aging| 2FA|Authenticator keyres mailjno phone in profile 21875 b 22 pcs. Buy now
M Gmail DE mail with passed disabled|14+ days of aging| 2FA|Authenticator key|mail res|no phone in profile 218.75 rub. 8pcs. Buy now
M Google UK mail with passed disabled|14+ days of validation|2FAJAuthenticator key|mail res|no phone in profile 218.75 rub. 5 pes. Buy now
M Google SE mail with disabled] 14+ days of validation|2FAJAuthenticator key|mail resno phone number in profile 21875 mb. 6pcs Buy now
M Google USA mail with passed disabled] 14+ days of aging|2FA|Authenticator key|mail res|no phone in profile 218.75 rub. 30 pes. Buy now
M Google FR mail with passed disabled|14+ days of aging|2FA|Authenticator keylres mailjno phone in profile 218.75 rub. 11 pes. Buy now
Autoreg accounts Gmail.com. Date of registration - 09.2021. Partially confirmed by SMS. Included additional
M mail@rambler.ru. Gender (MIX). No phone in profile security. Registered with MIX IP. 147.00 rub. 409 pes. Buy now
GMAIL Switzerland ip accounts [2023-2024] Additional mail included (without password). Can be used in some
M 140,00 rub. 1pcs Buy now
services
GMAIL Sri Lanka ip accounts |2023-2024| Additional mail included (without password). Can be used in some
M 140,00 rub. 1pcs Buy now
services
GMAIL South Korea ip accounts |2023-2024| Additional mail included (without password). Can be used in some
M 140,00 rb. 2pcs Buy now
services
. gy GMAIL South Africa ip accounts [2023-2024] Additional mail included (without password). Can be used in some
services. 140.00 rub. 4 pes. Buy now
& & Incognit
£} PRIMEACCS wrtetous Enter product name Q R Mypurchases & Personalaccount
Home Rules Contacts FAQ For suppliers Terms
?’?:::LE::WO"( i
@ Filters and sorting Byquantity v+  Byprice v Byname v  Bytotalsales - « Productin stock
Home > Gmail > Gmail: Autoregs

Gmail: Autoregs

M Gmail.com account -with redirect email (For Twitter Reg.) 3.50 rub. 22840 pes. Buy now
Google Accounts ([domains not @gmail.com) | Youtube and Gmail mail do not work | They do not ask for SMS when
M logging in, The number is unlinked | The names and surnames, as well as the interface are foreign, in English. SRS S Buy now
‘Gmail.com account -with redirect email (For Facebook Reg.) 5.25 rub. 20257 pes. Buy now
M Gmail.com account -with redirect email (For Telegram Reg.) 7.00 rub. 22285 pes. Buy now
M Gmail | Country Brazil | Gender MIX | Includes additional mail 30.00 b, 1pcs Buy now
Gmail | Country MIX | Verified by number | Additional mail included | Strong accounts, with aging | Login from any
M 30.00 b 12pcs. Buy now
proxy.
Autoreg Gmail.com accounts, Confirmed by SMS. Additional mail included. Gender (MIX). No phone in profile security.
M Registered with USA IP. Registration date - May 2024. A2.00nik e Bty oW
M GMAIL MIX IP (EN PROFILE | RESERVE MAIL | AGE FROM 7 DAYS | LOGIN WITHOUT SMS) 52.50 rub. 133 pcs. Buy now
M Gmail | Country Brazil | Gender MIX | Additional email included 60.20 b 25pcs Buy now

Figure 50. Aged Gmail accounts (top) vs auto registered (bottom), showing a clear difference in price range
(from USS0.03 to US$2.30)
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Banning assets from the internet

Banning accounts, deleting groups, channels, bots, or chat services can often be leveraged as part of extortion, revenge attacks
or competitors' unfair interactions. The prices for such services often range between US$S300 to USS500. The screenshots in

Figure 51 and Figure 52 show advertisements of such services for WhatsApp, Instagram, TikTok, Facebook, VK, OK, YouTube, and X

platforms.

Social Networks Removal [ P1 - X +

o) &= B @ v & incognito  Relaunch

SNIFF.CARDS &= CRID % BERLUSCONI
OFFICIAL SPC IR FOR PROCRD “ ILLEGAL SPYING 1S ILLEGAL » OFFICIAL Si SOR OF PROCRD

RULES Entrance Registration &

s Wha

Forum > Marketplace > Flea market (various goods and services) > FOR SALE

Removing social networks

BUGS BUNNY HUB welcomes all forum participants!
He who laughs last, laughs best!
Demolition/removal of Telegram chats, accounts, bots, channels at a fixed price of $300-500

Remove a scammer/fake or just a bad person

For other social networks - check in PM

We are waiting for your orders !

Figure 51. Service for banning telegram accounts, channels and other media platform assets

Appendix: Underground Services, Tools, and Offers

Page 47 of 86




&g

) Entrance

BARBADDOS

b/NOKHPOBKA COLUHANbHbIX CETER H MECCEHJEPOB
EOKHPOBXA INSTAGRAN, TWITTER, TIKTOK, WHATSAPP, FB H YOUTUBE

©e960po

HER (AR (PO PASCTALT @5‘ IO AR,
T Comran oewecs maases o

JE AP HE CUSI A

- R -
NOACKNTEAHBA 0T 3i808

POPPR Bl kot an sl
% Mautan @)
inumv.u

— e

- ‘A

TIPHITIALLAEM GEPBHCbI /NS DNTOBOID COTPYAHWYECTBA

OTEKAHUPYNTE QR0

. TREEMAID 1
‘ - e

enae rORAZIN 1 brine

Jabber: wexploit.im
Telegram. (
Threema ID:
(minimum):
- Instagram, WhatsApp from $400
- TikTok, FB from $800
- Twitter Youtube from $1500

- From 3 to 21 days
- After analyzing the page, we will provide more accurate information about the cost and terms
- The price depends on the type and owner of the account (bloggers, stores, business, verified)

- Instagram
- WhatsApp

Figure 52. Service for banning accounts on major social media networks, ranging from US$400 to USS$1,500
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Provision of infrastructure

In the cybercrime underground, a criminal’s infrastructure serves as the foundation of their entire business model. It hosts

anonymizing services for keeping their activities private, command-and-control (C&C) servers for taking advantage of victims'
machines, and discussion forums for communicating with other criminals. Infrastructure enables threat actors to harbor
cybercriminal components and carry out their malicious activities.

Provision of infrastructure services is well-developed in the criminal underground. While they are evolving over time, Trend Micro

did a three-part in-depth series on this aspect of the underground ecosystem in 20202101

Hosting services

Hosting services are split into several categories, including physical equipment, VPS, and hosting, which leverages fast flux
technologies. The prices for these services depend on geographical location, equipment specification, required network

connectivity, and permitted activities. Pricing is normally listed in a "USD/Month" format.

A
[ }0}‘ "IGNITE Pricing FAQ ® Status

SELECT YOUR SERVICE

Select Your Requirement

o = A

Performance RDP/VPS Budget Windows RDP Budget Linux VPS
Experience lightning-fast Secure and Reliable Windows Experience the reliability of
computing with our high- Servers that won't break the Linux VPS at absolute

performance servers bank unbeatable prices

Starts at 24.99€ [ g Starts at 7.99€ ) [ Starts at 4.99€ |

Need Custom Server(s) ? | Contact Us

Figure 53. Hosting provider offering encrypted RDP/VPS, Windows RDP access, and Linux VPS

The list of permitted and non-permitted activities is often included in the advertisements for these services. For example, in the
screenshot below, the hosting service explicitly states that it ignores Spamhaus requests, while any services related to drugs, child
sexual abuse material (CSAM), terrorism, DDoS attacks, mass scans, actions against any government or country, and conducting

activities in CIS countries are not permitted.
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Tuesday at 07:06 [ New] #

Price: 20-160%
Contacts @

floppy disk =
User
09.11.2024 < & 3 g
1 We offer fast abusive VPS/ VDS with cryptocurrency payment! Spamhaus is ignored.
% The following are not
allowed on our hosting:
1. Websites/bots and other drug related stuff

2. Child pornography 3. Terrorism 4. DDoS attacks / mass scanning from servers 5. Actions against government agencies of any country 6.
Work on CIS VPS /VDS (Germany): Ryzen 9 5950X, network up to 1 Gbps 2/4/60 - $48 $20 3/6/90 - $66 $30 4/8/120 - $80 $40 6/12/180 -
$120 $60 8/16/240 - $166-$ 80 Now there is a -50% discount on all tariff plans! Telegram: @ Web:

Figure 54. VPS/VDS service offer that ignores Spamhaus requests, but lists a range of services they do not permit to avoid too
much attention from authorities. Spamhaus is a domain and IP reputation service.

The post below shows prices for hosting depending on location, hardware specification, and connectivity.
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H OST | Zo L DA Servers Buy Rules Informatior

TARIFES

Need more RAM? Faster network speed? Need to increase disk size, change server location? Just tell us and we will make a turnkey server
especially for you!

Additional services
domains, 30+ TB SSD on request, servers for Nox emulators, BlueStacks, LD Player, MEmu, OpenVPN/Wireguard configs and much more.

ATTENTION!!

These are not all the servers we have. You can see the rest of the configurations in the telegram channel , or by request in PM

NETHERLANDS

Netherlands 1CPU core 1Gb RAM 20 Gb SSD up to ~1 gb/sec network 850 rub/month ORDER
Netherlands 4 CPU core 8 Gb RAM 60 Gb SSD up to ~1 gb/sec network 2890 rub/month ORDER
Netherlands 6 CPU core 32 Gb RAM 80 Gb SSD up to ~1 gb/sec network 6500 rub/month ORDER

RUSSIA

Russia 1CPU core 1Gb RAM 20 Gb SSD up to ~1 gb/sec network 250 rub/month ORDER
Russia 4 CPU core 8 Gb RAM 30 Gb SSD up to ~1 gb/sec network 170 rub/month ORDER
Russia 12 CPU core 24 Gb RAM 80 Gb SSD up to ~1 gb/sec network 2650 rub/month ORDER

USA

USA 2 CPU core 2 Gb RAM 30 Gb SSD up to ~1 gb/sec network 970 rub/month ORDER
USA 4 CPU core 8 Gb RAM 80 Gb SSD up to ~1 gb/sec network 2790 rub/month ORDER
USA 8 CPU core 12 Gb RAM 140 Gb SSD up to ~1 gb/sec network 5500 rub/month ORDER

EUROPE AND THE EAST

Germany, Romania, Poland, Israel, Turkey, Czech Republic, Finland, Moldova, Hungary, Bulgaria, Slovakia, Hong Kong

Germany 2 CPU core 2Gb RAM 20 Gb SSD up to ~1 gb/sec network 860 rub/month ORDER
Czech Republic 4 CPU core 6 Gb RAM 60 Gb SSD up to ~1 gb/sec network 2190 rub/month ORDER
Poland 8 CPU core 12 Gb RAM 140 Gb SSD up to ~1 gb/sec network 4890 rub/month ORDER

SOME MORE POWERFUL READY-MADE CONFIGURATIONS

18 CPU core 36 Threads 64 Gb RAM 240/480/960 Gb SSD 1gb/sec network ORDER
22 CPU core 36 Threads 64 Gb RAM 240/480/960 Gb SSD 1gb/sec network ORDER
28 CPU core 56 Threads 64 Gb RAM 240/480/960 Gb SSD 1gb/sec network ORDER

Figure 55. Examples of pricing based on different locations and configuration
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Fast flux

Fast flux is a domain name service (DNS) obfuscation technigue that botnets use to hide their servers behind an ever-changing
network of compromised machines or proxies. Fast flux hosting has its own specifics and limitations, but a key shared property is

that it is really hard to take down assets hosted this way. Figure 56 shows an example of a fast flux hosting advertisement.

11.11.2024 [ New | #1301

Good day!
Private FastFlux and strong domain names, our services will help your projects to be on top, which will increase monetization and uptime!

Excerpt from the previous post.
CPU register
It's time to briefly explain the principle of operation of the service based on FastFlux technology and how to distinguish it from a gasket:
15.03.123?2 1) FastFlux is a technology that changes the IP address on the DNS servers of your working domain. Each service selects different time frames (on our service it is 1 change
13 in 5 minutes), the more often the change occurs, the higher the level of security of your hosting.

2) If, when checking your domain in whois in the DNS section, you see a static IP that does not change when updated or there is only 1 IP address in the list, be sure that
with a probability of 95% you are using a regular gasket under the guise of FastFlux, such a service will not protect you.
3) NS records that the service provider gives you are also important, they can help you understand whether you have neighbors on the service or not, if you are offered a
public NS, this is the first sign that you are buying a low-quality product. These NS are often used because they provide free cloud DNS and they cannot be used to
understand how many other users are connected to the service.

ADVERTISEMENT:

- Stable domain names. Zones .com .net .org .cc .io, registration immediately after payment, suitable for aimost any project. We work with domains that have VIP status,
provide an additional opportunity to register SSL certificates and a notification service for incoming complaints about domains.

- Private FastFlux without neighbors. A huge pool of IP addresses for changing, change every 5 minutes, high speed. Fast issuance, the ability to choose a name for NS in
the zone .org .com .net (+ Unique filter system against checkers)

(1) Payment only in BTC and XMR. Additional information is available via the contacts below virtually 24/7, 7 DAYS A WEEK:

Jabber-SUPPORT#1: @exploit.im

Tox-SUPPORT#2: F73884EEB4EA1847A3ES4BD7210F50F6B66437F6COCBA395G19278F1CESCF43B6ACB37277A54

Jabber-SUPPORT#3 Mthesecure. biz

Figure 56. A fast flux hosting service offer that only accepts payment in cryptocurrencies

Residential proxies

Residential proxy providers provide paying customers access to residential IP addresses, usually for the nominal purposes of web

localization testing, advertisement survey, marketing survey, research, and anonymity.

The role of residential proxies are increasing in today's criminal business processes, partly substituting the needs of classic
bulletproof hosting. They allow many criminal businesses to scale processes and target victims from IP addresses with
geographical precision, even up to the city of the attacker's choice. This property often helps them bypass security mechanisms

like antifraud systems or used to obfuscate crawling services, clickfraud, and more.
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RESIDENTIAL BACKCONNECT PROXIES

MpusaTHble Pe3npeHTHbIe Mpoken USA EUROPE WORLD MIX

</> 3AKA3ATb

Hawwu ycnoBus

TecT Ha cyTKu: 40$ FapaHTum Moanepxka

MpyBsiaKa K ip aApecy Baluero cepsepa/komnbioTepa OT Hac - My NPOKCH OGHOBARETCS KaxAbie CyTk Mbi BCerAa OKa3biBaem NOMOLb HaLLMM KAVEHTaM
TIpOKCI MOXHO KyNUT Ha CyTki 40% EC/ He NOAXOAAT NPOKCH, 5038pa creye ECTh CBOMA 4aT-60T /19 CBA3M 1 3aKa3a

Bce NpoKcy NpuBaTHbIe MOCTORHHaR NOAAEPXKa U COBETHI N0
MCNONL30BaHMI0 NPOKCH

Bo3BpaT Ha CyTOUHBIii TecT OTCyCTBYeT

Figure 57. An advertisement for a residential proxy service for USS40 per day

Telegram marketplaces and marketplace toolkits

Marketplaces are integrated platforms for underground functions, automating sales of goods and services.

¢ % e “ FEISUIIdI dUCUUIILS O\

b
Personal accounts . R =
e

iy '?_ B 3T0i4 TeMe BbINOXKEHbI NePCOHanbHbIE CHETa HeOGEHKUBJ BMPX M BCEBO3MOXHbIX KOHTO|
DIOINIEIS TRl > . P P P
W3 pasnNu4yHbIX CTpaH MUpa, KOTOPble UMeKTCA B Hanu4uu

ZNDONES IR E R irr=xrion
wn Dark Board % This topic contains personal accounts of neobanks, exchanges and all kinds of offices from

different countries of the world that are available!

wWTEe

) Business accounts 1 &
] - USAE
> 1@ 0 : @ > 5 N

WISE Personal (USA) - 325 $

“ MonesHasn > PNC - 220
uHdopMaLMs > ARVEST-220%
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L > USALLIANCE FCU-210$
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f Real banks > TRUIST-2009%

SYNCHRONY - 180 $
We=s ALLIANT CU - 160 8

= > BMO ALTO - 160
TD BANK - 150 $
HUNTINGTON - 150 $
BMO - 140 $
CHARLES SCHWAB - 130 $
SMARTYPIG (Saving) - 130 $
MANAGEMENT - 125 $
CITIZENS (Saving) - 120 $
SALLIE MAE - 120
ALLY BANK - 120 $

% For partners

X Bpe wru B

General

) [

/NN

7NN NN

Figure 58. Octopus marketplace for stolen bank accounts (hosted on Telegram)
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Price 4000%
Term 7 days

We work through guarantor services.

The price includes: Platform, Partnership, Payment systems, Games and other integrations.

Spinomenal / Betradar Virtual Sports / Nolimit City / Evolution RNG Games / True Flip / Wazdan /
Casino Technology / iSoftBet / Pragmatic Play / BGaming / Yggdrasil / Revolver Gaming / Triple
Cherry / Spadegaming / Betsolutions / BetGames.TV / Microgaming / Big Time Gaming / Fantasma /
Foxium / Lightning Box / Push Gaming / JFTW / ELK / Red Tiger Gaming / Playtech / XPG / NetEnt /
Smartsoft / Superomatic / .... 15,000+ games.

In total, there is integration with 150+ licensed providers.

Integration with payment systems:
Piastrix, Freekassa, Coinpayments, Qiwi, Skypay, SKRILL, Jeton, Perfect Money, Much Better,
Merchant (deposit from cards of all countries of the world, except the USA and UK)...

Our additional services:

Support rental for players - $ 1,500 per month

We have 15 people 24/7

Technical support - $ 1,000 per month (first 3 months free)

Technical support also works 24/7

If there is a subscription for support, we guarantee comprehensive protection of servers from DDoS
attacks, we also add your project to our partner program and affiliate system.

Updates are released 3 times a month
Any improvements / amendments to the site are free

We work through Garant-Service!

Figure 59. Offer for a marketplace platform all-in-one solution, selling for US$4,000

Carding shops and platforms

Carding shops and platforms often sell credit card information with associated details, which ease the bypass of antifraud systems.

The collected information includes user agent, location, type, number, bank, holder, CVV, and other information. For the majority

of carding shops, it is possible to purchase a card based on the geolocation of its user.
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Session NTEBNDMzMTES

Session info Session control

580878

Billing address

Ivar

Card details

Figure 60. A credit card stealing platform 's interface, which shows the key attributes collected for use by those looking to leverage
the stolen cards.

Cloud of logs

A "cloud of logs"™ is a searchable collection of credentials and other valuable information, which is widely monetized in different
criminal processes. These collections are sourced by attackers from infostealer logs, phishing campaigns, breaches, and more —
and organized into databases offered as a service to other criminals. There is huge demand for custom queries for such services

and logs, which match the business models of various types of underground actors.

Kynnio noru 1o1y6 / Buying youtube logs best price
Beikynnio sce sawu KOTYE kaHarsi €cnv oHM COOTBETCTBYIOT AaHHbiM KpuTepusiM: 1) OT 5000 CABOB! 2) 1kk MpocmoTtpos Ha kaHane 3a ace spemsl 3) KAHANBLI NOOXOAAT TONLKO A0 2022 PETUCTPALMI!
(2005,2006,2007,2008,2009,2010,2011,2012, 2013, 2014, 2015,2016,2017,2018,2019,2021,2022) KoHTaKTsL...

Tema - Cy660TaB 19:30 - buy  youtube =y annel | youtubelogs  Buikynmio | xynmo - OT

0 - Paapen: TPAD: Ty

Figure 61. Request to buy YouTube accounts with specific requirements
(at least 5,000 subscribers, 1 million total views, registered before 2022)
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P

L

& 22 dublikat.bz/threads/vip-ross-logs-store-magazin-top-logov-na-rynke-24-7.52/ f A & + Incognito

ules ﬁWhat s new? @ Garant-Service &8T5 Arbitration P Advertising 522 Users Entrance Registration  Q Search
HER .

VIP Ross Logs Store - TOP LOGS store on the market 24/7

1) 24.11.2022 - T3 rosscloud  ross log store | ross logs store - top logs store | ross logs store - top logs store on the market | telegram | vip ross logs store  where to get logs  buy logs from stealer
buy fblogs  paypal logs  bank account logs  logs from stealer  log store | what are logs
1|2 || Forwarde

24.1

Hello everyone!
| am glad to inform you about the opening of a store of high-quality EU/USA/WORLD logs.

+ We pour non-stop 24/7 12 months a year
+ Logs are sold exclusively to one person!
24112022 + Log check for the necessary links/passwords before issuing.
o 57 Amazon, Ebay, Paypal, BTC wallets, Bank acc, Booking, Airbnb, Facebook, Credit Cards and etc
41 * Bonuses for regular customers in the form of good discounts, replacements without confirmation of invalidity.
0.03 BTC

tions through
(SN spoiler RULES

Price:Minimum purchase from 10 pes
USA/Canada:

PayPal/Amazon - $50 per pc.
Amazon+CC - $30 per pc.

Banks - from $100 per pc
Gmail/Facebook - $10 per pc

. Crypto exchanges - $200 per pc.
Any other request - $50 per pc.
EU/other:

PayPal/Amazon - $30 per pc.
Amazon+CC - $30 per pc.
Gmail/Facebook - $5 per pc.
Crypto exchanges - $100 per pc.
Any other request - $50 per pc.

" Access to the log cloud.
m EU - $§800/month
111 US - $1000/month
111 Worldwide - $1500/menth
111 Private Jet Air - $2000/month - This tariff includes only fresh logs that will be spilled only for this tariff. Installs (private) price negotiable EU / USA
@Logs strictly in 1 hand, choose your link, download it and it is automatically deleted from the general database.
@lf your link is not there, write to me directly.
@ Pre-order logs (your link) from 10 pes more, they are sorted out very quickly.

A huge amount of material (900 GB ++), we will upload mat of different dates weekly.

A fully automated project without any garbage in the telegram.

A well-thought-out login system and protection against crowdfunding (Login only from 1 IP from our VPN client). '

There is no *DOWNLOAD ALL" button and there will not be. !

Download speed limit to avoid downloading a large amount of material in a minimum amount of time.

Automatic billing.

. All material is sorted by directories with services (paypal, amazon, banks, shops, etc.) (empty ones are removed, material only with cookies and passwords)

NoOR O D=

Last edited-1

|o

Figure 62. Prices for accounts of different services and monthly access to a Cloud of Logs.
Access to logs collected in Europe costs USS800, USS1,000 in the US, and USS$1,500 worldwide
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Political buyers

There are requests to buy specific accounts, like access to military or government domains, which are rarely monetized by
cybercriminals. At the same time, those accounts are within the scope of interest of actors aligned with the interests of nation

states — although it is very hard to prove the true origins of the buyers who are looking for these.

21.08.2024
@l@ LleHa: 0-3500
KoHTaKTbl: PM
arey5322 Hello community. Buying valid logs format log+pass (example: https://webmail. mofa.gov.country/owa/auth/logon.aspx).
Mpemuym | am looking for mofa,mfa .gov +.mil
m GEO: Western Europe, USA, Middle East.
Pernctpauna:  18.01.2022 Price: 0$-3500% - 1 acc (or we can discuss).
CoobLeHwus: 59 PM
Peakuym: 10 ’ . .
TapaHT cenku: 7 Only valid creds, not public.
fenoauT: 0.102 B Work only via guarantor.

£\ Kanoba

Figure 63. A request to buy stolen accounts from .mofa, .mfa, .gov, .mil domains
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Provision of underground tools

Criminal business process automation

The tools to scale business operations are a critical part of the common demands and offers on the underground. They can
automate different parts of the business processes, like checking the balance of stolen financial accounts, verifying the presence

of accounts linked to an email address, and many other functions.

Scripts to emulate user behavior on compromised accounts

Emulation of user behavior is needed to lower the alert rates of antifraud systems after account takeover. An example of an

advertisement for such a tool for Amazon accounts is shown in Figure 64. These cost between USS700 and USS$1,000, depending

on the subscription type.

B @ ¥

PASUIEEN (- Forum i What's new? © Garant-Service 48l Arbitration P Advertising %22 Users Entrance Registraton QL Search

Amazon Warmup Scripts

(©24.01.2023-T) amarzon | amazon warmup script = amazon warmup scripts

3

24.01.2023

To your attention - Amazon warm-up scriptsw

- An indispensable tool for working with Amazon *
- Saves a lot of your time Py
- Ability to warm up dozens of accounts at the same time &
| | -our scripts have a very wide functionality, which brings the quality of warming up closer to manual Q

(& ns.zgﬁ - Scripts have active coder support, which keeps them relevant for 3 years "

1174
0.5 BTC
actions through LUX version:
. - Goes through a pre-written list of products
- Looks at pictures
- Looks at recommended products
- Looks at different variations of products by color
- Throws a product into the basket
- Likes comments / optional
- Leaves answers under comments / optional
- Creates the appearance of writing text
- Viewing products of a specific seller on Amazon / optional
- Comparison of product prices on third-party sites / fills cookies on third-party sites, watches You Tube / optional
- Creates the appearance of an error in writing text / optional
- And we also changed the timing of the transition to the page - the script works as much as possible intensive!
Platinum version:
-Goes through a pre-written list of products
-Looks at pictures
-Looks at recommended products
-Looks at different variations of products by color
-Adds a product to the cart
-Likes comments / optional
-Leaves replies under comments / optional
-Creates the appearance of writing text
-Viewing products of a specific seller on Amazon / optional
-Compares prices of products on third-party sites / fills cookies on third-party sites, watches YouTube / optional

546

-Creates the appearance of an error in writing text / optional

-Mouse cursor, yes! Here, each action of the script is performed and accompanied by the mouse cursor

-Otlega. You can make an interval in the warm-up script [ conventionally speaking - 40 minutes of warm-up - 40 minutes of rest - then another 40 minutes of
warm-up ]

- Selection of goods by price range, this function cuts off the script transitions to accessories [ conventionally, you entered in the request for warming up the
iPhone, the script by mistake switches to cases, protective glass | [fQUOTE]

- When | write "optional", | mean that you can turn on or off this function at your discretion

Price liste®
LUX:
$ 700 forever

PLATINUM:
$ 1000 forever

Figure 64. Amazon fraud automation tools costing between US$700 to US$1,000
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Scam assistant bots

Scam bots are automating scam processes to lower the entrance barriers to this niche of cybercrime. Various types exist,
depending on the types of scams being automated. The bots are often used to automate and assist scam operations on
e-commerce, hospitality platforms, or platforms where used goods are sold. The automation can include stages, like spamming,

generating images, or integration with services that retrieve confirmation codes. Figure 65 shows several examples.

@ Brigada bot
@ Brigada bot

Cossacks Rent

o N\ i

Message Mute More
username N
@CossacksRentBot :

Add To Group or Channel

This bot is able to manage a group or channel. Tebsa NpUBETCTBYET MPOEKT - l BRIGADA ‘

Info

Brigada bot
& ‘X\ .
Message Mute More

username _:\\
@Brigada_scambot Ik

Add To Group or Channel
This bot is able to manage a group or channel

Figure 65. Brigada scam bot

Screenshots are often used on digital platforms as proof of possession of an asset. Fake screenshot generation bots are advertised
as a tool to create fake screenshots, which can be used to create the impression of asset possession when conducting scam

operations, e.g., owning a certain vehicle, phone, or other high-value items.
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¢ Back Info

Fake$creen$ =

Message

username ™
@Scm_Helper_bot (]

about
@eterhalnightmare

By launching this mini app, you agree to the Telegram Terms of Service Mini Apps.

Add To Group or Channel

This bot is able to manage a group or channel.

! Mpaewna cepeuca:

1. Mpu Mcnonb308aHUKM gaHHoOro 60Ta Bbl JaéTe COracHe Ha nonyvYeHHe pexnamMHbix Marepmnanos.

2. KaTeropuyeckH 3anpelyeHo HCNonb3oBaHKe JaHHOro CEPBHCa B NIOGHIX NMPOTHBONPABHBIX Lenax: 06MaH,
MOWEHHHYECTBO M nNpoyne (YK P® 138, YK P@ 159, YK P 228, YK P® 272, YK P® 273, YK P 274).

3. BoT coagaH B pasBeKkaTeIbHbEIX Henax. Beio oTBETCTBEHHOCTL 38 CO3aHHe H MCNONbLI0BaHNE
MaTepHanoe NoNb3oEaTeNb HECET CAMOCTOATENLHO. AMUHUCTRALMA B0Ta He HecET OTBETCTBEHHOCTE 33
Bailn Aedcremsa!

Figure 66. Fake screenshots generation bot
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Te6a NpMBETCTBYET NpoekT - » SODATOP =

Mepen BCTYNNEHWEM OTBETE Ha Napy BOMPOCOB.

Havate

OTkyaa Bel y3Hanw o Hawem npoekTe? (ecnu Bol y3HaNu 0 NpoeKTe OT YYACTHUKE - YKaXKHTE ero HUKHelM,
aTo yckopuT o6paboTky 3anskw)

Haaap,

Figure 67. Neutral initial messages from the criminal bot

Zero-day and N-Day Market
Zero Day

Zero-day vulnerability-related activities on the underground are often conducted in personal messages or within smaller trusted
groups, less so in open discussions. Possession of a zero-day provides attackers with unique capabilities, but only for the period in

which the vulnerability has not been patched. Publication of advertisements in public threads are rare.

Kynmo Oday Android OS

& - 16.03.2023

B 9TOW TEME MO>XHO UCMOJIb30BATb ABTOMATUYE

HoBsas caenka

16.03.2023

CABX. lMpuceinaiite B MM TvN ya3BUMOCTU 1 ocTaNbHble AeTanu. Bropxet 5-100k

(L2) cache

Monk3oBarens

B Aiao 42 nE nnn

Figure 68. Request to buy a zero day for Android OS. The announced budget is in the USS5 to US$S100,000 range.
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09.12.2022

AVATAR

Kynnio Takue ya3BMMOCTM Kak :

Local privilege escalation Windows all versions. (for all win10 e.t.c)
RCE on Chrome Oday

Active directory lateral movement Oday.

Any Windows/browsers (edge, firefox, chrome) solid Odays.

RCE to apache/ nginx

ANY exploit for web servers that can lead to RCE

floppy-anck

Mons3oBarens

Peructpauma: 09.12.2022

CoobweHns: 4
Peakuwn: 0
Cea3b:
[+ ]

qTox:756FCE5694886B863DEG5D4077F2515124366772D5F63CBA73C3330A186DD3049A15A3501ADF

L )Kanoba

Figure 69. Request to buy a variety of zero days from two different actors. This includes requests for local privilege escalation for
Windows OS, Active Directory lateral movement, Google Chrome, any Windows OS-based browsers, and remote code execution
exploits for web servers.

N-Day
The N-Day vulnerability market is more open, and requests are often related to reliable private exploits for known vulnerabilities.

Figure 70 shows an example of a request related to Remote Code Execution Vulnerability CVE-2024-38077 (Windows Remote

Desktop Licensing Service).

CVE-2024-38077
MpuesetcTeyto. Kynnto pabouuii npusar akennout Ans yassumoctn CVE-2024-38077. C npepanoxerusmu B MM, CTtporo Yepea rapaHTal
- Tema - 10.10.2024 - OteTbl: 2 - Pazpen: MALWARE: BpefoHochl, KpunT, uH>xekTbl, 0/1day akcnbl

Figure 70. Request to buy a private exploit for Windows Remote Desktop Licensing Service RCE

Crimeware

Crimeware is one of the key assets required in many business processes. Crimeware is split into many categories, such as Counter
AV tools, account checkers, cryptors, DDOS, infostealers, crypto wallet drainers, and many more. The following section lists

examples of such tools.

Counter AV (CAV) Tools

Today's security software platforms, which are used to protect the infrastructures that attackers target, are a key part of the risk
model attackers must consider when planning their attacks. As a result, verification that malware should function as expected
before deployment in-the-wild is an important step to ensure the success of their operations. To serve this function, criminals offer
multi-scanner services that will test malware in advance against a range of vendors so they can perform QA before launching

an attack. These services are normally configured to attempt to avoid sending feedback to security engines (or avoid including

solutions for which this is not possible).
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= News: Shortcut (LNK .URL) support has been added. Compress shortcut to ZIP and scan! = m
© gz Result EDR
o
& Login
File: Cobaltwintest.exe MDS: 4c6b1a60de0709cf1047350bc3 cTcho:
&+ Reg
5 e Duration: 120 seconds Scan start: 2024-06-09 02:39:21 File size: 113 KB
Internet: on Scan end: 2024-06-09 02:41:55 DLL: off
Run as admin: off Status: Finished
Antivirus Scan result Recorded v

BlackBerry Cylance Protect EPP determined to be a threat. The

Cisco Secure Endpoint EDR Clean

CheckPoint Harmony Endpoint Security EDR Clean
Comodo Xcitium EPP EDR Clean
Crowdstrike Falcon XDR EDR Clean
Eset Endpoint XDR Clean

FortClient Endpoint Security EDR Clean

Kaspersky Endpoint EDR Clean
McAfee Endpoint Security EDR Clean
PaloAlto Cortex XDR Clean

SentinelOne EDR Clean
Sophos Endpoint XDR EDR Clean
Symantec Endpoint Protection EDR Clean
Trellix FireEye Endpoint Security XDR Clean
VMware Carbon Black EDR Clean
Windows Defender Endpoint Clean

Figure 71. The results of the work of an EDR checker tool. Not all services on the market are included (including Trend Micro).

The interface and the results of the AV check service are shown in Figure 72.

File name is hidden task id: HQPCCNjcKeed started: 2024-11-04 11:37 duration: 2 sec

File 1 (256 kb): clean md5: 375...995b (hidden)
Antivirus Result clean: 0/26
Adaware Antivirus 12 clean
AhnlLab V3 Internet Security clean
Alyac Internet Security clean
Avast Internet Security clean
AVG AntiVirus clean
Avira Antivirus clean
Bitdefender Total Security clean
BullGuard Antivirus clean
ClamAV clean
Comodo Antivirus clean
Dr.Web Security Space 12 clean
Emsisoft Anti-Malware clean
ESET NOD32 Antivirus clean
FortiClient Antivirus clean
F-Secure SAFE clean
IKARUS anti.virus clean

Figure 72. An example of an AV check service

Checkers

Account validation tools, also known as checkers, are used to estimate validity and the value of stolen or collected accounts at

scale. Figure 73 shows an example of a log checker with a rental price of US$15 per week or USS40 per month.
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O & & icogito  Releunchto update

@PROCRD  FoRUN 7 D CCID () Entrance Registration &
BEST LOG CHECKER NEW UPDATE

Paranold Checker - Best Logs Checker
Facebook Adsmanager, Google Accounts, Google Ads, Gpay, MegaNz, Discord, YouTube, keyword search Gmall, Twitter, Roblox, Sorter, Mass Check.

For more detailed information:
Paranold Checker&Sorter

For more Info:
Paranold Checker&Sorter

Channel: PARANOID Checker, Sorter & Browser
Contact: Paranold Support

For correct operation, we recommend using a proxy from our friends from Asocks .
The promotional code "PARANOID3GE" will give you 3GB of traffic for free, use It!

For more details:

Actual PARANOID Checer is on sale
To buy write @]

21Jun 2

Pricing policy has been revised.
+ 1 week - $15

- 2weeks - $25

+ 1 month - $40

« 3 months - $100

+ 6 months - $170

ParanoldChecker
To purchase, write to Paranoid Support

Official Channel: PARANOID Checker, Sorter & Browser

Figure 73. Account validation tool with various price points. The post claims that the tool works for many common accounts
including Facebook, Google, Discord, YouTube, and more.

Cryptors

Cryptors modify existent files to minimize or bypass detections of security software. They are often used in combination with

Counter AV (CAV) services described earlier.

Page 64 of 86 Appendix: Underground Services, Tools, and Offers




Baphomet Loader

The most outstanding
Crypter on the market

Figure 74. Advertisement of a loader/cryptor. Many such tools exist on the market with their
popularity based on performance at avoiding detection

DDoS/Stressors

Distributed denial-of-service (DDoS) attack implementation normally requires access to many assets that are capable of attacking
a target simultaneously. The tools to carry this out are commonly described as "booters" or “stressors” in criminal communities,

and are rented for a period of time.

= B ® &

HRules [EAZUTLNEY §What'snew? ~ © Garant-Service ~ 4l Arbitration 2 Advertising %2 Users ~ Entrance Registration ~ Q Search

DDOS capacities with monthly payment. We will hack a website (project).

2 ddos  ddosattack  rent ddos capacities

I offer you a service for renting resources for carrying out DDoS attacks. We will also hack almost any site, forum, project. We will take away the project +
project domain + drain the databases, etc.
Al prices are indicated for a month of use.
DDOS tariffs:
Small - $ 500 - 1 thread

Medium - § 700 -2 threads

Hard - § 800 - 3 threads

Ultra - $ 1,100 - 4 threads

157 God-$ 1,500 - 5 threads

3000007 | Invincible - $ 2,500 - 10 threads,

tlons throug Vip medium $ 4,000 (1 thread 1.2 million requests)

Vip Hard $ 5,000 (Super fast server that kills any ddg tariff, even the most expensive)

23.11.2002

R
W
R
D
=

1 thread - 1 simultaneous attack. Having more threads, you can attack more sites at the same time, or you can direct several threads to 1 site, the power is
multiplied.
Usually cope

The attack time is the same for all tariffs - 86400 seconds (exactly one day). Then you need to set the attack again
Updates (vV1.0)

The update added a bypass of ddos-guard gvard (before that no one could put it down)

Added a bypass of OVH

Added a bypass of the claudflare spinner

Power is increased x5 times.

FAQ:

1. How do your services differ from others that provide DDoS services?

We are the first service in the CIS that rents out its power at such low prices. Let's imagine a situation: you need to eliminate a competitor, you contact a specialist
who provides such services with such a request, his time will cost, say, $ 150 per day, but our power is much cheaper and much more effective, when buying a
tariff, you independently manage your resources for a month.

2. What attack methods do you use?

We use only our own methods that work on dedicated “nix servers, we have bypasses for most protections, such as: CLOUDFARE UAM (including captcha),
KODDOS, ANTIDOSEU, SUCURI, TIMEWEB, STORMWALL, DDG (DDOS GUARD GVARD) OVH and many others.

3. How do your attacks work?

Our methods use public http /s & socks proxies for attacks. We have a large enough pool, so the defending side will not be able to *quickly* block all attacking IP
addresses. Also, our controller system updates proxies on servers every 15-30 minutes automatically.

4. Suppose that | bought 1 thread for a month, does this mean that | can attack only 1 site?

Not quite true. With 1 thread, you can attack only 1 site at a time, but you can change the attacked sites whenever you want, at any time. To attack several sites,
you will need to buy a more expensive tariff.

5. How does technical support work?

Technical support has a flexible schedule, but we always suggest a solution and always bring it to a result. All technical support staff are very friendly and will
kindly help you whenever they are online.

Figure 75. Rent of DDoS capacities with monthly payment ranging from US$500 to USS$5,000 per month,
depending on the scale required
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Crypto wallet drainers

At the time of writing, crypto wallet drainers are trending on the underground. They are a very serious threat for cryptocurrency
owners. These tools leverage a variety of methods with the overall goal to "drain” a crypto wallet — effectively emptying it and

transferring funds to the attacker.

12.03.2023

Llena: %
KoHTakTbI: -

Angel Drainer X

Mpemuym
m @®yHKUMOHAN NpoeKTa:
Pervctpauys: - 12.03.2023 -KonupoBsaHue caiiTos BKouas react - o4HO KOMaHLOM B HawweM 6oTe.
gz:::‘:‘:’:m' wg; -6onee 120 rotoBbix naHavHros -6onee 200 roToBbIX NAHAWHIOB - BbIAAIOTCSH aBTOMaTMYeCKuUli Yepea 6oTa.
[Oenoaut: 154

DyHkumoHan OpenHepa:

— PancakeSwap, Sushiswap, Uniswap, Camelot, Quickswap Positions (Multichain)
— TraderJoe ERC1155 LPs Ha Bcex noafnep>KMBaeMbixX CeTax
— BLUR and BLUR pool.

— Camelot LPs V2

— Frax LPs V2

— Sushiswap LPs V2

— Apestake

— Permit and Permit2 (Multichain)

— AAVE v3/iv2

— MAKER DAO

— Seaport

— NFT

— EigenLayer

— Prisma

— Radiant

Figure 76. Angel drainer advertisement on XSS forum, listing a long set of cryptocurrency platforms it targets

Infostealers

Infostealers collect sensitive information, including credentials and payment details, and feed the data downstream to criminal
processes where the it is monetized. Stealers are normally created to target particular platforms — such as Windows, Mac OS, or

mobile platforms — or even specific applications that run on each of these.
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& & incognito  Relaunch {

rorur (RULES) (ADVERTISING) Entrance Registration &
New messages  What's new

Forum > Marketplace > Flea market (various goods and services) > FOR SALE

LummacC2 - universal styler, a tool for professionals

25.Jun 2023

LummaC2 is a stealer that has no analogues , the average knock Is 75-85%, It works even on clean systems, there are no dependencies (AT ALL), log decryption on the server, the bulld
weight Is 150-300 KB, It steals browsers based on Chromium and Moz, It steals “70 browser cryptocurrency and 2FA extenslons, there Is a BYPASS of Google login (valldity reaches
90-95%), non-resident Loader, low-level adaptive flle grabber, Al for detecting bots In the panel, as well as the latest unique development - BINARY MORPHI

LummaC2 is updated literally every two hours, add your specific browser or your specific extension - 2 clicks!

Technical information:

‘The language used In the development of this product Is C
High-level WINAPI s hardly used

‘The product is Installed on the most powerful servers with anti-DDoS protection

All decryption Is completely server-based, all data transmitted by the stealer is decrypted on the server

In order to Increase the response, data Is sent In chunks.

‘The bulld weight is 150-300 KB, CRT is present but not used, on request if weight Is important to you, link CRT from another studio, the weight will decrease in the process, UPX will
compress the build to 80 KB, but this procedure Is not recommended

A neighbor detection system Is avallable, as well s a traffic quality monitoring system.

System calls support ARM, X86, x64 architectures

Stiller works on operating system versions from Windows 7 x32 to Windows 11 x64 with the latest updates

Itis possible to make several taps In the Telegram bot / channel, both about the arrlval of the log and the log Itself / with or without wallets.

Al interaction with the OS occurs through calls to a low-level wrapper written in ASM over system calls, no WinAPI, only manual calls to syscalls (corporate rate)

Where WInAPI is used, Its calls are encrypted (read custom GetProcAddress)

Implemented Heavens Gate technology allowing to switch from WoW64 mode (corporate tariff)

Implemented spil protection without crypt

DomainDetect Is Included In the log format

The bulld Is covered by our binary morpher with Control flow by defaut.

There Is a non-resident Loader

Implemented Google logout bypass (Valldity 90-95%)

Collection of SS Is In progress.

‘The rotation of gaskets has been Implemented, 1+10 addresses are embedded Into the bulld (instead of 1+1 main and backup previously), this greatly Increases the survivability and
stability of the build.

Screenshots of the panel (CLICKABLE)
Log format:

File folder

Applications 11977 6475 File folder

Chrome 3822417 311486 File folder

Cookies 221304 90,935 File folder

CreditCards 81 81 File folder

Edge 3905183 367,308 File folder

(GoogleAccounts 3,799 935 File folder

Opera GX Stable 7,225 3,507 File folder

Opera Neon 7,146 1,388 File folder

Wallets 298150.. 19,1434.. File folder
| All Passwords.txt 5989 872 TextDocument 11/8/2023.. CAE0S..
Bnatet 4 10 Tevt Document  11/8/0: £2850

Figure 77. Lumma stealer advertisement showing the long list of technical features contained
in what is one of the most popular stealers today

& & Incognito  Relaunch to ug

RULES | ADVERTISING Entrance Registration &

Tariff plan:
Experienced

« Install filters up to 10 pleces
« Download logs In bulk

« Ability to download logs for your search query (example - only with wallets or only with Instagram.com)
« Possibllity to use search by parameters (country, with or without currency, with a specific filter)

« Ability to clear empty logs, empty log statistics on the "log quallity” page

« Abllity to set up to 3 tags to bullds

Price: $250 / month

Professional

« Allthe features of the previous privileges

« The number of filters is unlimited

« Logs can be deleted In bulk (by resetting the counter)

« Ability to share your statistics with others

« Log quality widget avallable

« Filter widget avallable

« Search has been expanded, search and download of logs on request is avallable (In cookles / In passwords)

« Possibllity to monltor the number of neighbors by logs

« Log quallty assessment system avallable

« Ability to create and edit grabber profiles

« Abllity to add and remove extensions.

« Ability to add and remove browsers

« Abliity to add and remove grabbing paths

« Abllity to use masks as well as path variables

« The abllity to edit the data being collected and the order in which the data Is collected, for example, someone needs to collect seed phrases first, while someone else needs to collect
chrome

« Abllity to customize the depth of data collection

« Possibllity to always roll back to defautt settings

« Ability to create an unlimited number of rules In a profile

« Ability to edit the profile "on the fly", change the data that the stealer collects right during the spill

« On the download page, you can now select the profile with which the build will work

« Non-resident Loader

Price: $500 / month

Corporate

Previous privileges capabilities

Dedicated build cleaning line, bulld Is cleaned more often

Google Logout Bypass (90-95% Valldity)

Improved proactive protection bypass (no LummaC2.exe Is trying to access password storage message), build lives longer
Perfect for spot pouring you know where

All iInnovations first appear here, then move (or don't move) to the groups below

Generating random bullds by our morpher, each bulld Is Individual, different from the other

10005 / month

Figure 78. Lumma stealers pricing model with three pricing tiers ranging from $250 to $1000 per month
depending on the level of features the customer requires
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26.07.2024 s #1

Price: 100k$
Contacts: pm, telegram

| made a serious decision that | have been thinking about for a long time.

RAID a;ray

| am closing the project that brings me $30,000+/month. All this mainly rests on the issue of my safety, and now | have received news that pushed me to this decision. My

Registration:  22.07.2023 decision is completely final, | am leaving once and for all, | will develop legally. | hope that | will never return.

Messages: 52

Reactions 21

Deposit 0.00028 If you want to buy a resource, here is the price:
Panel (self-written auto-payment bitcoin, admin panel, ReactJS, Golang) + stealer options + C/C++ morpher MorphMePlease for $10k + all infrastructure already installed =
$100k

Figure 79. Private MacOS stealer offered for sale at a one-time price of US$100,000,
as opposed to the monthly pricing structure of the Lumma stealer

. AMOS [Atomic MacOs Stealer]

AMOS [Atomic MacOs Stealer]
ATOMIC MACOS STEALER (AMOS)
(MepBbii 1 caMblif H3BeCTHLIA cTHANep Ha MacOS)

SYSTEM:

- Cbop 3ameTok U3 Notes

- Keychain ([laMn Bcex coXxpaHeHHbIX Naponeil NoNb3oBaTens)
- Systeminfo (MonHasa MHpOpPMaLKMA O CUCTEME)

- MacOS Password

- CKpbITa KOHCOMb MPW 3anycke codTa

BROWSERS:

- Safari (Cookies)

- Chrome/Canary (Autofills, Passwords, Cookies, Wallets, Cards)
- Firefox (Autofills, Cookies)

- Brave (Cookies, Passwords, Autofills, Wallets, Cards)
- Arc (Cookies, Passwords, Autofills, Wallets, Cards)

- Edge (Cookies,Passwords, Autofills, Wallets, Cards)
- Vivaldi (Cookies, Passwords, Autofills, Wallets, Cards)
- Yandex (Cookies,Autofills, Wallets, Cards)

- Opera (Cookies, Autofills, Wallets, Cards)

- OperaGX (Cookies, Autofills, Wallets, Cards)

WALLETS + PLUGINS:

- Electrum

- Binance

- Wasabi

- Monero

- Exodus

- Atomic

- Coinomi

- Ledger Live (Tak e QocTynHa NogMeHa OPUIMHANBHOTO NPUNOKEHUA Ha GeliKOBOE C LENbI0 NONYyYUTE
seed ¢ppasy)

- bonee 100 nnarnHoB, EKNO4as Hawbonee NnonynapHele

AHTUPA3NOIrMH GOOGLE
- Google Restore - peanu3oBaH aHTWpa3norud Google (BoccTaHaBNMBaEM KyKM)

- O6HoBNEHHaA BeB-NaHens.
- Kpacuenlit dmg ycTaHOBLLMK.
- OTCTyK B Tenerpamm{nor + yeeaoMneHue)

3000%/mecay

MaHwnGekos He!
KoHTakT: @|

& H1 @1

Figure 80. Atomic MacOS stealer priced at US$3,000 per month
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Phishing
Phishing allows cybercriminals to exploit human weaknesses through social engineering and collect sensitive information straight
from victims. The phishing ecosystem requires a list of targets, tools, and supporting infrastructure. The following screenshots

show pricing models for email databases, requests to leverage SEO campaigns to promote phishing, and an advertisement of

phishing toolsets and automation scripts to target telegram accounts.

Today at 03:10 [ 1
AVATAR .
| will sell databases for fish, spam and other tasks with active users
we work like this:
floppy disk § . ; o .
Write the required number of mails and what service is needed for users on mails
Registration: ~ 11/17/2024 .
Messages 5 we test if necessary
Reactions: 0
Deposit: 0.0077B pay - | will send txt with mails

price: 10,000 mails - 100$
tg:
qTox: 1A1CC95683DFA05D10D36B642380E96866BFAB14B806FEBF57A9EF9425F29D6F7977468EF5DC

O Complaint

Figure 81. Databases for phishing. The price in the database works out to US$0.01 per email account.

Underground > Spam, Traffic, Installs >

Looking for ways to promote phishing through SEO

© 10/30/2024
Ge
10/30/2024 [
For example, if we go to https://duckduckgo.com and search with the keyword "faceless" we get phishing with the domain "https:// facelees.cc "
linvite professionals in their field to cooperate.
NTD$
03.01.2024
76
41
0.001653 £ Complaint yLike +Q
02.11.2024 =

I am looking for current methods of promotion through SEO for bing, google, duckduckgo.

linvita nrafessinnals of their araft tn connerate

Figure 82. A request for SEO assistance in phishing campaigns
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Llena: $100 - $1000
KoHTaxTs!: Telegram:
floppy-ancKk
Perucrpaums:  11.11.2024
CoobLenus: 1
Peakuun: o
[EN]

A .
Greetings forum users.

Today we introduce you Kraken Live Phishing Panel. A powerful phishing tool with more than 75 phishing pages including banks, crypto
exchanges, social media and more. The panel lets you control what victim sees on screen and collect required information to breach security
measurements in real time. The panel includes a built-in url shortener. To understand how this tool works, please watch the video below. Also
you can find a list of available phishing pages below. We will add new phishing pages upon buyers’ requests.

The price includes all hosting and domain costs. You can start using the panel as soon as you make the payment. Escrow is accepted with
buyer paying the fee. Testing only available for moderators and buyers who are locking to buy life-time license with price deposited on their
account.

Figure 83. Advertisement of a phishing support tool supporting impersonation of 75 different brands

Deepfake, KYC, biometrics

Exploitation of unintentionally exposed biometrics® is a recent trend enabled by the rising accessibility of Al and scale of use of
social media platforms. The leaked biometric data, together with exposed PlI, can be leveraged to create identities, and in some
cases, bypass biometric based 2FA. The same underlying technologies can also be leveraged in psychological operations, public
opinion manipulation campaigns and evolved extortion, and BEC criminal business processes — including deepfakes. This is

currently an emerging market that is slowly maturing in the underground.

& = = Incognite

PEASUICENN (7} Forum fl What's new? @ Garant-Service &6 Arbitration P Advertising %2 Users Entrance Registration Q. Search

Forum : TRADING AREA. > Marketplace / Purchase >

Iwill buy | will buy deepfake software EXPENSIVE!
2 ® 27.09.2024

=

27.09.2024 #
| am ready to pay through the guarantor up to 5000 usd for private software that | do not know about! Write in PM.
Novoreg
Registration: ~ 27.09.2024
Messages: 1
Reactions: 0
28.09.2024 2 a2
L]
| am ready to pay through the guaranter up to 5000 usd for private software that | do not know about! Write in PM.
Hi, | replied. We have our software for such tasks.
Registration: 14.09.2022
Messages: B&T
Reactions: 1174
Deposit: 0.5ETC

Transactions through
Garant:
546

Figure 84. An offer to buy deepfake software for USS5,000. The prompt reply (within the day)
shows how active that market segment is.
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RATS

Remote access tools (RATs) are in high demand on the underground, with prices normally ranging in the thousands of dollars.

Saturday at 21:48 [ New | #
RS Price: 5000
Contacts: PM
(&)
Good day. At the moment | am developing Ratnik. Ratnik on powershell 5.1 (works on win8+). It is started by an exe-loader, which rises to the system (available, self-
RAM recording. There are problems with some AV detections, but not def). The basic version (the extended one requires further work, but the functionality will be several heads
User higher) is ready by 70-80%, further implementation depends on the wishes of the client(s).
Registration:  19.09.2008
Messages 104 Basic version:
Reactions: 0 )
Q 1. Access to the victim's PG

2. Hidden work with software on the victim's PG, including browsers with context saving (cookies and passwords)

3. Reports to messengers (admin is not required at this stage)

4. A light version of the stealer, the main task of which is to mark victims who may potentially be of interest (the presence of visits to banking and crypto resources in the
browser history, for example)

Extended version:

1. Resident loader. Sharing ssh/powershell/vnc, running the dlls/binaries you need from the system

2. Stiller. Search, decryption and transfer to the database of files with passwords

3. Grabber/injection system. Interception of input into forms, full-fledged injections in the spirit of carberp/zeus. (This stage is closer than it seems. There is a self-
written, registered in the chrome settings, debugged on traffic installer of extensions in browsers based on chromium. There is even an extension)

4. Admin panel

| do not give a more detailed description, since the implementation uses non-standard approaches. | would not like to reveal to all the anonymous passers-by the features

that allow my software to perform tasks typical of hVNC, while doing it much easier and more secretly from the user and AV. The crypt is also greatly simplified: you will only

Figure 85. Advertisement of the PowerShell-based RAT for US$5,000

¢ANDROID RATAT)

Price $2500 minimum for 2 months
$6000 forever

We said that the update is free, but

due to the large accumulation of
work, the update costs
$250.

&3

Figure 86. An Android RAT that costs USS$2,500 for two months, or USS$S6,000 for unlimited usage
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IT-enabled crime

Besides its primary role in supporting cybercrime, the criminal underground also provides support for the demand and sale of

adjacent criminal activity (known as cyber-enabled crime). This area can often be thought of as traditional crime, fraud, or scam
business models — but not amplified by having an online component. While not truly cybercrime, it is significant enough to briefly
cover so we can understand this adjacent area of criminality. Some of these services directly benefit cyber-dependent crime (e.qg.,
document forgery, reshipping services for cashout). Others, such as weapons and drug distribution, clearly do not. However, these
offerings do occur in the same communities that push cybercrime, showing a clear crossover of interests and a blurring of physical

and digital crime worlds that we believe merits inclusion for completeness in this publication.

Weapons and drugs

Weapons and drugs are sold on some underground forums, but this is dependent on the community — not every forum has related
sections or permits for weapon and drugs related advertisements. A lot of advertisements related to drugs use specific slang,

like "spices” and "salt," and have their own regionally linked ecosystem and distribution networks. For weapons the advertisement
often has the type and specification of the weapon, price, and possible pick up or delivery options. For example, a Makarov pistol,
also known by the slang term “PM," is sold for RUB 300,000, which is about US$3,000. Part of the guns are modified versions of

non-lethal pistols, adopted to be used as a normal weapon.

8 ® % & Incognito

13t Forums & What's new? Free stuff here ~ @ Guarantee & Currency exchange ® Advertising @ Elevation of rights & Rules GRUTORFN > S)Entrance (& Registration

Forums > Marketplace for goods and services > Weapon >

For sale

Sale of weapons. Cartridges. Ammunition. Brass knuckles. Knives

Filters ~
® Pinned Topics
X3 Rules for posting topics 8 % Answers: 0 28 Nov 2022 .
In this section, only sers with the status *Weapons Seller* are allowed to create trade branches. You can acquire the status automatically by increasing privileges in the profile €S i3
settings: i i i
28 Nov 2022
® Common Topics
SALE OF WEAPONS SPB Answers: 14 Today at 10:59
Hello everyone, gentlemen. There are several lots for sale. | will say right away - no deliveries. None. Only St. Petersburg and the region. Lot No. 1 PM wiith a silencer. Plus 4 L &3
maazines, plus 50 rounds. Price 300K rubles. The cartridges in the set are regular, not US, that is, for use with a silencer, it is advisable to buy additional...
15 Aug 2024
. Trauma Voronezh, Tambov, Gryazi Answers: 45 Yesterday at 22:56
Selling traumatov, reworked from SHP Price from 70,000 rubles Delivery to nearby regions is negotiated individually, delivery is paid 100 rubles per km There is also delivery bya /""" 2
transport company +20,000 rubles for shipping 1o the price for etails in PM Payment BTG Possible through a guarantor Guarantor at your expense Contact via...
17 Sep 2024
. Forsale Traumas Answers: 283 Saturday at 21:45
Lot #1 Taurus PT 24 traumatic pistol Magazine size - 8 rounds. Caliber - 9 PA. 100 rounds included. Price 65,000 Lot #2 Taurus PT 24 traumatic pistol - BLACK Magazine size -8 €S 30K
rounds, Caliber - 9 PA. 100 rounds included. Price 65,000 Lot #3...
-4 May 2022
. [Guns-Mall] Traumatic Glock-17 + Ammo | Concealed Carry Body Armor Answers: 93 Thursday at 1521 [
Guns-Mall Destructive Aesthetics We present to your attention: Glock-17 Traumatic (Gonversion from SHP) - 90,000 rubles 9mm PA cartridges - 200 rubles each Goncealed carry  ©¥* .S
bulletproof vest (dense Keviar, withstands PM, TT (also 7.62 * 25)) - 60,000 rubles Delivery is carried out: Within a radius of 150 km from ...
26 Jun 2024
. Forsale Sale of weapons and ammunition! (PROMOTION) best quality and prices) Answers: 201 Thursday at 06:41 o
NO INJURIESH!! Only combat weapons! Attentionl! All questions in private messages! PLEASE DO NOT FLOOD IN THE TOPICI!H Sale of weapons and ammunition in the L3 e
Moscow region! Delivery to other regions from Moscow 1000 km. + - negotiated separatelyl! (for an additional fee) Sale for crypto in bitcoin or...
3100 2021
PM MOSCOW! Answers: 17 2Nov 2024 g
e everyone. Selling a PM, former MP 371, one-time sale for now, | will try to please you with further lots as they come in. Rifled barrel, welded into an earting for greater LT G
reliability, 25 cartridges as a gift. Strietly Moscow region. Delivery is possible by agreement +- 1000 km or...
+22 Nov 2023
T Selling PM, PP RAK 63, AK103, TT M54 Answers: 40 9 Sep 2024 o
Good day! Just returned from vacation. Selling PM. At the moment, pawn only within the Moscow region. Price 220 thousand rubles. Payment in bitcoins. Without cartridges, L3 LI
without bargaining and without stupid questions. PP RAK 63, chambered for 818 cartridge. Price 400 thousand rubles. The same conditions. Paymentin...
28 Feb 2024
Cartridges 9mm PA Ekb and region Answers: 3 22 Aug 2024
Hello friends! Maybe someone will be interested in traumatic cartridges 9mm pa, price 1pc - 100 rubles. (from 250 pos.) Territorially Yekaterinburg and Nizhny Tagil (Delivery to LT3 LS
cities of the region from 500 pes. is possible) Contact in PM or telegram. We are ready to give out 10 cartridges (one in Yekaterinburg and one in Tagil for...
11 Jun 2024
- Phantom's Weapon Shop - Wide Range of Unique Combat Weapons - Best Price Guarantee @  Answers 79 8 Feb 2024 a

Figure 87. Posts on selling weapons in an underground forum
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Creation of organizational seals

The possession of an official seal for an organization opens a huge attack surface related to the impersonation of the organization.

Fake sealed documents are often used as part of fraud or money laundering criminal business processes.

= CRDB Forum RULES | ADVERTISING

Forum > Marketplace > Flea market (various goods and services) > FOR SALE >

v «\/ektor» - laser engraving of rubber seals (Anonymous | Fast | Reliable)

(L 14 Apr 2022 octor coatofarms order manufacturing el notary  imprint

W3roTOBNEHWE
MEYATEM W3 PE3WHBI

CEETEN PaINmuHbIE NAJEPHAR
KATETOPHM TPABHPOBHA
03.0318 NEYATEH M NEYATER M3
TAMIOR i £
1057 UITAMIS ) = PEIMHBI

1

i

HAK CENATE SAMAST

B

= Laser engraving of rubber stamps ;
= Seals of LLC, individual entrepreneurs, facsimile, medical, state, notary and others ;

= Sale of ready-made vector layouts (CDR, EPS, AI) ;

= We use only certified consumables in production ;
= Using laser engraving we achieve the elaboration of the smallest details ;
= Unlike polymer seals, cliches have an increased service life of up to 15 years ;

= Any design layout for printing based on your photo or pencil sketch with 99.9% accuracy ;

Figure 88. A service that creates seals of organizations, advertised on ProCrd forum
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Fake document services

Fake documents, IDs, and their digital versions are widely used to verify accounts for financial and government institutions and

e-commerce platforms. As such, there is a big market for their creation on the underground. The prices for such services normally

range between USS5 to USS25.

Drawing Documents Service

P A -
Join Mute Moi
info
Best quality, GEO worldwide
@DDSjob
share link
®

@drawing_doc

Media

Figure 89. A Telegram channel providing fake electronic images of the documents
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1
PASSPORT

FORMATS:

- PRINTED PHOTO
PRINTED VIDEO

- SCAN

PrRICE 209$

TG: @DDSjob

R E T | TR

DL ID CARD BANK CARD
FORMATS: FORMATS: FORMATS:
- PRINTED PHOTO - PRINTED PHOTO - PRINTED PHOTO
PRINTED VIDEO PRINTED VIDEO PRINTED VIDEO
- SCAN - SCAN SCAN
FRONTSIDE 139% FRONTSIDE 138 FRONTSIDE 108

FRONT&BACK 2D9% FRONT&BACK 258 FRONT&BACK 158

5 )6 —

STATEMENT UTILITY BILL
FORMATS: FORMATS ,
- PRINTED PHOTO - PRINTED PHOTO TELEGRAM:
PDF PDF
“SCAN _SCAN
PRICE 138 PRICE 138
ssve 108
REAL DOCS TEMPLATES RecePT 10$
FORMATS: FORMATS
- PHOTO FRONT&BACK - FOR PHOTOSHOP PSD nvoice 10$
SCAN FOR ILLUSTRATOR Al
- PHOTO DOC + SELFIE - VECTOR PaysTuB 10$
DOC + SELFIE WITH DOC WITHALL FONTS ARTICKET 108
stavp 108
PRICEFROM DS PRICEFROM 3098 cerTiFicaTe 108

COUNTRIES: USA, EUROPE, (IS, SOUTH AMERICA, NORTH AMERICA. ASIA. AUSTRALIA
PAY WITHUSDT. BTC XMR OR ANY CRYPTO
MAXIMUM SAFETY AND PRIVACY

Figure 90. A price list for different types of documents
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Figure 91. An example of a generated driving license featured as part of an advertisement

Human trafficking and contraband

Some forums have dedicated sections related to either human border crossing or moving assets, which often include prohibited or

counterfeit goods, over a border. The following screenshot shows an example of the forum section related to this activity.

g & Incognito

£ Forums © What's new? Free stuffhere ~ © Guarantee @ Currency exchange ~ (®Advertising @ Elevationofrights ~ S Rules @ RUTORFN > )Entrance & Registration

Forums > Marketplace for goods and services » CIS smuggling | Counterfeit | llegal migration >
Sell | Offer services

1|2 Forward»

Filters ~
® Pinned Topics
' Departure from Ukraine to the EU for men 18-60!!! WE WORK ONLY THROUGH THE GARANTEE OF THE FORUM!!! 2 Answers: 98 Today at 10:40 .
Good day. Border crossing services that we provide. For all services we work through GARANTEE. The service reserves the right o refuse you the service without explanation. 1. V1#5* LS
Unoffcial departure to Moldova - Departure from Odessa - Time 5-7 hours - Legalization in Moldova...
12Apr2023 2 3 4 5
. | will transport from Mexico to the USA ILLEGALLY. Without CBP ONE, cars and checkpoints. 2 Answers: 3 19 Oct 2024 .
For anyone who wants to get to the US without contacting CBP, | am happy to ffer my service for illsgal crossing. | will not go into details here. Full support at all stages, itis. bEmE 2=
possible to organize a “green corridor” in Ganeun if you cannot fly in via Mexico Gity. Brisfly about the service - name the city...
31 Jul 2024
® Common Topics
. Service of crossing the border Russia - Kazakhstan. WORK STRICTLY THROUGH GARANTEE!! Answers: 20 Today at 12:15 .
We present to your attention a new scheme of illegal exit from the Russian Federation that we have tested. The service of crossing the border from Russia to Kazakhstan is e L
carried out as follows: Upon preliminary agreement with you of the date and conclusion of the transaction in Garant, the client arrives in the Orenburg region...
+220ct2023 2
Forsale Crossing the border of Ukraine. Four options for crossing the border to choose from. WORK STRICTLY THROUGH GARANTEE ~ Answers: 80 Today at 07:21 -
RUTORM! Views: 10K
The service of crossing the border of Ukraine to Moldova or Poland through forests with a guide The service of crossing the border of Ukraine to Moldova or Poland through
forests with a guide will be relevant for people who do not have documents with them. Departure with a guide to Moidova will be made from Odessa. Departure to Poland will
be...
21Nov2022 2 2 5
. Crossing the border with DPR/LPR [GARANTEE] Answers: 2 Friday at 16:08 '
We provide services for leaving the DPR and LPR (Donetsk/Luhansk People's Republic). We work with everyone, including those who are on the federal wanted list and L3 e
participants in a special military operation. Everything is d detail in pr -ages on the forum. In emergency cases, we can...
* 26 Oct 2024
. DROOLING2020 GIGARETTES, SNUS, TOBAGCO, ELECTRONICS, PERFUME, CASH REGISTERS Answers: 62 Friday at 12:33 .
Original snus (from 2108)  Duplicates of elite alcohol (from 2008)  Hookah tobacco (from 100P)  Pods, vaporizers and liquids (from 1607)  Duplicate of elite perfume L &
(from 899P)  Cigarettes {from 30P) Also available are lighters, chewing gum, (not chewing gum) condoms, caviar, cigars...
150ct2023 2 2
. CIGARETTES excise duty RF Answers: 162 Thursday at 13:26 g
t.me/tabakerk2024 tme/alkobuz NEW GHANNEL on alcoholl the old one is banned... channel in telegram, wholesale prices! (fake channels have been created, confirm the deal ~ /®%5* LS
via PM or follow the link abovel) if you find it cheaper, 'l do it below! RETAIL from 10 biocks (mix) mail delivery! Electronic cigarettes from...
1Sep2020 (516789
Cigarettes Cigsale Wholesale Original Excise Dubl RF RB KZ Answers: 51 Thursday at 10:29
Greated a new topic on rutor and a new channel in telegram. On other forums, the topic | opened is a year old. Any checks. Open to cooperation! Sales from 1 box, 50 blocks ina  /#"%" &
box Keno Dubai Original Buttons Keno QS blueberry 747 Keno QS orange 747 Keno QS grape 747 Keno QS apple mint 748...
+28Jul2023 2 3
. Evacuation from Ukraine to Romania via Moldova Answers: 1 9 Nov 2024 '-
Evacuation from Ukraine to Moldova bypassing the checkpoint with subsequent transportation to Romania. Price 15,000€ | work through a guarantor! For details, write to: My L e

Threema ID https:/threema.ic/EF7Z76VA My telegram t.me/ConciergeServiceAirplane
- 30 Oct 2024

Figure 92. An example of the border crossing and contraband services on the forum, showing human border crossing services in
Ukraine and cigarette smuggling
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Travel and leisure

Just like ordinary people, underground actors also travel and have their own ecosystem to fulfil their travel needs.” All travel
necessities, such as flights, hotels, car rentals, excursions, access to airport lounges, and even flowers and cinema tickets, are
provided on the underground at a cheaper price. The price is often listed as a percentage of the normal price, but it can be listed

directly for popular destinations. We discussed this ecosystem in much more detail in a previous research linked in this section.

= B = W

& Rules {2t Forum fl What's new? & Garant-Service & Arbitration P Advertising %22 Users Entrance Registration =~ Q Search

m

3 Forward»

I‘

HeARi PrcHOD

OMNO TAPAT,

Verified seller o)

R 23.11.2022 PaEOTA C yOM
M 178 —
R 200 £9/mar concasonAng
Di 05BTC
Tr tions through
Garant:
132

| present to you my service, based on principles tested by my people, time and my own skin, and hundreds of clients (20 pages of reviews cn a couple of well-
known shadow forums).

It's time to get back into action with renewed viger and help you brighten up your vacation (airbnb, Booking, etc.)

| consider what | do to be the special feature of my service - Hotels, Air Tickets, Cars and Excursions around the World, and most importantly in the RU and CIS
zone.

Rules of our work:

No risks.

*Payment (when using a guarantor) is transferred only after the successful departure of the guest / completion of the service.

Only the Guarantor.

"1 pay half of the cost of the guarantor's services at my own expense.

No boundaries.

*From a hostel in Paris for $ 20 / day, to a premier hotel in Dubai or France by the sea!

Work wisely.

"l understand what a hotel in your city is, and that even after a certain time a call from the bank is not the best thing you can expect. Therefore, | guarantee the
absence of any consequences of the booking. (Tested at the hotel where | checked in again for a week, three weeks after the first booking, $240 per night).
Full support.

*We are ready to do everything in our power for your perfect vacation.

Almaost everything is in our power, transfers, flowers, food, theaters.

Cost of services from:
RU/CIS

Hotels - 50% by agreement
Air tickets -50% by agreement
Cars - 40%

Excursions - 40%

MIR

Hotels - 30%

Air tickets - 40%

Cars - 30%

Excursions - 25%

Contact me in the forum PM

| O 7 more

Figure 93. Price ratios for different leisure services using a percentage discount model
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B @ W

# Rules {2t Forum f What's new? & Garant-Service &la Arbitration P Advertising %8¢ Entrance Registration ~ Q, Search

There are ready-made destinations and hotels for two on the promotion - "Flight as a gift":

UAE Dubai - Hotel Atlantis, The Palm + free flight - 7 nights - $ 2,900

UAE Dubai - Hotel Address Dubai Mall + free flight - 7 nights - $ 2,300

Thailand Phuket Patong - Hotel SKYVIEW Resort Phuket Patong Beach (Luxury room) + free flight - 10 nights - $ 1,200
Bali Ubud - Padma Resort Ubud + free flight - 10 nights - $ 2,500

rified seller

ation:  23.11.2022
179 Finish price, hurry!

200
Deposit: 0.5 BTC
g’:::;“‘“‘ma (o How to make an order and find out the price?
132 1. Select a hotel \ hotels on booking.com
2. Select a flight on aviasales.ru
3. Send a message to the contacts, where you must indicate: number of people, departure city, destination city, departure date, return date and links to the hotels
and flights you have chosen.
4. In a reply letter, | will inform you of the cost of your chosen vacation.

Figure 94. Example of tour prices for several destinations

Gift cards

Gift cards can be considered currency that can be easily changed into assets. The market for qift cards existed before
cryptocurrencies became popular, and such services are still in high demand. The cards are sold with a significant discount

compared to original prices, as they are often stolen or used to launder funds (e.g., bought via stolen credit cards).

B =

& Rules {a} Forum fl What's new? @ Garant-Service &le Arbitration P Advertising 28% Users Entrance Registration =~ Q Search

Forum > Stores of trusted sellers > Training in typing in EBAY, AMAZON, SHOPS, . >

Sale of Gifts (Egift)Certificates Amazon, Carter s, Walmart, Asos...

©23.11.2022 - € buygift | buygift | | will buy a gift for less than the face value | sale gift | selling gifts below face value  gift sale

New replies cannot be posted in this topic.

==

23.11.2022 <
I sell E-gift of various American, European brands cheaper than the face value.

The goods are of high quality, sold exclusively to one person, | give a replacement guarantee of 7-10 days, during this time it can be easily stocked.
I work only through the guarantor service, for large lots the guarantor is at my expense.

| can make gifts of almost any store that can accept payment by e-gifts!

What are gifts and what are they for?

Gifts are prepaid gift certificates with a fixed balance, from various stores.

14.0.2022
Messages: 867
Reactions 1174 [For example, the well-known: Amazon
Deposit: 0.5 BTC

Transactions through

Garant:

Figure

Certificates can be both plastic and in the form of a digital code, they look like this WTGD-DHGT-2ETD-38YT and are called E-gift. i.e. an electronic gift. All stores
that issue these gifts accept them as payment for their goods, this is the type of gifts | sell.

Let's use a gift on the example of Amazon, you just need to select the Gift Cards payment method and enter the gift code, the money will be debited from the gift
card balance and the purchase will be paid.

By analogy, you can use any other gift, any other store.
The goods can be safely accepted to your address, it cannot be recalled.

Always in stock. Denominations from $ 700-1000, etc. (the amount is negotiated if higher)

Amazon - 60%

iTunes - 60%

Asos - 60%

Nike - 60%

Walmart - 50%

BestBuy - 50%

Carters - 50%

Starbucks - 40%
VictoriasSecret - 45% ete.

The cost of gifts is indicated as a percentage of its face value, i.e. you buy-buy for 60% of the real cost.

Training on how to make gifts price - $ 1000
Last edited:29.06.2023

|o

95. Example of prices for European and American gift cards on underground forums

Appendix: Underground Services, Tools, and Offers




Criminal business processes of goods and shipping
fraud

Stuffer services are boosted on the underground after many western companies, including major payment providers, left

Russia. Stuffer services use stolen credit cards or accounts on e-commerce platforms with linked payment methods. They
purchase products from merchants and ship them to addresses from which the "service" can reship them to the final destination.
Underground offers for purchase and delivery of products from western and Asian e-commerce platforms, including offers with
a significant discount, are widely present on the underground. The following advertisement posted on the Dublikat forum shows
goods from Amazon, eBay, or AliExpress being offered for 40% of the original price. The minimum order is US$1,000, delivery

time is up to 15 days.

les fi What's new? @ Garant-Service &6 Arbitration P Advertising 2% Users Entrance Registration Q. Search

Any equipment from Amazon and Ebay, shops for 40%. Worldwide delivery.

3.11.2022 - apple | apple iphone | duplicate | iphone  iphone 14 pro | iphone 14 promax  playstation 5 | playstation Spro | psS | wwh | typing ebay | carding  carding clothes

carding training | carding work | carding forum | cardingis | carved goods | buy sony playstation 5 (ps5) | buy equipment for half price | how much does ps 5 costin russia | equipment for 40%  buy goods for 40%

123 .. |7  Forward»

Hello everyone and today is the day to open a topic - any equipment (things) from Amazon, eBay, AliExpress, shaps for 40-50%. Worldwide shipping.

Service:
~Any goods from AMAZON/EBAY/AliExpress/EU, USA, China shops for 40% of the price. Goods not prohibited by the legislation of the countryl!
-Shipping to anywhere in the world.

L& "“5 -Sending single orders and small batches thraugh my drops (you can order for yourseff, the risk is excluded).
1174 Large batches are sent through an international drop service (accepted in the recipient's country and resent by a local transport company to the specified data).
Depost osBrc  *No problems at customs.
Transactions through “Tracking number for all orders.

Garant +Delivery up to 15 days.

+Guarantee service at your expense, wholesale at our expense!

+Discounts for regular customers.

“Minimum order amount from $ 1000 depends on the country, possibly more in total.

(If the product is in ru or ready in warehouses, then the price is 50% of the real cost, if you order via your links, the price is 40%)

546

All GSM devices, neverlock, (work with all telecom operators).
Apple products are a priority, so they are always in stock.

Order:
In order to place an order, you need to send me a PM:

+ Name and full description of the characteristics.
« Link to your product.

- Country, city of delivery.

+ Recipient's details (forwarding to your drop)

In response, you will receive confirmation of availability / possibility of purchase, price and delivery time.

Payment:
To avoid the first ion is always through the guarantor service. (| receive money after you receive the goods).

Delivery:
+ Popular goods are always in stock at drops in Greece, Spain, Romania, Poland, Croatia, Germany, USA, Ganada, etc. During all this time, no questions have
arisen far any drop or client, you can safely accept the goods using your data.

+ Delivery is carried out by postal services DHL and Fedex.

- Delivery of goods in stock takes 5-7 days

« If the goods are not in stock - up to 15 days.

*Large consignments are additionally resent by local transport companies, the delivery time may increase by 1-2 days.

Delivery is included in the price of the goods.

Completion of the transaction:
After receiving and checking the goods, do not forget to confirm the success of the transaction in the manner specified in the questionnaire.

Also do not forget to leave your feedback, if possible with a photo of the received goods.
“If any of the terms of the transaction are not met or other problems arise, to resolve them, contact the contacts received when concluding the transaction. Do not
forget to attach a copy of the questionnaire to the text of the message. Any situation can be resolved without going to arbitration.

Last edited:17.03.2024

Ce

03.02.2023 < #5

. Hello everyone. | ordered a copter from the seller, unfortunately they were not in stock and ordered from the store using my link.
After 11 days, the copter was already in the Russian Federation in the maximum configuration and what pleases me for 40% of the cost, to my surprise, that
everything works and that everything is real.
, | read about carding so superficially, but the topic is interesting and you can earn $

01.12.2022

5
100.000 #
ons through

Figure 96. Shipping from major western shops with example of successful delivery and customer reviews
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Car hacking related services

Car hacking related services are accelerating on the underground due to the digitalization of cars and expanding attack surface

against connected car infrastructure.

+4 £ Incognite

1t Forums % What's new? Free stuffhere ~ @ Guarantee & Currency exchange  (® Advertising (@ Elevation of rights & Rules @ RUTORFN > -)Entrance (& Registration
rapaHT cepsnc 2 rapaHT cepBuc rapaHT cepBrc

Forums > Marketplace for goods and services > Vulnerability of electronic systems. > Codegrabbers | Repeaters | Starters >

For sale
Filters +
ShadowKey CODE GRABBERS | WORLDWIDE SHIPPING | WARRANTY Answers: 5 Friday at 11:43 |
B cicom to the stora selling equipment for testing car security systems for burglar resistance! Option 1. Maximum version of the Pandora DB50/670 ShadowKey MAX s = o
Codegrabber Characteristics: - 40 cells...
-9 Apr 2024
Code grabbers, multi-brand fishing rods, winders and coils Answers: 8 Wednesday at 21:29
Greetings to all forum users! Fishing rods for sale at sweet prices (all models up to 22-23 years are supported). Also available are Starters via OBD connector and GAN bus of the /="' 533
car. Splinters (splinters) Korea and Japan. Code grabbers for gates and barriers. Discount for the first buyer + guaranter for my...
8 Jul 2024
F Code grabbers, repeaters, turbo decoders, jammers and much more. KAZAKHSTAN, KYRGYZSTAN, UZBEKISTAN. Answers: 35 11 Nov 2024 g»
1 will sell equipment for emergency opening of cars! Repeaters, Code grabbers, Turbo decodars, also jammers, radios, GPS beacon detectors and much more. GARANTEE is Vewa: -k
welcome. Contaet here or Telegram https:/t.me/FOX01KZ tel +7 707 545 2542.
15 May 2020
. Code grabbers | Repeaters | Starters | Jammers Answers: 0 26 Oct 2024 .
Code grabbers | Repeaters | Jammers | Jammers from the DEVELOPER AND MANUFACTURER Our store specializes in creating and selling our own devices. We develop and L =
produce all the products that are presented in our assortment, and sell them directly from the manufacturer. You...
25 Oct 2024
. Code grabbers (car alarm scanners), repeater rods, firmware and training Answers: 27 2 Sep 2024 .
CODE GRABBERS The following devices are available for sale: » Code grabber - Pandora D-805 V 2.4 » Code grabber — Pandora D-90 (Mario) + Code grabber — Pandora DXL- s &
5000 (DXL-500) - Code grabber - Sheriff 2X-940 - Gode grabber - Sheriff ZX-940 (Barriers) - Code grabber - Scher-Khan Magicar-7 -...
22 Aug2022 2
. Sale of code grabbers and other equipment Answers: 31 2 Sep 2024 ™
Selling a Pandora 2.4 code grabber - simultaneous reception of AM + FM (433, 434, 868, 315) - original d605 key fob - graphical interface - 40 memory cells - signal reception Rl ths
and transmission range up to 100m - auto mode (ability to autematically record the decrypted signal o the next cell) -...
15 Mar 2021
- Codegrabber Pandora D605 v2.4 Answers: 12 25 Aug 2024 .
Selling a new code grabber, one-time offer] Attached is a pdf file, everything is described with which systems it works. (Except - Honda, Mercedes, the rest according to the list)  /1#WS* £
Price: 30,0009 Guarantor is welcome!
-8 Apr 2022
Complete set of tools for working with Honda $1000 Answers: 16 12 Jul 2024
In stock 1 reliable key programmer for Honda. Supports models up to 2017, programming is carried out via OBD connector. The delivery set includes a starter, a screwdriverand /=" E50
seeds. Price 1000 dollars. Will sell to a person with a reputation. Forum guarantor at my expense.
- 30 Apr 2023
S Selling "Zvodilka" Tetris Answers: 7 5 Nov 2023
Tetris Wind-up Game for sale. Details in PM Rl uiHd
7 Aug 2023
. Selling Tetris to Korea Answers: 4 60ct 2023 @@
Several Tetris devices for Korea are on sale List of supported cars (European/USA market): Kia Sorento Prime 2014-2020 Sportage 2016-2020 Stinger 2017-2021 Niro 2016-2021  /1#WS: i
Hyundai Scnata 2019-2021 Palisade 2018-2021 Tucson 2015-2020 Tucson 05.2020+ Santa Fe 2018-2021+ Kona...
-7 Aug 2023

Figure 97. Forum section including offers of equipment and tools to assist car crimes
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Education or training in the
Russian-speaking underground

Education is a necessity for starting most careers and jobs, and the criminal underground is no exception. In the underground,

reputation, knowledge, and experience are very important. This drives a robust education/training ecosystem that helps cultivate
the upcoming talent pool, while providing a source of continued professional development for more senior members of the

community.

Leaked guides and courses on different topics

Collections related to general disciplines are often not considered a directly monetizable asset and often published on the
underground for free. By sharing such content, actors are boosting their own reputation within the community. Figure 98 shows a

list of courses posted in one of the forum sections on RuTor forum.
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Forums > Library / Data Leaks >

Leaks of courses and trainings

o . y Topics Messages  [Nikita Martinez] $5000 a month on YouTu...
“ﬁ Courses on SMM - promotion in social networks 85 387 ‘\'elsxemay a‘t 18:30 -
i eI = Topics Messages  [Alexey Chekushin] Clasad telegram chan...
Courses on SEO - search engine optimization and promotion 167 479 Yesterday at 17:27
= ) ) Topics Messages  [Bearded Man] Affiliate Fraud with UBT Tel...
ol Traffic arbitrage courses 22 174 51 min ago -
% ) Topios Messages  Dmitry Cherno] [Specialist] Proxmox VE ..
s, Programming courses 309 841 Today at 08:24 -
) . . Topics Messages  [Dmitry Kvasov] Make one website in the r....
LEZ] Website creation 17 146 Today at 11:58
&® ; . Topios Messages  [Alexander Bagno] Living Photographs (20...
gé@} Photo and video processing 135 391 Yesterday at 18:43 -
| — Topics Messages  [Lilia Uspek] Neurotrainer for English lesso...
Wiz -oarTeng toreign fanguagas 81 258 Yesterday at 17:01 -
o) N ’ Topics Messages  (Dmitry Zverev] Vertical Videos (2024)
[ﬁ@‘; Business, Marketing and Management 771 1.7K ‘Tnda; at08:21 N
) 5 Topics Messages  [Vadim Fedosenko] Professional Trading B,
Forex, trading and investments 169 511 Today at 12:17 -
. . Topics Messages  [Creative Mouse] How to Create a Charact..
Design and graphics 286 628 Today at 10:33
0% & iti Topics Messages  (Dmitry Zverev] Total Copywriting 6.0 (2021)
A5 Copywriting 7 58 Friday at 18:12 «
@ Topics Messages  [Kristina Agafonova] Million on Corsets. Pr...
Development and self-knowledge 142 364 ‘\’este;day :t M‘,‘zg, :
% Topios Messages  [Alexey Vinograd] 2,000 a day. Ready-mad...
B Poker and bookmakers 10 130 Friday at 11:04

Figure 98. List of the leaked courses available on the underground

Part of the posts provide detailed explanations on how particular criminal business processes work.
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A rat from among IT specialists managed to learn the schemes of Ukrainian-based telephone scammers by infiltrating the applicants for this
job and winning the trust of one of the scammers' HR specialists. He told the editors the story of his acquaintance with the methods and life
of scammers:

In order to gain the trust of Ukrainian criminals, he created two false identities and carefully studied the places where they allegedly live - the
city of Dnipro. This was necessary in order to confidently maintain a dialogue with the scammers based there. After that, he contacted
recruiters of fraudulent call centers and, without revealing himself, received the information he was interested in.

mm Among other things, he learned that Ukrainian call centers are set up like modern offices - they work on a 5/2 schedule from 9:00 to 18:00,
and for the convenience of scammers, they provide free lunches and even game consoles. Those who come from afar are helped with
[ merehgAwoPYMA | housing.

*hkA

Aiginin also found out that Ukrainian telephone scammers divide their victims — "mammoths” in scammer slang — into five categories, most

Registration: 01/18/2013 of which they have come up with offensive definitions for.

Posts: 6,118

E?S;If,: 0 GRUSD Mammoths are divided into: active dol6oe6 dol6oe6 lows, pr s, and The task of the employee

, pl
Transactions through ;:T;:::i: nllanaged to start a conversation with a future victim is to determine which type he belnngs to and behave

GARANTEE: 5 aly-

“Plows" are hard workers who can only talk about their profession or family, “active” ones need to be impressed with their knowledge and put
in their place in time, and “professors” only need to be assented to. "A champion is like a professor and an active dol6oe6a at the same time.

It is more difficult to communicate with him, and the worst or almost hopeless is with a passive dol6oe6,” Aiginin recounted what he learned
from the employees.

A typical fraud scheme consists of several templates - first, an ordinary employee calls the victim, informs the "mammoth" about problems
with his bank account, and then switches to a more experienced colleague.

Then the victim is required to either provide bank card details to secure the account, or transfer money to a fake card via an ATM, or hand it
over in cash to a person in Russia who consciously or unwittingly cooperates with the scammers.

Information about the most delicious mammoths, who were swindled out of a significant amount, is immediately passed on to the callers,
who introduce themselves to the victims as "fighters against fraud." They rake out of people what they still have left or persuade them to
take out another loan, supposedly to return what was previously lost and punish the culprits. Such a hellish carousel is obtained.

According to Aiginin, Ukrainian fraudsters are "protected” by police officers or the Security Service of Ukraine, but this does not provide them
with complete security. In addition, the danger for fraudsters can also come from the “employer” - when applying for a job, Ukrainians sign a
contract according to which they are obliged to work off the money “invested” in them, and in case of an unplanned dismissal, to pay a large

fine.
more details here: [Only registered and activated users can see links. | Click Here To Register... |]
L ikes this.

Last edited by 07/05/2023 at 12:41 PM .

Figure 99. A description of a scam against Russian citizens driven from UA provides details how telephone scammers operate

Deanonymization on the internet

Deanonymization of a target person, or "doxing," is a service that is in significant demand in the underground. As a result, it is

possible not only to find services for this, but also manuals explaining typical techniques on how to deanonymize a person.

Page 82 of 86 Appendix: Underground Services, Tools, and Offers




Deanon Manual

DedsSec @Deadtooll « December 16, 2023

Hello Followers, this is the MOST COMPLETE course on deanon. It is very long to read,
prepared for the new year for the channel @Deadtooll

This course was prepared by the DedSec team
In this course you can learn how to deanonymize cheats/enemies.
Let's get started

1) By getting through the telegram.

Figure 100. Example of a guide to deanonymize a person of interest

Crimeware tool education guides

Malware infrastructure is getting more and more complicated, and the abuse of such tools can lead to early detection of attacks
and takedowns of the infrastructure. The following screenshot shows the price for the popular crimeware tool, Redline stealer, with

training included.

REDLINE STEALER v30 Update

What's new?
- Password collection method updated, will now collect data on Asian OS
= - - Cookie recovery function added, Google Restore tab, recovery token is in the log folder \Restore
orum Team
- Runtime cleaned
o
- Panel protection improved
- Panel stability improved

11197202 oo bugs fixed.
496
439

soo.000® Many people asked about training: we will train, price $5,000 + software cost included.

75 O 1 more person

Figure 101. Price of the training for Redline stealer. This is listed as US$5,000 and includes a copy of the software in the price
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Forum > Stores of trusted sellers > Training in typing in EBAY, AMAZON, SHOPS, ... >

Education Training in typing in EBAY, AMAZON, SHOPS.

(©23112022 -€ carding duplicate wwh wwh-club | clothing carding | all about carding  duplicate | carding | carding for beginners | carding manual  carding training | carding where to start

carding forums  cardingis wwhmanual training in carding  training clothing carding  carding training  shadow forum  carding forums  what is carding

1,2 3  Forward»

23.11.2022 < #
| teach how to type in eBay, Amazon, shops, exchanges, etc.

We use in training: Paypal, Credit Card, logs, rolls.

The training includes: Training in the chosen direction, working with drops, working with intermediaries, working with PP and CC, logs, working with dedicated
servers/virtual servers, sfera, checkers and other software, working with proxies and training in writing dorks in several ways.

Verified saller

14.00.2022
867

1174 ©
05BTC  Ebay, shops, merch, Amazon

il *Rerouting (redirecting) packs to your address is included in the cost of training if necessary.

Investments: your mat or ours (we get everything ourselves and it is included in the cost of training)

Cost of training:
Comprehensiv

training - 80,000 rubles.

Garant

548

SQLi Dumper.

and a check.

I sell exclusively my experience, developments and tricks of working with these areas. What we work today, here and the areas are constantly developing, we do
not stand still. Almost all the info is in the public domain, but it becomes outdated every day. | lead you to the result so that you make the first entries, the first
staff. Consultations + teamwork.

I lead you to the result and then my consultations + you are in a team of like-minded people.

If this suits you - WELCOME.

I work through the Garant-Service at the expense of the buyer (who is undergoing training). | am ready to work through the guarantor until your profit.

Contact via PM. | wrote about verification if necessary.

The topic is for reviews and all questions, please write in a personal message. Please do not flood the topic.

| {4 PO 17 more

Figure 102. An example of shipping fraud training for RUB 80,000 (US$800), which includes guides on how to use stolen credit
cards, PayPal accounts, and collected credentials to illegally purchase and deliver goods from e-commerce platforms.

SIM card monetization training

SIM cards and mobile phone numbers are required at different stages of many criminal business processes. They are used to
create accounts, scale business process compromise attacks, abuse marketing and promo campaigns, or to transfer money. We

have already discussed the tools themselves in detail, but because of their importance, training guides are also readily available.
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Forum > Stores of trusted sellers > Verified offers and services from the Administ... >

Education Fillings on SIM cards of RU operators. Training.

2 - (®11/19/2022 - C» duplicate forum  bay on sim  bays onsim cards  education | forum duplicate

‘ T 5, 00 < #
| present a service for SIM card refills: currently only training + team work.
Operators: Beeline, MTS, MegaFon, Tele2, Yota, CIS countries, Asia.

' THE PRICE OF THE ISSUE IS 70,000 RUBLES FOR TRAINING.

YOU CAN PAY IT BACK IN 7-14 DAYS.

TRAINING 3-5 DAYS.

EorTEay Not RU merch, not RU cardboard, there will be no charges with SIM cards. Shops with materials are provided.

| ]

tion:  11/18/2022

v 5 496
Reactions: 439
Deposit: 500.000 2
Transactions through
Garant
I 275 | or 1 more person

05.02.2023 G #2
' A RARE AR NRNNERE
@ CHENKA HEPE3 TAPAHT NIPOLLIA YCNEILHO
BANERBERRRERRREED

Write to the guarantor only
about transactions.

Forum Team

Regi n: - 12.01.2022
Messages: 3344
Reactions: 2897

15.02.2023 -
| am ready to undergo training, | moved along such a topic, but the topic has outlived itself. Hence the question: will the topic live for how long in the sanctions
realities? Thanks for the answer.

Novoreg

Registration:  15.02.2023
Messages: 2
Reactions: ]

.
Forum Team

Registration: ~ 11/19/2022

15.02.2023 o #4

@ . sanctions affected part of it, but now the team is working and will work. The topic will live as long as there is a sim and knowledge'

Figure 103. An education thread with training focused on how to monetize SIM cards of Russia-based mobile operators to adjust to
sanctions, priced at RUB 70,000 (USS700)
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