





Figure 18. Website creation and cloning services that support phishing (Procrd forum)

Account Brute-forcing

Account brute-forcing is a valuable part of several important underground supply chains. It feeds into the access-as-a-
service,?® proxy supply, hosting,’® and abuse of marketing and advertisement campaigns while also influencing operational

supply chains, depending on the type and locations of the accounts being targeted.?’

For example, compromised SOHO routers and other 10T devices are often used as proxies, while access to assets in corporate
environments can facilitate ransomware attacks, data exfiltration, phishing campaigns, spamming, business email compromise
(BEC), and even industrial espionage operations. Meanwhile hijacked medial accounts can be exploited for phishing, influence

operations, or even stock market manipulation.

The screenshot in Figure 19 is from a Telegram channel offering training on conducting brute-force operations, showcasing the

interface of the tools used. Alongside educational resources, the package includes all the necessary tools and data.

"Cloud of logs" is a popular underground service that provides daily, weekly, or monthly paid access to the data harvested by

numerous infostealers. The data is typically stored on cloud storage platforms and allows attackers to sift through unsorted
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information in search of valuable credentials, authenticated cookies, and other sensitive information. The package shown in Figure

19 also includes access to a “cloud of logs” platform as an extended offering.2®

0 ¢ Capuindo PROJECT a

o
o
o
o
&
o
o

0000000

O6yuyeHue 6pyry!

Ba3oBas Bepcus - 259%

Komnnexr: BlTools nuueHanoHHas, Mail checker - yekep
BaLUMX JIOr NacOB Ha BanuA ¥ MaHyan Nno HacTPOHKe 3TUX
YekepoB, YHKLUMOHANY 1 NPaBuIbHOMY 6pyTy CBOUX
3anpocos. (PacyuTaHa Ha Tex, y KOro eCTe Marepuan a1s
6pyTa cBOMX 3aNpPoCoB)

Monxas Bepcus - 6598

KomnnekT: Bcé Toxe 4o 1 B 6330804 + 06/1aK0 € noramm
(MaTepuanom) ana 6pyTa Ha roa ¢ BO3MOXHOCTbIO
BbIGPaTL NPEeRNOYTUTE/IbHYHO CTPaHy N0roe 4na épyra
BaLMX 33MpocoB!

Web3 Asset Monetization

Web3 technologies, such as NFTs, the metaverse, blockchain platforms (Ethereum, Solana, Polkadot, etc.), decentralized
finance (DeFi), and decentralized autonomous organizations (DAOs), have gained considerable popularity in recent years.

Web3 funding has reached $9.043 billion, though performance varies across different sectors.”®

Due to the unique combination of high value assets that are often controlled by people who lack an understanding of security risks

and the technical complexities of the ecosystem,*° Web 3 has become a prime target for criminals.®

A screenshot from the XSS forum (Figure 20) highlights the scale of these operations, with a single team claiming to have earned
USS300,000 in October 2023 alone. Additionally, the actor behind the post mentions having just six months of experience. It
also references the platforms (Twitter, Discord, TikTok, Instagram, and Threads) used to carry out the operations, along with

information related to the number competitor teams in the market.

The caption itself reflects the slang associated with these types of scams, where "hairy ones” refer to the victims ("“mammoths").
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OxoTa Ha KpunTonoxmarbix. Passeaka 1 hULLKHT.

-(©31.10.2023
31.10.2023
Jo6peiii Beyep!
CeropiHs 5 paccKaxky BaM O TOYEYHOM KPUNTO-TpaduKe.
) ™y Bce yTo BbI npo4yntTaeTe OCHOBAHO HAa MOeM NPakTN4YeCKOM OnbiTe C anpens.
cache "
Tema aTa akTyansHa 1 3a oKTAGpb KOMaHaa B KoTopoil s paboTato 3apa6otana $300,000.
lons3oBarens
B 14102023 Ha PblHKe NpUMepHO 5 akTVBHbIX KomMmaHg, 060p0T KOTOPbIX CONOCTaBUM.
'erucTpauus. 10, ~
Coobiljeri 222 BbiBOAp! AenaiiTe camu, T. K. MO 3TOMY Hanpas/ieHnio paboTaloT B TyYWwux hunuanax (Kkotopble reHepupytot 90% npubeinm) ok
Peakuyu: 288 npakTukK He Habnoaato.

Mpw aTom Bam He TpebyeTcst GobLUMX (HMHAHCOBbLIX B/IOXEHWIA N HavaTb MOXET oGO,

Y1o 270 3a TPahMK U B YeM ero npemmyllecTso?

Haw Tpadwk 6ynet B ocHoBHOM 13 Twitter, Takxe BoamoxeH Discord, TikTok, Instagram, Threads u gaxe noura.

Jeno B Tom yTo B Twitter (kak 1 B Apyrnx BbILLEYNOMSHYTbLIX COLMAanKax) pa3BepHyn0Ch MOLLHOE KPUNTO-COobLLECTBO, ocober
Web3.

B atom NPOCTPaHCTBE O4€Hb YacTo y4aCTHUKU LUEHAT aHOHUMHOCTb, NpeanoYMTaoT NCEBAOHUMbI U NFF—aaa'rapKM A5 NepcoH
coobuecTee. MiMeHHO aTa 0COB6EeHHOCTL OTKPbIBaeT ANA Hac BO3MOXKHOCTb NPOBEAEHNA (MHAHCOBOW pa3BeaKku 1 co3gaHna @
KOHKPETHbIX yHaCTHMKOB/rpyI'IFIbI, KOTOpble ABNAKTCA A48 Hac npusekaTe/ibHbIMU € TOYKN 3peHUA BbIrogbl.

Hunting for crypto-hairy ones. Intelligence and phishing.

10/31/2023
Follow

10/31/2023 i L

. Good evening!

Today | will tell you about point crypto traffic.
Everything you will read is based on my practical experience since April .
This topic is relevant and in October the team | work for earned $300,000 .
18105025 There are about 5 active teams on the market with comparable turnover.
202 Draw your own conclusions, since about 100 people from the CIS work in this area in the best branches (which generate 90% of profits), | do not observe such practice
288  abroad.
At the same time, you do not need large financial investments and anyone can start.

(L3) cache

[

What kind of traffic is this and what is its advantage?
Our traffic will be mainly from Twitter, Discord, TikTok, Instagram, Threads and even mail are also possible .
The fact is that Twitter (as well as other social has developed a powerful crypto community, especially NFT-th d, they call Web3 .

In this space, participants very often value anonymity, prefer pseudonyms and NFT avatars for personalization and identification in the community. It is this feature that
opens up the possibility of conducting financial intelligence and creating phishing campaigns aimed at specific participants/groups that are attractive to us in terms of profit.

The blockchain and its transparency open up a wide scope for intelligence, namely:

Figure 20. Web3 asset monetization manual (XSS forum)

One such scam process operates as follows:

- The attackers first gains possession of accounts on Twitter (X), Discord and/or other social media platforms that are neither too
old, nor too new — typically 1-3 years old with prior relevant activity. The attackers prioritize verified accounts to increase trust

levels.
- Since Discord is widely used within the Web3 community, a Discord account is necessary for interactions with the victim.
- The attackers use compromised corporate mail accounts to enhance trust.

- The goal of the attackers is to create a credible-looking online presence, using verified accounts with a large number of relevant
followers and activities. To achieve this, the attackers use automation with the accounts to generate a high volume of relevant
posts, comments, and engagements with real influencers. Some influencers may blindly follow back, significantly boosting the

trust levels of the attacker-owned accounts in the process.
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- The attackers use a combination of automation software, bots, and third-party services alongside manual efforts to efficiently

scale their operations.

- Once theinfrastructure is in place and ready to operate, the attackers identify a target via the Drops, Tops and Trending sections
on the OpenSea Website >

- The attackers then collect information on Web3 asset owners (e.g., NFT holders), including their interests, contacts, and habits

using Open-Source Intelligence (OSINT) techniques.

- The attackers use social engineering techniques to impersonate the original project (e.g., announcing and promoting an online

event), which redirects visitors to sites designed to trick them into downloading software that will drain their Web3 assets.

Intelligence Gathering and Privacy-related Services

There are several use cases for cybercrime actors to conduct intelligence gathering and deanonymization. Threat
actors not only gather additional data on assets and potential targets, but they can also themselves be victims of other
underground criminals or individuals impersonating them. As a result, some actors seek intelligence to understand their

adversaries.

The Russian-speaking underground offers a very high level of privacy and intelligence gathering services, often limited only by the
buyer's budget and a few operational red lines. These red lines typically involve cases in which providing such data can attract a
significant amount of law enforcement attention due to geopolitical implications — for example, when journalists or investigators
attempt to leverage underground services.> The risk of retaliation from a target with the capability to fight back is another

consideration (which can involve revenge on both the original target and the service they used for the attack).

The ability to provide such advanced services relies on deep technical knowledge of the technologies, methods, and places needed
to collect such information, along with access to critical parts of the human intelligence (HUMINT) gathering infrastructure
(thatis, intelligence coming from human sources) — for example, access to city surveillance systems or leaked government and
commercial databases (which includes pivotable PII). By combining these data sources, attackers can offer underground services

such as mapping phone numbers to the name on a government issued IDs.

Technical capabilities are not the only basis for obtaining such intelligence gathering services. It also relies on the threat actor's
ability to find insiders within government, telecom, and financial institutions who often play critical roles in such services. Figure 21

shows an example of a job posting for government, financial institution, and telecom insiders published on the Dublikat forum.
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B a & % & Incognit

¥ Garant-Service & Arbitration P Advertising %2R Users Entrance Registration ~ Q Sean|

Forum > JOB OFFERS AND SEARCH. > There is a job. Looking for a specialist

| offer a job People are needed for the structure.

) 25.04.202

People are needed for long-term cooperation.
People are needed for the following positions:

Employees of government structures.
Banking workers.

Drop handlers are especially needed
Team cash

Communications workers

Why you should work with us:

High wages

Stability

Reliable team, trust is a fundamental factor in our team.

Extensive experience in various fields.

We have been on the market for a long time and know all the nuances; we will teach you, give you advice, and show you!

Interested? Our telegram
Figure 21. An insider job posting published on the “Dublikat" forum
The services offered can include verification of information in law enforcement databases, tracking recent flight and travel details,

accessing banking statements, confirming the presence of residence permits and assets in a particular country or region, and

providing other sensitive information.
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[LookUp] All Europe / America / World / Negative / Interpol / FBI / Euro

5 - (O Sep 22, 2024

The information search service offers you:

Negative check:

* Interpol (check for active beacons) $500

* Interpol diffusion (all member countries are available) from $1,500

* Interpol - archived records (upon request)

* Europol (check for active beacons) €600

* Europol - search by keywords / nickname

From $800

* Europol criminal case details (plot) from $3,500

* Europol Enfast - from $800

* Europol - check for extremism / money laundering - from $3,500

* Europol - archived records (upon request)

* FBI border check - border check - from $1,500

* FBI search by nickname (upon request)

* FBI search for active cases with a brief plot (upon request)

* FBI - check for personal sanctions (price by request)

* Travel ban from $800

* Sis shengen - a closed system for negative information in the Schengen zone - from $1,500
* CB Interpol - questionnaire from the central bureau of Interpol - from $3,500

Guest

And also:
America, Canada, Belgium, Spain, Italy, Turkey, Switzerland and others

Figure 22. An example of a HUMINT service offering that claims to have access to information from government institutions. The
starting price for these services start at USS500 (XSS forum).

In regions with highly advanced surveillance systems, it is not surprising to see services offering HUMINT capabilities based on

biometric data and image recognition.

The advertisement in Figure 23 showcases the ability to map a face to a real identity or track the location of an individual using

cameras in Moscow and St. Petersburg. A simple photo or a full name with a date of birth can serve as a starting pivot point.

The prices for such services typically range between US$S100 and USS$1,000, although special requests are priced on a case-by-

case basis.

05/29/2023

8

Removal of information from CCTV cameras MSK, St. Petersburg, RF:
(L2) cache - Face search by cameras (by face photo or full name and DR) (RF) - from 45,000

- Person identification by face (biometrics) (RF) - 8,000 P

Registration:  11/19/2018 - Upload video recordings from the camera - Individually P

Messages: 467
Reactions: 25 - Identification of a person by face (biometrics) (UKR) - $ 250
Deal guarantor: 7
4 All current prices, services and contacts on the @ channel (t.me/ ). Subscribe, we will be glad to see you.
For faster ication, write to
Telegram:
@ (link: t.me/| ]
@ T support (link: t.me/! | support)
Wickr:

Figure 23. An example of a biometric-based HUMINT service in the underground
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Modern telecoms possess extensive visibility and HUMINT capabilities, making telecom-based services an integral part of

underground intelligence operations.

Offers in the underground often include mapping real identities and phone numbers, interaction details (including calls and SMS),
the tracking of their approximate locations over time, and determining their current location (often called “Flash"). The prices for
such services normally range between USS100 and USS$1,000, with the ability to identify personal details on targets acting as a

baseline for various other criminal business models, including extortion and impersonation.

| procrd.mx/threads/probiv-mts-bilajn-megafon-tele2-tinkoff-vspyshka-detalizacija-probiv-i-drugoe.25755/ & a & W

Entrance Registratio

Forum > Marketplace > Flea market (various goods and services) > FOR SALE

MTS, Beeline, Megafon, Tele2, Tinkoff Breakthrough | Flash, Detailing, Breakthrough and more

=, BullFro L 2> sim recc y flash ] ocation mits direction  pu

CEPBMC NMPOAAXM
LLMADPOBbLIX TOBAPOB U YCNYT

n 24.08.22
130 MTS:

2

= « Data Search by Number - $100 (Subscriber registration data - full name, date of birth, resldence permit, passport data)
« Phone Number Search by Full Name and Passport - $100 (Search for active/Inactive numbers registered to the subscriber)
- Phone Number Search by Full Name and Date of Birth - $100 (Search for active/Inactive numbers registered to the subscriber)
+ MTS Standard Detalling - $600/month (Detalling of subscriber calls)
« MTS Detailing with BS - $1,500 for the last 6 months (Detalling of subscriber calls with base stations)
« MTS Flash (Subscriber location in real time) - $500 (price for one point, several points will be cheaper)

BEELINE:

- Passport data check by phone number - $100

+ Search for phone numbers by passport data - $100

+ Beeline Detalling (Standard) - $500/month (each additional month +$250)
+ Beeline Detalling (By Base Stations) - $1,600 (for the last 180 days)

- Beeline Flash (location determination at a specific time) - $500

MEGAFON:

+ Number check - § 100 (Subscriber registration data - full name, date of birth, residence permit, passport data)

« Number search by full name and passport - § 100 (Search for active/Inactive numbers registered to the subscriber)

« Number search by full name and date of birth - § 100 (Search for active/Inactive numbers registered to the subscriber)

+ Megafon call detalling with base stations - $1,500 for the last 6 months (Call detalling of the subscriber with base stations)
- Flash - $500 (price for one point, several points will be cheaper)

TELE2:

« Number check - $100 (Subscriber registration data - full name, date of birth, residence permit, passport data)

« Tele2 call detalling with base stations - $1,500 for the last 6 months (Call detailing of the subscriber with base stations)
« Flash - $500 (price for one point, several points will be cheaper)

« and more.

Punching through YOTA, Rostelecom, Tinkoff Mobile and any other mobile operator of the Russian Federation - $ 100

Search for all numbers by all operators at once - $ 160 (Result 100%, will be all numbers avallable to the subscriber for all operators)

Detalls of calls and SMS from the base station (any operator) period 6 months minimum - $ 1700 (execution period up to 2 weeks)

Figure 24. An example of a telecom-based intelligence gathering service being offered in the underground (Procrd forum)
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Synerqgy of Cyber and Physical Domains

Guns, drugs, and other prohibited substances are well-known commodities that are sold within the underground ecosystem.
There is a growing synergy between physical and cybercrime groups, as physical crime groups increasingly recognize the

value of high-tech crime to scale and enhance their operations.
The screenshot in Figure 25, which shows an individual promoting a "violence-as-a-service" operation is seeking to hire a PHP

backend developer, is an example of this synergy.

Forums > Recruitment agencies > Labor exchange > | offer a job >

Cyberwarrior (Online work)

& ® 1 Sep 2023
15ep 2023 € 0
Long-awaited online vacancy from Full-time employment. High salary from $ 3000 at the start and several times more after a few months of work. Sensitive and attentive manager (that's
me), friendly-and-responsive-t work in P solitude.
Requirements:
Full-stack-programmer Senior backend developer with total knowledge of PHP.
Bagrov Experience in large IT projects from 3 years.
Veifiedservice |  Stress resistance.

Messages: 159 Understanding what a technical task is and the ability to strictly follow it.

Reactions: 661

Sales: 20

PS. If you get tired of hanging around in front of the computer all day, there is an opportunity to earn extra money in the fresh air. Take pictures of doors.

C ke 1891
aes L P.P.S. Deanon is required after passing the probationary period.

! The vacancy is temporarily unavailable !!!

Last edited:22 Jan 2024

-OTR

\ I

FnasHbili GOpym YEPHOro phiHKa

£t Forums [EPANIEEREYS Free stuff here + @ Guarantee & Currency exchange (& Advertising & Elevation of rights ~ # Rules ) RUTOR FM > Entrance (& Registration

New messages

Xouewss 6esonacHo Xouews 6eaonacHo
npoBsecTu caenky? Aenky?

Cambiit HagexHbIR Cambiit HageXHbIi Cambiii HagexHbIR
rapaHT cepeuc rapaHT cepeuc rapaHT cepenc
Forums > Marketplace for goods and services >
- Arson and violent actions
Filters v
Working for Tatar Answers: 81 Tuesday at 12:25 e
— For us, you are cannon fodder, not part of our family.* The following ies are open: 1) Intelli officer. Moscow. Requi dequacy, ability to quickly navigate 1S 42X
the terrain, knowledge of the city, a high-quality camera or smartphone with a good camera, ability to keep your mouth shut. The essence..
30 Nov 2021
Tatar Services Answers: 191 1 Nov 2024 '
1624015067 Views: 130K
18 Jun 2021
Special service Answers: 31 7 Oct 2024 e
Views: 37K

good day. topic for those who were looking for a “special service", but decided that it is not provided here. we work in the Russian Federation and Ukraine, expensive, Moscow
and St. Petersburg price x2. depending on the status of the target, the presence of security and other factors, the price changes we work only through the guarantor of the forum

HE B BN BN

Rutor
10 Mar 2022
Thailand. Tatar goes on vacation. Answers: 11 28 Jul 2024 .
Good day to all. It's summer now and many of your enemies are drawn to warmer climates. Tatarin doesn't waste time and follows them. Works all over Thailand. All you need is ~ V/€%5 *®
the full name, date of birth, photo and address of the target. For all questions, please contact me via PM.
84Ul 2023
Tatar Security Service Answers: 3 17 Jun 2024 '
Views: 2K

Good day, forum members. | have been watching the life of the forum for a long time, and it has become painful for me to watch how drug money passes by, how people work
hard for pennies when they deserve more. Promising and reliable employees work for shops that, instead of honest wages, pay...
- 13 Apr 2024

Figure 25. Job offerings for a senior backend developer posted by an actor (top)
who also provides physical violence services (bottom)
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Violence as Crime Services

One trend that we have observed within the Russian-speaking underground over the past few years is the rise of demand

and offers for violence-as-a-service activities.

The likely reasons for the increased supply and demand for such services include geopolitical unrest, economic instability, and
increased national state-aligned interest in this field. These services often incorporate OSINT and HUMINT services as a part of

their operations.

B a ®

# Aules &} Forum ' - D -8 - g = - 5 <
£ RAule i What's new? @ Gamant-Senvice && Arbitration P Advertising 12 Users Enirance | Fegisimation QL Seamh

TRADING AREA. > Market Sale

or sale  Forceful actions! We will help to punish. Price - quality.

bros  duplicate | cupicate forem | best | amon for money || decided || solve prablems | force actions | sports | dupicats forum

o=

29022023 Miwrsgame Lo B msm g dirweng o Gumeese ol (mbar (ue 1t e
188
180 Crncene AT MM O Poaiirmd
00000 P
178
(T T -
SORE a8 (09t COMOMARAM WEOwt AIRALIM v Ll O* I
A Tl e 04)
FeA s e W o PO a CH")
Y e KT8 §
Nguarnyr ey —w 9 o Cry
Pimy m oot e ol b et 11 4 e cyEa
Mg~ = § sw o - 1
L e L -
W BNy L aae ) e el 3 I-’,l
TV TR RO T
Hi, guys!
We can your pi for financial
Price List:

-Piss on and punch (suggest anything to the victiml) from $1,000

-Grievous bodily harm from $5,000

-Torture with extortion of information from $6,000 per day

-Car arson from $6,000 (depending on brand, class, location)

-Apartment arson from $10,000 (depending on location and class of housing)
Warehouse demolition from 25% of the cost of the goods.

Didn't find the service you need? Write to Telegram or forum PM - you can do anything for money.

ALL TRANSACTIONS ARE CONFIRMED IN THE FORUM PMI!! WE ARE NOT RESPONSIBLE FOR TRANSACTIONS NOT CONFIRMED IN THE FORUM
L

O

Figure 26. Physical violence-as-a-service offering (Dublikat forum)
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The prices for physical violence actions often start at several thousand US dollars and can range up to tens of thousands.

Alongside physical actions, we have observed offers focused on using psychological pressure on the victim, including harassing
calls, SIM card blocking, and other similar tactics. The screenshot in Figure 27 shows that the topic has accumulated 10,000 views

and six pages of discussions.

£ Incognito

-4
(AT O What's new? ~ 7 Guarantee & Cumency exchange (D Advertising Elevation of rights  / Rules G RUTORFM Wi 3)Entrance (& Registration
New messages
Dr;
Xouews GeaonacHo . Xoueuis GesonacHo Xoueuis Gesonacko
npe u caenky? cunuBbIE AHII“" > M C p nponecTH caenky? npooecTH c
= : i, VR £ B, £ 1D o] ; Lo |_
CamMbii HAAEKHBIA ﬂ U BCEH PUELH H oBoro Efjene’-ﬂ A Cambii HAQEKHBIR CamMbif HaQEeXHbIA
rapaHT CepBWc ; Y - rapanT cepBuc rapaWT cepBuc
Forums 3 Marketplace for goods and services >
CREATING PROBLEMS! PRANK/BLOCK. CARD/NON-POWER ACTIONS
Filters =
. Game Carnival / Communication competitions roulettes Answers: 15K 3 muH. Hasan .
WE ARE HAPPY TO WELCOME YOU TO OUR GAME!! Various contests and roulettes will be held in this thread. Both services from my price list and cash prizes will be raffled Views: K
offt WE RESPECTFULLY TREAT EACH OTHER, WE RELAX IN A FRIENDLY WAY, WE DISCUSS ANY TOPICS Our chat: (coming soon) Game thread support @Accept..
- 18 Apr 2024
. BLOCK CARDS AND SIM, PRANK CALLS | VIRUTOUSLY PLAYING ON THE NERVES OF YOUR ENEMIES! Answers: 101 Yesterday at 04:00 @
I've been doing pranks for many years. I've fucked up hundreds of devils and torn thousands of asses, Now I'm ready to help you get even with your enemy! @@ | have many e 108 .
databases on the Russian Federation and the ability to search for information in open sources. If you don't have the informatian you need, I'll check any...
+ 23 Nov 2023

Figure 27. "Nonviolent" psychological operations (psyops) services being offered in the underground (Rutor forum)

Car-related Underground Activities

Several factors drive the growing interest in cars among the cybercriminal community.

For example, disruptions in supply chains, particularly due to sanctions in Russia, have limited even dealer access to vendor-
supplied diagnostic tools and software. In addition, some car owners have a high demand for tuning, feature enablement, and car
diagnostics, but find that official routes to achieve these are limited. This creates a gap that criminals and underground services

can fill.

The second factor that can potentially drive car-related underground activities further is the demand for spare parts that official

suppliers cannot fulfill. As a result, cars may be stolen and dismantled to meet spare part demands.

Yet another reason for the growth in car crime services is the increasing connectivity of nearly every modern vehicle, which
opens up significant possibilities for new monetization schemes. The ability to remotely control cars, including opening doors
and tracking car locations, can enhance other criminal activities such as intelligence gathering and mule services. The following

screenshot (Figure 28), which is taken from the Rutor forum, illustrates activity within just one car-related subsection.
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) Guarantee & Currency exchange  (© Advertising

Elevation of rights & Rules GaRUTORFN » <JEntrance (& Registration

Forums » Marketplace for goods and services » Mulnerability of electronic systems. > Codegrabbers | Repeaters | Starters

For sale
Filters =
[ ShadowKey CODE GRABBERS | WORLDWIDE SHIPPING | WARRANTY Answers: 5 Friday at 11:43 .
‘f Welcome to the store selling equipment for testing car security systems for burglar resistance! Option 1. Maximum version of the Pandora DE50/670 ShadowKey MAX e Tz
Codegrabber Characteristics: - 40 cells...
- 8 Apr 2024
Code grabbers, multi-brand fishing rods, winders and coils Answers 8 Wednesday at 21:29
Greetings to all ferum users! Fishing rods for sale at sweet prices (all models up to 22-23 years are supported). Also available are starters via 0BO connector and CAN bus of the Views 51
car, Splinters (splinters) Korea and Japan, Code grabbers for gates and barriers. Discount for the first buyer + guarantor for my...
8Jul 2024
F Code grabbers, repeaters, turbo decoders, jammers and much more. KAZAKHSTAN, KYRGYZSTAN, UZBEKISTAN. Answers 35 11 Nov 2024

| will sell equipment for emergency opening of cars! Repeaters, Code grabbers, Turbo decoders, also jammers, radios, GPS beacon detectors and much more. GARANTEE is i oo
welcome. Contact here or Telegram https://t me/FOXD1KZ tel +7 707 545 2542.

+ 15 May 2020

Code grabbers | Repeaters | Starters | Jammers Answers 0 26 Oct 2024 .
Code grabbers | Repeaters | Jammers | Jammers from the DEVELOPER AND MANUFACTURER Our store specializes in creating and selling our own devices. We develop and Vi 122
produce all the products that are presented in our assortment, and sall them directly from the manufacturer. You...

25 0ct 2024

CODE GRABBERS The following devices are available for sale: » Cade grabber — Pandora D-605 V 2.4 - Code grabber — Pandora D-90 {Maric) « Code grabber — Pandora DXL- Views:
5000 (DXL-500) - Code grabber — Sheriff ZX-940 - Code grabber — Shexiff ZX-940 (Barriers) - Code grabber — Scher-Khan Magicar-7 -..
+ 22 Aug 2022

Sale of code grabbers and other equipment Answers: 31 2 Sep 2024 o

Selling a Pandora 2.4 code grabber - simultaneous reception of AM + FM (433, 434, 868, 315) - original d605 key fob - graphical interface - 40 memory cells - signal reception e 1

and transmission range up to 100m - auto mode (ability to automatically record the decrypted signal o the next cell) -...
+ 15 Mar 2021

. Code grabbers (car alarm scanners), repeater rods, firmware and training Answers: 27 2 Sep 2024 Q

Codegrabber Pandora D605 v2.4 Answers 12 25 Aug 2024 ,
Selling a new code grabber, one-time offer! Attached is a pdf file, everything is described with which systems it works. (Except - Honda, Mercedes, the rest according to the list.) Vmery: e
Price: 30,000P Guarantor is welcome!

8 Apr 2022
Complete set of tools for working with Honda $1000 Answers 16 12 Jul 2024
In stock 1 reliable key programmer for Honda. Supports models up to 2017, programming is carried out via OBD connector, The delivery set includes a starter, a screwdriverand ~ //7® oo
seeds. Price 1000 dollars. Will sell to a person with a reputation. Forum guarantor at my expense.
+30 Apr 2023
s Selling "Zvodilka" Tetris Answers: 7 5 Nov 2023
Tetris Wind-up Game for sale. Details in PM Vi ar2
7 Aug 2023
‘ Selling Tetris to Korea Answers 4 6 Oct 2023
Views 527

Several Tetris devices for Korea are on sale List of supported cars ([European/USA market): Kia Sorento Prime 2014-2020 Sportage 2016-2020 Stinger 2017-2021 Niro 2016-2021
Hyundai Sonata 2019-2021 Palisade 2018-2021 Tucson 2015-2020 Tucson 05.2020+ Santa Fe 2018-2021+ Kona...
7 Aug 2023

Figure 28. Examples of car-related tools and services (Rutor forum)
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Influence of Geopolitical Events in the
Underground

Recent geopolitical events have significantly affected the Russian-speaking underground, triggering changes in the rules of

engagement, including the geographical areas and critical verticals deemed "“acceptable to target.”

These include not only the war between Russia and Ukraine but also the Nagorno-Karabakh conflict, elections in Georgia, and
unrest in several other ex-USSR states. The geopolitical unrest reshaped ties and trust both between and within cybercriminal
groups and communities. It also exposed the support particular sides were providing, which can indicate the origin or the physical

location of the underground actors.

Changes in trust between countries lead to the polarization of economic and military alliances. Prioritization of military supply
chains and imposed sanctions result in shifts in digital, physical, and financial supply chains, ultimately influencing underground

activities.

This section highlights key changes in threat actor behavior, criminal business processes, and the prioritization of monetization

options influenced by recent geopolitical events.

Changes in the Rules of Engagement

The underground phrase “Do not work in RU" is a common agreement among criminals to avoid targeting victims within
Russia — however, the term has never referred exclusively to Russia. By default, it encompasses Russian-speaking countries

or former USSR territories.

Later, depending on interpretation, the Baltic countries were excluded, aligning the defined areas with the Commonwealth of
Independent States (CIS). While the rule itself is fairly universal, it has various exclusions triggered by the chokepoints in different

criminal business processes and necessary activities within Russian-speaking areas.

Money mules, money laundering, and intelligence collection services have long been available on Russian-speaking underground
communication platforms but require some level of involvement within Russian-speaking countries to function. Figure 29 shows

an example of a payment processing service in both Russia and Ukraine.
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l (3) E-pay - P2P processing for RU and UA

E-pay is a reliable P2P processing that has been operating for many years.

Accepted GEOs: Russia, Ukraine

There are over 300 cards in rotation.

We accept any topics; we do not respond to customer complaints.

Quick integration via API. You can use your own payment methods. Automatic issuance of cards in Telegram is possible.
Payments: at any time to USDT, bank cards, SBP.

MECTHB 5o
*

Registration: 01/30/2020
Messages: 320

Deposit:

i] RDUR; 0 GRUSD TG contact: [Only registered and activated users can see links. | Click Here To Register... | ]
Transactions through

GARANTEE: 0 ¥  likesthis.

Last edited by ; 11/08/2024 at 08:26 PM .

o

Figure 29. Payment processing service operating in both Russia and Ukraine (DarkMoney forum)

In general, the rule remains in place for many underground platforms today, though some tolerate posts that potentially target
either Russia, Ukraine, or other countries in the region. There are ongoing discussions in most underground communities on the

long-term consequences for those who break this rule.

You should think about the fact that you are deliberately deceiving peopla from the CIS, wharaver they are. Got a CIS log/bot bacause of a different IP and no language in the systam/browser?
Throw it away. The default list of countries where it is prohibited to work ( bratva , please correct me if | suddenly forgot something):
WPRussia, -Ulunln-, :.Balnm-, -eKazulr.hmn . QArm-nla, °nzorbaiinn, @Kyrgyzmm, : ki -l HMoldr.wa, *G.umin.

You should think about the fact that you are deliberately working on any targets of the countries above.

27.01.2022
2155

4491 To each his own. The forum prohibits work on the CIS. Some countries from your list are not part of the CIS and are currently openly hostile to the CIS.

But my personal opinion: politics interferes with professionalism. Let's still approach the issue honestly - the US was and remains the richest country (along with what you

.

wrote in Tier 1). Any other narrative is most likely introduced in the interests of the US through its agents of influence ‘= . For example, work on "state” and propaganda of
other nonsense.

moderator: Behind the scenes discussions

L1Complaint rylike +Quote <3 Answer

o2

Figure 30. Discussion of “targeting" Russian-speaking countries (translated)

Recent Targeting Changes in Russia and Ukraine

One of the main reasons why the “Do not work in RU" rule has remained in place for so long was the fear of attracting local
law enforcement. However, recent geopolitical events in the region, particularly the war between Russia and Ukraine, have

led many criminals to believe that the likelihood of such law enforcement collaboration has decreased significantly.

This lower risk, combined with the motivation to harm the perceived enemy, has led to a rise in instances where this rule is broken.
As an example, the following screenshot (Figure 31) shows a request to buy a Hidden Virtual Network Computing (HVNC) or stealer

malware that works in Russia was posted on the Rutor forum, which tolerates such posts.
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Forums > Deleting information. Blocking websites and soci... » Hacking|Phishing|Malware|Blocking > Buy | Looking for >

Looking for HVNC or Stealer in RU

8 - (© 13 Oct 2024
13 Oct 2024
G ] I'm looking for HYNC or Stealer with a RU stamp.
A Tell me projects or where to find them, if there are any.
PS.
Passenger Administration, if | violated something or posted it in the wrong place, write the reason in PM or move/delete. Thank you.
Messages: 3
Reactions 0

16 Oct 2024

In ru as far as | know for PC - Phoenix
For mobile - kraks

Advanced user
Messages: 216
Reactions: 103

9 Nov 2024

Those who work on ru, they come to them in the morning

Passenger
Messages: 3
Reactions 3

Figure 31. A request for HVNC or stealer malware compatible with Russia on the Rutor forum

Alongside malware, other services that are an important part of the cybercrime underground supply chains are advertised with
explicit claims of their suitability for implementing criminal business processes in a particular region. Figure 32 shows an example

of a proxy service offer designed to target Russia with spam campaigns.
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Forums > Carding from professionals > Security | Proxy | VPN | AntiDetect > For sale >

Absolutely safe Proxy UA, for spam in RF

2 @11 Aug 2023 - T3 proxy = anonymity

11 Aug 2023

Hello. | suggest sharing my capacities.

You understand that by providing spam services, you indirectly participate in the plot, with number 2287 Of course, many believe that they will say that they only provided marketing services and

had nothing to do with it, but the reality is that there is an extremely high probability of ending up in a situation where you only have to ask to pull out a mop, while signing protocols with both
Passenger hands, without even reading them.

40 By purchasing a Proxy from me, your probability of getting into a situation where they will reach you through the network at all is significantly reduced. Since there will be no responses to any
55 requests from the Russian Federation authorities from Ukraine.

Spaoiler: Mobile Proxies

IP change: on request (API) or by time
Unlimited traffic

Quick IP change

Highest anonymity

Only you on the channel

Large pool of IP addresses

Speed from 30-60 Mbps

HTTP{s) and SOCKSS5 protacol
Passive OS Fingerprint - OS fingerprint substitution
Log\Pass or IP binding

Operator selection

| do not provide admin panels

Price from 3$ per day per channel.
Minimum - 3008 monthly
I will not object if the amount is with the guarantor before the end of the month

If anyone is interested in server IPs of Ukraine - no, but there are IPs of Europe, the tails of which will go to Kiev (which in my opinion is not so reliable). We can discuss this issue, but | would not
advise.

Through the guarantor.

Spoiler: IMPORTANT

Gentlemen, please take into account that there may be force majeure, for example, a bomb hits a building or an operator, and in general, anything can happen there, so there may
| be interruptions (and there are), but everything is solvable and everything is negotiable.

Figure 32. Ukraine-based proxies offered for targeting the Russian Federation (Rutor Forum)

The separation of loyalties has also impacted recruitment processes in the underground. Job proposals targeting Russian-
speaking regions are appearing more frequently in these communities. Figure 33 shows an example of a job posting for a scam

team that targets RU (Russia in this context), posted on the Gerki forum in February 2024, with a low entry barrier (training
expected to take just a few hours).
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RECRUI MENT FOR THE BEST ANTIKINO TEAM | WORK PO RU

® 1577 Vie *|a

Trading PL * Buy/ Require services | Partners | Work
10Feb
# TEAM RECRUITMENT #
L ANTIKINO, THEATRE, POSTER, STAND-UP, EXHIBITIONS &

4 RU WORK
4P EXPERIENCED MENTORS
FBEST FUNCTIONALITY
FSAP AND CALL
1 4BONUSES FOR TOP WORKERS
(]

#%Brief description:
10 Feb 2024

Your task will be to communicate with men on behalf of a girl, so that he makes a purchase on our website (tickets to the theater, cinema, stand-up or exhibition) You will be
asked standard questions, and the communication will continue for several hours, sometimes even a day or two (depending on the situation). But it is better not to drag it out
for such a period of time ...

From each of his payments, you receive a percentage of his purchase.

The work schedule Is flexible, and payments are made the next day. Training takes only a few hours!

For all questions/application here - TG:

Figure 33. Job posting to conduct scams in Russia (Gerki forum)

Ukraine is also targeted in similar ways and on a comparable scale. Figure 34 shows an example of a job offer for a female,
Ukrainian-speaking individual for explicitly-claimed criminal activity (referred to with the common criminal slang "black project™).
The job requires interaction with potential victims via calls and messengers in Ukrainian, with a starting salary of US$2,000 per

month.

HE PAGOTAEM CO CKAMON
iﬁvmvc&”

ViLLEVI HANNEPRPOB

: BbICTPbIA CbEM
ONMJAYY KOMWCCWIO TAPAHTA

[mmd . [nmopum v I\llwnpﬂm I

#1
| Operator with knowledge of Ukrainian language required, girl ! ! |
We are looking for an operator for SIP telephony, a black project, we work on UA, we need 1 operator, a girl, with excellent knowledge of SI
and Ukrainian, the tasks will be: calling, receiving calls, working in a ) Payment is , not less than $ 2000 per month, if
Registration: 06/06/2022 desired, it is possible several times more. For all questions in TG: @
Messages: 52
Deposit:

0 RUR / 0 GRUSD
Transactions through
GARANTEE: 0

Q

Figure 34. A recruitment post for a scam that targets Ukraine (Darkmoney Forum)
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Alignment with Government Objectives

By leveraging attacker services on the underground, government-aligned threat actors are often capable not just of

achieving their goals, but also maintain a level of deniability, as the actions and damage are carried out by third parties.

This also allows them to blend in with the more financially motivated campaigns of the same criminal service providers.
Geopolitical unrest further increases pressure on nation-state-aligned actors, as their objectives shift rapidly and the deadlines to
conduct operations become dramatically tighter. This shortens the preparation window for their operations, driving them to seek

alternative ways to achieve their goals.

Underground services are one option for providing such resources, and it is not surprising to see the traces of national-state

interest groups increasing both in underground conversations and in the tools observed with their kill chains.

At the same time, the presence of such actors can raise a red flag within the underground community, as seen with the reactions
in the following screenshot (Figure 35). In this case, the request to conduct operations is restricted to border regions currently

contested in the war — which is very unusual for normal criminal behavior.

1t Forums & What's new? Free stuffhere * & Guarantee & Currency exchange @ Advertising & Elevation of rights & Rules faf
Forums > Marketplace for goods and services > Boxing Section - Power Actions > Looking for services >

Regions. CRIMEA.BELGOROD.KURSK.BRYANSK. VANDALISM REGULARLY

2 - @ 2 May 2023
2 May 2023

Hello everyone! | am interested in pecple who will regularly carry out force actions in the specified regions related to property and real estate.

Registered
Messages:
Reactions: 3

31 Jul 2023

What SBU?
And | think I'm a private, it says so in my military ID.

Radical firearm You are offered border areas of the SVO. A contract from the SBU or GUR, according to which you will then go to prison for treason and sabotage.
solution to your

problems A\ Please Login or Register to see hidden links.

Service

Messages 179 SPECIAL SERVICE ON REQUEST
Reactions: 318

Purchases: 1 T 4, i

i DEae « Causing grievous bodily harm by firearms (and not only)

5 others

31 Jul 2023

You are offered border areas of the SVO. A contract from the SBU or GUR, according to which you will then go to prison for treason and sabotage.

There was a guy here about a month and a half ago who offered to set fire to a relay cabinet for 12k
Sending messages to

VK and OK Mailings in VK and OK, 3r per message, from 5k messages price 2.5I‘

m Mailings up to 50k messages per day, are you scared to work directly? There is a guarantor of the service of the rutor

Blocked If you think the price is too high, provide the consumables yourself and pay only for the work)
Messages: 423 | will terrorize a person for your money, pour acid on him and much more)
Reactions: 570
Sales: 7
Purchases. 1
Cashback: 3.13% |

Figure 35. A request for violent actions near the Ukraine-Russian border (Rutor forum)
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Rise of Hacktivism

Separate from financial criminal motivations or nation state espionage, hacktivism — ideologically motivated hacking —

offers an opportunity for both criminal and nation-state groups to advance their differing goals.

For example, it can be used to justify the actions of ransomware groups, whether against particular geographical regions
or against specific verticals (e.g., military or government. Additionally, by influencing the targets of hacktivist operations or

pretending to participate in them, such groups can conceal their real actions by diverting defender focus.

There have been several cases where criminal groups took sides in ongoing conflicts, aligning their actions with hacktivist ideals
rather than financial ones. We explored this in depth in our paper "Understanding Hacktivists: The Overlap of Ideology and

Cybercrime" 34

The rise of hacktivism is an expected behavior during geopolitical unrest. This trend creates additional opportunities for criminal
and nation-state groups to exploit such attacks even against organizations outside the main conflict. The adaptation of criminal
business processes to leverage or incorporate hacktivist actions can lead to significant changes of the attack surface for the

defending organization, requiring adjustments to mitigation procedures.

Reshaping of Ties and Trust Relationships

Significant geopolitical events in the region, including several kinetic conflicts, disrupt ties and trust relationships at the
same level. Actors — depending on their geolocation, mindset, priorities, and self-discipline — tend to choose one of two
paths: either taking sides and breaking away from previous partnerships or prioritizing criminal monetization over the

ongoing conflict and maintaining the status quo.

Even in this second category, however, changes are inevitable, driven by the macro environment in which they live. For example,
cash-out options in Russia have changed due to the sanctions, and criminals now find some previously trusted underground
services they relied on to now be untrustworthy — leading to disruptions in their business. Some actors have physically relocated
to European, Asian, and American countries, where they have begun interacting with the local community and adapting their

knowledge to the local environment.

These processes have lowered entry barriers for foreigners to request or offer services in the Russian-speaking underground,

expanding underground service coverage into these new geographical regions.

In the following screenshot (Figure 36), taken from the Darkmoney forum, we see a discussion about preferred countries for

relocating (where it is considered "safe" to continue business).
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Quote:

Message from il &

Which country is better and realistic to move to in order to improve your anonymity and security? Where Js it easler to conduct oniine
business? Where is it easier to sleep at night?

Where is it easier to resolve issues with tax authorities? Where are there fewer problems with explaining the origin of money for
buying real estate, a car?

Where is it easier to work with crypto, to withdraw it inte cash.

Which country has more opportunities for anonymous transactions, for a quiet life without attracting attention? Where is an identity
card required less often

Almost all of South America and the Caribbean. On the downside, it will be difficult for you to work according to Moscow time, unless you are
a hell of a night owl who works at night and sleeps during the day. But if you have a team that you only need to monitor at any time a couple
of times a day, then this is probably the best choice. Depending on the amount of money, you can choose any country from the poorest like
Haiti to the almost European or American level of Panama or the Caribbean islands of the former English colonies.

Registration: 01/19/2013

Posts: 6,118
Deposit:

0 RUR / 0 GRUSD

| Transactions through
GARANTEE: 5

About the ID card, that's lol. Apart from road checks that usually check that you are not drunk, no one needs your ID card if you do not
violate anything or openly provoke.

o B Ouote

Figure. 36 A thread on relocation options (Darkmoney forum)

Synergy with the Chinese-speaking Community

In recent years, there has been an increased presence of non-Russian speaking members in Russian-speaking forums.

The origins of other participants vary, but we have observed a significant increase of Chinese-speaking individuals collaborating
with members of Russian-speaking forums. There are several factors that indicate a Chinese-speaking origin: some users post
messages in Chinese, while in other cases, image metadata contains Chinese text. Some forum participants also openly disclose

their origins.

B

& Incognito

& What's new? Free stuff here ~ © Guarantes @ Currency exchange () Advertising @ Elevation ofrights /> Rules GXRUTORFN > =JEntrance (& Registration

Cambiit HaA@XHBIA
rapanT cepsuc

Cambif HafeNHbIA
rapanT cepsnc

Cambii Haa@XHEIR Cambi HaAEKHBIA
rapanT cepsnc rapant cepamc

Forums » Deleting information. Blocking websites and soci... » Hacking|Phishing|Malware|Blocking > Buy | Looking for >
Android 13 Mobile Phone Remote Control
& @7 Apr2024

7 Apr 2024 < 0

My girifriend may have betrayed me, | am Chinese. Now | don't have any contact information about her. I only know her mobile phone number. Her phone system is Android 13. Please help me
access her phone and check her mobile phone. What is the content and control of her phone?

Registered
Messages
Reactions:

9 Apr 2024 2 w2

A bowl of rice, a cat, a wife, no hacking

1@

Messages 109
Reactions: L

9 Apr 2024 < 43

I hack telegram
I get access to channels
| can destroy them upon request

Write to telegram
Registered /iy Piease Login or Register to see hidden links.
Messages: T
Reactions: o
10 Apr 2024 | M

| Abowtof rice,a cat. a wie, na hacking

My name s a telegraph number.

Registered
Messages
Reactions:

Figure 37. A request from a Chinese-speaking person on a Russian-language forum (Rutor forum)
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This evolution of collaboration has led to several notable trends:

- Chinese-speaking criminal groups freqguently act as initial access brokers for compromised companies worldwide, selling access

to compromised assets and data on Russian forums.

- These groups often seek resources on Russian-speaking forums, including purchasing vulnerabilities, exploit code, or requesting

the development of malicious software.

- They have also been observed recruiting individuals to conduct offensive operations.
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B 370 Teme HENb3A PAIMELLATD HOBbIE OTBETbI.

5 [lex 2022 < #1
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==
5 [lex 2022 o #3

3To e Taxkoe , nepesenTe KTo 3HaeT

MecTHzIR
Coofuyemn: 19,086
Peakwm 22.833

5 flex 2022 ]

EEA, BEE

I need to find a hacker to infiltrate some Japanese websites to obtain database information. We can confirm the details of the task through chat. The premise is that you can do this work. All our
3aperwcTpuposasss  transactions are completed through the guarantor of the forum. So, you Can accept these let's talk.

Coobwenve obHoanewo: 5 [lex 2022

ara

| need to find a hacker to infiltrate some Japanese websites to obtain database infermation. We can confirm the details of the task through chat. The premise is that you can do this work. All our
transactions are completed through the guarantor of the forum. So, you Can accept these let's talk.

Figure 38. Request from a Chinese-speaking member to infiltrate Japanese website databases (Rutor forum)
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Spillover of the Russian-speaking Cybercrime Scene into the EU

Many individuals, especially from Ukraine and Russia, have relocated or considered relocating abroad in recent years.

Alongside ordinary people, members of the cybercrime underground have expressed interest in relocation. Indicators of such
demand can be seen among the job postings in the underground. For example, the following post on the Rutor forum indirectly

suggests the existence of a service facilitating illegal Ukrainian border crossings:

naBxLii $OPYM YEPHOTD PaiHKa

“lEntrance 5 Registration

¥ Farme

g of 400,000 rubles daily

Mouews GesonacHo Xo » GesonacHo

Houewn Ge

& GesonacHo

m "Muxcep

JONACHO Xouel

npoBecTH caenky? A caenky?

3 ! & 1

Cambift HageHbIR Cambif HapewHBIR
rapauT cepenc rapaMT cepenc

npoBecTH caenky?
HEML I

Cambiit HaeHBIA Cambii HapemHBIR
rapaHT cepBMc rapasT cepowc

)

HOBOro rNnoKoneHnAa

Forums » Recruitment agencies » Labor exchange » | offer a job »

A driver is needed in Ukraine who will pick up people from Vinnitsa or Odessa and take them to 4-5 km from the border with Transnistrial

2024
M | Adiver is needed who will pick up peaple from Vinnytsia or Odessa and bring them 1o 4-5 km from the barder with Transnistrial
Payment is $800 per person, 2-3 people per trip. trips every day! Payment upon completion of work {a couple of kilometers befere the drop-off point) in cash $ or crypto in USDT!
Migration officer Wite offers to TG -

| % Ploase Login or Registor 1o see hidden Ink

n i

Figure 39. A job offer for a driver for human trafficking operations (Rutor forum)

Along with relocation, underground actors are bringing their habits and applying their knowledge to these new locations. They are

introducing and adapting criminal business processes, including those requiring a physical presence in the area.

For example, the advertisement in Figure 40 offers violent actions and surveillance services in both the CIS and Europe, posted
on a Russian-speaking underground forum. Such services were less common in the past, indicating a growing availability of local
assets available to carry them out. The range of services may attract not only cybercriminals, but also nation-states looking to

cause disruption in this region.
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Power service

Messages: 4

Reactions: 1 We are not Intermediaries

Telegram -

£\ Please Login or Register to see hidden links.

Element - @

matrix.org

Figure 40. An offer to conduct violent actions in Europe (Rutor forum)

Another advertisement is related to calling activities targeting German-speaking countries. The proposed salary is €2,000 per

month, with weekly payments, and working hours from 9 AM to 5 PM in Berlin.
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Forums > Recruitment agencies > Labor exchange > | offer a job »

looking for a german speaking employee / suche an assistant for work in german

p= (2 Jul 2024 - T German ringing ~ work as a caller

2 Jul 2024

- | offer a job in a call service to a German-speaking employee M/F

- | provide everything necessary for a start, you only need a computer and fast Internet
- Payment from 2000 euros per month, payment weekly

- Permanent employment from 9 to 17 in Berlin

Passenger

P contact PM
Messages: 10 | wir schaffen zusammen
Reactions: 11 | sigben Tage lang

Ja schaffen zusammen, nicht allein

Figure 41. A request for German speaker to carry out call fraud, who also is a member of the Russian-speaking cybercrime

underground (Rutor Forum)

We also observed an increase in advertisements for money laundering and withdrawal services offered in Ukraine and the
European Union (but not in Russia) by the same actor. According to the description, both money mules and shell companies in the

EU and Ukraine are involved in this actor's business process.
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Figure 42. A money laundering offer available in Ukraine and the EU, but not in Russia

Reshaping of Digital, Physical, and Financial Supply
Chains

Along with trust and ties, geopolitical unrest significantly affected digital, physical, and financial supply chains. The key
driver of this disruption is the significant changes in logistics caused by imposed sanctions and business decisions to

withdraw from affected regions.

Sanctions targeting business entities and individuals have also increased demand in the region for goods with limited supplies.
With restrictions on official suppliers, underground actors are capitalizing on this market and integrating it into their business

processes.

Sanctions are regularly discussed in relation to supply chains, with some logistics services advertising the delivery of sanctioned
items. The example in Figure 43 features an advertisement offering shipping from USA and Germany within 14 days. The actor also

explicitly mentions collaboration with the carding and staffing community to deliver their goods.

The Russian-Speaking Underground
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Fast delivery of your contraband goods from the USA and Germany to Russia and the CIS |

HDD drive
User .
Bl Flights every 7-14 days
Registration:  08.03.2024 . :
Messages: 24 # Delivery time 7-14 days
Reactions 3

Our service delivers any of your sanctioned and non-sanctioned goods from the USA and Germany to the Russian Federation and the CIS - any volumes, both large
wholesale and retail!

Individual conditions for regular and large customers!

Also for our favarite carders. referees and cvber thieves clients who have a head on their shoulders, we will show how we can get tons of goods for pennies - link (
https:/) )

Figure 43. Delivery service for goods to bypass sanctions

We observed another actor advertising products shipped from eBay and Amazon, mostly focusing on IT equipment such as cell
phones, tablets, and laptops — many of which are already available in their local stock. Other actors are capable of delivering
other hard-to-obtain items, such as drones. Those deliveries are often part of the monetization schemes for stolen credit card or

e-commerce accounts, as the prices offered to customers are lower than the official item prices on e-commerce platforms.

ABTDE i
473
Verified seller
Registration:  14.09.2022
Messages: 867
Reactions: 1174
Deposit: 0.5 BTC
Transactions through
Garant
546

|o
03.02.2023

Hello everyone. | ordered a copter from the seller, unfortunately they were not in stock and ordered from the store using my link.

After 11 days, the copter was already in the Russian Federation in the maximum configuration and what pleases me for 40% of the cost, to my surprise, that
everything works and that everything is real.

| read about carding so superficially, but the topic is interesting and you can earn $

Transactions through
Garant:

23

Figure 44. Examples of items shipped from eBay and Amazon to Russia through an underground service
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Since traveling between CIS countries is easier for Russian citizens compared to the European Union (where a visa is often
required) a significant number of those who left Russia have relocated to nearby countries. This has reshaped financial flows

and increased demand for money transfers to countries like Uzbekistan, Kyrgyzstan, and Kazakhstan — countries that were not
previously as popular for such services.

| _ Western/Coronalria on Uzbeks/Kyrgyz/Kz

- - Origin of Forex Investment
ﬁECTHHN Deposit from 3k bucks
@

AEBEJ-CEPEBMC Need drones for transfers in Uzbekistan / Kyrgyzstan/Kazakhstan amount of 3-5k baks for transfer

Registration: 08.06.2012
Posts: 252

Deposit:

555555 RUR / 0 GRUSD %, likesthis.
Transactions through '
GANG : 26

@Y

Figure 45. An actor recruiting mules (referred to as "drones") in Uzbekistan, Kyrgyzstan, and Kazakhstan due to the growing
demand of such services in the region (DarkMoney forum)

Money flows between Russia and many foreign countries are largely disrupted due to the sanctions. As a result, legal business

entities are turning to the underground to facilitate financial transfers abroad. The following example (Figure 46) highlights a
discussion about the growing demand of these types of underground financial services.

Page 53 of 66

The Russian-Speaking Underground




b g £ Incognito

|I.j||k5u:l( | Theme Options _ | View options
1
|' i imul devel of fi ial services on the darknet
————— B -
Arbitrator The number of offers to create payment gateways for settlements between foreign legal entities and individuals and Russian counterparties
has increased in the shadow segment of the Internet. The ads offer schemes for accepting payments from countries in the Eastern part of
Europe, the CIS, and Asia. Commissions are 20-30%, sometimes they can exceed 50% of the amount of funds transferred.
Despite the cost, the service has its consumers. The chain can be in demand for the export of goods, works, services from Russia to any of
the CIS countries in cases where such goods, etc. are subject to ene or another type of state control in the Russian Federation, which the
exporter cannot or does not want to comply with for one reason or another.
To receive the service, the client contacts the intermediary and discusses the terms, then the intermediary accepts payment from the foreign
buyer to a bank card, SIM card, or other methods. The transfer is made in cryptocurrency, but fiat can also be paid. It is mainly offered to
withdraw once a day from 100 thousand rubles.
Quote:
Registration: 10/14/2013 “Clients use darknet payment services mainly because they are afraid that the foreign exchange control of a foreign correspondent
Posts: 1,503 &
Deposit: bank will refuse to process the payment,” noted Elena Mende, a lawyer at the Baltic Bar Association.
1000000 RUR / O
GRUSD According to the lawyer, depending on the actual circumstances, as a result of such transactions, the acquiring owner and sometimes the
Transactions through service provider may be held liable for illegal banking activities and money laundering.
GARANTEE: 12
Foreign buyers, according to her, may also resort to such payment schemes when it is necessary to purchase services from a Russian seller in
the absence of the possibility of direct payment due to international sanctions or simply the risk of the bank refusing to process funds.
Another important factor, the lawyer adds, may be the desire to reduce the risk of falling under secondary sanctions.
Contacts:
B Telegram: @
m-o Direct link: [Only registered and activated users can see links. | Click Here To Register... | i
(beware of fakes, follow the direct link)
Forum private messages.
.-+ Channel: [Only registered and activated users can see links. | Click Here To Register... | ]
:f' Direct link: [Only registered and activated users can see iinks.[ Click Here To Register.j 1
[Only registered and activated users can see links. | Click Here To Register... |2
Q.

Figure 46. A discussion on how sanctions are driving demand for dark market services (DarkMoney forum)

Services that assist with sanction bypass payments appear quite scalable and widely available. The example in Figure 47 illustrates
the interest rates for these services ranging from 8% to 15%, depending on the scale of financial operations provided to a
particular customer per month. The volume tiers are split into several categories, starting at below US$100,000 and going up to
USS10,000,000. A list of supported currencies, including nearly 30 popular ones, is also provided. The advertisement explicitly

states assistance in bypassing Western sanctions.
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We help pay for foreign services, goods and
services bypassing Western sanctions

October 04, 2023
We help pay for foreign services, goods and services bypassing Western sanctions!)
T We also accept and send $% currency to our European accounts,

with the possibility of conversion into cryptocurrency.

tamonth

4up to 100k$ from - 15%
3100-500k from - 12%
+/500-1mln from - 10%

1mln-1omin from - 8%

$¥Currencies we work with;

1% Pounds

< Euro
Australian dollar
Bulgarian lion
Canadian dollar
Czech crown
Danish crown
Hong Kong dollar
Hungarian Forint
Spanish Crown
Israeli Shekel
Japanese Yen
Mexican Peso
Moroccan Dirham

New Zealand dollar

Figure 47. A service offering for organizing payments and bypassing Western sanctions (Telegram)

Page 55 of 66 The Russian-Speaking Underground




The Effects of OPSEC and counter-OPSEC on Attacker
Attribution

The attribution of cybercriminals can be highly complex. The counteroffensive to attribution for these criminals is strong

OPSEC. We have observed that OPSEC techniques and related services have significantly improved over the years.

These have evolved from traditional bulletproof hosting to fully anonymized workstations with full-disk encryption and multi-hop

exit traffic paths.

Law enforcement has been proactive in taking action against cybercriminals. This extends beyond arrests to include infrastructure

takedowns and psychological operations aimed at creating mistrust and paranoia among involved individuals.

For example, we have observed an interesting dynamic where law enforcement actions such as forum posts trigger a process of

self-reflection and recommendations for future improvements in the development of criminal toolkits.

Figure 48 provides an illustrative example. During Operation Magnus (which disrupted the Redline and Meta infostealer families),

law enforcement posted references to usernames recovered from systems they had successfully taken down:

| ® MoxanyiicTa, obpaTuTe BHUMaHKWe, YTO NoNk3oBaTens 3abnoKMpoBaH

floppy-auck > & > )
A \J?\\w
ervucTpayvs:  21.10.2024 <

= 1

= _ /A WVE@”‘\

Ry

I_l._ll_i

AWESOME

FEATURES "«
FEATURIES

Nre

ths-y re ac tuaHv pmtty muc h the same
this version of Redline ILiNe-aAd_Meta inelud

This is an official notice from law enforcement. Earlier this year we have taken control of Redline and Meta infostealer infrastruc
This operation is being conducted in collaboration with international law enforcement agencies. Involved parties will be notified
For details (or arrest warrants) visit

Figure 48. A post from a law enforcement-controlled account "OP_Magnus" to the XSS forum

This prompted a self-reflective response from the community that included several recommendations on how to make future tool

development be less prone to analysis and disclosure.
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10 De U
- they claim to have gained access to all Redline & Meta servers (license servers, REST API servers, panels, stealers, TG bots);
- analyzed everything that was there (logs);

T - have the source codes of both stealers on hand;

2142 - pay attention to the stealer users with VIP status (deciphered as - Very Important to Police), list their nicknames:

4408 Heijs, Admin12, dogvile, Jerry_Gogen, Sheol, Cryptoghost, Savage12, Sailent?, antex, GoodLuck, papasander, fate99, benard25, Jackecks, buutms, gmclogs, sonunigam, puls343red,
xiaoguo, Seno, sonekamathot?0, Boreda, MAKARIO2021, redjas, joker232, drovosek, RoyceRolls, Vz293vdOudWk, 13T42Qog6uD5, BBKBWebc3DJs, 4iW7zgPEvCtm, advredline500k,
QoYU1HE29IIU, seefeld, dxxxterd33, izz2oVByeM71, jibujibu, reimann, Sparker, tron, giveme1kk, chaseditt, fisherkit, NoPerfect, NinjaEx, defualt1337, shiningmoon, Kas919, chanzen,
viadislv2013, d3g3n3RAT, AntiroSan, Drblood, Salmanjabir, grunklestansug, Andres3310, Johnlera, poppg1992, Topshatta666, teamnuh1213, dyingembrace, Bhfiogift, vtornik_leta,
DiMonetized, xstrOnxut, babydrill, smzyswagb, n3tfnx, BudDha_Smith, sonnyjhoe, nelsontrianag80, imking888, ddoxer, MaF1oZo, MrHater1, Maximese2022, harryprof, Zacchyy09,
shiningbQy, max_well07, DoubleDe28, mikle4545, crypto_and, bingparty, ygrimuimaster, gabapentium, bfnaeimome, frap (not sure about the last nickname);
= there will be an update in 19 hours (probably information about arrests).

Moderator

Once again, it's depressing to see nicknames as logins to the panel. Perhaps other stealers need to think about random username generation.

Figure 49. A response by a forum member with self-reflecting analytical comments

OPSEC needs are frequently addressed via specific services such as dedicated hosts with encrypted filesystems, traffic mixers,
and VPNs for exit traffic. Various tools, such as mptcp, Whonix and multiple VPNs, are popular solutions for network traffic and

anonymization.

IGNITEHOST
UNLEASH YOUR POTENTIAL

+ Instant Deployment v+ Encrypted Storage + Unbeatable Pricing v 100% Anonymous

Figure 50. An example of an offering for a highly secure "“in-cloud" environment that offers a high level of anonymity for the user

With that said, personal OPSEC is equally important. A recent arrest of the actor using the handle "Wazawaka" serves as a clear
sign that even cybercriminals operating in former USSR areas that claim to avoid targeting victims in this region can still face

arrest by local law enforcement if they neglect personal operational security.?®

"Wazawaka" generally ignored OPSEC considerations and never particularly tried to hide his identity, believing he was safe as long
as he didn't attack Russian targets. However, his recent arrest proved otherwise, showing that avoiding local crimes is not enough
to ensure a cybercriminal’'s freedom — strong OPSEC is still essential. This lesson has been repeatedly seen in several recent cases,

prompting many groups to adapt their strategies accordingly.®®
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Another significant challenge for cybercriminals is infiltration of the groups by security researchers or disgruntled competitors.
One of the most notable cases was "Contileaks,” where years of internal communication from the Conti Ransomware group were

leaked by a security researcher.?’

OPSEC also needs to account for insider threats. There have been a number of instances where members of a criminal group have
disclosed internal group operations as an act of revenge for disagreements or have hacked rival groups to undermine potential

competitors.

Many criminal groups who have evolved to a senior professional level prefer to work, partner, or hire only from trusted sources.
Even within these groups, a significant level of anonymity and discretion is maintained to ensure that a single "rotten apple”

doesn't compromise the whole group.

Impact of Takedowns

Conducting public takedowns has been widely popularized by international law enforcement and private security firms as a
seemingly effective means of combating cybercrime. A takedown, in essence, is a coordinated takeover and disablement of

attacker infrastructure, though it does not always produce the expected results.

The takedown process is usually followed by PR and media campaigns aimed at promoting and amplifying the effectiveness of

such actions. But how effective are these operations in reality?

In many cases, attacker infrastructure is often disposable. Given the level of automation used by threat actors, it often takes
only a few days for them to recover and rebuild their infrastructure. Unless the takedown process is coordinated with disabling
the human element (the actual criminal group), the attackers often simply learn from their mistakes and reconstruct a new

environment — one that would normally address any of the issues that were potentially identified during the takedown process.

For this reason, modern law enforcement actions have evolved to not only disrupt infrastructure but also damage the brand of the
criminal group and its services. Furthermore, seized infrastructure is used to gather intelligence, allowing law enforcement closer

to attribution and the arrest of the individuals involved.

Arguably, when attacker infrastructure is identified and accessible to those with legal authority, it may be more beneficial

to monitor its internal data over a period of time to continuously predict and prevent the cybercrime group's impact over a
prolonged timeframe. This debate between intelligence gathering vs. disruption operations remains a balancing act, as law
enforcement have to factor for the harm caused by ongoing crimes during monitoring as opposed to future crimes they may

prevent based through gathered intelligence.
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Effects on Attacker Attribution

Attribution in today's world is becoming increasingly difficult. For years, we have observed false flag activities, such as
malicious software samples intentionally embedding Russian or other language words to mislead researchers and point

them in the wrong direction.

With the development of Al technologies and proliferation of automated translation, attempting to deceive researchers trying

performing attribution based on language is becoming increasingly difficult.

That said, general techniques can still be applied. When analyzing online conversations, it is often possible to link local events in
specific regions to the potential physical location of the actors. Certain regional linguistic nuances, ideological expressions, or

political associations can also help build a more confident profile of a threat actor's background.
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How Changes in the Underground Affect
Individuals and Businesses

Effect Risks and Mitigations for Internet Users

The recent changes in the Russian-speaking underground, along with the emergence of new technologies utilized by
underground threat actors has increased the risks for ordinary people to be successfully targeted. We highlight some of

these key changes for awareness:

- Technologies like Al allow the attackers to target internet users more precisely, using more attractive and well-prepared lures

that incorporate local languages and cultural aspects.

- The appearance of high-resolution media, which includes biometric data, on social media platforms has made it easier for
cybercriminals to impersonate individuals. When combined with leaked personal information — obtained via breaches or
cyberattacks —and enhanced by Al, new opportunities for attackers have emerged. This involves the creation of highly
convincing digital identities that can be used to conduct actions such as opening financial accounts on behalf of unsuspecting

individuals.

- Criminals are also implementing complex, yet scalable monetization processes that target people across several forms of media
and combining attack technigues to exploit a variety of human weaknesses simultaneously. For example, many evolved scams
and fraud schemes contact victims and their relatives via messenger platforms, emails, calls, and SMS to improve the efficiency
of such attacks.*® Similar techniques are employed by hacktivism-driven actors, who are able to persuade their targets to

conduct hacktivist actions on their behalf.

- Geopolitical unrest has led to the physical migration of underground actors, who are now starting to apply their knowledge and
experience for implementing and adopting criminal business processes to their new environments. These new regions, which
were previously unfamiliar with such scams, are often unprepared or less resistant (similar to the introduction of a new predator

into an ecosystem). Reshipping fraud is a popular example of this trend.

A two-pronged approach — leveraging cutting edge security and anti-scam technology, while simultaneously enhancing awareness
and the ability to spot cybercrime fraud red flags during the early stages of attacks —is key to minimizing the risk of successful

attacks on ordinary internet users.

Effects on Cyber Risk Exposure Management (CREM)
for Businesses and Governments

The combination of increased maturity, new financial capabilities, reshaped ties and ethical boundaries, closer international
collaboration, deeper synergy, and the integration of cybercrime with nation-state-backed groups has significantly altered

the cyber risk surface for organizations.

In doing so, it continues to challenge traditional defenses, leading to a more risk-driven approach to attack surface defense.

- Increased maturity and financial capabilities enable criminals to implement new and sophisticated monetization schemes that

leverage more advanced tools, vulnerabilities, and exploits.
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- Reshaped cultural ties and closer international collaboration have led to the appearance of attacker capabilities and criminal

business processes that were previously unseen among actors from a particular geographical region.

- Changes in ethical boundaries have expanded the range of targets to include critical sectors and geographical locations that

were considered off-limits in the past.

- The polarization of societies and geopolitical unrest can provoke new campaigns against business and government assets. A
government decision or even a controversial claim from a company can turn organizations (including others in their industry)
into the targets of criminal, hacktivist, state-sponsored, or hybrid attacks. For example, in August 2024, the French multinational

insurance corporation AXA was targeted by hacktivists in response to the arrest of Pavel Durov.*

- Evidence of deeper synergy between groups with nation-state-aligned interests and cybercrime groups have been observed
in underground forum interactions and in the traces of attacks in-the-wild. One example of such a collaboration occurs when
a group aligned with the interests of a nation state, after completing its own mission on a target, resells access to a criminal
ransomware operator. This can distract security teams with a more visible but unrelated security incident unless they have the
maturity to handle these types of hybrid attacks. Conversely, the reverse can also occur, where a nation-states purchases access

to sensitive targets that had previously been compromised by cybercriminal groups with financial motivations.

It is crucial for governments and businesses to employ a strong combination of leading security defense platforms, advanced
threat intelligence, and human knowledge on strategic shifts in the threat landscape into their CREM procedures to address these
ongoing changes. This is particularly important when dealing with the increased sophistication, capabilities, maturity, and synergy

between criminal groups from different geographical regions and those aligned with nation-state interests.
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Conclusion

Criminal communities are constantly evolving, particularly in Russian-speaking regions. The key drivers of this evolution are

emerging technologies, new criminal business processes, and recent social and geopolitical changes.

Staying informed of these developments is important for businesses and governments, as most modern cyberattacks
originate from, or have their roots in the Russian-speaking criminal underground. This thriving community acts as a hub
where criminals can develop and monetize new attacks. The shifts we have observed are especially relevant for companies
seeking to defend themselves from ransomware attacks, phishing attempts, scams, and innovative new cyberattacks.

Understanding the enemy is the first part of defending against them.

The last few years have brought significant economic, geopolitical and technological changes that have left a significant imprint
on how the underground community has evolved. The proliferation of Web3 technologies and cryptocurrencies has fueled a
massive boom in services that support this ecosystem, including cash-out platforms and cryptocurrency mixers. Many legitimate
online platforms operate exclusively with cryptocurrencies, leading to the emergence of a new market for phishing toolkits tailored

specifically to address this cryptocurrency niche.

The significant changes in the geopolitical situation, particularly the introduction of sanction controls, have stimulated the criminal
ecosystem. In particular, the sector of the cybercrime underground that provides services to bypass these restrictions — from

online staffing services to financial system components — has become increasingly well -developed.

Conflicts such as the Russia-Ukraine war and unrest in former USSR states have redefined which regions and sectors are
considered fair game for attacks. Previously, the "Do not work in RU" rule broadly covered Russian-speaking nations, but
interpretations have evolved, excluding some areas while still enforcing restrictions for criminal operations that require Russian-

speaking infrastructure, such as money laundering and intelligence collection.

The changing geopolitical landscape, combined with a reduction in law enforcement intervention, has led to a rise in violations
of this rule. Cybercriminals and underground service providers are increasingly targeting both Russia and Ukraine, as seenin the

growing number of job postings and malware offerings aimed at these regions.

Government-aligned threat actors and hacktivist groups have taken advantage of the underground market for their own
objectives. State-affiliated actors seek to exploit criminal services for cyber operations, blending in with financially motivated
attacks. Hacktivist movements have also gained momentum, using cyberattacks to further ideological or political agendas. These
shifts have disrupted trust relationships within underground communities, forcing criminals to reconsider alliances and business
strategies. Sanctions and financial restrictions have further complicated criminal operations, leading some cybercriminals to
relocate to new regions, thereby broadening the reach of the underground market. These developments illustrate how geopolitical

instability reshapes cybercrime, making it more unpredictable and intertwined with state-driven agendas.

Bulletproof hosting, as we knew it, no longer exists. While hosting services remain widely available in the underground, we have
observed the appearance of multiple alternative solutions, including residential proxies, "secure workstation on the dark web,”
traffic mixers, reverse proxying, and other options that focus on addressing some of the bulletproof hosting needs of their criminal

user base.
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Information leaks driven by ransomware double extortion business models are widely monetized in combination with
unintentionally exposed biometric data on social media and the emerging use of generative Al to create digital identities — both of
real people and even nonexistent ones. These identities are then used for financial and cryptocurrency fraud, alongside extortion

schemes.

The synergy between different cybercriminal linguistic groups and threat actors from non-cybercrime backgrounds is becoming
increasingly evident. We have observed collaborations between actors aligned with nation-states interests and ransomware
groups, allowing for the exchange of tradecraft and malware tooling. This trend is partially driven by economic changes in other
regions, and partly by advancements in the ability to communicate naturally across different linguistic and cultural groups due to

the development of automatic translation and Al tools.

Finally, the rapid development of Al technologies has significantly influenced the evolution of tools and services in the criminal

underground, including the automation of search engine optimization (SEO) tools, fake news, disinformation toolkits. and more.*°

A deep understanding of developments in the cybercriminal underground enables us to integrate this strategic and tactical threat
intelligence into awareness programs and CREM, while also helping improve the cyber defense capabilities of governments,
businesses, and ordinary individuals. The pace at which the modern underground evolves has significantly intensified, but so too

have the innovations of organizations dedicated to preemptively defending against it.
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